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THE CONSTITUTIONAL BOUNDARIES OF DIGITAL EVIDENCE:
INTRUSIVE MEASURES, CYBERSECURITY AND NATIONAL
SECURITY IN ROMANIA

Safta, M., Stanciu, C. A. M.

INTRODUCTION. THEORETICAL FRAMEWORK

In any legal system, evidence constitutes the cornerstone of the administration of
justice. The establishment of truth represents the ultimate objective of jurisdictional
proceedings, while the legitimacy of judicial decisions depends directly upon the
legality and integrity of the methods employed in its ascertainment. From this
perspective, evidentiary matters cannot be reduced merely to their effectiveness in
proving factual circumstances; rather, they inherently engage considerations relating
to the protection of fundamental rights and freedoms. Within a state governed by the
rule of law, judicial truth cannot be pursued at any cost. Accordingly, evidentiary
mechanisms must remain strictly subject to the principles of legality, necessity, and
proportionality.

The rapid development of information and communication technologies has
profoundly reshaped the law of evidence, positioning digital evidence at the core of
contemporary procedural systems. As social and economic interactions increasingly
unfold in digital environments, they inevitably leave behind informational traces—
such as traffic, location, identification, and content data—that may be collected and
processed by public authorities. This expanded technological capacity significantly
enhances the state’s ability to access intimate aspects of individual life, thereby
requiring a careful constitutional reassessment of the limits of public intervention.

Within the framework of criminal proceedings, this issue finds its most profound
expression through technical surveillance measures, which represent some of the
most intrusive instruments available to criminal investigation bodies.
The interception of communications, access to traffic and location data, or the use of
technical infrastructure to collect information involve direct interferences with the
right to intimate, family, and private life and the secrecy of correspondence,
guaranteed by the Romanian Constitution under Article 26 and Article 28.
The expansion of the state’s technological capabilities thus generates a structural
tension between the necessity of combating crime—including cybercrime-and the
constitutional obligation to protect the substance of fundamental rights.

Beyond the sphere of criminal proceedings, however, the issue of digital
evidence and technical surveillance transcends the strictly judicial framework, fitting
into a broader dimension-that of cybersecurity and, implicitly, national security. In
the context of hybrid threats, cyberattacks, and the vulnerabilities of critical
infrastructures, the collection and processing of data acquire a strategic dimension,
transforming surveillance from a procedural tool into a mechanism for protecting the
fundamental interests of the state. This functional expansion, however, raises



additional concerns regarding the delimitation of the authorities’ competences and
the constitutional standards applicable to interferences with fundamental rights.

Within this framework, the present research seeks to analyse—by capitalizing on
the evolution and chronological development of the case law of the Constitutional
Court of Romania (CCR)-three distinct yet interconnected dimensions of the issue:
the general dimension of digital evidence, its application in criminal proceedings
through technical surveillance measures, and, finally, its extension into the field of
national security. The analysis will highlight the manner in which constitutional case
law has progressively developed a coherent set of standards concerning the legality,
foreseeability, necessity, and proportionality of interferences, in a judicial dialogue
with the case law of the Court of Justice of the European Union (CJEU) and the
European Court of Human Rights (ECtHR). In accordance with the relevant
constitutional provisions—namely Articles 20 and 148-the research will further
consider the interpretation of fundamental rights in harmony with the international
treaties Romania is a party to and in compliance with the principle of the primacy of
European Union law.

Without claiming to provide an exhaustive analysis of an issue characterized by
growing normative density and technological dynamism, the proposed analysis seeks
to outline the constitutional landmarks of surveillance in the digital age and to
highlight the contribution of Romanian case law to the configuration of a genuine
digital constitutionalism, situated at the intersection of fundamental rights protection
and security imperatives in a democratic society.

I. Data Retention and Structural Surveillance.
Constitutional and European Standards

1. The Unconstitutionality of the National Transposition
of Directive 2006/24/EC (“Big Brother”)

Without providing extensive detail on this case law within the current
framework, given its comprehensive presentation in other studies?, we mention it as a
landmark not only at the national level but also at the level of the European Union
(EU). This includes its role in the dialogue between constitutional courts and the
subsequent effects regarding the shaping of fundamental rights protection standards.

From the perspective of EU law, this moment was one of tension between
Romania’s obligation to comply with the European legal order (the transposition of a
directive) and the obligation to adhere to the fundamental rights protection standards
enshrined in the Romanian Constitution. This tension arose from the intrusive nature
of the measures established by the European act in question, namely Directive
2006/24/EC (the so-called “Big Brother Directive™)’. Essentially, it imposed a

! C. F. Stoica, M. Safta, ‘Theoretical and practical issues relating to the right to the
protection of personal data’ (2015) 5(2), Juridical Tribune — Review of Comparative and
International Law 88-10, available at https://www.tribunajuridica.eu/arhiva/An5v2/
6%20Stoica.pdf.

2 Directive 2006/24/EC (Data Retention Directive).
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general obligation on Member States to store traffic and location data held by
telephone and internet service providers for a specified period, for the purpose of
combating serious crime and terrorism. However, the manner in which this obligation
was regulated faced critical positions, both publicly and in legal literature, where it
was argued that it permitted generalized and undifferentiated surveillance,
establishing what Stefano Rodota named “total surveillance,” which alters the
balance of power between the state and the individual. In his view, the functioning of
the rule of law is based on a clear rule: state power must be transparent, while the
individual’s life must be opaque®-more precisely, the requirements of the right to
privacy must be respected. The same thesis is developed in legal doctrine by Orla
Lynskey, who states that generalized data retention policies undermine the
foundation of liberal democracy, transforming citizens into subjects of constant
monitoring®. The issue of undifferentiated data collection lies in the creation of an
informational asymmetry between the state and the citizen. In the absence of robust
safeguards, the state’s control capacity is liable to exceed the requirements of the
proportionality test. Lynskey emphasizes that data protection is more than an
individual right, being a structural component of the rule of law.

The Directive in question was transposed in Romania through Law No
298/2008°, which was challenged before the CCR and found unconstitutional by
Decision N01.258/2009%. While the Constitutional Court acknowledged, in principle,
“the legislator’s possibility to limit the exercise of certain fundamental rights and
freedoms, as well as the necessity of regulating measures that provide law
enforcement authorities with specific duties in criminal investigation with efficient
and adequate instruments for preventing and uncovering terrorism-related crimes, in
particular, as well as serious crimes”, it emphasized the imperative of respecting “all
the safeguards that such an interference requires.” Subsequently, the Romanian
legislator adopted Law No 82/20127, attempting to remedy the identified
unconstitutionality flaws and to establish new standards for the protection of personal
data. However, this law was also found unconstitutional by Decision No 440/2014%,
which reaffirmed the necessity of real, not illusory, safeguards for the fundamental
rights affected by the transposition of the directive. We shall briefly highlight below
these safeguards as they emerge from the aforementioned decisions.

% S. Rodota, Technopolitics. Democracy and the New Communication Technologies, 2nd
Edition, Laterza Publishing, Rome-Bari, 2004, pp. 3-15.

4 0. Lynskey, The Foundations of EU Data Protection Law, Oxford University Press,
Oxford, 2015, pp. 175-180.

® Official Gazette no. 780 of 21 November 2008.

® Official Gazette no. 798 of 23 November 2009.

7 Official Gazette no. 211 of 25 March 2014.

8 Official Gazette no. 883 of 9 November 2014.



2. Constitutional Safeguards Governing Data Retention and Access

2.1. Quality of Law

The Court emphasized that the limitation of the exercise of fundamental rights (in
this case, the right to intimate life, the secrecy of correspondence, and the freedom of
expression) must occur in a clear, predictable, and unequivocal manner, so as to
eliminate, as far as possible, the possibility of arbitrariness or abuse by the authorities
in this field. However, “the lack of precise legal regulation, which would exactly
determine the scope of those data necessary for identifying natural or legal persons
who are users, opens the possibility for abuses in the retention, processing, and use
of data stored by providers of publicly available electronic communications services
or public communications networks”. In the same logic, the Court held that the
legislator does not define what is meant by “threats to national security”; thus, in the
absence of precise delimitation criteria, various ordinary, routine actions,
information, or activities of natural and legal persons can be arbitrarily and abusively
assessed as being of the nature of such threats. Consequently, “the subjects of the law
may be included in the category of suspected persons without knowing this and
without being able to prevent, through their conduct, the consequence of applying the
rigors of the law”.

With reference to the same constitutional requirements, the Court sanctioned the
ambiguous terminology, noting, inter alia, that Article 1 (2) of the law extended the
retention obligation to “related data necessary for identifying the subscriber”,
without, however, providing a legal definition of this concept. In the absence of an
explanation of what the legislator understands by “related data”, the legal provision
failed to establish with precision the scope of information subject to storage.

2.2. The State’s Negative Obligation to Refrain from Interference with the
Exercise of Rights or Freedoms

The Court found that the law established an obligation for providers of publicly
available electronic communications services or public communications networks to
retain data continuously for a period of 6 months from the moment of interception,
thereby depriving the principle of personal data protection and confidentiality of its
substance (enshrined at the legislative level by Law No 677/2001 on the protection of
individuals with regard to the processing of personal data and the free movement of
such data, as well as Law No 506/2004 on the processing of personal data and the
protection of privacy in the electronic communications sector). The excessive nature
of these limitations was further highlighted by invoking the provisions of Article
9171 of the Code of Criminal Procedure, regarding which the Court held that it
“respects the exceptional nature of audio or video interceptions and recordings, as
these are allowed under certain strict conditions, from the moment of obtaining a
reasoned authorization from a judge, for a limited period of time which cannot
exceed, in total, for the same person and the same act, 120 days”. The Court
concluded that the regulation of a positive obligation concerning the continuous
limitation of the exercise of the right to intimate life and the secrecy of
correspondence “causes the very essence of the right to disappear, by removing the
safeguards regarding its exercise”.

4



2.3. Proportionality of the Interference

2.3.1. The Unconstitutionality of General and Continuous Data Retention

In essence, the Court emphasized that it is not the justified use, under the
conditions regulated by Law No 298/2008, that in itself unacceptably prejudices the
exercise of the right to intimate life or the freedom of expression, but rather the
continuous, generally applicable legal obligation to store data-thus, an interference
lacking proportionality. Storage affects the subjects of the law “regardless of whether
or not they have committed criminal acts or whether or not they are the subject of
criminal investigations, which is likely to overturn the presumption of innocence and
to transform a priori all users of electronic communications services or public
communications networks into persons suspected of committing terrorism-related or
serious crimes”.

2.3.2. Sanctioning the Absence of Effective Judicial Oversight of Access to
Retained Data

While Decision No 1.258/2009 primarily examined the bulk collection of data,
Decision No 440/2014°-which sanctioned a new attempt to transpose the same
aforementioned Directive—focused particularly on the access to the collected
information. The Court found that “requests for access to retained data for the
purpose of their use as provided by law, formulated by state authorities with duties in
the field of national security, are not subject to authorization or approval by a court
of law, thus lacking the guarantee of effective protection of the stored data against
the risks of abuse as well as against any illicit access and use of such data. This
circumstance is likely to constitute an interference with the fundamental rights to
intimate, family, and private life and the secrecy of correspondence and, therefore,
infringes the constitutional provisions that enshrine and protect these rights”.

The need for such review was reasoned by pointing out that in the case of
retention and storage of electronic information, the interference with the fundamental
rights regarding intimate, family, and private life, the secrecy of correspondence, and
the freedom of expression is extensive and must be regarded as being particularly
serious. Furthermore, the circumstance that the retention of data and their subsequent
use are carried out without the subscriber or registered user being informed thereof is
likely to generate for the persons concerned the feeling that their private life is the
subject of constant surveillance. Likewise, the Court emphasized that the information
which can be retained or stored by providers of electronic communications networks
or services, although predominantly technical in nature, is likely to provide relevant
information regarding the individual and their private life. These data aim at
identifying subscribers or customers, namely the user and the recipient of information
communicated electronically, the source, destination, date, time, and duration of a
communication, the type of communication, the communication equipment or
devices used by the user, the location of mobile communications equipment, the
payment methods used by users, as well as the history of access logs with the
corresponding timestamps for an IP address. Such data are likely to affect the free

® Official Gazette no. 653 of 4 September 2014.



exercise of the right to correspondence or freedom of expression, as well as the
person’s intimate, family, and private life; “specifically, the data in question allow
very precise conclusions to be drawn concerning the private lives of the persons
whose data has been retained, conclusions which may concern daily habits,
permanent or temporary places of residence, daily or other movements, activities
carried out, personal interests, social relationships of those persons and the social
environments attended by them”*°.

Using the same reasoning, the Court held the lack of an effective control
mechanism over the activity of communications providers—namely, the entities that
actually stored the data. Although the law appointed supervisory authorities, it did
not provide them with the necessary levers to effectively verify whether operators
complied with security standards, making it impossible to carry out an actual
verification of the manner in which data were stored, protected, or destroyed,;
furthermore, no transparent information was provided regarding the institutions
permitted to access these data’’. Additionally, the majority of the established
violations were sanctioned with an administrative fine rather than a criminal one,
leaving the citizen vulnerable to the risks of potential abuses. At the same time, the
law only defined as a criminal offense the intentional access, alteration, or transfer of
retained data without authorization, while all other illicit acts were considered
administrative offenses'?. According to the Court, the failure to regulate a real control
mechanism over electronic communications service providers was tantamount to a
lack of safeguards.

Moreover, at the time the Decision No 440/2014 was issued, the Court of Justice
of the European Union (CJEU) had already invalidated Directive 2006/24/EC
through its Judgment of 8 April 2014; consequently, the Constitutional Court of
Romania (CCR) found Law No 82/2012-which transposed the Directive as
unconstitutional. Simultaneously, the Court found that the activities of retaining and
using data generated or processed in connection with the provision of publicly
available electronic communications services or public communications networks
“bec?ye devoid of legal basis, both from the perspective of European and national
law™™,

2.4. Lack of Adequate Safeguards for the Protection of Fundamental Rights.
“Undermining or Destroying Democracy on the Ground of Defending It”**

The aforementioned decisions of the Constitutional Court also established the
infringements upon the exercise of the right to freedom of movement, the right to
intimate, private, and family life, and the interference with the secrecy of
correspondence and freedom of expression caused by Law No 298/2008. Referring to
the case-law of the ECtHR in Case Klass and Others v. Germany™® (1978) or

1% Decision no. 440/2014, para. 56.

™ Ibidem, para. 68.

2 Ibidem.

2 Ibidem., para. 78.

 ECtHR Judgment of 6 September 1978, Klass and Others v. Germany, Application no.
5029/71, para. 49.

5 Ibidem
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Dumitru Popescu v. Romania'® (2007), the Court established, through Decision No
1.258/20009, that interferences with private life can only be justified by the existence
of robust legal safeguards, aimed at ensuring effective protection against the risk of
abuse by state authorities. In accordance with the principles enshrined in Klass Case,
the Court found that the adoption of surveillance measures, in the absence of
adequate and sufficient safeguards, risks leading to the very destruction of democracy
under the alleged reason of defending it.

2.5. European Jurisprudential Coherence on Electronic Communications
Surveillance

With reference to the aforementioned sequence of decisions and the interference
of EU law, it should be noted that other Constitutional Courts have also sanctioned,
using similar reasoning, the transposition of the directive, and that it was ultimately
invalidated by the CJEU in the joined cases Digital Rights Ireland (C-293/12) and
Seitlinger and Others (C-594/12). Among the arguments upheld by the Court was the
fact that no distinction was made between the categories of collected data based on
their potential usefulness in achieving the pursued objective or based on the persons
concerned. Directive 2006/24/EC did not provide clear and precise rules governing
the scope of the interference with the fundamental rights enshrined in Articles 7 and
8 of the Charter. Furthermore, the imposition of a storage period of at least six
months and a maximum of 24 months, without specifying that the determination of
the retention duration must be based on objective criteria to guarantee its limitation to
what is strictly necessary, contravened constitutional standards’.

The approach of constitutional judges—whether referring to national
constitutional courts or the CJEU-was based on a common objective: ensuring the
highest possible standard of protection for human rights in the context of electronic
communications surveillance. This remains in recent constitutional history as a
valuable endeavor to defend constitutional values against technology and the risks
involved in its improperly controlled use. Regarding the actual judicial relations
between the courts, there have also been criticisms raising from the fact that the CCR
did not address the CJEU with a preliminary ruling request in that context. In this
regard, we share the opinion that the dialogue between judges in the EU must be
strengthened and the preliminary ruling mechanism utilized to its full potential™.

8 ECtHR, Judgment of 26 April 2007, Dumitru Popescu v. Romania (no. 2), Application
no. 71525/01.

" CJEU, Judgment of 8 April 2014, Digital Rights Ireland Ltd, joined cases C-293/12 and
C-594/12, EU:C:2014:238, paras. 63-65.

'8 Ibidem.



I1. Technical Surveillance in Criminal Proceedings:
Constitutional Limits and Safeguards

1. The Legality of Technical  Surveillance  Measures®-
Criteria and Remedies

Over time, a rich case-law of the CCR has emerged in response to criticisms
brought against the provisions of Chapter IV, marginally titled “Special Surveillance
Methods?®, under Title IV, “Evidence, Means of Evidence, and Evidentiary
Procedures”, of the Code of Criminal Procedure. In its rulings, relying on the
landmark case law of the ECtHR, the Court has specified and described the criteria
for assessing the legality of surveillance measures, as well as the remedies that the
law must provide to persons against whom technical surveillance measures have been
ordered. Thus, the CCR held that, in analyzing compliance with the safeguards for
the right to private life provided by Article 8 of the Convention for the Protection of
Human Rights and Fundamental Freedoms, the ECtHR considers—besides the aspects
regarding the definition of categories of persons subject to technical surveillance-the
nature of the offenses (types of offenses), the duration of the measure’s execution,
the authorization procedure, the conditions for drafting the summary report of
intercepted conversations (transcription procedures), the precautions taken to
communicate intact and complete recordings for judicial review, and aspects
concerning the circumstances under which such interceptions can or must be
destroyed (referring, for example, to the Judgment of 24 April 1990, Huvig v.
France, paragraph 34; the Judgment of 18 February 2003, Prado Bugallo v. Spain,
paragraph 30; the Judgment of 4 December 2015, Roman Zakharov v. Russia,
paragraph 231).

At the same time, the CCR has contributed to “shaping” the incident regulatory
framework by delivering rulings that eliminated a series of unconstitutionality flaws.
As will be seen in the following analysis, these rulings applied the standards already
defined in the “Big Brother” case law, thus marking a jurisprudential continuity
within the specific field of criminal procedure regulation.

2. Legislative Precision in Defining Competent Authorities Empowered to
Execute Technical Surveillance Warrants

2.1. The Separation of Criminal Investigation and Intelligence Functions in
the Execution of Technical Surveillance Warrants

Applying the standard of quality of law extensively developed in its case law—
which involves rigorous requirements in criminal matters—the CCR sanctioned the
criminal procedure provisions that established, in a vague and imprecise manner, the

® See also Gianina-Anemona Radu, ‘Theoretical and Practical Aspects Regarding
Technical Surveillance in the Criminal Trial’ (2023) Valahia University Law Study SI 216-223
https://www.ceeol.com/search/article-detail?id=1353109

% For references see Mihail Udroiu, ‘A posteriori control of the legality of technical
surveillance in Romanian criminal proceedings’ (Studia Universitatis Babes-Bolyai
lurisprudentia, Vol 68 No 2, 23 Dec 2023) https://doi.org/10.24193/SUBBIur.68(2023).2.6
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category of authorities competent to enforce technical surveillance warrants, thereby
allowing their execution by authorities not expressly specified by law.

Having been called upon to rule on the provisions of Article 142 (1) of the Code
of Criminal Procedure, according to which “The prosecutor shall execute the
technical surveillance or may order it to be carried out by the criminal investigation
body or by specialized workers within the police or by other specialized state
bodies”, the CCR found that the phrase “or by other specialized state bodies” is
unconstitutional®.

In the reasoning of its decision, the Court emphasized the inherently intrusive
nature of technical surveillance measures, underscoring the necessity of a clear,
precise, and foreseeable legal framework. Such regulation must provide sufficient
safeguards not only for the individual subject to the measure, but also clear guidance
for prosecutorial authorities and courts, thereby ensuring protection against arbitrary
or abusive implementation and against unjustified interference with fundamental
rights, including the right to private and family life and the confidentiality of
communications. However, through the aforementioned general phrasing, the
legislator included within Article 142 (1) of the Code of Criminal Procedure, in
addition to the prosecutor, the criminal investigation body, and specialized workers
within the police, other specialized state bodies, such as the Romanian Intelligence
Service (SRI) referenced by the authors of the exception, other services with duties in
the field of national security, or specialized state bodies with duties in various fields,
such as the National Environmental Guard, the Forest Guards, the National Authority
for Consumer Protection, the State Inspectorate in Construction, the Competition
Council, or the Financial Supervisory Authority, none of which possess criminal
investigation powers. According to the CCR, “the legislator’s option for the
technical surveillance warrant to be executed by the prosecutor and the criminal
investigation bodies, which are judicial bodies according to Article 30 of the Code of
Criminal Procedure, as well as by specialized workers within the police—insofar as
they may hold the certification of judicial police officers under Article 55 (5) of the
Code of Criminal Procedure—is justified”, but not that of other bodies whose scope is
not specified. With reference to the opinions regarding the involvement of the SRI in
criminal investigations—a flashpoint of both legal and public debate-the opinions of
the Venice Commission? are noteworthy, as is the distinction made in legal
literature® between intelligence gathering for national security and criminal
prosecution activities. Intelligence agencies have specific duties and different
operational rules, which do not overlap with the procedural safeguards of the
criminal process. By allowing their involvement in the execution of common law
technical surveillance warrants without establishing a clear legal framework, the
citizen has no guarantee that the digital evidence against them was obtained by a
legally authorized body.

2! Decision no. 51/2016, Official Gazette, Part I, no. 190 of 14 March 2016, para. 20.

2 gee Venice Commission, Report on the Democratic Oversight of the Security Services
(CDL-AD(2007)016), Strashourg, 11 June 2007, para. 199 et seq.

% popa, A.-N., CCR Case-law regarding the notion of "national security", published on
Juridice.ro on 10.02.2020.
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In addition to the constant reference to ECtHR standards, it is interesting to note
the manner in which the Court correlates the national regulatory framework with that
of the EU, by specifically referring to provisions of the codes of criminal procedure
from other states; regarding these, it notes that “when regulating technical
surveillance activities and their execution, they do so through clear and predictable
rules and target only judicial bodies. In this sense, national codes of criminal
procedure expressly provide that technical surveillance activities are carried out by
the investigating judge, prosecution bodies, and police bodies, and that, from a
technical standpoint, legal entities in the field of telecommunications services or
other fields expressly and limitedly provided for by the law of criminal procedure are
obliged to collaborate, if necessary, in their implementation”®. From this
perspective, it can be stated that this decision also finds its place within the space of
jurisdictional dialogue that contributes to the strengthening of the European
architecture for the protection of fundamental rights.

2.2. Remedies in Case of Breach of Competence by Prosecution Bodies

In this context, given its importance from the perspective of remedies for the
violation of fundamental rights (including within the complex context of technical
surveillance), we mention Decision No 302/2017%. Through this ruling, the CCR
found that the legislative solution contained in the provisions of Article 281 (1) letter
b) of the Code of Criminal Procedure-which does not include the breach of
provisions regarding the material competence and personal competence (ratione
personae) of the prosecution body within the category of absolute nullities—is
unconstitutional. In essence, the CCR held that proving an injury to a person’s rights
solely through the prosecution body’s failure to comply with provisions regarding
subject-matter or personal competence “turns into a proof difficult to achieve by the
interested party, which amounts, in fact, to a genuine probatio diabolica, and
implicitly leads to a violation of the fundamental right to a fair trial”. It is therefore
required that, in this situation, the procedural injury to be presumed juris et de jure.

The logical link between Decision No 51/2016 and Decision No 302/2017
regarding remedies is expressly mentioned in the subsequent case law of the CCR, to
which we shall briefly refer in the following section®.

3. Technical Surveillance Activities. The Unconstitutionality of Granting the
Status of Special Criminal Investigation Body to the Romanian Intelligence
Service (SRI)

Following the delivery of Decision No 51/2016, Government Emergency
Ordinance no. 6/2016 was adopted, aiming to align the provisions of the Code of
Criminal Procedure with this CCR decision. Thus, the phrase found unconstitutional
was removed from the provisions of Article 142 (1) of the Code of Criminal
Procedure. Furthermore, Article 57 (2) of the Code of Criminal Procedure was
amended to specify that “special criminal investigation bodies may, in the case of

2 Decision no. 51/2016, para. 36.
% Official Gazette no. 566 of 17 July 2017.
% Official Gazette no. 193 of 12 March 2019.
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offenses against national security provided for in Title X of the Criminal Code and
terrorism offenses, upon the prosecutor’s order, implement technical surveillance
warrants” (Article | point 1). Additionally, Article 13 of Law No 14/1992 on the
organization and functioning of the SRI was amended to state that “SRI bodies
cannot perform criminal investigation acts, cannot take the measure of detention or
preventive arrest, nor have their own arrest facilities. By way of exception, SRI
bodies may be designated as special criminal investigation bodies according to
Article 55 (5) and (6) of the Code of Criminal Procedure for the execution of
technical surveillance warrants, in accordance with the provisions of Article 57 (2)
final thesis of the Code of Criminal Procedure” (Article IV point 2). Through the
same normative act, the role of the National Center for Communications Interception
(CNIC) within the Romanian Intelligence Service (SRI) was established as a
mandatory infrastructure for prosecution bodies in order to conduct technical
surveillance activities®’.

Reiterating the reasoning that grounded its case-law in this matter and placing its
analysis within a broad framework of European law, the CCR found that granting the
status of special criminal investigation body to the SRI violates the constitutional
provisions. The Court noted, inter alia, the aspects highlighted by the European
Union Agency for Fundamental Rights, according to which “an organizational
separation between secret services and law enforcement authorities is usually
considered a safeguard against the concentration of powers in a single service and
the risk of arbitrary use of information obtained in secret”?.

Regarding the aforementioned technical structure, the Court held that the
provisions concerning the execution of technical surveillance warrants through the
C.N.I.C. are norms adopted to regulate a transitional situation in the period
immediately following the publication of Decision No 51 of 16 February 2016, with
the aim of adopting a precise regulation in the field that complies with constitutional
requirements. Although six years have passed since the adoption of Government
Emergency Ordinance no. 6/2016, the legislator, through its approval law, limited
itself to approving the “emergency solution” without regulating a procedure
compliant with constitutional norms, and established the C.N.1.C. as the sole entity
executing both the authorization acts issued under Article 13 of Law No 51/1991 on
Romania’s national security and the technical surveillance warrants issued according
to the Code of Criminal Procedure. The Court sanctioned this regulation, holding that
regarding the execution of technical surveillance warrants issued under the Code of
Criminal Procedure, it is not sufficient to indicate the name of a structure, entity,
institution, or body that does not benefit from regulation at the level of law;
“although, according to Article 285 (2) of the Code of Criminal Procedure, the
procedure during the criminal investigation is non-public, this does not mean the
procedure is secret, but only that in this phase of the criminal process, the publicity
specific to the trial phase does not exist”.

2T According to Art. 4 of Government Emergency Ordinance no. 6 of 11 March 2016 on
certain measures for the execution of technical surveillance warrants ordered in criminal
proceedings, published in the Official Gazette, Part I, no. 190 of 14 March 2016.

%8 Decision no. 55/2022, para. 155.

2 Ibidem., para. 204.
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The CCR case law, consistent with the dynamics of legislative amendments that
essentially enshrined the same normative solution, responded to criticisms, also
present in legal literature®®, according to which the mere reconfiguration of the SRI
as a technical body does not change its nature as an intelligence service—militarized
and subordinated to the executive—which is structurally incompatible with the
safeguards of judicial independence. Regarding the field analyzed herein, that of
digital evidence, the cited case law is particularly relevant from the perspective of the
principle that control over the technical infrastructure determines the validity of the
evidence. The dependence on the SRI’s technical infrastructure turned judicial bodies
into mere passive beneficiaries of data whose integrity was impossible to verify, in
violation of the safeguards of the right to a fair trial. In the context of technological
developments and the remodeling of evidence in criminal proceedings, it is essential
that the modernization of the means of evidence-namely the introduction of digital
evidence in building the prosecution’s case—be achieved without compromising the
independence of criminal investigation bodies and fundamental rights.

4. Convergence of European and National Jurisprudence on Data Protection
and Technical Surveillance. Sanctioning the Cooperation Protocols between the
Public Ministry and the SRI

As in the Big Brother precedent, the CCR case law regarding the execution of
technical surveillance warrants correlates with the relevant CJEU case law. In the
joined cases Tele2 Sverige AB and Watson®!, the CJEU emphasized that national
legislation must provide objective criteria establishing a connection between the
collected data and the pursued goal®. Reiterating the reasoning used in the Digital
Rights Ireland case®®, the Court held that the continuous and undiscriminated use of
communication storage and interception mechanisms is liable “to generate in the
minds of the persons concerned the feeling that their private life is the subject of
constant surveillance™. Furthermore, generalized surveillance is incompatible with
the foundations of a democratic society, affecting the very essence of freedom of
expression. This same interpretation was reconfirmed by the CJEU several years later
in the VD and SR judgment (Joined Cases C-339/20 and C-397/20)%, where the
Court established that not even the combating of economic offenses, such as market
abuse, can justify the generalized storage of personal data®. The Court ruled that

% Cristescu, D. 1., Vademecum on the investigation of illicit manifestations against national
security (111), published on Juridice.ro on December 8, 2023.

® CJEU, Grand Chamber, Judgment of 21 December 2016 delivered in joined cases
C-203/15 Tele2 Sverige AB v. Post- och telestyrelsen and C-698/15 Secretary of State for the
Home Department v. Tom Watson and Others, ECLI:EU:C:2016:970.

%2 bidem, para. 110.

¥ CJEU, Grand Chamber, Judgment of 8 April 2014 in joined cases C-293/12 Digital
Rights Ireland Ltd and C-594/12 Kdrntner Landesregierung and Others, ECLI:EU:C:2014:238,
para. 37.

* CJEU, Judgment in Tele2 Sverige and Watson (C-203/15 and C-698/15), para. 100.

% CJEU, Judgment of 20 September 2022, VD and SR, Joined Cases C-339/20 and
C-397/20, EU:C:2022:703.

% French legislation provided for “"on a preventive basis, the generalized and
undifferentiated retention of traffic data by electronic communications service providers for one
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national courts may not maintain, on a provisional basis, the effects of a non-
compliant law for the purpose of saving digital evidence in ongoing criminal cases.
Information and evidence obtained as a result of generalized surveillance must be
excluded®-a point on which we also note the CCR case law, which ruled to the same
effect, this time within the framework of a legal dispute of a constitutional nature.

Thus, through Decision No 26/2019%® on the request for the settlement of the
legal dispute of a constitutional nature between the Romanian Parliament, on the one
hand, and the Public Ministry—the Prosecutor’s Office attached to the High Court of
Cassation and Justice, the High Court of Cassation and Justice, and the other courts
of law, on the other hand, the CCR essentially established the obligation of the High
Court of Cassation and Justice and the other courts, as well as the Public Ministry—
the Prosecutor’s Office attached to the High Court of Cassation and Justice and its
subordinate units-to verify, in pending cases, the extent to which a breach of the
provisions regarding the competence ratione materiae and ratione personae of the
prosecution body occurred through the conclusion of Protocols between the Public
Ministry and the SRI, and to order the appropriate legal measures.

The aforementioned sequence of decisions marks a landmark moment in the
evolution of the regulatory framework amidst the challenges posed by the technical
complexity of digital evidence, such as the lack of adequate technical infrastructure
highlighted even in the public communication of the Public Ministry at that time®.
Although the primary focus of national and European debates was the involvement of
intelligence services in the judiciary, our intention is to emphasize the complexity of
the technical management of digital evidence and the rigorous requirements for the
protection of fundamental rights in an increasingly technology-driven environment.
Indeed, these aspects are also noted in EU rule of law evaluation documents, which
consistently mention the need for a predictable legislative framework that guarantees
effective judicial review®.

III. Cybersecurity and Structural Preventive Surveillance
Technological development and risks to national security have led to the adoption
of laws aimed at addressing new regulatory needs. In this regard as well, Romania’s
legislation has followed a sinuous path, in which the CCR’s intervention has
constituted a significant shaping factor.

year from the date of recording, with a view to combating market abuse offenses, including the
unlawful use of inside information." — Court of Justice of the European Union (Research and
Documentation Directorate), Thematic Factsheet — Personal Data Protection, July 2024,
available at, pp. 53-57.

*" Ibidem, p. 57.

% Official Gazette no. 193 of 12 March 2019.

¥ See National Anticorruption Directorate Press Release no. 252/V111/3 of 9 March 2016,
requesting the Ministry of Justice to increase the number of positions and the institution's
budget to ensure the technical infrastructure necessary for the execution of surveillance
warrants, available online at: https://www.dna.ro/faces/comunicat.xhtml?id=7206.

4 See the Report from the Commission to the European Parliament and the Council on
Progress in Romania under the Cooperation and Verification Mechanism (CVM) of 2017 and
2018, as well as the 2022 Rule of Law Report — Country Chapter on the rule of law situation in
Romania, Luxembourg, 13.7.2022, SWD(2022) 523 final.
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Thus, in 2015, the Cybersecurity Law was found unconstitutional in its entirety,
primarily due to its unclear and imprecise manner of regulation**, namely because it
regulated its scope of application in a very general way, without distinguishing
between the categories of persons who own, organize, administer, or use computer
networks and systems. Beyond the technical aspects and the issues specific to the
regulation of cyber infrastructure and the authorities with competence in the field, the
Court also sanctioned the absence of any provision within the law ensuring the
possibility for a person-whose rights, freedoms, or legitimate interests were affected
by acts or deeds based on the provisions of the Cybersecurity Law of Romania—to
appeal to an independent and impartial court of law. The Court held that this
omission fails to comply with the provisions of Article 1 (3) and (5), Article 21 of the
Constitution, as well as Article 6 of the Convention for the Protection of Human
Rights and Fundamental Freedoms.

Subsequently, however, the legislator incorporated the requirements established
by the Court, so that a new Cybersecurity Law passed the constitutionality test and is
currently in force. Through Decision No 70/2023*, the CCR held that the adopted
law is clear; regarding the specific component of data retention and use, it assessed
that the mechanisms for notifying cybersecurity incidents and those for
communicating cybersecurity risks, threats, and vulnerabilities ensure, in each
individual case, determined timeframes/intervals—spanning from the moment of
incident notification to the communication of additional data and information
regarding the said incident. These timeframes are established to allow any concerned
legal subject the physical, technical, and operational capacity to transmit the
information in question to the competent authorities. The Court provided further
clarification regarding the reporting obligation established by law, specifying that not
every cybersecurity incident is capable of triggering the reporting mechanisms
provided for by the law. For instance, not every propaganda or disinformation
campaign is envisioned by the legislator, but only those of extreme gravity that
represent a threat to national security.

Regarding the criticism that including all computer networks and systems within
the national security protection system—specifically within the cybersecurity sector of
national security—violates the right to intimate, family, and private life, as well as the
freedom of expression, the Court found that the analyzed legislative solution does not
target computer networks and systems in their materiality. Instead, the object of
national security interest consists of the negative effects produced by cyberattacks
and threats, as well as hybrid threats in cyberspace that affect the state’s resilience
capacity, namely propaganda and disinformation campaigns in cyberspace that affect
the constitutional order.

In the reasoning of its decision, the Court mandated the necessity of a balance
between cybersecurity protection needs and individual rights, placing particular
emphasis on the protection of the right to privacy. The Court’s interpretation sought
to establish a distinction between technical data, necessary for the analysis of the

> Decision no. 17/2015, Official Gazette no. 79 of 30 January 2015.
2 Official Gazette no. 131 of 15 February 2023.
3 Decision no. 70/2023, Official Gazette no. 211 of 14 March 2023, para. 143.
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cybersecurity incident, and content data. The Court held that the challenged law
clearly specified that the information requested from cybersecurity technical service
providers does not target personal data or content data**. The Court emphasized that
the law did not authorize access to the content of users’ private communications. The
reporting obligation provided for by the legal text was strictly limited to the technical
elements necessary for identifying and counteracting cyber threats.

This case-law, and the manner in which it has guided the adoption of a law
essential in the context of current technological developments and the complex risks
to which societies are subjected, reveals a fundamental requirement of the rule of
law: cybersecurity, even when subsumed under national security, cannot constitute a
regulatory space exempted from the constitutional rigors of clarity, proportionality,
and effective judicial review. The analyzed legislative evolution demonstrates that
the Court’s intervention played an essential shaping role in defining the constitutional
limits of state interference in the digital sphere. While the first regulation was
sanctioned for its general, imprecise nature and lack of effective safeguards, the new
cybersecurity law was validated precisely to the extent that it integrated clear criteria
for determining its scope of application, established predictable procedural
mechanisms, and expressly excluded access to the content data of private
communications. From the perspective of digital evidence, this case law is of
particular importance. Cyberspace currently represents one of the primary sources of
data liable to become means of evidence in criminal proceedings or other
proceedings relevant to national security. Thus, the classification and delimitation of
this data—between technical data and content data—acquires a constitutional value.
The Court has imposed the principle that the analysis of security incidents may
justify the processing of strictly necessary technical data, but it cannot fail into a
generalized mechanism for surveillance or for the collection of communication
content in the absence of the specific safeguards of criminal procedural law and
judicial authorization.

CONCLUSIONS

The analysis conducted in the present study was intended to outline the
constitutional limits of digital evidence by referring to three interdependent levels:
the retention of and access to data resulting from electronic communications, the use
of technical surveillance measures in criminal proceedings, and the expansion of data
collection mechanisms in the fields of cybersecurity and national security. This
structure reflects the profound transformation of evidentiary matters in the digital age
and the necessity of reconfiguring the safeguards of the rule of law in the face of
technological expansion.

As regards data retention and access, the case law of the Constitutional Court of
Romania— established by Decision No 1.258/2009 and subsequently consolidated—
marked a defining moment in the process of constitutionalizing the digital space. The
Court rejected the logic of generalized and undifferentiated surveillance, reaffirming

“ Article 21 (5) of Law No 58/2023 on the cybersecurity and cyber defense of Romania:
"The data and information provided for in para. (1) do not target, through the purpose of the
request, personal data and content data.”
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that the efficiency of combating crime or terrorism cannot justify the establishment of
continuous and global data storage obligations. The imposed standards—the quality of
the law, the clear definition of competences, time limitations, effective judicial
review, and the proportionality of the interference—have shaped a protection
framework that transcends the strict field of electronic communications and projects
itself onto the entire architecture of digital evidence.

In the field of technical surveillance within criminal proceedings, the Court
transferred and consolidated these standards, insisting on the necessity of legislative
precision in defining the bodies empowered to execute warrants, on the clear
demarcation between intelligence activities and criminal investigation activities, and
on the existence of effective remedies in case of breach of legal competence. The
case law regarding the involvement of intelligence services and the management of
technical infrastructure highlights an essential thesis for the digital evidence regime:
the legality and fairness of evidence do not depend exclusively on the formal
authorization of the measure, but also on the institutional and technical framework in
which it is executed. In this context, control over the infrastructure becomes an
intrinsic component of the guarantees of a fair trial.

Regarding cybersecurity and national security, the analysis reveals a refinement
of the constitutional approach. While in the matter of generalized retention the Court
sanctioned the lack of adequate safeguards, in recent decisions it has upheld the
constitutionality of regulations that differentiate between technical data and content
data and that limit reporting obligations to serious and concrete threats. This
evolution confirms that not every interference is, by its nature, incompatible with
constitutional requirements, but only that which exceeds the limits of necessity and
proportionality or which operates within an imprecise regulatory framework devoid
of effective control.

Thus, the constitutional limits of digital evidence in the field of cybersecurity are
structured around three essential coordinates:

a) The legality and predictability of the norm, in the sense of clearly defining the
categories of targeted entities, the types of relevant incidents, and the nature of the
data that may be requested;

b) The proportionality of the interference, by restricting reporting obligations to
serious incidents capable of affecting national security, and by excluding access to
content data;

c) Effective jurisdictional safeguards, allowing the person concerned to challenge
any potential abusive measures and ensuring the control of an independent court over
the interference with fundamental rights.

Viewed as a whole, the Romanian experience highlights a progressive process of
constitutionalizing digital evidence, achieved through a continuous dialogue with the
case law of the CJEU and the ECtHR. The convergence of European and national
standards confirms the existence of a common matrix of digital constitutionalism,
founded on the rejection of generalized surveillance, the supremacy of judicial
review, and the protection of the essence of fundamental rights.

In accordance with the premises set forth in the introduction, the central
conclusion of the study is that the legitimacy of digital evidence does not arise from
the technological performance of the collection means, but from their integration into
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a clear, predictable regulatory framework subject to genuine jurisdictional control. In
a rule of law, technology cannot become a substitute for constitutional safeguards,
nor an instrument for the discretionary exercise of power. Judicial truth remains
inseparable from the legality of the means by which it is obtained.

Beyond constitutional adjudication and doctrinal debates, the practical
implementation of online surveillance measures in Romania reveals additional
structural challenges. Recent analyses from legal practice emphasize that the
interception of electronic communications, access to traffic and subscriber data, and
cooperation obligations imposed on service providers operate at the intersection
between criminal procedural law, data protection law, and national security
legislation. From a practical standpoint, online surveillance does not concern only
traditional telecommunication operators, but increasingly digital platforms, internet
service providers, and entities managing electronic communications infrastructure.
This technological expansion intensifies the need for clear delimitation of
competences, especially in relation to the authorization procedure, the execution of
surveillance warrants, and the preservation and integrity of digital evidence. In the
perspective of accelerated technological developments—artificial intelligence,
algorithmic data analysis, the interconnection of information databases—the
challenges regarding digital evidence will continue to test the capacity of
constitutional law to protect the balance between liberty and security. Precisely for
this reason, the consolidation of a coherent digital constitutionalism, anchored in the
principles of proportionality, subsidiarity, and effective control, represents not only a
theoretical requirement but a structural condition for maintaining the rule of law in a
more digitalized environment.

Abstract

This study examines the constitutional boundaries of the use of data resulting
from electronic communications or technical surveillance measures across three
distinct yet interconnected levels. Firstly, it examines the decisions of the
Constitutional Court of Romania regarding data retention and access, which have
outlined general protection standards applicable regardless of the nature of the
proceedings—whether civil or criminal. Secondly, the analysis focuses on technical
surveillance measures within criminal proceedings as some of the most intrusive
evidentiary tools, highlighting the requirements of legality, foreseeability,
proportionality, and effective judicial oversight. Thirdly, the research addresses the
expansion of data collection mechanisms in the fields of cybersecurity and national
security, where surveillance acquires a structural dimension, transcending a strictly
procedural purpose.

Building on the chronological evolution of constitutional case law, the study
highlights how the Court has sanctioned generalized or insufficiently regulated
surveillance and mandated the clear statutory definition of competent authorities and
the safeguards applicable to interferences with private life and the secrecy of
communications. The analysis demonstrates that, in a state governed by the rule of
law, neither the efficiency of criminal investigations nor the imperatives of national
security can justify surveillance mechanisms lacking adequate and sufficient
safeguards.
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Recent Romanian case law reveals a process of progressive constitutionalization
of the digital space, where the legitimacy of digital evidence resides from its
integration into a clear, restrictive normative framework subject to real jurisdictional
control, ensuring that technology does not become an instrument for the discretionary
exercise of power. Far from conducting an exhaustive examination of such a complex
field, this research calls for a comparative law approach within the framework of
contemporary digital constitutionalism.

Key words: digital evidence; rule of law; technical surveillance; proportionality;
right to privacy; secrecy of communications; constitutional court.
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ABTEHTHUYHICTbB I JOIIYCTUMICTDb IU®POBUX JTOKA3IB
Y KPUMIHAJIBHOMY ITPOBAJI’KEHHI KPI3b ITPU3MY
IMPUHIUIIIB KPUMIHAJIBHOI'O ITIPOLECY

Boaomuna B. K.

BCTYII

CrpiMKHH PO3BUTOK IU(MPOBHX TEXHONOTIH HampukiHIi XX — Ha I[OYATKY
XXI cTomiTrsi CyTTEBO TpaHC(HOPMYBAB XapakTep CYCHUIBHUX BiJJHOCHH, CIOCOOH
KoMyHiKarlii Ta popMu corianbHoi B3aemoil. 1i mporecu 6e3nocepeHbO BILTHHYITH
i Ha chepy KpUMIHAIBHOTO CYAOYMHCTBA, OCKIIbKMA 3HAYHA YaCTHHA CYCILUIBHO
HeOe3NMeuyHNx [JifHb MoYaja BYMHATHCA 13 BHKOPUCTAaHHSIM iH(OpMAIiiHO-
KOMYHIKaiiHIX TEXHOJIOTiH abo 3anmmmiaté micis cebe mudposi cumiaum. Y Takux
yMOBaxX TpaAWIiiHI YSBIEHHS PO MOOKa3W, JDKepela Ioka3oBol iHdopmamii Ta
MEeXaHI3MH IX IPOoLeCcyaIbHOI OI[IHKU 3a3HaH ICTOTHOTO IIEPEOCMHUCIICHHSL.

[Mudposi moka3n MOCTYIOBO IEPETBOPHIINCS Ha OAWH i3 KIIOYOBHX E€JIEMEHTIB
JOKa3yBaHHS y KpPUMiHAJbHOMY NpOBa/UKEHHI. JlaHi €JIeKTPOHHHX MPHUCTPOIB,
cepBepiB, TeICKOMYHIKaLliHHUX MEepex, XMapHHUX CXOBHIII, COLiaNIbHUX IIaTGopM Ta
iHpOpPMaIifHUX CHCTEM JeNalli YacTille BHUKOPHCTOBYIOTHCS UIS BCTAHOBJIICHHS
(hakTHUHHX O0OCTaBMH KpUMIHAIBHUX IPaBONOpYyIIeHb. BoaHouac ocobnmBa
npupoa Takoi iHhopMallii 3yMOBIIIOE MiIBUIIECHY BPa3IHBiCTh HUPPOBHUX JOKA3iB 10
BTpy4YaHHs, Monudikaiii, KOMIOBaHHS Ta 3HUIICHHS, IO YCKIAJHIOE IpoLec
HiATBEPDKEHHS X JOCTOBIPHOCTI Ta NMPOLeCcyaIbHOI HaXiHHOCTI.

Ha BinmMmiHy Bif MaTepialbHUX YW MHUCHMOBUX JIOKa3iB, NU(PPOBI JaHi HE MAIOTh
cTabinbHOi ¢iznynol Gopmu, a iX CIPUHHATTS MOXKIMBE BHKJIIOYHO 32 JOTMOMOTOI0
Crel[iaJbHIX TEXHIYHMX 3aco0iB 1 mporpamHoro 3abesnedeHHs. Lls oGcraBuHa
3yMOBJIIOE€ HEOOXIIHICTh 3aCTOCYBaHHs OCOOJIMBHX IPOILIECYaTbHUX Ta TEXHIUHHX
MeXaHi3MiB 1151 3a0e3MmedeHHs] He3MIHHOCTI iH(popMalii 3 MOMEHTY ii BUSBJICHHS J0
6e31ocepeIHROr0  JTOCIIPKEHHSI CYAOM. Y TIPOTHJICKHOMY BMIAAKY BHHHMKAIOThH
0OTpyHTOBaHI CYMHIBH IIO/I0 aBTEHTUYHOCTI IIU(YPOBUX JOKA3iB, IO MPSIMO BILTHBAE
Ha MOXJIMBICTb IX BUKOPHCTAHHS y TIpoLieci JOKa3yBaHHS.

Oco0nMBOI aKTyaTbHOCTI TMpoOJieMa aBTEHTUYHOCTI Ta JOIyCTUMOCTI IU(POBHX
JIOKa3iB HaOyBa€ y KOHTEKCTI JOTPUMaHHA (YHIAMEHTAIBHUX IIPUHIMINB KPHMi-
HaJIBHOTO mporecy. [IpUHIMI 3aKOHHOCTI BHMarae, 100 OTPUMAHHS EJIEKTPOHHOI
indopmanii 3xificHIOBaNIOCS BUKIIOYHO B MEXax Ta y CIoci0, nepeadadyeHunii 3akOHOM.
[pe3ymmiiisi HEeBHHYBATOCTI MOKJIaJa€ HA CTOPOHY OOBHHYBa4Y€HHS 000B’ 30K JOBECTH
He nunie (GakT icHyBaHHS HU(POBOTO JOKa3y, ale i HOro JOCTOBIPHICTB, LLTICHICTD
Ta 3B’S30K 13 KOHKPETHOIO MOMI€I0 KPHMIHAJIBHOTO IIPABONOPYIIEHHS. [IpuHImmn
3MarajJbHOCTI CTOpIH mependadae pealbHy MOMJIMBICTH MEPEBIPKH Ta OCKApXKEHHS
IM(pPOBUX JIOKa3iB CTOPOHOIO 3aXUCTy, y TOMY WYHCI LUISIXOM HPOBEICHHS
IBTCPHATUBHHUX SKCHEPTH3.

Oxpemoi yBar# moTpeOye CIiBBIAHONICHHS BHUKOPHCTAHHS IM(PPOBHX IOKa3iB
i3mpaBoM 0coOM Ha TMOBary 10 MPUBATHOTO JKHUTTS Ta TAEMHHULI KOMYHIKaLlii.
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OTpuMaHHS IOCTYIy 10 €JIeKTPOHHHUX MPHUCTPOiB, OCOOMCTHX aKayHTiB ab0 XMapHUX
CEepBICIB HEPIAKO IOB’s3aHE 3 INIMOOKMM BTPYYaHHSM Yy HpHBATHY cepy ocodH, mo
BUMarae e()eKTUBHOTO CYI0BOTO KOHTPOJIO Ta YiTKOTO MPOIECYaTbHOTO PEryIIOBaHHS.
HenorpumaHHs 1IMX BHMOI MOXE TIPU3BECTH [0 MOPYIICHHS CTaHIApTiB
CIPaBEAJIMBOTO CYAOBOTO PO3INIAAY, HABITh 3a HASBHOCTI TEXHIYHO JOCTOBIPHOI
JI0Ka30Boi iH(popmalrii.

VY 3B’a3ky 3 UM mpobieMa 3abe3NnedeHHs aBTEHTUYHOCTI Ta JOMyCTUMOCTI
OUPPOBHX [OKa3iB BHXOAWUTH 32 MEXI CyTO TEXHIYHMX NHTaHb i HaOyBae
KOMIIIEKCHOTO TIPABOBOTO XapakTepy. BoHa OXOIUTIOE JOKTPHHAIBHI MiIAXOIU O
OLIHKM, a TAaKOX IPAKTHKy HAI[IOHAIBHUX 1 MDKHApOJHUX CyIOBUX IHCTHUTYILIH.
Came B 1iif momuHI GOPMYETHCS HEOOXIAHICTh BUPOOJICHHS IIUTICHOTO MiAXOAY 10
(POBHX TOKA3IB 5K €IEMEHTY CY4aCHOTO KPUMIHAJIBHOTO MPOLECY.

MerTol0 [aHOTO JOCHIIPKEHHS € KOMIUIEKCHHMHM aHami3 aBTEHTUYHOCTI Ta
JMOMyCTUMOCTI LU(POBUX HOKA3iB y KPUMIHAIBHOMY TPOIECi Kpi3b MpU3MY
NPHUHIUIIB KPUMIHAIBHOTO CyIOYMHCTBA, & TAKO)K BU3HAUCHHS OCHOBHHUX HAIpSMIB
YIOCKOHAJICHHSI NPOLIECYabHUX MEXaHi3MiB POOOTH 3 EJIEKTPOHHOK JI0Ka30BOIO
iH(opMaIi€lo 3 ypaxXyBaHHIM CyJacHHX BUKJIHKIB IT(POBOTO CEpeTOBHINA.

1. llepenyMoBU BUHUKHEHHSI PO0JIeMH ABTEHTUYHOCTI
Ta gonycrtuMocti HudpoBUX 10Ka3iB

®dopMyBaHHST TPOOIEMATHKH aBTEHTHYHOCTI Ta JIOIyCTUMOCTI IM(POBUX IOKa3iB
Y KpUMiHaJIbHOMY TIPOLIEC] € MPSIMUM HACJTiIKOM INIMOMHHUX 3MiH y criocobax ¢ikcarii,
30epiraHHs Ta nepenadvi iHpopMalli B Cy4acHOMY CYCHUIBCTBI. SIKIIO B «KJIACHIHOMY»
KPUMIHAJBHOMY CYZOYMHCTBI JIOKa30Ba [iSUTBHICTH IPYHTyBajacs MEPEeBaXKHO
Ha MaTepiaibHUX 00’€kTax 1 Oe3mocepeHpO CcrpuiiMaHuX pKepenax iHdopmarii, TO
B yMOBax IM¢poBi3amii aexami OiIbplIa YacTHHA PENEBAHTHHX BIIOMOCTEH iCHYe
y HeMaTepiatbHiit GopMi if OTIOCEPEAKOBYETHCS TEXHIYHIMI CHCTEMAMH' .

[losiBa mUdpOBHX CHINIB SAK pe3ynbTary (QYHKIIOHYBaHHA iH(pOPMAIiITHUX
CHCTEM ICTOTHO pO3IIMPWIA JOKAa30BHIl MPOCTIp KPHUMIHAIEHOTO HPOBAKEHHSI.
EnextpoHHI KypHaIU TOMAINA, MEpPEKEeBi JIOTH, MeTalaHi (aiiiB, JaHi reoyioKaiii,
1poBi 3amucy KOMyHIKallii Ta iHIIA eNeKTpoHHa iHQopmallis aexani yacrime
CTaIOTh BOKIIMBUMH JKEPEIaMH IaHUX TPO MiATOTOBKY, BAMHEHHS Ta IPUXOBYBAHHS
KPUMIHAIBHUX MPaBONOPYLICHL . BoHOYAC BUKOPHCTAHHS TaKUX AAaHUX Y IPOLEC
JIOKa3yBaHHS CYNPOBODKYETHCS HHU3KOIO CHEUM(IYHUX MpoOJeM BiJl CKIaJHOCTI
TeXHIYHOT (hikcalii 10 HeBU3HAYEHOCTI MPOLIECYATFHIX CTAaHJAPTIB X OIIHKH.

OpHiero 3 0a30BHX TepeIyMOB BUHHKHEHHS IOCITIDKYBaHOI TpOOIEMH €
BIZICYTHICTh MaTepialibHOI CTabiIbHOCTI IM(POBHX N0Ka3iB. Ha BiMIHY BiJ pedyoBHX
nokasiB, mudposa iHpopmanis He Mae cranoi ¢isnuHOi ¢opmu, 11 icHyBaHHS

! Merpux B.B. BHKOPUCTAHHS €JIEKTPOHHUX JI0KA3iB Y KPUMiHALHOMY MpPOBAKEHHI //
Hayxosuti  gicnux  Yoiceopoocvkoeo Hayionanvnoeo Yuigeepcumemy. Cepis  «IIpaBoy.
Bumnyck 87: uwactuna 4. (2025)// URL: https://visnyk-juris-uzhnu.com/wp-content/uploads/
2025/03/19-3.pdf

2 ResearchGate. (2025). Electronic evidence in criminal proceedings of Ukraine. URL:
https://www.researchgate.net/publication/392347214_Electronic_evidence_in_criminal_procee
dings_of_Ukraine
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3aJIeKHUTh BiJl TEXHIYHOTO cepeloBHINA Ta YMOB 30epiranHs. bynp-ske BTpydaHHS
B iH(opMaliliHy CHCTeMy SIK HaBMICHE, TaK 1 BHIIAJKOBE MOXKE IPU3BECTU A0 3MiHU
3MICTy JaHHX 0€3 OYEBUIHMX 30BHINIHIX CIIMIB, MIO YCKIATHIOE BIITBOPEHHS IX
MEepBICHOTO CTaHy Ta IOPOJUKYE CYMHIBM ILIOAO aBTeHTH4HOCTi. Came TOMY
B JIiTepaTypi HAroJOIIyeThCS HA HEOOXIAHOCTI PO3POOJICHHSA YITKHX MPOLEAYP
30MpaHHs, 30epexeHHs i Bepudikauii udpoBux KoKasis ~.

Ile oxHi€0 CYTTEBOIO MEPEIYMOBOIO IPOOIEMH € ONOCEPEIKOBAHUM XapaKTep
CIpUAHATTA LU(POBUX NoKa3iB cymoM. Cyx, SK HpaBWIO, HE Mae MOXIHMBOCTI
«be3rmocepeIHbO» TOCTHIANTH TUPPOBY iHPOpMamito Oe3 3alydeHHS TEXHIYHUX
3aco0iB a0 cHemia;icTiB, a OTKe 3HAYHOIO MIpOI0 MOKJIAJaeThCcs Ha Pe3yibTaTH
eKCIIepPTH3, BUCHOBKH (haxiBI[iB 1 BHYTpIIIHI HpOIENypH HpOBalaepiB IOCIYT.
3a BiICyTHOCTI UITKO BH3HAYCHHMX MPOLECYalbHHUX CTaHOAapTiB Taka JOBipa
pu3HKye OyTH CyTO JAEKJIapaTHBHOIO W HE TapaHTye HaJICKHOTO pPiBHA
HpoLecyanbHol ClpaBeJIMBOCTI, 30KpeMa IpaBa CTOPOHHU 3aXHUCTy Ha e()EKTUBHY
MepeBipKy 1OKa3iB.

BaxIMBHM YHHHHKOM 3arOCTPEHHS IIPOOJIEMH € TPaHCHAIIOHAIBHUIT XapakTep
nudpoBoro cepenoBuma. JlaHi, IO MarOTh JOKAa30BE 3HAYCHHS, YacTo
30epiraloTbCsl Ha cepBepax 3a MeKaMH HaI[lOHaJBHOI IOpUCAMKINI abo
nepeOyBaloOTh IMiJ KOHTPOJEM IPUBATHUX TpPaHCHAI[IOHANBHUX KoMmmaHid. [le
YCKJIQJHIOE JOTPUMAaHHS HaI[lOHANBHHMX IPOLECYalbHUX BHMOI INOJO IX
OTpPMMaHHs, CTBOPIOE PU3HMKH MOPYLICHHS HPUHIUIY 3aKOHHOCTI Ta CTaBUTh IIiJ
CYMHIB JOMYCTHUMICTh TaKMX [OKa3iB y MeXaX BHYTPIIIHHOI'O KPHUMiHAIBHOTO
nponecy. JlonaTKOBi MUTaHHS BUHUKAIOTH Y 3B’A3KYy 3 HEOOXIJHICTIO y3rOKEHHS
BUMOT KPHMMIHQJIBHOTO IPOLECYaJbHOI0 3aKOHOJABCTBA 3 PEXKHUMOM 3aXUCTY
MEePCOHAIBHUX JTaHUX Ta CTAHAAPTaMU [paBa Ha MPHUBATHE KUTTS.

OxpeMo cinifg Big3HAYMTH, [0 YHHHE KpHMiHaJbHE IIpOILECyallbHe
3aKOHOMABCTBO YKpaiHHM, SIK 1 3aKOHOJABCTBO 0araThOX IHINIUX JIEPIKaB,
371e0iIbpIIOr0 He MICTHUTH KOMIUIEKCHOTO PETYJIIOBAaHHS, CIPSIMOBAHOI'O caMe Ha
po6oty 3 mudpoBumu nokazamu. HasBHI HOPpMHM MalOTh 3aralbHHH XapakTep i
HEpi/IKO 3aCTOCOBYIOThCS 32 aHAJIOTIEIO 10 MaTepialbHUX ab0 MUCHMOBHX JIOKa3iB,
Bil TEXHIYHOI'O CEpPEeJOBHUINA. YHACHIIJOK IHOr0 IIPAaBO3aCTOCOBHA IPAKTHKA
HaOyBae pparMeHTapHOTO XapaKTepy, a KpUTEpii JOMYCTUMOCTI IH(PPOBHUX JTOKA3iB
TIIyMayaThbCs CylaMHt M0-Pi3HOMY.

VY HayKOBiil JOKTpHHI TaKOXX HEMA€E €IHOCTI IOJ0 CaAMOTO MOHSATTS «Iu(poBHit
(enmexkTpoHHHMI) MOKa3». YacTHHA aBTOPIB MPOIOHYE PO3MIINATH HOro SK Pi3HOBHI
CJICKTPOHHOTO JOKYMEHTa, iHIII SK OKpPEeMy, CaMOCTiHy KaTeropiro IO0Ka30BHX

® Pomaniok B.B., A6namcekuit C.€. Kputepii gomyctumocti Hu(ppPOBHX (€IeKTPOHHHX)
JIOKa3iB y KpuMiHaiebHOMY mpoBamkenni / Law and Safety. 2024. Ne2 (93) // URL:
https://pb.univd.edu.ua/index.php/PB/article/download/818/653; Ilyasra B., KamroxHsa,
JI. EnexTpoHHI JOKa3H y KPHMIHAIBHOMY IIPOLECi: METOAM iX BHSBICHHS, JOCIIDKCHHS Ta
npaBoBe 3akpituieHHs //Teopis ma npakmuka cy0060i excnepmusu i KpUMIHANICIUKU.
Bum. 3 (40). C. 136-152. DOI: 10.32353/khrife.3.2025.10. ; Shyshenko A. A. Digital evidences
in criminal proceedings: problems of authenticity and admissibility // Journal of Law and Social
Policy. 2025.
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3aco6iB, 110 TTOTpebye ABTOHOMHOTO TIPOLECYATBHOTO peKiMy . Taka TOKTPHHAIBHA
PO3OIXKHICTE yCKIAIHIOE BHPOOJEHHS YHI(IKOBaHMX IIAXOMIB IO BCTAHOBJICHHS
ABTEHTUYHOCTI LU(POBUX IOKa3iB 1 CTBOPIOE IEPEAyMOBH IUIS CYHEpEewIMBOL
CYIOBOI INpPAaKTHKH, 30KpeMa II0J0 BH3HAUCHHS HAJIGKHOTO IDKepesa, CIoco0y
OTPUMAaHHS ¥ JOMYCTHMOTrO PiBHS TEXHIYHOTO BTPYYaHHS.

VY cykymHOCTI 3a3HaueHi 0OCTaBHHHU CBiI4aTh, 10 IpoOiieMa aBTEHTUYHOCTI Ta
JIOMTyCTUMOCTI LU(POBUX [IO0KAa3iB Ma€e CHCTEMHHII XapakTep i1 He Moxe OyTH
BHUpilIECHa BHKJIIOYHO 32 PAaXyHOK YJIOCKOHAJICHHS TEXHIYHHX METOAIB POOOTH
3 €JIEKTPOHHUMH JIaHUMH. BOHa moTpe0dye KOMIUIEKCHOTO IPAaBOBOTO OCMHCIICHHS
3 ypaxyBaHHSM 3aca]] KpUMiHAJIBHOTO MPOIIECy, sIKi BU3HAYAIOTh MEXI JTOITyCTHMOTO
BTPYYaHHS Jiep>KaBH y cepy MpHUBATHHUX IpaB i cBOOOT 0COOH, a TaKOX CTaHAAPTIB
CIPaBEIIMBOTO CYJ0BOI0 PO3MIIAY, chOpMOBaHKX, 30kpeMa, y mpaktuiii €CIL.

Came B Wil IUIOIIMHI MOCTae HayKoBa NpoOjiema, IO IOJArae y BiJCYTHOCTI
LTICHOTO TPOLIECYalbHOTO MiAXOAY [0 3a0e3levyeHHs] aBTeHTUYHOCTI HHU(PPOBHX
JIOKa3iB SIK MEpeIyMOBH IX JOMYCTHMOCTI y KpHMiHAIBHOMY cynounHCTBi. HeBupi-
HICHICTh Ii€i TPOOJIEMH CTBOPIOE PU3UKH SK I €(QEeKTHBHOCTI KPUMiHAJIBHOTO
nepecIiayBaHHA (depe3 BTpaTy abo JUCKPEAUTAIlI0 BaxITHBOI I(ppoBoi iHbopMarii),
TaK i Uil JOTPUMAaHHS CTAaHAAPTIB CIPABEIUTMBOTO CYJOBOTO PO3TIBIAY, BKIIOYHO
3 IIPaBOM Ha 3aXHUCT i IPaBOM Ha MOBAry J0 IPUBATHOTO JKUTTS ~.

BBaxkaeMo, 110 yCKJIagHeHHS poOOTH 3 HU(POBUMH JOKa3aMH 3yMOBJICHE HE
JUIIe  iX TEXHIYHOW  crenudikoro, amxe W HEBIAMOBIAHICTIO  KIACHYHUX
MpOIeCyaNbHUX KOHCTPYKIiH HOBMM (opmam noka3oBoi iHdopmanii. Tpaaumiiai
MiAXOAM J0 J0Ka3yBaHHS (opMyBanucs B yMOBaX, KOJIH JDKEPENO J0Ka3y Ta HOCIH
iHpopmarii Oynu TiCHO TMOB’s3aHI MK c00010. Y mH(POBOMY CepelIoBHILI TaKHUK
3B’S30K BTpaya€ CTaOUIBHICTh, OCKIIPKM OJHA W Ta cama iH(opMmamis Moxe
OJTHOYACHO ICHYBaTH Ha KUTBKOX HOCISX, 3MiHIOBaTH (opMmy BimoOpakeHHS Ta
nepenaBaTHCs 6e3 (i3MYHOr0 KOHTAKTy 3 OPUTiHAIBHUM IIPHCTPOEM.

LI ocoOnmMBICTh 3yMOBIIIOE BUHUKHEHHS MPUHIMIIOBO HOBOTO JJISI KPUMiHAIIb-
HOTO MpOLeCy MUTaHHs, IO caMme CJIiJ BBaXKaTH “opuriHajgom” IH(ppPOBOro J0Ka3y.
Ha BiamiHy BiJ MaTepiaibHUX 00’€KTIB, 16 aBTEHTUUHICTH MOB’SI3YE€ThCA 3 (Hi3HYHOIO
VHIKQJIBHICTIO MpeaMeTa, Yy HU(PPOBOMY CEPEIOBHIII KOMis MOxe OyTH TeXHIYHO
ileHTHYHOIO TIepBUHHOMY (aiiny. Sk 3aznauae S. Mason, «it is important to obtain

4 Kpamyk O.J[. BUKOPHCTaHHS €EKTPOHHHX JI0KA3iB y KPHUMIHAILHOMY TPOBAJKEHH //
Llenmpanvnoykpaincokuii - ichux  npasa ma nyoaiunoco ynpaeninns. Bumyck/ Issue
2(10),2025.C. 50-56.; Pomantox B.B., A6mamcekuit C.€. Kputepil gomycrumocti mudpoBux
(eneKTPOHHMX) JIOKa3iB y KpUMiHaIbHOMY npoBapkerHi / Law and Safety. 2024. Ne 2 (93) //
URL: https://pb.univd.edu.ua/index.php/PB/article/download/818/653 ; Illyasra B., KamoxHa,
JI. EnexTpoHHI NOKa3d y KPUMIHAIFHOMY IIPOLECi: METOIM IX BHSBICHHS, NOCIIUKECHHS Ta
npaBoBe 3akpituieHus// Teopis ma npakmuka cy0060i exkcnepmusu I KpUMIiHANICIMUKU.
Bum. 3 (40). C. 136-152. DOI: 10.32353/khrife.3.2025.10.; Metenes O.II., ITucdposi moxasu
y KpUMiHAJIbHOMY IIPOLECi: BHIOBA XapaKTepUCTHKA /| Bichuk Kpuminansho2o cy0ouuncmea
Ne 1-2, 2023. C.42-53. DOI: https://doi.org/10.17721/2413-5372.2023.1-2/42-53

® The Right to a Fair Trial as a Conceptual Framework for Digital Evidence Rules
in Criminal Investigations. 2022. SSRN.
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the item in the native format... as this is the only way... integrity... can be provenx®.
3a BIACYTHOCTI UITKHX IpOLECYaJbHUX KpPUTEPiiB I CTBOPIOE MIiAIPYHTS IS
CYMHIBIB IIOJI0 JAOCTOBIPHOCTI JOKa3iB Ta BIIKPUBA€ MOXIIUBOCTI IJIS 3JI0BXKUBAaHb
y TpoIeci iX MOAaHHS 1 JOCIiIKCHHS.

[Ile omHMM BaXkKJIMBHUM aclleKTOM € PO3pHB MDK TEXHIUYHOIO Ta HOPHUANYHOIO
ABTEHTHYHICTIO HU(POBHUX A0Ka3iB. HaBiTh 32 yMOBH, IO 3 TEXHIYHOI TOYKH 30pY
JlaHl He 3a3HaJH 3MiH (IO MiATBEPIKY€EThCS, HAPHUKIIAJ, XCII-3HAYCHHAM), 116 caMe
mo cobi He TapaHTye iX MOMYCTUMOCTI y KpHMiHambHOMY mpoueci. FOpuandna
aBTCHTHYHICTh Tependadae BCTAHOBJICHHS IIOXODKEHHS iH(pOpMalii, 3aKOHHICTh
cocoOy ii oTpuMaHHA, a TaKOX JOTPUMAaHHS MpOIECyalnbHHX TapaHTid mpaB
YYacHUKIB IpoBa/pkeHHs. Sk 3a3Hauae [. JIumnkan, «iHdopMmaris... Mae crienndiday
TeXHIYHy IPUPOY, WO 3a0e3redye ii aBTeHTHUHICTb | MOMIIHBICTD JOCITIKEHHSD).
TakuM YHHOM, TEXHIYHA IITICHICTh JaHUX € JIMIIC OJHIEI0 3 YMOB iX JOMYCTHMOCTI,
ajie He MOXKe PO3TIIIATUCS K CaMOAOCTaTHIN KpUuTepiil.

Y 1poMy KOHTEKCTI 0coOnuBoi Barm HaOyBae NPUHLIUI 3aKOHHOCTI, SKHHA
BUCTyNae (yHIaMEHTAJbHOI 3acajol KpHMiHAIBHOrO mporecy. OTpuMaHHS
OUPPOBHX MTOKA3iB 1032 MEXaMH IIpolecyalbHOI (OpPMH, HaBITh 3a HAsIBHOCTI X
(haKTHYHOI JTOCTOBIPHOCTI, CTaBHUTH IIii CYMHIB MOJMJIUBICTh iX BHKOPHCTaHHS y
CyZnoBoMy po3riidi. [IpakThka cBiTUHTH, IO IOPYIICHHS MPOLEXYPH IOCTYILy IO
CJICKTPOHHUX MpPUCTPOiB abo iH(pOpMaLifHUX CHUCTEM 4YacTo MPU3BOIAWUTH MO
BM3HAHHS BiTOBIHUX TOKa3iB HEIOMYCTUMHMH, OCKIJIbKU TaKi MOPYLICHHS MaloTh
ICTOTHHUH XapakTep 1 BIUIMBAIOTh Ha OalaHC MK MyOJiYHUM iHTEPECOM Ta IpaBaMu
ocobu. MiKHapOIHI CTaHAAPTH MiATBEPIKYIOTh IO TMO3MIII0: JEPXKaBU IOBHHHI
3a0e3neyyBaTd MHPOLEAYPH OTPHUMAHHS ENEKTPOHHHX JaHUX i3 JOTPUMAaHHAM
rapaHTiii mpaB JIOJWHH, BKIouaroun «judicial or other independent supervision...
limitation of the scope and the duration».®

He ™MeHIm 3Hauymorm mepeayMoBor (OpMyBaHHS TMpoOeMH € OOMexeHa
3/IaTHICTh CTOPOHM 3aXWCTy BIUIMBATH Ha IPOIEC NMEepeBipkH HU(POBHX JOKa3iB.
€Bporieiickkuii Cy/1 3 paB JIIMHKE HATOJIONIYE, 10 «electronic evidence has become
ubiquitous in criminal trials», a TomMy #Oro oOIliHKa HOBHHHA 3Jif{CHIOBATHCS
3 ypaxyBaHHSM TpPHHIJMIY CIPaBEIHBOTO CyHOBOro posrmsimy.” VY GaraThox
BUMAIKax MU(POBI AaHI BHIY4alOThCS, KOMIIOIOTHCA Ta aHATI3YIOThCS 03 aKTUBHOI
yd9acTi 3aXHCTy, IO YCKJIAIHIOE peaji3alilo MPUHIWITY 3MaralbHOCTi CTOpiH. 3a
BiJICYTHOCTI HAJI)KHUX MPONECYATbHUX MEXaHi3MiB KOHTPOJIO 3a MiIMH CTOPOHHU

® Mason S. Electronic Evidence and Electronic Signatures. 5th ed. London: Institute of
Advanced Legal Studies, 2021. URL: https://sas-space.sas.ac.uk/9564/1/9781911507246_
min.pdf

" Jlunkan 11, OcobnuBocTi JI0OKa3yBaHHA Yy CIpaBax IHpO ILIAXpalCTBO, BUMHEHE
3 BUKOPHUCTaHHAM IHUQPOBUX TEXHOJOTIi: auc. ... A-pa ropua. Hayk. Kwis, 2025. URL:
https://dpu.edu.ua/images/Documents/NAUKA/Doktorski%20specializovani%20vceni%20radi/
Specializovana%20vcena%20rada%20D%2027.855.03/Lipkan%20Igor%20lvanovic/Disertacia
%20Lipkana%20l.1.pdf

& Convention on Cybercrime (Budapest Convention). Council of Europe, 2001. URL:
https://rm.coe.int/1680081561

® European Court of Human Rights. Background Paper for the Judicial Seminar 2025.
Strasbourg, 2024. URL.: https://www.echr.coe.int/documents/d/echr/seminar-background-paper-
2025-eng
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00BMHYBauCHHS BUHHKA€ PU3UK OTHOCTOPOHHBOTO ()OPMYBaHHS J0Ka30Boi 6a3u, mio
CYHEpednTh 3acafaM CIPaBEAIHBOTO CyJOBOTO PO3TIISIY.

Oco0muBy CKJIQHICTh CTAHOBUTH 1 NUTAHHS OLIHKH IM(POBUX HOKA3IB CYIOM.
Sk 3a3HauaroTh A. [TomitoBa ta T. Uexunaii, «KIIK Ykpainu He MiCTUTh 3TaJiKu IIOI0
IICKTPOHHUX JIOKA3iB», IO CTBOPIOE MPOTATHHH y NPAaBOBOMY peryioBaHHi’.
CynoBa MpaKTHKa [EMOHCTPYE BIACYTHICTh €IMHHX IIIXOMAIB 10 BHU3HAYCHHS
KPHUTEPiiB JOMYCTHMOCTI €NEeKTPOHHOI iHpopMalii. B ogHuX Bumamkax MmpiopuTeT
HaJa€ThCsl TEXHITHUM XapaKTePUCTHKAM JJOKa3y, B IHIINX MPOLECYaIbHIM acleKTaM
fioro orpuMaHHsA. Taka HENOCTIIOBHICTH CTBOPIOE IPaBOBY HEBH3HAUCHICTH 1
HifpuBae rependavyBaHICTh CYHOBHX pillleHb, IO € HECyMICHHM i3 IPHHIMIIOM
MPaBOBOI BU3HAYECHOCTI.

3 orsy Ha BUKIIAJIeHE, MpoOiieMa aBTeHTHYHOCTI Ta JOMYCTHMOCTI IU(pPOBUX
JOKa3iB He Moke OyTH 3BeieHa 0 OKPEeMHX HEIOJIKIB MpPaBOBOTO pETryIIo-
BaHHS YM IIPOTAIUH Yy TEXHIYHOMY 3a0e3ledeHHi chiadoi AisibpHOCTI. BoHa Mae
KOMIUJICKCHUI XapakTep, OXOIUIIOIOYHM JOKTPUHAIbHUI, HOpPMAaTHBHUMA 1 MpaBo-
3aCTOCOBHUI PiBHI KPHUMIiHAIBHOTO Tpolecy. BilCyTHICTH Y3TOIKEHOTO MiIXOITy
10 pPO3yMiHHS IU(POBUX JOKA3iB 1 CTAHIAAPTIB iX OLIHKH HETATHBHO BIUIMBAE 5K HA
e(eKTUBHICTE PO3CHiTyBaHHS KPUMiHAJBHUX IIPABONOPYIICHb, TaK 1 HA piBEHb
TapaHTi{ MpaB JIFOIMHH.

VY 3B’a3Ky 3 IIMM HayKoBa MpoOiieMa IOCIHIKCHHS TMOJIArae€ y HEeOoOXiTHOCTI
BHPOOJICHHS LiTICHOT MpolecyanbHOl KOHIeNIii 3a0e3nedyeHHss aBTeHTHYHOCTI
IU(pOBHX JOKA3iB, siKa O IpyHTyBajacs Ha MPUHIMIAX KPUMIHATBHOTO CYIOYNHCTBA
Ta BpaxoByBama ocoOmuBocTi mHppoBoro cepenopuma. DopMyarOBaHHS Takoi
KOHIIEMIII{ € MepeayMOBOIO CTBOPEHHS €IMHIX KPUTEPIIB TOITYyCTUMOCTI eNeKTPOHHOT
JTOKa30BOi iH(pOpMAIIii Ta MiABUIIEHHS SKOCTi CYI0BOi OLIHKH MU(PPOBHUX JOKA3iB.

TakuM 4YHHOM, BHHUKHEHHS MepeayMoB mpobieMu Ta 11 (OpMyITIOBaHHA
CBiT4aTh MpPO HEOOXITHICTH Iepexody BiX (parMeHTapHOrO BUKOPUCTaHHS
TEXHIYHUX I[HCTPYMEHTIB 1O CHCTEMHOTO IIPAaBOBOTO IIiIXOXY, SKHH IIO€AHYE
TeXHiYHi, MpolLecyalbHi Ta mpaBo3axucHi enemeHTH. Came el MiAXig I03BOISE
po3risiaaTé HUGpPOBi T0Ka3M HE SK BHHATOK i3 3arajbHUX MPaBUII JOKa3yBaHHS, a K
MOBHOLIHHUN 1HCTUTYT Cy4acHOTO KPUMiHAIBHOTO MPOLECY.

2. [IpaBoBa npupoaa Ta NOHATTA UH(PPOBUX A0KA3iB
Y KpUMiHAJILHOMY MpoLeci.

[IpaBoBa mpuposa Ta MOHATTS HHUGPOBHUX (ENEKTPOHHHUX) JMOKa3iB y KpHMi-
HaJIBHOMY TIporieci YKpalHU € OJHUM 3 HaHOUIBII aKTyaJIbHUX 1 AMHAMIYHUX HANpsIMiB
CY4YacCHOTO KpPHMiHAJIbHO-TIPOIIECYabHOrO MpaBa. PO3BHUTOK iH(OpMaLifHUX TEXHO-
JIOTif, MacoBe BHKOPHCTaHHS UMU(POBHX HPUCTPOIB, Mepexk I[HTEpHET, MOGIIBHHUX
3aCTOCYHKIB, XMapHHMX CEpBICIB Ta COLIaJbHUX IUIATGOPM NPH3BEIM 1O HOSIBU
NPHHIMIIOBO HOBUX JDKEpeNl JOKa30BOi iH(opMmalii, sIKi He 3aBKAd BIHCYIOTHCS
B TPaIULIiiHy CHCTEMy IpOLECYaJbHHUX DKEepen IOKa3iB, mepemdaueny 4. 2 cr. 84
KpuminansHoro mponecyansHoro konekcy Ykpainm (mami KIIK Vkpainwm). Ilpomec
JIOKa3yBaHHS CYIPOBOUKYE BCIO CTaJil0 JOCYIOBOTO PO3CIiIYBaHHS BiJ BHECCHHS

° TlomitoBa A.C., Yexmaii T.O. Jomycrumicts LudpOBHX IOKa3iB Y KPUMiHATBHOMY
MIPOBAKEHHI: aHai3 Cy0BO1 pakTHku. Bicnux MJV. Cepia: [Ipaso. 2025. Ne 29. C. 104-115.
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BifoMocTeld 1O €OUMHOTO peecTpy MOCYIOBHX PO3CHIIYBaHb [0 NPHHAHATTA
OCTAaTOYHOTO pIIIEHHS y KpHMIHAJBHOMY IIpOBaJUKeHHI. IlepeBipka, oIiHKa Ta
HaJIeKHE 3aKPIIUICHHS JJOKa3iB 3/iHCHIOEThCST 000010, sIKa IPOBOINUTE PO3CIIiLyBaHH,
3 METOI0 3a0e3NedeHHs Toro, 100 3i0paHi MaTepiaiy JIIMIM B OCHOBY 3aKOHHOTO Ta
OOIPYHTOBaHOTO pilleHHs. SIKINO TpaaWIliiHi MOKa3u (IOKa3aHHs, PEYOBi JOKa3H,
JIOKyMEHTH, BHUCHOBKU EKCIIEpPTiB) HEPEBaXHO MAIOTh MaTepiaibHy a0 mHamepoBy
¢dopmy, To enektpoHHi (uMQpOBi) MOKa3M ICHYIOTH y HemaTepianbHid, mudpOBiit
(opMi, IO CTBOPIOE CYTTEBI TPyAHOIII M0N0 iX (ikcamii, 30epexeHHsT LiUTICHOCTI,
HEpeBIPKH aBTEHTUYHOCTI Ta OIIHKH AOIMycTHMOCTi. IluTaHHSA mpaBoBoi mpHponw,
MOHATTS. Ta BUKOPHCTaHHS €JIEKTPOHHHUX (IH(POBUX) JOKa3iB aKTHBHO BHBYAIOTHCS
yKkpaiHcekuMH HaykoBIsiMH. Cepen kimowoBux mpanb gociimpkeHas O. Cipesko,
B. Xaxanoscekoro ta M. I'ynamioka, A. Cromitasoro Ta 1. Kamangi, O. Ko3uipkoi,
O. Merenesa, /1. Anexceeoi-Ilpamok, M. I'ynamoka ta [1. AntoHroka, A. KoBanenka,
JI. Ilepuosoi-TomopoBoi, I'. Tatapenka Ta iH., A. AHTOHIOKa Ta B. Pycerpkoi,
B. [lIxonbHiKOBa.

[Micnsa 2021 p. ouckycist HaOyla HOBOTO IMITYJbCY 3aBASKH MPUHHATTIO 3aKOHY
VYkpaian Big 15.03.2022 Ne 2137-IX «IIpo BHeceHHs 3MiH no KpuminaapHOTO
HpolecyanbHOro Kojekcy Ykpainm Ta 3akoHy VYkpainm «IIpo enexkTpoHHI
KOMYyHIKamii» O[O0 MiABHINEHHS e(QEKTHBHOCTI JIOCYZOBOTO PO3CIiTyBaHHI «3a
raps4uMH  CIliZJaMH» Ta TNpOTHAil Kibeparakam», SIKMH CYTTEBO PpO3ILINPUB
MOJXKJIUBOCTI pOOOTH 3 €JIEKTPOHHMMH JI0OKa3aMH B YMOBaX KiOEp3/IOYMHHOCTI Ta
BOEHHOTO cTaHy. Cyd4acHi OOCHIDKEHHS IiIKPECTIOITh HEOOXiAHICTh BU3HAHHS
€JIEKTPOHHUX JIOKa3iB CaMOCTIMHOIO TPYTIOI0 DKEpeNn AO0Ka3iB, MaTepialiil KPYTJIHX
CTONIB Ta MOHOTpadiii 3 HudpoBizaLii KPUMIHATHHOTO MPOBAKEHHSI.

IHdopMariiiHi TEXHOIOTIT 3yMOBHJIH MIOCTIHY HEOOXITHICTH Mepeaadi Ta OOMiHy
JaHUMU. BUKOpPHCTAaHHS €IEKTPOHHUX IPHUCTPOIB CTAO MIOJEHHOIO MPAKTHKOIO, alle
napajeiabHO 3pociia KUTBKICTh NPaBONOpYIIeHs y IuppoBild chepi. Ockinbku maHi
ICHYIOTh B €JIEKTPOHHII (opmi, MexaHi3M ix ikcanii sk Joka3iB Mae IporeaypHi
0COOINBOCTI.

VY noktpuHi copMyBasocs KilbKa MiAX0AIB A0 PO3yMIiHHS MPaBOBOI MPUPOAU Ta
MOHATTA HU(POBUX (EJTEKTPOHHMX) TOKA3iB.

Hepumii (po3mupenuii, ¢pyHKUioHANbHUI) MiAXiK po3riIsigae eIeKTPOHHI
IIOKa3u sk Oynp-sKy iHpopMmamiro B ImdpoBiit ¢opmi, m0 Mae 3HAYCHHS LIS
BCTAHOBJICHHSI OOCTaBHH NPOBA/UKEHHS, HE3aJEKHO BiJi KOHKPETHOTO IDKepena.
O. Ko3uipka Bu3Havana ix sk mudpoBi 06’ekty, mo Oyian 3aco00M 4M 3HAPSIIAM
BUMHEHHS 3JI0YMHY, 30€periy eleKTPOHHO-IU(POBI CIifu, OyJlM NpeaMeToM Yu
00’€KTOM TPaBOMNOPYIIEHHS a00 MICTATH BiZJOMOCTI, 5IKi MOXXYTb OyTH BUKOpPHCTaHI
sk foka3 . Ananoriuno O. CipeHKO HaroJomryBaia Ha He0OXiTHOCTI 3aKOHO/IaBYOr0
3aKpIIUICHHS TIOHATTS «EIEKTPOHHI JOKa3n» B KIIK*2 .

Jpyruii (TexHiko-03HaKOBMii) miaxin akueHTye crenuidHi BIACTHUBOCTI:
HeMaTepiaIbHA BUIIISAA; HEMOXJIMBICTH iCHYBaHHS 1032 TEXHIYHHM HOCieM abo
KaHaJIOM 3B’5I3KY; BUTbHE IEPEMIIIEHHSI B MEPEXKi; CIPHHHSATTS JIUIIE 33 JOIIOMOTOI0

" Kozumpka O.T. 11[0/10 MOHATTS eNEKTPOHHUX JOKA3iB y KpMMiHALHOMY TIPOBaIKEHHi //
FOpuouunuii nayroeuu enexkmponnuit scypruan. 2020. Ne 8. C. 418-421.

2 Cipenxo O.B. ENeKTpoHHi 10Ka3# y KpHMiHANBHOMY TpoBaKeHHi // Mivcnapoonui
topuduynuti sichux. 2019. Ne 14. C. 208-214.
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TexHikd Ta [13; morpeda B cremianbHOMY MOPSIKY 30MpaHHS, MEPEBIPKH, OIIHKH;
MOXKJIMBICTB IUCTaHI[IHHOTO BHECCHHS 3MIiH UM BUIAICHHS .

Tperiit (inTerpauiiinmii, cy4yacHmii) miaxix NpPonoHye BU3HATH ENEKTPOHHI
JTIOKa3Hl OKPEMOIO CAMOCTIITHOIO TPYTIOI0, BiIMiHHOIO BiJl OKa3aHb, PCUOBHX JTOKA3iB,
JIOKYMCHTIB Ta BUCHOBKIB eKCl‘[epTiBl4. O. MeTeneB HaroJoIIyBaB Ha HEOOXiMHOCTI
BUJAUICHHS CHEMiaNnbHUX CHiAYuX [iff  «uudposuit  ormsx  iHpopmariiHoro
cepenoBHIay Ta «udpoBe KomioBaHHm»' . IIPOMOHYEThCS 3aKPIMUTH OKpeMy
crartio KIIK (wampukian, cr. 99-1) 3 BH3HAYeHHsIM LUPPOBHX JOKa3iB SK
BijoMOCTel a00 MOKYMEHTIB y HU(POBii/eIeKTpoHHIH (GopMi, OTpUMAHUX I dac
nocyznoBoro poscmigysanas uu OP/I.

VY cydacHil TOKTpHHI IIepeBakae IO, 0 eIeKTPOHHI (U(POBI) HoKa3n — 11e
iHpopMmawiss B enekTpoHHid (umepoBii) ¢opmi npo dakth Ta 0OCTaBHHU
KPUMIHAIBHOTO  TNPOBa/PKCHHsS, 3adikcoBaHa B  €JIGKTPOHHHMX JIOKyMEHTaX,
TEKCTOBUX, MyJIbTUMEIIHHHIX, TOJOCOBHUX TOBIJOMICHHIX, METaJaHX, 0a3ax JaHHX
TOILIO, fKa 30epiraeTbcsi Ha EIEKTPOHHUX HOCIAX (MOOINBHI HPHUCTPOI, CepBepH,
kaptu mam’ari, USB-HakonndyBadi, XMapHi CXOBHWINA), BUIFHO ITEPEMIIIy€ThCS B
MepeXi, He Mae€ HEpPO3PHBHOTO 3B’SA3Ky 3 MAaTepiaIbHUM HOCieEM, TOTpebye
CIEIiaJbHOTO TIOPSIKY 30MpaHHs, MEepPeBIPKH Ta OILIHKH, CHPHHMAETHCS JIUIIE 3a
JIOIIOMOr0X0 TEXHIYHHUX 3ac00iB i I13.

ABTOPCEKE ~ BH3HAYCHHS, 3alPONOHOBAHE B  CYYaCHMX  JOCIIDKCHHAX'S:
CJICKTPOHHUI JI0Ka3 y KpHMiHaJbHOMY mporeci me iHdopmamis mpo ¢akta Ta
00CTaBHHHM KPUMIHAJIBHOTO IPOBAKECHHSA, 3a(iKCoBaHA B €IEKTPOHHIH (UM(pOBiii)
¢dopmi, orpumana B mepenbauenomy KIIK mopsiaky, BigMmiHHa Bix JOKa3iB
B €IEKTPOHHOMY BHIJISII Ta Taka, IO XapaKTepPHU3y€eThCS HEMATEPiallbHOIO IPHUPOIOIO,
3aJIKHICTIO BiJl TEXHIYHMX 3ac00IB Ta CICHU(PIYHAMH pPU3NKaMHU 3MiHH/BTPATH
LUTICHOCTI.

Jxepena eNeKTPOHHUX MIOKa3iB OaraTOMaHITHI Ta HE BHYEPIHI: €JIEKTPOHHI
nokyMeHTH (32 3akoHOM «IIpo eneKTpoHHI DOKYMEHTH Ta eNeKTPOHHHH IOKYy-
MEHTOO0OIT»; CalTH, €IEeKTPOHHI 0a3u naHuX, (Gaiiu, eIeKTpOHHA IOIITa, YaTH,
CepBepH; 3amucH 3 Kamep BiJICOCIIOCTEPEKEHHS, PEECTPaToOpiB, 3aCTOCYHKIB
Ha MOOUIbHUX MpUCTposix; gaHi 3 Bigkputux pkepen (OSINT); marepianu
3 MKHApOJIHOI IPaBOBOi JONOMOTH TOIIIO.

3 Anekceesa-Tlpamtok JI. Ta iH. ENeKTpoHHI 10Ka3# B KPUMiHAIbHOMY CYJIOUMHCTBI:
MOHSATTS, O3HAKW Ta MpPOOJIEMHI ACMEKTH 3acTocyBaHHsA // Haykoeuil eicHux nyOaiuno2o ma
npusamnoeo npasa. 2018. Ne2. C. 252.; I'ymamox M.B., Antoniok IL.€. Illogo cyrHOCTI
enekTpoHHOI (1u¢poBoi) iHbopMarii K HKepes JoKa3iB y KPUMiHAIbHOMY HPOBaKEHHI //
Kpuminanicmuynuu icnux. 2020. Ne 1. C. 42.

Cromithii A.B., Kamanua II'. ®opmyBaHHS IHCTUTYTY €JEKTPOHHHX JIOKa3iB
y KpuMiHajbHOMY nipoueci Ykpainu // [Ipobremu 3akonnocmi. 2019. Ne 146. C. 179.; AHTOHIOK
A.B., Pyceupka B.A. EnekTpoHHI [10Ka3u B KPUMiHAIBHOMY NpPOBAUKeHHI // Mischapoonui
naykosuti xcypran «lumepnaykay. 2020. Ne 10. C. 85.

5 Merenen O.I1. 36upanus uudporoi iHpopMartii sk okpemuii Croci6 oTpUMaHHs 10Ka3iB
HiJ 4ac KpUMiHaJIbHOTO NpoBaJUKeHHs // Haykosuil eicnuk Yoceopoocbkozo mayionansnozo
yrieepcumemy. 2020. Ne 60. C. 177.

Minimko JI.B. EnexTpoHHi J0Ka3u B KpUMIHAJIBHOMY CYJOYUHCTBI YKpaiuu // Haykosuil
sicnuk YoeHY. Cepis «IIpaBo». 2025. (abo pik BugaHHs 3a pakTom myOmikaii).
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[Mpuniny, 1o  XapakTepu3ylOTh  CNEKTPOHHI  JOKa3W:  JIOMyCTUMICTb,
CIIPaBXHICTh (aBTEHTHYHICTH), IIOBHOTA, HANIHHICT, 3pPO3yMUIICTh, MpaBIO-
HOZ[iﬁHiCTI;U.

[paBoBa npupoaa HHUGPOBUX JOKa3iB € KOMIUICKCHOIO: BOHH MOETHYIOTh O3HAKH
JNOKyMeHTa (Km0 oGOpMIIEHI HAJeKHUM YHHOM), PEYOBOTO J0Ka3zy (SIKIIO
BUIIy4eHO HOCIH) Ta creundivynoi indopmariiiHol kaTeropii, mo mnoTpedye
CaMOCTIHHOTO peryiroBaHHs. BinacyTHicTs neranpHoro BusHadeHHS B KIIK Ykpainu
(ma Bimminy Big LJIIK, T'TIK, KAC) 3amumaerscs KIFOYOBOKO MpoOIEMOI0, sKa
YCKIIaJHIOE €IHICTh MPAKTHUKH, OCOOIMBO B yMOBaX BOEHHOTO CTaHy Ta 3POCTaHHSI
KiOep3JI0YNHHOCTI.

Ort:xe, enekTpoHHI (IM(POBI) OKA3H € HEBIA €EMHOI0 YaCTHHOIO CYJacHOTO
KPUMIHAJIBHOTO TPOBA/DKEHHS, IX POJb 3POCTa€ B PO3CIiAyBaHHI KiOEp3JIOYMHIB,
BOEHHHMX  3JIOYHMHIB, 3JIOYMHIB TNPOTH  HaliOHanbHOI  Oe3meku.  BoHu
XapaKTepU3yIOThCs HeMaTepialbHOIO (OPMOIO, 3aIEKHICTIO Bil TEXHIYHHX 3ac00iB,
PHU3HKaMU MaHIMyJALiH, MOTpeOyIOoTh CHeuialbHUX Mpouenyp 30upanus, ¢ikcauii (3
nmotpumManssm chain of custody), mepesipku ta omiHKH.

BBaxxaemo, mo mominsHO momoBHuTH KIIK VYkpaiHm okpemoro craTrero mpo
CJIEKTPOHHI (MU(POBI) JOKa3W, BU3HAYUTH iX MOHSTTS, O3HAKH, TOPSIOK 30MpaHHS,
MEepeBIPKH, OMIHKM Ta BUKOPHCTAHHS], MEpef0adnTH CIemianbHi ciimgdi mii momo
poboti 3 1nnbpoBOK iHpOpMAIli€l0, BpaxyBaTH MiKHApoAHi cTaHmapTH. lle
JIO3BOJIMTh YCYHYTH HEBiIMOBIIHOCTI, MiABUIIMTH €()EKTUBHICTh PO3CIiAyBaHHS Ta
3a0e3MeYnTH MpaBa YYaCHHUKIB MPOBaKECHHS.

3. ITpouecyaibHi NPUHIMITH 3a0e3MeYeHHs 10Ny CTUMOCTI
nudpoBux goKasiB

[Noganpmmii po3BUTOK HPOIECYaTbHO-TIPABOBOTO MIAXOLY IO OLIHKH IU(POBHX
JIOKa3iB HEMOXKIUBHN 0€3 MOTIMONIEHOro aHalizy MPUHLUITY 3aKOHHOCTI SIK 0a30BOTO
KpHUTEpio 1X nomyctumocTi. Y cdepi mdpoBHX JOKa3iB [el MpHHIMO HaOyBae
cnenudiqHOro  3MICTy, OCKUIBKH Oynb-ske BTpY4YaHHA Y  (YHKIIOHYBaHHS
CJIICKTPOHHUX  MPHUCTPOiB, iH(OpMaIiiHNX cucTeM abo Mepex TMOB’s3aHe
3 IOTCHIIHHNM OOMEXEHHSIM KOHCTHTYLIHHUX IpaB 0cOOW. 3aKOHHICTH y TaKOMY
KOHTEKCTI mependayae He JMIIEe HasBHICTH (HOPMalbHOI MPaBOBOI MiJICTaBU IS
HPOBEACHHSI CiTiadol (po3IIyKoBoi) Iil, a it peabHe TOTPUMaHHS BU3HAYECHOT 3aKOHOM
HpOLEIYypH JOCTYNy A0 UM(POBHX MJAHHX, BKJIIOYHO i3 CYJZOBHM KOHTpOJIEM,
(hikcamiero KOXHOTO eTamy poOOTH 3 iH(GOpMAIi€l0 Ta AOTPUMAHHIM MPHHIHITY
MPOTIOPLIHOCTI .

IMopywieHHss TmpouecyanbHOi (GOPMH i Yac OTPUMAHHS  EJICKTPOHHOI
iHpopMaril HepigKo Mae JIATeHTHHIH XapakTep 1 He 3aBXId OYEBUIHE Ha CTamii
CyZIOBOTO po3riisiay. ToMy BUMOTa 3aKOHHOCTI BUCTYIIA€ HE JIUIIE KPUTEPIEM OLIHKH
IISUTBHOCTI OPraHiB JOCYAOBOTO PO3CIiAyBaHHS, a i KIIOYOBOIO TapaHTIEI0 3aXHUCTY

" Merenes O.II. IlpoGneMu BH3HAYEHHS IOMYCTHMOCTI 1 HANEKHOCTI IMBPOBHX
(eIeKTPOHHMX) JI0Ka3iB y KPHMIHAIBHOMY Ipoueci // Bichux Kpuminaibnoco cyOoouuncmed.
2019. Ne 3. C. 234-235.

8 Kpamyk O.JI. BUKOpHCTAHHS €IEKTPOHHHX JOKA3iB y KPUMiHATHHOMY MPOBAIKEHHi //
Lenmpanvroykpaincokutl gichux npaéa ma nyoaiunozo ynpaeninns. Bumyck/ Issue 2(10), 2025.
C. 50-56.
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BiJl CBaBUILHOTO BTPYYaHHS B MpUBATHY cdepy. Skmo nudposi qokazu 3100yTi 6e3
HAJIeKHOTO  CYZOBOTO KOHTPONIO YHM 3 MEPEBUINCHHSAM MOBHOBAaXEHb, iX
BUKOPUCTAHHSI B KPUMIHAJBHOMY IIPOBA/PKCHHI CYNEPEeYHTh 3MICTY NPHUHIUILY
3aKOHHOCTI HE3aJISKHO BiJ iX JOKa30BOI Baru.

TicHO MOB’s3aHM i3 3aKOHHICTIO MPUHIHIT IPE3yMITLiT HEBUHYBATOCTI BU3HAYa€e
3arajbHy JIOTIKYy PO3MOIUTY TATaps AOKa3yBaHHS. Y KOHTEKCTI IM(POBUX IOKa3iB
BiH O3HAYaE, M0 OyIb-AKi OOTPYHTOBAHI CyMHIBH LI0A0 aBTEHTUYHOCTI, MOXOIKEHHS
YU IUTICHOCTI eNeKTPOHHOI iH(opMalii MalTh TIYMAa4YHUTHCS Ha KOPHCTH OCOOM,
II0/I0 SIKO1 3/1IHCHIOEThCS KpUMIHANBHE TiepeciiayBanHs. BinmosigHo, camMe cTopoHa
OOBUHYBaUCHHS TIOBHHHA JIOBECTH, IO BIAMOBIAHI IU(POBI JaHI HE 3a3HANIA
HECaHKIIOHOBaHMX 3MiH, He Oymm cdanbcu¢ikoBani ¥ OTpUMaHi 3 JOTPUMAHHIM
HpolecyalbHUX BUMOT, a JIAHIIOT X 30epe)keHHs € Ge3repepBHIM.

Oco0muBicTh IM(POBUX JOKA3IB MOJIATa€ B TOMY, IO 1X TEXHIYHA CKJIAIHICTb i
3aJeKHICT BiJl CIEIiaJbHUX 3HaHb CTBOPIOIOTH BIAYYTHY acCHMETPII0 MiX
CTOPOHAMH KPHUMIHAJIBHOTO MNPOBaKeHHSA. OpraHd JOCYIOBOTO PO3CIiAyBaHHS
3a3BMYAil MalOTh JOCTYI JO 3HAYHO IIUPIIMX TEXHIYHHX PECYPCiB i €KCIEPTHOTO
HOTEHIialy, HiXK CTOpOHA 3aXHMCTy. Y TaKUX YMOBaX MHPE3yMIILisi HEBHHYBaTOCTI
(hakTHYHO BUKOHY€ KOMIIEHCATOPHY (QyHKIIiIO, MOKINKaHy 3al00IITH MepeKIaJaHHIo
Ha 3aXHCT OOOB’A3Ky JOBOJWTH HEIOCTOBIPHICTh UM (adbcudikario mudpoBux
JOKa3iB 10 TOro, K IX AaBTEHTHYHICTh OyJe HaJIeKHUM YHHOM OOIDYHTOBaHA
CTOPOHOI0 0OBHHYBAUCHHS.

He MeHI BaXTMBUM y LIbOMY KOHTEKCTI € TIPHHIHI 3MaraibHOCTi CTOPiH, SKUHA
nependayae peanbHy, a He GopMaIbHy MOKIHBICT KOKHOI 31 CTOpiH OpaTH y4acTh y
JocikeHHI okaziB. CTOCOBHO LM(POBHX J[OKa3iB IIe O3Ha4yae 3abe3neueHHS
JIOCTYITy 3aXWCTy OO KOMii BiAMOBITHHX EJNEKTPOHHUX HOCIiB, iH(opmamii mpo
BHUKOPHCTaHI METOAM # mporpamHi 3aco0M, a TaKoX CTBOPEHHS YMOB [
IHINIIOBaHHS aNbTEPHATHBHUX UM IOBTOPHHX EKCIEPTH3. 3a BiJCYTHOCTI TaKHX
MOXKJIMBOCTEH 3MarallbHiCTh NEPETBOPIOETHCS Ha AEKIApalliio, @ BUCHOBKY €KCIIEPTIiB
HaOyBalOTh XapakTepy (aKTHYHO HEOCIIOPIOBAHHMX, IO MiJPHBAE IOBIpY 1O
Ppe3yJIbTaTiB CyI0BOTO PO3IIISLY.

Ha mnpaktumi oOMexxeHHS OOCTyNy 3axucTy A0 OUPPOBHX [OKa3iB YacTo
MOTHUBYETBCS MIpKyBaHHSAMH Oe3neku abo pU3MKOM BTpYYaHHA y NaHi. BogHoudac
MoJiOHI apryMeHTH HE MOXYTh MaTH YHIBEPCAIBHOTO XapaKTepy i aBTOMATHYHO
BUIPABJOBYBATH ICTOTHE 3BY)XKCHHsS MNPOIECYyalbHUX IpaB 3axucTy. bamaHc Mix
HEOOXITHICTIO 30epekeHHs IUTICHOCTI MU(PPOBUX JaHUX 1 3a0€3MEUCHHSIM PeabHOT
3MaraJibHOCTI Ma€ JOCATAaTHCS 4Yepe3 3alpOoBa/UKEHHS YITKUX MPOLECyaTbHUX
rapaHtiii (cTBopeHHs (OPEH3MYHMX KOIIiif, BUKOPUCTaHHS cepTH(}IKOBaHHUX
IHCTpYMEHTIB, (iKcallifo KOXKHOI oneparil), a He HUISIXOM OJJHOCTOPOHHIX 3a00pOH.

OxpeMoro po3risay noTpedye MmpaBo Ha 3aXHCT SK KOMIUIEKCHA MpoLecyaibHa
TapaHTisl, IO OXOILUTIOE MOXKIUBICT CBOEYACHOTO O3HAMOMIICHHS 3 JOKAa3aMH, y4acTi
B CIIJYUX JMisX, BUKOPHCTAHHS CIICI[IaIbHUX 3HaHb Ta 3alydeHHS (axiBIB JUIs
KpUTHYHOI oLiHKH Iu¢ppoBoi iHpopmanii. ¥ chepi nnudpoBux moKaziB peaiizaiis
BOTO TpaBa YCKIAJHIOETHCSA SIK TEXHIYHUMM Oap’epamMM, Tak 1 BiJCYTHICTIO
JeTalli30BaHUX HpoUenyp, sKi O perlaMeHTYyBaIM JOCTYN 3aXHCHHKA JO
CJICKTPOHHUX JIAaHUX Ta HOro y4yacTh y 1X IOCIHi/KEHHI. Y MiJCYMKY iCHy€ PU3HK, L0
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CYTTEBI HUQPOBI JOKa3K (HaKTHIHO 3aTUIIATHCS 11032 JI€BHM CYJOBUM KOHTPOJIEM,
HaBiTh 32 (OPMATBEHOTO TOTPUMAHHS IPOIeCyaIbHOI hopMu.

V3aranpHIOIOUM BHKIAJEHE, CIiJl KOHCTAaTyBaTH, IO HAasBHI IIAXOAU [0
BUpIIIEHHS MpoOJieMH aBTEHTHYHOCTI Ta JOMYCTUMOCTI LM(POBUX JOKa3iB €
(parMeHTapHUMH 1 He 3a0e3medyroTh MOBHOI peanizaiii 3acaj KPHUMiHAIBHOTO
npouecy. TexHiuHi 3acobu ¢ikcarii Ta 3aXHCTy JaHUX, X0U 1 BiIIrparoTh BaXXJIHBY
POJb, HE MOXKYTh 3aMiHHTH HpOLECyallbHI rapaHTii ¥ cami Mo cobi He TapaHTYIOTh
CIPaBEIIMBOCTI CyI0BOTO po3rriny. EQekTuBHa MomeNnpb OMiHKKA IU(PPOBHUX J0Ka3iB
MOJKJIMBA JIMIIIC 32 YMOBH OPTaHi4HOTO MOEAHAHHS TEXHIYHHX i NPABOBUX CICMCHTIB
Y Mesax IUIICHOTO NPOIECYaabHOTO MiAXOY.

VY 1mpoMy 3B’sI3Ky 3aBIaHHS JOCIIUKEHHS HOJSITae y BUPOOJICHHI Y3TrOHKEHOTO
MiAXOAY 10 HOMyCTHMOCTI IM(POBUX [OO0Ka3iB, SKHUH TMOEIHYBaB OH BHUMOTH
TEXHIYHOI aBTCHTHYHOCTI 3 NMPUHLHUIIAMH 3aKOHHOCTI, NMpe3yMmuii HEeBHHYBAaTOCTi,
3MarajbHOCTI CTOpiH Ta HaJEXHOI peaiisauii mpaBa Ha 3aXHCT. 3ampOBaIKCHHS
TakOro MiOXOLy Ma€ CHPUATH IMiJBUINEHHIO PIiBHSA MPaBOBOi BH3HAYEHOCTI,
3MCHIICHHIO PH3UKY MOBUIBHOIO TIyMa4yeHHS KPHUTEPiiB JOMyCTHMOCTI i
3a0e3medyeHHI0 OalaHcy MK €(QEeKTHBHICTIO KPHMIHATBHOTO MEpEeCligyBaHHS Ta
JOTPUMaHHSM IIPaB JTIOAUHH.

3aBepIIyloun aHaji3 ICHYIOYMX MiIXOMIB 1O IpoOJIeMH AaBTEHTHYHOCTI Ta
JOMYCTUMOCTI LM(POBUX JOKA3iB, BapTO HAroJOCHUTH, IO JKOJACH i3 HHUX Yy
BiIOKpEeMJICHOMY BUIJISI/Ii HE BiAMOBiZa€ BCIM BHKJIMKAM CY4acHOTO KPHMIHAIBHOTO
npouecy. TexHiko-opieHTOBaHMIA iIXi/, TOTIPH OYEBUIHI IepeBaru y cdepi dikcarii
Ta 30epeXeHHs eNeKTPOHHOI iHpopMaIlii, HeJOCTaTHRO BiTOOpakae MPOLECyaTbHHUHA
BUMIp JOKa3yBaHHA. [IpolecyaqbHO-IPaBOBHIA TMiNXil, HABIAKH, CIUPAETHCS Ha
(byHIaMeHTaNbHI 3acay CyJOYHHCTBA, ajle YacTo JIMIIAETHCS 3aHAATO 3arajbHHUM i
He BpaxoBye 0co0IMBOCTEH HHU(POBOTrO cepeioBHIIIA.

Came TOMy OCOOIHMBOrO 3HaueHHs HaOyBae€ NMHTAHHS Y3TOJDKEHHS TEXHIYHUX
CTaHAapTiB poOOTHM 3 UMGPOBUMH JaHMMH 3 IPOLECYaJbHUMH BHMOTaMH
KpUMiHaJIBHOTO mpoBamkeHHs. L{udpoBi moka3M MaroTh OLIHIOBATHCS HE JIUIIE
3 morysiay iX iHpopMauiiftHOT IIHHOCT] YM TEXHIYHOI LITICHOCTI, a H 3 ypaXyBaHHAM
TOro, 4n OyB JOTpUMaHH{ HaJEKHHUH MpOLECYabHUNA MOPSIOK Ha BCIX eTamax Bij
BUSBICHHS W BHWJIy4YeHHS 10 IOCTIDKEHHS B Cyzdi. BiacyTHicTh yHi(ikKoBaHHX
KPHUTEPIiiB JOMYCTHMOCTI, SIKi ITOCITITOBHO 3aCTOCOBYBAUCA O SIK CIITYMMH, Tak i
CyllaMHd, TIOPOJDKYE MpPaBOBY HEMEBHICTh: Yy TOAIOHHX CHTYyaIlisiX I1IEHTHYHI 3a
HPUPOAOI0 U(MPOBI AaHI MOXKYTh OLIHIOBATHCS MO-Pi3HOMY .

MixHapoaHUH BUMIp MPOOIEMH 3yMOBICHHN THM, IO NUGPOBI JTOKAa3M Jienai
YacTillle MaloTh TPAHCHALIOHABHUIT XapakTep. J[oCTyn 10 AaHuX, 110 30epiraloThes
3a KOPIOHOM a00 KOHTpPOJIOIOThCS IHO3EMHHUMH CEpBiC-TIpOBaiiiepaMu, CTaBUTb
nepes MPaBO3aCTOCOBHIMHU OpTaHAMHM CKIIA/IHI 3aBIaHHS, [TOB’S3aHI 3 TOTPUMAaHHAM
MPUHIMITY 3aKOHHOCTI Ta MKHAPOJHHUX CTAaHAAPTIB 3aXHUCTY MPaB JIOJHHHU. 3a TaKUX
YMOB OIliHKAa JIOMyCTUMOCTI IU(POBHX MOKa3iB IIOBHHHA 3JiH{CHIOBATHCS
3 ypaxyBaHHSIM HeE JIMIIE BHYTPINIHBOTO IIPOIECYAIBHOTO 3aKOHOJABCTBA, a M
BiJITIOBIIHUX MI>KHAPOJHUX 3000B’A3aHb JICPIKABH.

BaximBa ponb y Wi CHCTEMI HAQJISKHTh CyIOy SK OCTaTOYHOMY apOiTpy
y MUTaHHAX JomycTuMocTi nudpoBux gokasiB. CynoBa mepeBipka He MOxe
00MeXyBaTHCSl BUKIIIOYHO (pOpManbHUM KOHTPOJIEM HasIBHOCTI yXBall, IIPOTOKOJIB
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UM TeXHiYHMX 3BiTiB. [i 3MiCTOM Mae CTaTH 3’sCyBaHHS TOTO, UM 3aGe3NeueHo
y KOHKpETHIH crHpaBi peajbHE MOTPUMAHHS 3acaj CHpPaBEIIMBOTO CyJOBOTO
PO3TIISIY, PIBHOCTI CTOPIH Ta mpaBa Ha eeKTUBHUIT 3axUcT. Takuii miaXi J03BOJISE
YHUKHYTH HagMmipHOro ¢opmainismy 1 miaTpumara OajaHc MiX iHTepecaMu
MPaBOCYAMS Ta IIpaBaMU OCOOH.

3 ommioy Ha Le 3aBJaHHA JaHOTO JOCHIDKEHHS mojsirae y (opMyBaHHI
IHTETPOBAHOTO MPOIECYaJIbHOrO MiAXOAY 1O ABTEHTHYHOCTI Ta JOIMyCTHMOCTI
OUPPOBUX MOKa3iB, SIKUH IMOEIHAE TEXHIYHI MeXaHi3MH 3a0e3MeueHHs WiJTICHOCTI
CNIEKTPOHHUX JAHUX i3 BUMOTaMH OCHOBHHX HPHHIMIIB KPUMIHAIBHOTO MPOIECY.
Takmit minxig Mae IPpyHTyBaTHCA HA YITKHX KPHUTEPIsSX 3aKOHHOCTI OTPHMAaHHSI
mudpoBoi  iHpopMmamii, OOIPYHTOBAaHOMY pO3NOAITI  TAraps  JOKa3yBaHHS
ABTEHTUYHOCTI MK CTOPOHAMH, a TaKOX Ha PeaIbHOMY 3a0e3MeueHH] 3MarajbHOCTI
if IpaBa Ha 3aXHCT IPH JOCTIKCHHI U(POBHUX TOKa3iB y Cyi. oro BopoBamKeHHs
CTBOPIOE MIATPYHTS VIS HiABUIIECHHS €()EKTUBHOCTI KPUMIHAIBHOTO CYJOYHHCTBA
B yMOBax I}poBizalii Ta OJHOYACHO TapaHTy€e HAJICKHUHA piBEHb 3aXUCTy MpaB
JFOZIMHYU, JO3BOJIAIOYM PO3MJISAaTH LU(POBI MOKa3M sK IOBHOLIHHUHA IHCTHUTYT
CY4acHOT0 KPUMiHaJIbHOTO MPOLIECY.

4. MiKHApOAHi cTaHIapTH JONyCTHMOCTI HU(POBHX T0Ka3iB
Ta npaktuka €CILI

CrpiMKHH ~ PO3BHTOK  IU(PPOBUX  TEXHOJOTiH CIOPUYMHUB He  JIHIIE
TpaHc(OpMaIil0 HAIIOHANPHUX MiIXOMIB 10 JOKa3yBaHHS y KpPHMiHAIBHOMY
nporeci, a ¥ QGopMyBaHHS MDKHApOJHHX CTaHIAPTIB POOOTH 3 EIEKTPOHHHMH
J0Ka3aMu. 3 OrJIsiy Ha TPaHCHAIIOHAIBHUIT XapakTep KibeprnpocTopy Ta riodanbHy
npupoay HU(POBUX JAHMX, NMUTAHHSA 1X OTpUMaHHA, (ikcamii Ta OLIHKH Aexani
YacTille BUXOOATh 3a MEXI HaI[lOHAJIBHOT }opncz[I/IKui'ilg. Y Takmx yMmoBax
Y3TOKEHHS BHYTPILITHIX MPOLECYAIbHIX MEXaHI3MIB i3 MIXXHAPOAHUMH IIPABOBUMH
CTaHJapTaMK HabyBa€ KPUTUYHOTO 3HAYCHHSI.

OpanM 13 (QyHZaMEHTANEHUX MDKHApPOTHHX akTiB y cepi OopoTrsbu 3 kibep-
3JI0YMHHICTIO Ta pobotH 3 mmdposumu Jokazamu € KonseHuis Pagn €Bpornm mpo
Ki6epsmnoununicts (Bygamemrceka xompenmis, 2001 p.)%. Ileit moxymenT cras
HepLIMM yHiBepCcalbHUM IHCTPYMEHTOM, IO BH3HA4YMB NPABOBI 3acaldl MiXKHapO.-
HOTO CHIBPOOITHULTBA Yy BHSBIICHHI, 30€peXeHHI Ta OTPUMaHHI EJIEKTPOHHHX
nokasiB. CrarTi 16-22 KoHBeHIIi IeTadbHO PEraaMeHTYIOTh NPHHIUIN OTEPaTHB-
HOTO 30epeXeHHs KOMIT IOTEPHHUX [aHHUX, NPOLEAypH HOCTymy 10 iHdopmamii
B KOMIT'IOTEpPHHX CHCTEMax, a TaKoX MeXaHi3MH TPaHCKOPAOHHOI B3aeMoOmil
MIPY PO3CIiTyBaHHI 3JI0YHHIB Y TH(PPOBOMY CEpETOBHII .

Oco6nuBicTio Bynanemrcbkol KOHBEHIT € CHCTEMHHHA MiAXia 10 udpoBux
JOKa3iB sIK 00’€KTa, 10 BUMAarac OJHOYACHOTO NOTPHMAHHS SK TEXHIYHUX, TaK i
MIPaBO3aXUCHUX CTaHAAPTIB (CT. 15)%?. KonseHuis npsMo nependavae HEoOXiAHICT

 Iyrank X. M., Xurpa O. B. Lludposi 10Kasn y KpHMiHATEHOMY TpoIieci : MOHOTpadis.
JIsBiB: JIAYBC Ykpainu, 2022. 248 c.

% Komngenuis Pagu €Bporu npo kiGepsnounnsicts Bix 23.11.2001 Ne 185 (ETS Ne 185).
ParudikoBana 3akornom Ykpainu Ne 608-111 Bix 21.09.2005.

2 Tam camo, c1. 16-22.

22 Tam camo, cr. 15.
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HPONOPLIHOCTI BTPYYaHHS Y NMPUBATHE XKUTTS, IO YHEMOXKJIUBIIOE BUKOPUCTAHHS
eJIeKTPOHHOI iH(popMamii, oTpuMaHOi 3 MOPYIIEHHSM O0a30BHX MPOLECYaTbHIX
rapaHTii.

[Momanpmnii pO3BUTOK MDKHAPOJHUX CTAHAAPTIB IOB’SI3aHUH 13 TIPaBOM
€Bporneiicekoro Coro3y, 30kpema Permamenrom (€C) 2023/1543 npo €Bponelicbky
BHPOGHMYY opepHy cucteMy (e-Evidence Regulation)?. Lieit nokymeHT 3anpoBaus
KOHLICMIIIO €BPONEHCHKUX OpAEpiB HAa OTPUMAHHS EJIEKTPOHHUX JOKa3iB, IO
nepenbayae  CIpPOIICHI IPOLEIYPH TPAHCKOPAOHHOTO JOCTYIy 1O JaHHX,
30epiraroyn mpu LbOMY BHCOKI CTaHIApTH 3aXMCTy MpaB JIOJWHU. J[OMyCTHMICTh
CJIEKTPOHHOI iH(OpMaIlii TYT OIIHIOETHCS KOMIDICKCHO 4Yepe3 MPH3MY SK TeXHIYHOT
IUTICHOCT]I (XemI-CyM, JaHIIOr 30epe)XeHHsd), TaKk 1 3aKOHHOCTI OTPHMaHHS 3
HAJIC)KHAM CyIOBHM KOHTPOJIEM>",

BaxiuBe MicIie MociaroTh i MiXKHApOHI CTaHIAPTH MOBOJPKEHHS 3 IIM(POBUMHU
nokasamu, pospobneni INTERPOL ta ENFSI. 3okpema, ISO/IEC 27037:2012
(Guidelines for identification, collection, acquisition and preservation of digital
evidence) Haromomye Ha Oe3yMOBHI HEe3MIiHHOCTI iHQopMmamii Ta AeTaTbHOMY
JOKyMEHTYBAHHI KOXKHOTO eTamy pobotd 3 Hero”>. L{i cTaHmapTH, MONpH TeXHidHMiT
XapakTep, TICHO HEpeIUTiTaloThCS 3 TPOIECYaJbHUMH TapaHTIIMH, 3a0e3Meduyroun
CyIly OOTpYHTOBaHY JIOBipY JIO MU(PPOBHX JOKA3iB.

[IpakTrka €BpOIEHCHKOr0 Cyny 3 NpaB JIOIUHU GOPMY€e KIFOYOBI KpuTepii
JOMyCTUMOCTI L(POBHX J0KA3iB uepe3 Mpu3My cTatei 6 (IpaBo Ha CrIpaBeUTMBHI
cyn) ta 8§ KonBeHuii (moBara 10 MpUBaTHOTO xkuTTs)%. Xoua €CIUI He po3pobus
CHenianbHOi JOKTPUHH «IU(POBUX JOKA3iB», HOr0 IMO3MIIS HiTKa: JOMYCTHUMICTD €
NPEepOraTHBOI0 HAI[IOHAIBHOTO IMpaBa, ajie 3arajbHa CIPaBEeUIUBICTh MPOBAIKCHHS
3aMMmIaeThCs mix KorTponem Konsemuii’ .

Y pimensi Demirhan v. Turkey (2025)*® Cyx BusuaB nopymenss ct. 6 §1 uepes
BUKOPUCTAHHSI MOOUTEHUX MeTaJaHHHUX 0e3 HaJIEeKHOTO CYZOBOrO KOHTPOJIO, OTPH
ix TexHiuHy nocroBipHicTe. €CIIJI migkpecnuB, IO MacoBe OTPHMAaHHS
CNICKTPOHHUX [JaHUX 0e3 KOHKpeTu3auii OOIPYHTYBaHHS € HENPONOPLiHHUM
BTPpYYaHHAM Yy IIPUBATHE KUTTS.

Y cnpasi Benedittini and Others v. Italy (2023)*° Cyx BcTaHOBHB OpYLICHHS
MPUHIMITY PIBHOCTI CTOPiH: OOBHHYBady€HHsS HAIajo EKCIEPTHHH 3BIT MpO aHawi3

% Regulation (EU) 2023/1543 of the European Parliament and of the Council of 27 June
2023 on European Production and Preservation Orders for electronic evidence in criminal
matters // Official Journal of the European Union. 2023. L 168.

* Guidelines on the Treatment of Electronic Evidence in Criminal Proceedings.
Commonwealth Secretariat. London, 2025.

% Information technology -Security techniques — Guidelines for identification, collection,
acquisition and preservation of digital evidence. Geneva: I1SO, 2012.

% Koupenuis PO 3aXWCT MpaB JIOAWHKA 1 OCHOBOMONOXHHX cBoOon Bim 04.11.1950 //
URL.: https://zakon.rada.gov.ua/laws/show/995_004#Text
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Tene(hOHHUX 3’€THAHB, ajleé BIAMOBHJIO 3aXHCTy B JOCTYII O CHPLEBHX AaHUX i
nporpamHoro 3abesmeuenns. €CIIJI wHaromocus, mo y nudpoBHX HOKa3ax
peanbHa MOJKJIMBICTh OCKAapKeHHs Ilepefdavae JIOCTYN 1O HEepBHHHUX HOCI{B Ta
METOJIOJIOTIT aHai3y.

3HauyymOK € TMO3MIlisA I[IOA0 JOKa3iB Bijg mpuBaTHHX cy0’ektiB. Y Kablis
v. Russia (2021)*° €CIDI nizkpecnus, mo orpumanHs IP-1oriB Bix npoaiinepa 3a
3allUTOM MOJiLii He 3BIBHSAE JepkKaBy BiZl 000B’SA3Ky 3a0€3MEUUTH IPOLECyalbHi
rapanrii. Hapmaku, moTpiOHa mo/BiliHa mepeBipka: 3aKOHHICTB 3allUTy A0 MPUBATHOL
KOMITaHil Ta MPONOPLiHICTh BTPYYaHHS.

V3aranbpHIOIOUH, MDKHapomHi cTaHmapTd Ta npaktuka €CIIJI BumararoTh BiX
HAIIOHAJBHUX  CYJIB KOMIUICKCHOT ~ OIIHKA [H(GPOBUX  JIOKA3iB 32  TaKUMHU
KPUTEPIIMHU:

1. 3akoHHiCTh OTpUMaHHs (CYIOBHI KOHTPOJIb, IPONOPLIHHICTD);

2. TexHiYHA aBTEHTUYHICTH (JIAHLIIOT 30EPEIKESHHSI, XEeII-CYyM);

3. 3marajipHICTh (IOCTYI 3aXUCTY /10 TIEPBUHHUX JAHUX);

4. 3aranmbpHa CTIpaBeITUBICTH MPOBAIKCHHSI.

i mpuHOWITN CIYTYIOTH OpPIEHTHPOM JUIS TapMoHizamii ykpaincekoro KIIK,
30KpeMa I0J0 TPAHCKOPAOHHOTO JIOCTYIy 1O JAQHHWX Ta KPHUTEpiiB IOMyCTUMOCTI
CJICKTPOHHUX JIOKa3iB.

5. OcobauBocTi ¢ikcanii Ta 3a06e3nedeHHst HiJgicHOCTI HUppoBUX
AOKAa3iB y KPUMIiHAJIBHOMY NPOBA/KeHHI

EdexTuBHICTP BHKOpHCTaHHS HU(POBHX JOKA3iB y KPHUMIHAJIBHOMY HpoIeci
nojaneioi nepeBipky. Ha BigMiHy Bin TpaAuLiHHHUX JA0Ka30BHX 00 €KTiB, HU(poBa
iH(pOpMaIlis XapaKTepU3YEThCA BHCOKOIO IMHAMIYHICTIO, MOMKJIHMBICTIO MHTTEBOTO
KOMIIOBaHHSA Ta pPH3UKOM HemoMmiTHOI Moxaudikamii. Came 1mi BIacTHBOCTI
3yMOBIIIOIOTh HEOOXIZHICTh 3aCTOCYBaHHS CIIELiaIbHUX MPOLEAYP, CIPSIMOBAHHX Ha
3a0e3MeueHHs HE3MIHHOCTI CJICKTPOHHUX [aHHMX BiJl MOMEHTY iX BHSBIICHHS 10
JIOCIJUKEHHSI CYJIOM.

OpHi€l0 3 KIIOYOBHX OCOOIMBOCTEH poOOTH 3 IH(POBHMH JOKa3aMH €
HeoOXinHicTe TouHOI (ikcauii mepBicHoro crany iHdopmarii. Taka dikcaris
nependayae He JHMINE KOIIIOBAaHHS HaHMX, ale W JIOKYMEHTYBaHHS TEXHIUYHHX
mapameTpiB ix 30epiraHss, CTpyKTypu (aiioBoi CHCTEMH, METaJaHHX Ta IHIIUX
XapaKTepUCTUK, IO JO3BOJSIIOTH  BIATBOPUTH  KOHTEKCT  (PYHKI[IOHYBaHHS
iHpopMmariitHoi cuctemu. be3 HanexxHoi ikcarii nux mapaMmeTpiB MH(POBI JOKa3H
MOXYTb BTPAaTUTH CBOIO [IOKAa30BY I[iHHICTb, OCKIIbKH CTa€ HEMOXKJIHBUM
MiATBEPIUTH X HE3MIHHICTb.

BaxuBuM iHCTPYMEHTOM 3a0e3MEUYCHHS LIMICHOCTI HU(PPOBHUX JOKa3iB €
CTBOpEeHHs] TOYHMX IM(PPOBUX Komiii HOCIiB iHdopmarlii, ske 3aiiicHIOETBCS
i3 3aCTOCYBaHHSM CIICL{iali30BaHUX TEXHIUHMX 3aco0iB. Takumii mpouec 03BOIsIE
MPaIloBaTH 3 KOMI€I0 JaHUX 0e3 PH3WKY 3MiHH OpUTiHAIBHOTO Hocis. [IpuHImm
30epeKeHHS OpUTIHANY y HE3MIHHOMY CTaHi € ONHHM i3 0a30BuUX y muQpoOBiit

% Kablis v. Russia, Ne46118/13, ECHR 2021, § 98. URL: https://hudoc.echr.coe.int/
eng#{%22itemid%22:[%22001-192769%22]}
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KPUMIHAQIICTHI, OCKUTBKM OyAb-SKe€ BTPYYaHHS B TIEPBUHHHH HOCIH MOXe
MOCTaBUTH MiJl CyMHIB aBTEHTUYHICTH iH(pOpMaIIii.

He Menm BaximBy poitb Bifirpae ¢ikcarist MeTaJaHuX, sKi MiCTATh iH(opMaIiio
PO CTBOPEHHS, 3MiHYy Ta BUKOPHCTaHHA IM(ppoBuX (aitniB. MeragaHi 103BOJSIOTh
BCTaHOBHTH YacOBi MeXi iCHyBaHHs iH(popMauii, iIeHTU]IKyBaTH KOPUCTYBaUiB, SIKi
MaJId AOCTYII IO JaHUX, Ta BIACTEKHUTHU ICTOPIIO iX 3MiH. Y 0araTthOX BHIIAJKAX came
MeTaJaHi BUCTYHAIOTh KJIIOYOBUM JDKEpEeNoM JOKa30BOi iHQopmarii, mio
HiaTBep/KY€E ab0 CIIPOCTOBYE OOCTABUHU KPUMIHAIBHOTO MIPABOIIOPYIICHHS.

3 MeTor MiATBEp/PKEHHS HE3MIHHOCTI IHMQPOBHUX  [OKa3iB  IMIAPOKO
3aCTOCOBYIOTBCSI ~ KpUNTOrpaiuHi MeTOAM KOHTPOJIO  IIUIICHOCTI, 30KpeMa
BUKOPUCTAHHS XeII-(QyHKIiH. Xenl-3HadyeHHs € YHIKaIbHUM IU(POBHM BiIOHTKOM
iH(opMalil, SKUi 3MIHIOETBCS IPU OyAb-SIKOMY BTpy4aHHi y naHi. [IopiBHSIHHS Xel-
3HAYeHb, OTPMMAHUX Ha PI3HUX eTarnax poOOTH 3 HU(POBHMH NOKa3aMH, JO3BOJISIE
BCTaHOBHUTH (hakT 30eperkeHHs a00 MOPYIIeHHS X LiTiCHOCTI.

Bognouac TexHiuHi 3aco0M 3abe3NeucHHS HE3MIHHOCTI JaHMX IIOBUHHI
JOTIOBHIOBATUCS MPOLECYalbHAM JOKYMEHTYBaHHAM YCiX Jiif, HOB’s3aHHX i3
mubpoBuMH  okazamu. Ile mnepembadae CKiIagaHHS HPOTOKOJIB BHJIy4YEHHS,
¢ikcanito oci6, sKi MamM JocTyn 10 iH(popMamii, a TakoX 3a3Ha4YeHHS YMOB Il
30epiranns. Taka nporenypa GpopMye Tak 3BaHHH JTaHIIOT 30epiraHHs JOKa3iB, SKuit
JI03BOJISIE MIPOCTEXUTH BeCh HIIAX IM(ppoBoi iHdGopMalii Bix MOMEHTY ii BUSBICHHS
JI0 CYZ0BOTO PO3LIISAY.

Jlanmior 30epiraHHA Bijirpae BUpIMIaNbHY pPONb y 3a0e3meyeHHi IOBipH A0
wndpoBrx foka3iB. Moro mopymenHs a6o HEMOBHOTA JOKyMEHTYBAHHS MOXKYTh
CTBOPHUTH TIJACTAaBM MAJsl CyMHIBIB IIOAO AaBTEHTHYHOCTI iHopMmamii. Y mpomy
KOHTEKCTI BaXJIMBO 3a0e3MeynTH Oe3NepepBHICTh KOHTPOIIO 3a HOCTYIOM JIO
OUPPOBUX HOCIIB Ta BUKIIIOYATH MOKIIUBICTh HECAHKI[IOHOBAHOTO BTPYYaHHs y JaHi.

Oco0mMBYy CKJIaHICTh CTAHOBHTH (hikcallisi TU(PPOBHUX JOKa3iB, M0 30epiraloThes
y BipaneHnx iHopMaIiifHIX cHCTeMaxX Ta XMapHHX cepBicax. Y TakWX BHIAIKax
OpraHd JOCYIOBOTO pO3CITiTyBaHHS HE MaroTh (Ii3HYHOTO JOCTYNMy JO HOCIIB
iHpopMalil, a OTPUMaHHS JAaHHUX 3IHCHIOETHCS 4Yepe3 MPOBai/iepiB eICKTPOHHHX
mociyr. Lle CTBOpIO€ 1OAAaTKOBI pPH3WKKM BTpPATH YacTHHU iHpopMamii ado
HEMOXXJIMBOCTI TEpeBipKkM 11 MEpBICHOTO cTaHy. Y 3B’A3Ky 3 IIMM OCOOJIMBOTO
3Ha4YCHHs HaOyBae ONEpaTHBHICTH 30CpeXeHHs NaHUX Ta 4YiTKE JIOKYMEHTYBaHHS
HpoLeayp X OTPUMaHHS.

He MeHIm BaxnMBMM € IHTaHHS 3a0e3MeueHHs MpOoLecyalbHOI IPO30POCTi
po6otn 3 mudpoBuMH nokazamu. CTOpOHA 3aXHCTy NOBHHHAa MAaTH MOXKJIUBICTH
HEPEBIPUTH JOCTOBIPHICTh TEXHIYHHMX MPOLEAYp, IO 3aCTOCOBYBAIIMCS MiJ Yac
BUIIydeHHs Ta anamizy indopmauii. Lle mepenbavae moctynm mo komiid mudpoBux
HOCIiB, PE3yJbTAaTiB EKCIEPTHUX MJOCIiKEHb Ta METOAWK, BHUKOPHUCTAHHX MpHU
00podui nanux. 3abe3medeHHs Takoi MPO30POCTi € HEOOXITHOI YMOBOIO peaizamii
HPUHIHITY 3MarajJbHOCTi CTOPIH.

BaxiMBUM acnekToM € Takox 30epiraHHs NH(QPOBUX JOKA3iB MPOTSATOM YCHOTO
KpPHUMIHAJIBHOTO NpoBaUKeHHs. HeHane)xHi yMOBH 30epiraHHs MOXKYTh IPU3BECTH JI0
MOIIKO/DKEHHST HOCITB iH(opMmanii abo BTpaTH [aHUX, L0 YHEMOXIJIUBHTH iX
BUKOPUCTaHHS y cymoBoMy posrmsiai. Came TomMy A0 UU(POBHX JOKas3iB
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3aCTOCOBYIOTBCSl MIJIBHIICHI BHMOTH IOAO KOHTPOJIO JOCTYIy, PE3epPBHOIO
KOIIIIOBaHHS Ta 3aXHCTY BiJ{ HECAHKIIOHOBAHOTO BTPyYaHHSI.

V3aranpHIOIOUM BUKJIAJICHE, MOXKHA 3pOOMTH BHCHOBOK, IO 3a0e3MedeHHs
LiTiCHOCTI U(POBHUX JOKa3iB € KOMILIEKCHHM IIPOLIECOM, SIKUH MOEIHY€E TEXHIUHI Ta
HpoLeCyabHi eIeMeHTH. JIuie 32 yMOBHU X y3rOJDKEHOTO 3aCTOCYBaHHS MOJKIIHBO
rapaHTyBaTH JOCTOBIPHICTh e€JEeKTpOHHOI iHpopMmanii Ta il JOMyCTUMICTH Yy
KpHUMIiHAJIBHOMY CyIOYHMHCTBI. BiacyTHicTh HajexHoi ¢ikcamii, JOKyMEHTYBaHHS
a00 KOHTPOJIO 32 HM(PPOBUMH JOKa3aMH CTBOPIOE PU3HK BTPATH IX JOKa30BOTO
3HAYCHHS Ta MOKE MPH3BECTH [0 MOPYIICHHS NMPUHIIMIIB CHPABEUIHBOIO CYI0BOTO
po3rIsLy.

Takum unmHOM, OocoOumBOCTI (ikcamil Ta 3abe3rmedeHHs IUTICHOCTI IH(pPOBUX
JIOKa3iB CBiYaTh MPO HEOOXiTHICTH GOpMyBaHHS CIIEIiali30BaHUX MPOLECYyaTbHUX
CTaHJAPTiB, SIKi BPaXOBYIOTh CIIEIM(IKy eleKTPOHHOI iH(popMaLii Ta ClpsIMOBaHi Ha
3a0e3medyeHHs] OanmaHCy MDK €(EeKTUBHICTIO KPHMIHAJIBHOTO MepeciifyBaHHS 1
3aXHCTOM IIPaB JIFOIHHH.

BHUCHOBKHU

HpOBeIIeHC JOCII/PKEHHS I03BOJISE NIATH BUCHOBKY, L0 LIM(POBI TOKa3H CTAIN
HEBIJl’€MHHIM €JIEMEHTOM CyJacHOTO KPUMiHAJIBHOTO MPOLECy Ta iCTOTHO BIUTHHYJIH
Ha TpaHc(OpMALlilo TPaaUIiHHKUX YSBIEHb MPO JOKAa3yBaHHA. IX MOSBA 3yMOBJIEHA
HE JIMIIC PO3BUTKOM 1H(b0pMaLl1]/IHI/IX TeXHOHOFlI/I, ane u 3M1HO}O CHOCO6IB BUYHMHCHHSA
KPUMIHAJIBHUX IPaBONOpPYLIeHb, 3HAYHA YACTHHA SIKUX CYMPOBOKYETHCS YTBO-
peHHAM LUQPPOBHX CHifiB. Y TaKUX yMOBax 3a0e3le4eHHs aBTEHTHYHOCTI Ta
JIOITyCTUMOCTI IIU(GPOBHUX T0Ka3iB HaOyBae KIFOYOBOTO 3HAYCHHS Ui €(hEeKTUBHOCTI
Ta CIPaBEAIUBOCTI KPUMIHAIBEHOTO CYJA0YHHCTBA.

Y  pobori obrpyHToBaHO, 0 crenudika MUGPOBUX HOKA3IB IIOJSATAE
y iX HeMaTepianbHI PUPOII, ONOCEPEAKOBAHOCTI TEXHIYHMMH CHCTEMaMH Ta
MiJBUIICHIN Bpa3nuBocTi 10 3MiH. L{i 0COOMMBOCTI 3yMOBIIOIOTH HEOOXiTHICTH
3aCTOCYBaHHs CIICL[iaJbHUX TIPOIECYATbHUX 1 TEXHIYHUX MEXaHi3MIB Ul Mif-
TBEP/XKECHHSI JOCTOBIPHOCTI eNeKTPOHHOI iH(opMarii. BoaHovyac BCTaHOBIEHO, 110
TEXHIYHA aBTEHTUYHICTh MU(PPOBUX JAHUX HE MOXKE PO3TISIATHCS SIK CaMOJOCTATHIN
KpPHUTEPil iX IOMyCTUMOCTI y KPUMIHAJIBHOMY TIpolieci 0e3 Hale)KHOTO BpaxyBaHHS
HpOoIeCyalbHNUX rapaHTii.

AmnHamiz mepenyMoB (GOpMyBaHHS NPOOJIEMH aBTEHTHYHOCTI Ta JIOMYyCTUMOCTI
U(POBUX JIOKA3iB CBIJUUTH MPO HASBHICTh CHCTEMHHX CYNEPEUHOCTEH MiX
KJIACHYHUMH TPOLECYaJbHUMH KOHCTPYKIISIMH Ta HOBUMH (DOpMaMM JIOKa30BOi
iHpopmarii. BigcyTHiCT YITKO BHM3HAYEHOTO IOHATIHHOIrO amapary, €JUHHX
KPUTEpIlB JOMyCTUMOCTI Ta yHi()iKOBaHMX CTAaHIAPTIB CyAOBOI OLIHKH LU(PPOBHX
JIOKa3iB MPU3BOIUTH 10 (PparMEHTAPHOCTI MIPaBO3aCTOCOBHOI MPAKTHKH Ta IPABOBOL
HeBU3Ha4YeHOCTI. Lle, y cBOro yepry, HeraTHBHO BIUIMBAaE Ha peai3amilo MPUHIUIIB
KPUMIiHAIILHOTO MPOIIECY.

VY Xoml IOCHIDKEHHS BCTAaHOBICHO, IO KIIOYOBY pOJIb y 3a0e3MedeHHi
JOIMYCTUMOCTI IM(POBHUX JOKA3iB BifirpaloTh NPHHIMIM 3aKOHHOCTI, MPE3yMIILl
HEBHMHYBATOCTI, 3MarajJbHOCTI CTOpiH Ta 3a0e3MeueHHs IpaBa Ha 3axucT. [IpuHInI
3aKOHHOCTI BH3HAYa€ MEXIi JOIyCTHMOIrO BTPYHYaHHS JepiKaBH y cdepy MPUBATHHX
npaB ocobu mix 4yac orpumaHHs LEdpoBoi iHopMmalil Ta BUCTyNae MEPBHHHOIO
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YMOBOIO BHKOPHUCTaHHs €JIEKTPOHHMX AAHUX y INpoleci AokadyBaHHs. ITopyuieHHs
npoiecyanbHoi GpopMu oTpuMaHHS H(PPOBUX JOKA3iB, HE3AIEIKHO BiJl IX HaKTHIHOT
JIOCTOBIPHOCTI, MiJIPUBAE JIETITUMHICTD TAKHX JOKA3iB Y CyJJOBOMY PO3TIISII.

[Ipe3ymmiisi HEBUHYBATOCTI y KOHTEKCTi LU(POBUX HOKA3iB BHSBISETHCS
y MOKJIaZIeHHI Tsrapsi JOBEASHHS [X aBTEHTUYHOCTI Ta JOIyCTHMOCTI Ha CTOPOHY
oOBuHYBaueHHA. Byap-sKi CyMHIBH 11010 TOXOKEHHS, IIUTICHOCTI a00 HE3MIHHOCTI
eNeKTpoHHOI iH(opMamii MalTh TIYMayUTHUCS HAa KOPUCTh OCOOHM, IIOMO SKOT
3IIICHIOETBCS KpUMIHAJBbHE TepecitiayBaHHA. Takuil miaxia cupuse MiATpUMaHHIO
MpOIleCyalbHOI pIBHOBAarM MK CTOPOHAMH Ta 3amodira€e HEOOTPYHTOBAaHOMY
BUKOPUCTAHHIO TEXHIYHO CKJIQJHHUX JOKa3iB SIK 3aC00y THCKY Ha 3aXHCT.

[MpuHIMI 3MaralbHOCTI CTOPIH Ta NPaBO Ha 3aXHUCT HaOyBalOTh OCOONMBOI Baru
y chepi muppoBUX NOKA3iB, OCKITBKH iX TEXHIUYHA CKJIaTHICTh MOXXE CTBOPIOBATH
aCHMETpII0 IPOLECyaTbHUX MOXIINBOCTEH. 3abe3medeHHs] peallbHOro JIOCTYITY
CTOPOHH 33aXHCTy 0 HU(POBHUX HOCIIB, Pe3yabTaTiB €KCIIEPTH3 i METOIIB 0OpOOKU
AaHUX € HEeOoOXiZHOI yMOBOK €(EKTHBHOTO CYJOBOTO KOHTPOJIIO 32 IOKa3aMH.
OOMekeHHsSI TaKMX MOXKJIHBOCTEH IMEPEeTBOPIOE 3MarajibHICTh Ha (OPMANBHICT 1
CTaBHT I1iJl CYMHIB CIIPaBEUIUBICTh CYZOBOIO PO3TIISLY.

JlocnmijpkeHHsT ICHYIOUMX IIXOMIB A0 BHUPIMIEHHS NpoOJIeMH IIOKa3ano, IO
TEXHIKO-OpIEHTOBAHI Ta IPOIECYaIbHO-TIPABOBI KOHIIEMIIii MalOTh 3aCTOCOBYBATHCS
HE i30JIbOBAHO, a Y B3a€MO3B’s13Ky. TexHiuHi iHCTpyMeHTH (ikcamii Ta 30epexeHHs
nu(poBUX JAHWX MOBMHHI OyTH IHTErpOBaHi y YiTKO BH3HAUEHY INpPOLECYalbHY
(hopmy, sika 3a0e3medye TOTpUMaHHS NpaB YYACHHUKIB KPUMIHAJIBHOTO MPOBAHKEHHS.
Jlume 3a Takux YMOB MOXJIMBE (GOpMYyBaHHS NOBipH OO HHU(POBUX HOKa3iB 5K
MOBHOL[IHHOTO €JIEMEHTY JI0Ka30BOI CHCTEMHU.

OcobmuBy yBary B po0OOTi IPHIiICHO HEOOXIXHOCTI BpaxyBaHHS MIKHAPOJHOTO
Ta TPAaHCHANIOHAJIBHOTO BHMIPYy BHKOPHCTaHHS LU(POBHX JOKa3iB. 30epiranHs
eNeKTpoHHOI iH(opMarlii 3a MekaMu HalliOHAJTBHOI FOPUCITUKINT, a TAaKOXK ydacTh
NPUBATHUX TPAaHCHALIOHAIBHUX CYO0’€KTIB y KOHTPONI 3a JAQHUMH BHMAararmoTh
ajanTaunii HaliOHAJBHUX TMPOIECYATbHUX MIiIXOMIB 10 MDKHAPOIHHMX CTaHAApPTIB
3aXUCTy MpaB JIOAWHH. Y IIbOMY KOHTEKCTI MpaKTHKa MDKHAPOAHHX CYJOBHX
IHCTUTYLIHl CIOyrye BaXJIUBHM OpIEHTHpOM s (GOpPMYyBaHHS  KpUTepiiB
JIOITy CTUMOCTI IIM(POBUX TOKA3iB.

V3aralpHIOIOYM ~ PE3YJIbTaTH  JOCHIKEHHS, MOXHAa KOHCTaTyBaTH, IO
3a0€3MeUeHHsT aBTEHTUYHOCTI Ta JOIMYCTUMOCTI HU(PPOBHX JOKa3iB MOTpedye
(hopMyBaHHS MLTICHOT TIPOIECYATbHOT KOHIICMIIIT, sIKa TIOETHYE TEXHIUHI, TIPaBOBI Ta
NpaBO3axXMCHI eJeMeHTH. Taka KOHIENIls Mae IPYHTyBaTHCS Ha IIPHHIMIAX
KPHMIHAJILHOTO Tpolecy Ta OyTH CHPSIMOBAHOIO Ha JIOCATHEHHs OanaHCy MiX
e(peKTUBHICTIO KPUMIHAJIBHOTO TMEPEeCifyBaHHs 1 MOTPUMAHHSAM IIpaB JIIOAUHU.
Peamizamiss 3a3HaueHNX MIAXOMIB CHOPUSATHME MIABHIICHHIO SKOCTI CYZOBOTO
PO3TIISIAY Ta 3MIIHEHHIO AOBIpHU 10 MPaBOCYIAS B YMOBaxX HU(POBi3aLii.

ITpoBenenuit anani3z M>KHapOJHUX CTaHAAPTIB JOIyCTHMOCTI IU(POBHUX IOKa3iB
Ta MPAKTUKH €BPOINEHCHKOrO CyxIy 3 IpaB JIIOAWHM HO3BOJISE IIATH BHCHOBKY, IO
Cy4yacHI MiAXOAM JO BHUKOPHCTaHHS €JEKTPOHHOI jokazoBoi  iHdopmarii
IPYHTYIOTBCSI Ha IPIOPUTET] MPOLECYIbHUX IapaHTil npaB JoAuHU. MiKHapoaHi
OpaBOBi aKTH Ta CyJoBa MpakTHKa (OPMYIOTh KOMIUIEKCHY MOJEIb OLIHKH
uudpoBHX TO0KA3iB, BiAMOBIIHO 10 SIKOT TEXHIYHA JOCTOBIPHICTD SICKTPOHHHUX JAHHX
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HE MOXKE DO3TJIIATHCS 130JIbOBAHO BiJ 3aKOHHOCTI CHOCOOY iX OTpUMaHHA Ta
3arajJbHOI CIPaBeNIMBOCTI KPUMIHAIFHOTO IIPOBAKCHHSI.

BcranorneHo, mo bynanemrTchka KOHBEHINS Ta IHINI MiDKHApOAHI CTaHIApTH
3aKpIIUTIOIOTh TPHUHIMIT TIPOINOPIIHHOCTI BTPYYaHHS y TNpUBATHE JKUTTS IIiJ Yac
OTPUMAaHHS EJICKTPOHHOI iH(pOPMAIll, IO € KIYOBOI YMOBOK IOIMYCTHMOCTI
nuppoBUX NOKa3iB y KpuMiHanbHOMY mporeci. IIpaktuka €Bpomelicbkoro cyay 3
MpaB JIOIUHU HiATBEPIKYE, IO HABITh TEXHIYHO AOCTOBIPHI JOKa3H MOXKYTh OyTH
BU3HaHI HECYMICHHMH 31 CTaHAApTaMU CIPABEJIMBOTO CYAOBOTO PO3IJIALY Yy pasi
MOPYIICHHS TPUHIHWIIB 3aKOHHOCTi, PiBHOCTI cTOpiH a0o0 mpaBa Ha e(QEeKTUBHHUI
3aXHCT.

Bonnouac anani3 ocobauBocTelt dikcamii Ta 3a0e3MeUeHHs MiTiCHOCTI A(PPOBUX
JIOKa3iB CBiUHUTH, 10 TEXHIYHI METOIM KOHTPOIIO iH(pOopMaLii BiIirpaloTh BaXKJIHBY,
ajie OTIOMDKHY pOJIb y TIPOIECi JOKa3yBaHHS. BHKOpHUCTaHHS Creliali3oBaHUX
3ac00iB KOMIIOBAaHHS, XEIIyBaHHS, IOKYMEHTYBAaHHS METaJaHHX Ta (OpPMYyBaHHS
JAHLIOra 30epiraHHsA JO3BOJISE 3a0€3MEYUTH HE3MIHHICTh ENEeKTPOHHUX [aHHX,
OJIHAaK caMme 10 co0i He rapaHTye IX MpoIecyalbHOI JOIyCTHMOCTI.

JloBenieHO, IO KIIOYOBOIO YMOBOIO 3a0e3MCYEHHs JI0Ka30BOi cHin LUQpoBol
iH(opManii € moeHAHHSA TEXHIYHUX HPOIEAYp i3 9ITKO BH3HAYEHOIO IPOLECYATHHOIO
¢dopMoro IX 3acTOCyBaHHS. BiICYTHICTP HaJCKHOTO MJOKyMEHTYBaHHS Jiif i3
(POBUMH JI0Ka3aMH, TOPYIICHHS JIAHIIOra iX 30epiraHHs abo 0OMEXEHHs JOCTYITy
CTOPOHH 3aXHCTy A0 iH(pOpMaLii CTBOPIOIOTH PU3MK BTPATH JOKAa30BOi LIHHOCTI
CNIEKTPOHHUX JAaHUX Ta MOXYTb IPU3BECTH JO MOPYLICHHS IPUHIMIIB CHpaBea-
JIMBOTO CYJIOBOTO PO3TJISY.

V3aranpHIOIOYM Pe3yJIbTaTH JOCIIIKEHHS, MOXKHA KOHCTaTyBaTH, IO e()eKTUBHE
BUKOPUCTAHHS IM(POBUX [OKa3iB y KPUMIHAJbHOMY IIpOLECI MOMIIMBE JIHIIE
3a YMOBH iHTeTpalii MiKHAPOJAHUX CTAaHIAPTIB, TEXHIYHUX MEXaHi3MiB KOHTPOIIIO Ta
HpoIeCyalbHUX TapaHTii npas moauHu. Came Takuil KOMIUIEKCHHH MiIXiA T03BOJISIE
3abesmeunty  GajmaHc MDK ToTpeOaMH  KPUMIHAJIBHOTO —MHEpecliayBaHHSI — Ta
HEOOXIZHICTIO 3axWCTy (yHAAMEHTATPHUX IpaB OCOOM B yMOBax IM(pOBi3arii
HPaBOCY IS

AHOTALIS

VY pozaini MoHOrpadii IOCHIIKYIOTBCS TEOPETHKO-TIPaBOBI Ta MPOIECYalbHi
3acagu 3a0e3MEeUeHHS aBTCHTHYHOCTI ¥ JOMyCTUMOCTI IHM(POBUX JOKa3iB
Yy KpUMIiHQIBHOMY Tpoleci B yMOBax IU(poBi3alil CYCHIIBHUX BiJHOCHH.
IpoananizoBaHo TMPaBOBY NpUPOIY LM(PPOBUX AOKA3iB, IX crenudiyHi O3HAKH Ta
Micie B cucTeMi Joka3zoBoro mpasa. OcoOnuBYy yBary HpPHUIUICHO IeperyMOBaM
BUHUKHEHHS TMPOOJEeMH aBTEHTHYHOCTI EIEKTPOHHOI J/0Ka30Bol iH(opmamil Ta
YUHHUKAM, [0 YCKIAJHIOIOTH i IMpolecyanbHy OLiHKY. PO3KpPHUTO BIUIMB MPHHIIHIIIB
3aKOHHOCTI, IPE3yMIIIIii HEBUHYBATOCTI, 3MarajJbHOCTI CTOPIH 1 3a0€3NeUeHHs MpaBa
Ha 3aXUCT Ha (OpPMyBaHHS KpPUTEpPiiB MOMYCTHMOCTI IM(POBUX JOKA3iB.
OOrpyHTOBaHO, IO TEXHIYHA IUTICHICTH €JIEKTPOHHUX TaHUX HE MOXE PO3TIISIATHCS
i30JIb0BAaHO BiJ TporecyaibHoi (GOpMHU iX OTpUMAHHS Ta AOCTIIPKeHHsS. 3pobieHo
BHCHOBOK PO HEOOXiAHICTh (popMyBaHHS IHTETPOBAHOTO IPOLECYAIBHOTO IiIXOIy
0 OWiHKM HU(POBUX J0Ka3iB, SKUil MOEAHYe TEXHIYHI Ta MPAaBOBI MeXaHi3MHU
3 ypaxyBaHHAM CTaHIApTiB CHPaBEUIMBOIO CYIOBOTO po3Miny. BusHaueHo
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HaNpsIMA BIOCKOHAJIECHHS KPUMIHAJIBHOTO IMPOIECYaTbHOTO PETYIIOBaHHS y cdepi
BUKOPUCTAHHS IU(POBHUX TOKa3iB.
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OCHOBMU POILIECY ®IKCAIIII KIBEPIIPABOIIOPYIIIEHD,
IO BIVIUBAIOTH HA 3MIHY IICUXIYHOI'O CTAHY
OIIEPATOPIB EOM

I'aspunenkxo €. B., Caxanuyk A. /., Caxanuyk T. L.

BCTYII

P03BHTOK KOMyHIKalifHUX TEXHOJIOTIH 3yMOBHB 0araTo IepeTBOpPEHb Y raiysi
CHUJIKYBaHHS MIiIBHOHIB Jofed. 3aBISKH IIHPOKOMY Ta SKICHOMY PpO3BUTKY
KOMIT'FOTePHUX TEXHOJIOTiH JIIOACTBO BCE OUIBbIIE MPHUCBSIUYE CBIM 4ac UTTS PoOOTI
B comampHux Mepexax'. Cepel COLiyMy BHIINAEThCA Ipyma (axiBIiB CHCTEMH
KibepOesneky, ski 3abe3neuyroTe KoMGOpT Ta Oe3MeKy CHIIKYBAaHHS B JIAHILIOXKKAX
iHpOpMaIliiiHOT B3aeMOIi: «TOAWHA — KOMITI'IOTep — iHQopMamiliHa Mepexa —
KOMIT FOTEp — JIFOJUHA.

Sk 1 Garato CTOJNITH TOMy, — CTBOpIOBaHa, 30MpaHa, 30epekeHa Ta IepeaaHa
iH(pOpMaIs MiATAETHECS MOPYIIEHHSIM KOH(INEHIIIHHOCTI, HNICHOCTI, TOCTYITHOCTI
CYKyIIHICTD SIKHX Ha3BaHi B KePIBHUX JOKYMEHTaX «Tpianoio CIA»Z,

[TpaBonopyIIHHKY, SIKi paHillle BUKOPUCTOBYBAJIHM JUIs CBOIX KOPUCIMBHUX MLilei
MaTepiaJbHO-peyoBi iH(GOpPMALiiiHI KaHa W, 3 PO3BHUTKOM TEXHOJIOTIH TaKOX
MEPEMICTIIIN aKLEHTH CBOTO HETaTHBHOTO BIUIMBY Ha €JIEKTPOHHY 00JacTh HOCIIB
iHpopmarii. UYuM JOCKOHAIIIE pO3BHBAIOThCA I1HPOPMAIlHHI CHCTEMH, THM
BUTOHYCHIIINMH JIOTh MPABOIIOPYIIHUKH.

[epenikam 3arpo3 mist iHGopmarii 1 T 3aXUCTy MPUCBSIYEHO COTHI JOKYMEHTIB
HOPMAaTHUBHO-NIPABOBOI 0a3M, cepell SKUX 3aKOHH, MocTaHoBu KabGineTy MiHicTpiB
VYxpaiHu, ramxy3eBi HOPMATHBHI JOKyMEHTH BIANOBIIHUX JEp)KaBHUX YCTaHOB,
IiIPUEMCTB Ta OpraHisauiil, CTaHaapTH, KOAEKCH, i iH., IK TPOQITaKTHIHOTO, TaK i
«BHXOBHOT'0) XapaKTepy".

KiGepnpaBomopymieHHsI € OCHOBHHM JAECTPYKTUBHHM (HakTopoM, Io (Gopmye
cydacHi 3arposu iHdopManifiniii 6esmeli. IXHA «poibY MONATaE y CHCTEMATHIHOMY
Ta HaBMHCHOMY TOPYIIEHHI BJIACTHBOCTEH iHQopMamii, TOOTO mopymeHHi ii
KOH(]1ICHIIHHOCTI, IIUTICHOCTI Ta JIOCTYITHOCTI.

IlepenoBi kpailHW 3MyIIeHI CTBOPIOBATH MDKHApOAHI opraHisamii 3amis
3abe3neueHHs KibepOesnekn. [lii KopucTyBadiB, NpaliBHUKIB, MPOTPaMiCTiB Ta
aZIMIHICTPAaTOPiB PI3HOTO pIBHS CHOPSIMOBaHI Ha MNPOQIIAKTHKY Ta MPOTHIIIO
KiOepIrpaBONOpPYIICHHSIM.

"How much time do we spend on social media? Mediakix. 2016. URL:
http://mediakix.com/2016/12/how-much-time-is-spent-on-social-media-lifetime/#gs.rPNYGG8

2 [po 3axucrt inopmarii B inbopMariiino-KoMyHikauiifHUX cucTeMax : 3aKoH YKpaiHu Bix
05.07.1994 Ne 80/94-BP

® [Ipo 3axuct indopmarii B iHdopMaliiiHO-KOMyHIKAIIHHIX cHCTeMaX : 3akoH YKpaiHH Bif
05.07.1994 Ne 80/94-BP; Ilpo ocHoBHi 3acamu 3abe3meucHust KibepOesmekn Ykpainu : 3aKoH
Vkpainu Big 05.10.2017 Ne 2163-VIII; Ilpo indopmaniro : 3akon Ykpaiau Big 02.10.1992
Ne 2657-XI11; IIpo kputHaHy iHGpacTpykTypy : 3akoH Ykpainu Bix 16.11.2021 Ne 1882-1X.
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CHuUCOK 3T0YMHHMX KOMIT FOTEPHUX TEXHOJIOTiH BIUIMBY Ha iH(pOpMAIIo TyXKe
BeJIUKMH. BiH MicTUTE GaraTto IeBHHX 3arpo3, sSiki MOXYTb IIPH3BECTH HE TUIBKHU 1O
HeOaXaHUX BTpAT, IO BH3HaHI peanizamiero tpiagu CIA, a i BmBatu Ha CTaH
omeparopie  EOM, cTBOprorouM yMOBH JUIS peaiisaiii HETaTHBHHUX HACHIiJIKIB
kibeprpaBonopyuieHs. YoMy if IpuUCBsSYeHa JaHa HayKoBa poOoTa.

1. BUHUKHEHHS NlepeayMOB NMPodJjeMu Ta (pOPMY.IIOBAHHS MPOOIeMH
Komm’totepHi  TexHojorii it pobotu 3  iHpoOpMAIi€l0  J03BONISIOTH
KibeprpaBONOpPYIIHUKaM CTBOPIOBATU IEBHI 3arpo3u, kiacugikaiis sIKUX HaBeIeHa
4
Ha Puc.1".

l KIACHPIKAIILA 3ATPO3

E— I . I

3a cnpsimo- 3a BETHYHHOKO 3 npHYHH

3a 00'eKTaMH BamicTIO 30HTRY NOSIBH

!

 Mepconax < Kondraenuminicrs < Ipasmmnit < Bunazxos:

« Marepiansui 1 < imchicrs < Spaunni < Vamcni
dmancos: niroct | | | % Jocrynmicrs <+ Hesnausnuii

« Indopyantini <+ Cnoctepexsicts
pecypcu 4

3a planomennaM| | 35 yapakTepoy 3a ivoBipricTio
10 06'€RTY x
3AXHCTY aii | BHHHKHEHHS

< Buytpimumi < AxtHBHI < Jlyxe MoBipHI
< SopHm1 < IMacusni < Inonipui
)\ Manoitvosipni
—

Puc. 1. Knnacugikauis xidep3arpo3s indgopmauii

2. Bnuius kiGep3arpos Ha oneparopis EOM

3BicHO, m0 KibepaTtaka — Iie 3J0YMH SKWIl 3MIHCHIOETBCS IPOTH IMINPOKOTO
CIIeKTpa Iijieil — Big BHKpaJeHHS [aHMX, Ui OTPUMaHHs (hiHAHCOBOI BHTOAH,
LIMUryHeTBa abo jgecrabinizaiii poOOTH SIK JIepiKaBHUX CTPYKTYD, iHPpacTpyKTypH,
TaK it ICUXIYHOTO CTaHy OKPEMHX I'POMAJISH.

€Bporneiicbke JOCTiHKEHHS 32 YYacTIO Maibke THCAYi 0ci0 moka3ano: KibepaTaku
CIPOMO’KHI TOTIPIIMTH MEHTAJIbHE 300POB’S THX, XTO 3ITKHYBCS 3 BHIIQJAKAMHU
peanizoBaHUX Kibep3arpos. 30kpema, HAeThes NMpo MiABUIEHY TPUBOXKHICTB, CTpEC,
THITIOUE MTOYYTTSI IPOBUHHU, COPOM i THIB.

4 Kostopa B. ., Xopouko B. O., lllenect M. €., Tkau }O0. M., Ycos f. 0. KommuekcHi
cucTeMH 3axucTy iHdopmanii B iHpopManiiiHO-TeeKOMYHIKaIHUX CHCTeMax @ HaBd. IOCIO.
Hixun : @OII Jlyk’suenko B. B. ; TIIK «Opxines», 2019. c. 128.
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Slka caMe eMoIiifHa peakilisi MOXXE€ HAKPUTH XEPTBY — 3aJCKUTHh Bill THITY
KibepaTaku.

Kpanixxka CVV-koay KapTKH, 3710M JOAaTKy OaHKy a00 BHTIK (iHAaHCOBHX
JAHUX BUKIHMKAIOTh TPUBOTY. 3JIOM aKayHTa B COLIaJbHUX Mepexkax 3 yciMa
JIMCTYBaHHIMH i KHIOAHCaMM» — THIB 1 BiquyTTs O6e3nopanHocti. Toil, XTo moBiBcs Ha
¢eiikoBi JHCTH BiA 3HAaHOMHUX (HANpUKIAL, «HAYaJbHUK» HakKa3aB CKHHYTH
BHYTPILIHI JOKyMEHTH KOMIIaHii), BiT9yBa€e COPOM i MPOBUHY — B MEPIIY YEpry uepes
PH3HK HAIIKOJUTH iHIIIHM.

HaifrocTpimmn peakiii BHKIMKAOTh KiOEP3IIOYMHHU, IIOB’s3aHI 3 UYTIHBOIO
NPUBATHOIO iH(pOpMaIli€lo, — HAPHUKIAM, KpaaAbkKa MEANYHUX NaHuX. XKepTBU Takux
aTaK BiI4yBalOTh CHIIEHHI CTpec 1 BTpaTy KOHTPOIIO HaJ BIACHUM >KUTTSIM.

Taki HacHiIKU IJIKOM MOXXHA IOPIBHATH 3 EMOLIMHUMHU peakUisiMH JXepPTB
¢iznuHKx 37m0unHIB. KOJM XTOCH BPUBAETHCS B NPUBATHUH IHTEPHET-NIPOCTIP, Lie
MaJIO YUM BiZIpi3HA€THCA Bif 37I0MY 1 po3rpaOyBaHHS KBapTHPH.

[TouyTTst Bpa3mMBOCTI i XpPOHIYHA TPUBOXKHICTH MICHA HEPEeKUTOI KibepaTaku
MOCHITIOIOTECSL HE3JATHICTIO Jofed e(eKTHBHO Bmopatucs 3 11 Hacmigkamm —
6araTbOM AJIS IIOTO IIPOCTO HE BUCTAYAE 3HAHB.

Kibep3nounuHicTe Mae rimbokmii Ta OaraTorpaHHM{ BIUIMB Ha IICHXiYHE
3JI0pOB’Sl JIIOAWHM, IO KIAacH(iKyeThcs (axiBIIMH SK 3HaYHA MyOJdiyHA 3arposa.
Pe3ynbTaTy BIUTHBY BapilOIOTHCS BiJl JIETKOTO CTPECY A0 BOKKUX KIIIHIYHUX CTaHIB.

Ha ocHOBI J0CHiKeHb, 10 BUCBITIIOIOTHCS Y KOHTEKCTI 1H(ppoBoi Oe3MmeKkH Ta
MEHTAIBHOTO 3/0pOB’S (30KpeMa 3a JaHHNMHU I1HCTHTYLiH, HIO CHiBOPAIIOIOTH 3
BOO3, nampuxnax, INTERPOL Tta UNODC), MOXHa BHAIIMTH Taki OCHOBHIi
HACTIJKH: TICHXOJOTIUHI Ta eMOIii{HI HACIIiIKH:

- TICHXOJIOTIYHA TPaBMa Ta CHMIITOMH, CXOXI Ha MOCTTPaBMAaTHYHHH CTPECOBHIA
posmar;

- TPUBOTA Ta JETIPECis;

- COpPOM Ta IOYYTTs IPOBHHH;

- THIiB Ta camMOi30JIALis.

Crig ocobGMMBO 3yNMMHHUTHCH Ha BIUIMB Kibep3arpo3 Ha CTaH MiAJITKIB Ta, B
LiIOMY, MOJIOA].

KiGepOyminr (kibep3ansKkyBaHHsS) — [I€ CHCTEMAaTHYHE LbKYyBaHHS, NPHHIKEHHS
a00 3aysIKyBaHHS JIIOMUHU 3 BHKOPHCTAHHAM IM(PPOBHUX TEXHOJOTIH: COIaNbHUX
MepeK, MECCH/KEPIB, IrpOBHX TUIATPOpM 9u MOOITEHHUX TenedoHiB. Lle ymucHi mii,
CIIPSIMOBaHI Ha CTBOPEHHS IICUXOJIOTIYHOTO THCKY, SKi MOXKYTh BKJIIOYATH ITOTPO3H,
HAaKJIETH, TIOMMPEHHST OCOONUCTHUX JJAHUX, IHTUMHUX (hoTO ab0 caMO3BaHCTBO.

JlocnikeHHsT OKa3yloTh, 1O Mi/UTITKH, sKi 3a3Hanu KibepOyminry, B 4 pasu
YacTille CXWIbHI 10 CAaMOYIIKO/DKESHHS a00 CyTIMIaIbHUX TyMOK, HDK 1HIII.

Binbmre 45% migmiTkiB, mo 3a3Hanu KibepOyiHTY, BiTIyBalOTh OE3MOPAIHICTD, a
61m36K0 30% — MOBHY CaAMOTHICTb.

3B’S30K 13 3arajibHAM CTaHOM 3710poB’ss, BOO3 Ta mapTHEpU HaroJOUIyIOTh, IO
kibepaTaky Ha MeIW4YHI 3aKiaay (HANpHKIAZ, JIKapHi) HE JIMIIE CTABIATH IIiJ
3arpo3y KOH(QIJSHLIHICT NAIi€HTIB, aje MOXYTb INPU3BECTH 0 3aTPUMOK Yy
JIKyBaHHi, CTBOPIOIOYH MPSIMY 3arpo3y *KHUTTIO Ta 30POB 0.

AHanizyroun cKa3aHe BHIIE, MH TOBOPHMO PO HACIIIKH, SKi HOTEpIii ocodu
MOYany BiA4yBaTH 1 MEPEKUBATH, SK MPIMHN, HAOYHHUM, BUIMUMHUI HEraTUBHUI
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BIUTMB OTPHMAaHOI ay/io Ta Bimeo iHopMarii 3 ekpaHa MOHITOpa Ha iXHE ICHUXIYHE
3JI0pOB’S 1, B IIJIOMY, Ha OpraHi3M, TOOTO II¢ BUAUMI HACIIJKH, SIKi BCTAHOBJICHI.

Opnak, Kibep3arpo3u MOXKYTh BIUIMBATH Ha IICHXIKY JIIOAUHY Ta il IOBEAIHKY
TaKdM YHHOM, 1110 0co0a He moMiyae, abo He ofpasy MmoMivae, IIKiUIMBUI BIUIUB Ha
Hel, a TakoX Ha Ti Aii 4yu Oe3MisUIbHICTH, sIKi BOHAa OyJe BUMHIOBATH, OyAy4H Mix
HETaTUBHUM, 3JOYMHHHM  BIUIMBOM  KiO€pIpaBONMOpYIIHHMKA, SIKHH  MOXe
BUKOPHUCTOBYBATH CIIELiaJIbHI, MPUXOBaHi (HEMOMITHI) KaHaJIM BIUIUBY Ha MICUXIKY Ta
MoBeiHKY omneparopiB EOM.

B pe3ynbraTi BINTMBY 3arpo3 Moke OyTH He TiTbKH peanizoBaHa Tpiaga CIA, ane
it 3MiHeHU cran oneparopiB EOM. Ilpu 1ipoMy MoXyTh OyTH CTBOpEHI IporpaMHi
3aBaju, 10 «HE JHIe Je3iHGOPMYIOTh OIlepaTopiB, aje 1 W 3MIHIOIOTH iX
ncux0(}i3i0NOTiUHIA CTaH 32 PaxXyHOK MOTaiHOT Mii HAa HUX CICIiaJbHUX ONTHYHUX 1
3BYKOBHX CHrHAiB»’. Y GiIBIIOCTI BHIAAKIB, YMOBHO KaXy4H — 3BHYANHO, Mis
3arpo3 CHIpsIMOBaHa Ha HampsiMH, o BucBiTieHi y XVI pozmini KpuminansHOro
konekcy Ykpainu (KKY) sik «KpuminanbHi IpaBonopyIieHHs y cepi BUKOPUCTaHHS
CJIEKTPOHHO-00YHCITIOBAEHIX MAaIIHH (KOMII'IOTEpiB), CHCTEM Ta KOMI IOTEPHHUX
MEpEX 1 Meperk eeKTPO3B 3Ky »°.

o6 He mepeBaHTaXXyBaTH Il MaTepias Ha3zBaMH Ta 3MmictoM crtarted KKY
noctaBUMoO nuTaHHI — «4u Mictute KKY iHpopMmamito, ska ommcye mokapaHHS
KibeprpaBoHapyIIHMKA 3a 3JI0YMHHUI BIUTUB BiJTBOPIOBAHOT MOHITOpOM iH(opmartii
Ha nicuxogizionoriunmii ctan oneparopa EOM?y.

Bimnosine: «Konkpetno — Hi. AJIE, mo6iuHO, Ui BHPIMIEHHS IHOTO HMHTAHHS
MO’KHa PEKOMEHIyBaTH 3acTocyBaHHs HU3KH crateil KKY».

Konkperusyemo nurtanus: «HYum € 3709YMHOM HaBMHUCHMH 3JIOUMHHUM BIUTUB
300pakeHHsI MOHITOpa Ha oneparopa EOM»?

Bigmosins: «Crtanom Ha motuii 2026 poKy, HaBMHCHHMI BIUIMB 300paKeHHS
MoHITOpa Ha omepatopa EOM moxe kBanmiikyBaTHCS SK 3JIOYMH 3aJIEKHO BiJ
HACJIJIKIB Ta CIIOCO0Y 3/iICHEHHS TAKOTO BIUIUBYY.

[Mpsimoi cratti 3 TakuM ¢opmyiroBaHHAM y KpuminaneHoMy Koaekci YkpaiHu
(KKY) nemae, mpote mo/i0Hi Ail miAmagaroTh i HACTYHI HOPMH:

1.Ki6epznounnn (Po3min XVI KKYVY), sKkmo BmiMB 3miHCHIOETbCA Yepes
HECAaHKI[IOHOBaHE BTPYYaHHS B poOOTy KOMIT'I0Tepa (HalpHKIal, XaKepChbKHI 31aM
JUTSL BUBEJICHHSI MIKiJUTHBOTO KOHTEHTY), Iie mopymrye Crarrio 361 KKY.

2.37109MHY TIPOTH KUTTS Ta 3[0POB’S:

- SIKIIO Bi3yaJbHMI BIUIMB (HamlpHKIaJ, CTpOOOCKOMIUHI €peKTH IS BUKIHUKY
eMUJIENITUYHOTO Hamajxy) CHPUYMHHUB IOKOJY 3J0pOB’I0, Jii MOXYTh OyTH
KBaTi(hiKOBaHI 3a CTATTAMHU NPO YMUCHE HAHECEHHs TilecHHMX ymkomkeHs (Cr. 121,
122, 125 KKY);

- y pasi IOBeICHHS OO caMOryOCTBa Yepe3 ICHXOJIOTIYHUI THCK 3a JOTIOMOTOIO
300paxens — Ctarts 120 KKY;

s Kostopa B. ., Xopouiko B. O., [llenect M. €., Tkau }0. M., Ycos f. 0. KommiekcHi
cucTeMH 3axucTy iHdopmariil B iHpopManifHO-TeIeKOMYHIKAIHHUX CHCTEMax @ HaB4. MOCi0.
Hixwun : ®OII JIyk’stnenko B. B. ; TIIK «Opxinges», 2019. c. 129.

® KpuminanbHuii koaeke Yipainu : 3akoH Yipainu Bix 05.04.2001 Ne 2341-111. Bidomocmi
Bepxosnoi Paou Yrpainu. 2001. Ne 25-26. Cr. 131.
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- tepopuctuunmii akT (Crarrta 258 KKY), skmo Ttaki aii MaoTh Ha MeTi
3aJAKyBaHHS HaceleHHs a00 BIUIMB Ha NPUIHATTS pilleHb OpraHaMH BIIaJI¥, BOHU
MOXYTb PO3TILIIATHCS SIK (hopMa KibepTepopusMy.

Iomanemuit ananiz Kpuminamsaoro Koaekcy VYkpaiHu Moke IOKa3aTH, IO
B HBOMY HE Ma€ NPsIMUX CTaTTeH, sIKi MOMJIMBI IO 3aCTOCYBAaHHSI 11O BiJHOIICHHIO JI0
KibeprpaBONOpPyYIIHUKA, KU BUNHUB HABMUCHHH, 37IOYMHHUI BIUTHB Ha OlepaTopa
EOM, 3actocoBytoun creundiuyanii (MpUXOBaHWH) CHUTHAA YU TPYIy pI3HHX
CHUTHAJIIIB 4Yepe3 CHUCTeMH 1HGOPMALIHHUX TEXHOJIOTIH Ha IMOTEPILIOro Ta HOro
MICHXOJIOTIYHUH CTaH.

€ crarti 142, 356 KK VYkpainu, ae nepiia 1e He3aKOHHE MPOBEACHHS MEIHKO-
010JIOTIYHMX, IICHMXOJIOTIYHMX a00 IHINMX JOCHIZIB HaJ JIOJWHOI, SKIO I
CTBOPIOBAJIO HeOe3meKky Juisl il JKUTTS 4M 30pOB’s, a Apyra Iie CaMOIIPaBCTBO,
TOOTO caMOBIJIbHE, BCyINleped YCTAHOBICHOMY 3aKOHOM IOPSIIKY, BUNHEHHS OyIb-
SKUX [if, TPaBOMIPHICTh SKUX OCIHOPIOETHCA OKPEMHUM TPOMAagSHHHOM abo
MiANPUEMCTBOM, YCTAaHOBOIO UM Oprasizami€ro, SKIIO TakKUMH JdiIMH Oyja
3amofisiHa 3HaYHA IIKOJA iHTepecaM IpOMajsHHHA, JEPKaBHUM UH TPOMAICEKUM
iHTepecaM abo iHTepecaM BIIACHHKA.

o y mepmoMy, mo y IpyromMy BHIIQJIKy i3 BKa3aHuMH Buile crartsiMu KKV,
BOHHM HE MICTATh 3TaJKi Ta MOMJIMBOCTI BIUIMBY Ha ITOTEPIIIOTO 3a JOIOMOTOO
iHpOpPMALIIfHUX TEXHOJOTiH, [0 YHEMOXJIMBIIOE il O 3acCTOCYBaHHS y pasi
BHKOPHUCTAHHS TAKMX TEXHOJIOTIi Ha IICUXOJIOTIYHHUI CTaH 0COOU.

Oxkpim Toro, 3a BigcyTHocti mpsmoi crarti B KKY 3a mporumpaBni mii
KiOepnpaBOMOPYIIHUKA, SKI PO3MISAAIOTECS B Lill poOOTi, BUHUKAIOTH MHUTaHHS
moao 30opy, ¢ikcamii HaleXHUX Ta AOIMYCTUMHX JOKa3iB, sKi TMOBHHHI HOBHO,
00’€KTUBHO Ta BCeOIYHO BKa3aTH Ha 3aCTOCYBaHHS KiOepIpaBOMOPYIIHUKOM
3JI0YMHHOTO BIUTUBY Ha oreparopa OEM.

IIle, okpiM KpUMIHAJIBHOI BiJIOBIAIBHOCTI, ICHYIOTh CYBOPI Tiri€HiYHI BUMOTH
0 poOOTHM 3 MOHITOpaMH, IOPYIICHHS SKUX pPOOOTONABIEM MOXKE TATHYTH
aJIMIHICTPAaTUBHY BilNOBIIAIBHICTS.

Petenbuuii anamis 3micty crareit KKY 121, 122, 125, 120, 142, 258(1-6), 356
HampsMy He MiANaAae M BUnaaku, koiau oneparop EOM mix 30BHIIIHIM ONTHYHUM
BILUTMBOM IOYMHAE MOPYIIYBaTH MPaBmiia poOOTH 3 KOMIT IOTEPHUMH MPOTPaMHIMHU
HIPOJAYKTaMH, POOWTH MOMHJIKH Ta MOPYIIyBaTH POOOTY KOMII'IOTEPHOI CHCTEMH.
Tomi, MoXe ¥ He iCHye HETaTUBHHH BIUIMB 300pa)KCHHS Ha MOHITOpI Ha poOOTY
onepatopa EOM?

J11s1 3HaXOJKEHHS BIATIOBIAI IO JAHOMY IIMTAHHIO, JIOCHIANMO HANpPSIMKH pPOOOTH
HePEAOBHX KOJIEKTHBIB KOMI IOTEpPHUX Jabopartopiii cBiToBoro piBHs. IIpu mpomy,
3aCTOCY€EMO HPOILIEC CIIIKYBAHHS 3 CHCTEMaMH LITYYHOTO iHTEJICKTY.
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3. IepeJik i 3MicT po00TH CBiTOBUX KOMII’IOTEPHUX JadopaTopiii,

siki BUB4aloThH Penetration testing

Penetration testing (TecTyBaHHA Ha NPOHMKHEHHs) — II€ CAaHKLIOHOBAaHA,
KOHTPOJIbOBaHA iMiTamis Kibeparak Ha IT-iH}pacTpyKTypy, Mepeki Ui porpamu.

Ipu 3paificHeHHi nomyky iHdopmarii BUsBMIIOCS, IO 6araTo KOMI IOTEPHUX
CIEIIaTiCTIB Y CBITOBUX Ja00OpaTopisx BiKe JOBOJI JAaBHO Ta PETENHHO 3aiiMaIOTHCS
BUBUCHHSM CTYIICHIO BIUIMBY aKyCTHYHHX Ta ONTHYHHUX CHUTHAJIB, IO MepenaHi 1o
KOMIT'IOTePHUX Mepekax i BIATBOPEHI MOHITOPaMH Ta aKyCTHYHHMH CHCTEMaMH Ha
pobounx micusax oneparopis EOM.

Y 1mpoMy HampsMKy HaHOUIBIIMHA PO3BUTOK 1 OMUC JOCTIHKEHb OTPUMAIH
MICHXOIHTBICTUYHI OHJIAIH-EKCTIEPUMEHTH.

MeToau AOCHIKCHHS MOBJICHHEBOI IisIBHOCTI CHPHIHATTS, 3aCBOEHHS Ta
BUPOOJICHHS. MOBH, BYCHI IPOBOJATH AUCTAHIINHO Yepe3 iHTEPHET 3a JOMOMOIO0
BeOOpays3epiB, crerianizoBaHux IardpopM ado oHimaiH-popM. BoHHM 103BOISIOTH
HayKOBISIM 30MpaTH AaHi IIpo pobOTy MO3KY IpH 00poOIIi MOBH («MOBHI» IIPOIIECH),
YaCcTO BUMIPIOIOYH PEaKIIil0 PECIIOHICHTIB 3 TOUYHICTIO IO MUTICEKYH]I.

Ipo excrniepuMeHTH 3 ONTHYHUM BIUTMBOM 300pakeHb Ha cTaH oneparopis EOM
B iHTepHeTi iH(opMalis oka3ajacs Oy)ke CKyIHo i obmexenown. OjHak,
MOPIBHIHHS OTpUMaHo1 «(hipMoBOD» iH(MOpMaLii 31 «CTOPOHHBOIOY iH(OPMAIiI0 PO
EKCHEPUMEHTH B OJHHX 1 THX K€ JJabOpaToOpisix 3 BUCOKUM CTYIICHEM BipOTiTHOCTI
JIO3BOJISIIOTE  crienianictaM (o mpamooTh 3 [30/]) 3poOWTH BHCHOBOK, IO IIs
iH(opMaIist HOCUTh 3aKPUTHH XapakKTep.

IcHYIO0TH Pi3HOMaHITHI THIIM JIHTBICTHYHHMX Ta ONTHYHMUX INCHUXIYHUX OHJIAWH-
EKCIICPUMEHTIB:

1. AcoriaTuBHHH €KCIEPUMEHT, — BUSBJICHHS acoliamiif, mo cdopMoBaHi
MOTIEPEAHIM JIOCBIIOM (HAaNpHUKIaZ, Ha3BaTH MepIle CIOBO, IO CIafae Ha TYMKY Y
BiJIIOBiAb HA CTUMYJI).

2. 3aBmanHs Ha sekcuuHe pimeHHs (Lexical Decision Task), — yuacHuk Ha
€KpaHi MOHiITOpa 6auuTh Habip OYKB 1 Mae MIBHIKO BU3HAYUTH, YH 1€ peabHE CIOBO,
M BUTAJIaHE.

3. Ominka mnpuitHaTHOCTI  (Acceptability/Grammaticality Judgment), -
PECHOHCHTH OL[HIOIOTb, YH € PEUSHHS rPaMaTUYHO MPABUIIBHAM 200 NPHPOIHIM.

4. CamokepoBane uuranHs (Self-paced Reading) — yuacHuK uHTae TeKcT,
HATHCKAIOUW KiaBimy, mo0 moOaunTh KOXKHE HACTyNHE CJI0BO abo ¢pasy, Mo
JIO3BOJISIE BUMIPATH Yyac 00pOOKH KOXKHOTO €IEeMEHTa.

5. HasuBauuss 306paxens (Picture-naming Task), — ydwacuumku Gadarh
300pakeHHs 1 IIOBHHHI MIBUIKO HOTO HAa3BaTH.

OHJIaliH-eKCIIEPUMEHTH CTAJIN CTaHAAPTOM Y JMOCHIIKEHHSX MOBH, OCOOJIHBO
miciast 2020 poky, [03BOJSIFOYM 30MpaTH BENIMKI MacHBH JaHHX 3a JOIOMOIOI0
BeOOpaysepiB (jsPsych, Labvanced, Gorilla).

4. IlpoBinHi AocaiAHUNBKI HEeHTPU BUBYEHHS AUCTAHUIHHOI0 BIUIMBY
Ha ncuxiky oneparopa EOM
LAELabs — Psycholinguistics Lab (University of Hawaii), — crieriianizyerscs Ha
BIPTYaJIbHAX JIOCHI/DKCHHSIX TOTrO, 5K MOBa BHPOOJSETBCS, CHPUIMAETHCS,
PO3YMIETBCS Ta 3aCBOIOETHCS.
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Psycholinguistics@York (University of York, Beaukoopuranisi), — mnpoBoauth
IIUPOKHH CHEKTP IOBEIIHKOBUX OHJIAfH-CKCIICPUMEHTIB, y TOMY 4YHCIi 3
BUKOpHCTaHHsIM MeToaiB eye-tracking (!) y peansHomy yaci.

Language & Cognitive Neuroscience Lab (University of Wisconsin-Madison),
— JOCIIDKY€ CTaTUCTHYHE HAaBYAHHS, BIUIMB BHPOOJICHHS MOBHM Ha PO3YMIiHHS Ta
BIUIMB COLIOJIHTBICTUYHHX Bapiawiil.

Psycholinguistics Lab (University of Strathclyde, Besiuko6puTanis), — BuBuae
KOTHITHBHI MEXaHI3MH TOOTO CYKYIHICTh IICHXIYHHUX NPOLECIB (CHPUHHATTSA,
nam’siTh, MUCJICHHS, yBara), 3a JOIIOMOIOI0 SIKMX MO30K OTPHMY€, 0OpoOIIse,
30epirae Ta BUKOPHCTOBYE iH(OpMAILifo.

University of Edinburgh (School of Philosophy, Psychology and Language
Sciences), — nocnigauku (Hanpukiaan, npod. Kenni CmiT) po3poOisiioTh OHJIaiH-
metoau (lexical decision tasks, mouse clicks) Ta HaBUalOTh MPOBEACHHIO OHJIAIH-
eKCIEPHUMEHTIB.

University of Cambridge (Language Sciences), — axTHBHO 3aliMa€TbCs
MCUXOJIIHIBICTUYHUMH ~ JTOCJI/DKCHHSAMH, BKIIIOYAIOYM OHJIAHH-TIIATOPMHU U1
MOBHHX TECTIB.

The ELL Psycholinguistics Lab (University of Wisconsin-Madison), —
BHKOPHCTOBY€ OHJIAHH-IHCTPYMEHTH IS NMEPEXPECHUX JIIHTBICTHYHHX TOCIIKCHb
(nmanpuknan, Lexical Decision Task).

Jly>xe MOKa30BUM € Te, L0 JaHi eKCIIEPUMEHTH BiJHOCATHCS JI0:

1. KorHiTHBHOI TCHXOJIOTii — BUBYAIOTH, SK JIOAH OTPUMYIOTh, OOPOOISIIOTH,
30epiraloTh Ta BHKOPUCTOBYIOTH 1H(OpMALIiIO.

2. Icuxodizionorii — BUBYArOTH (i310J0TIYHI MEXaHI3MH IMCHXIYHUX IPOIECIB
(eMor11iid, cTaHiB, CIPUWHATTS).

3.JIcHXO/iaTHOCTUKH — SIKIIO [¢ CHPSIMOBAHO Ha BUMIDIOBAHHSA Ta 3MiHY
MCUXIYHOTO CTaHy.

Lli nporecu pa3oM yTBOPIOIOTH BHYTPINIHIN CBIT JIOAMHH a0o I ICHXIdHY
TiSUIBHICTD.

MynbTuMeniiHi JIOCIIOKEHHS JI03BOJISIIOTh BUKOPHCTOBYBAaTU 3BYK,
300pa:keHHs Ta Bijleo A1 CTUMYJISILI.

Hyxe mikaBoro € miatgopma Experiment Builder, mo po3pobiena kommaHi€to
SR Research Ltd., mrrad-kBapTupa sikoi po3ramosana B Kanani.

Odicn Ta BHPOOHHYI MOTYXKHOCTI KoMmaHii 3HaxonaTecst B OtraBa (Kananma):
roioBHUH odic kommanii, Miccicora (Onrapio, Kanmama): micue peecrpamii Ta
pPO3poOKM THpOrpaMHOro 3a0e3MedeHHs, IO 3a3BUYail BKa3yeThCs Y MpaBHIIax
LIUTYBaHHS cOdTy.

Experiment Builder — 1me BisyajbHe cepeioBHIEe JUISl __CTBOPEHHS
IICHXOJIOTIYHUX Ta Helpodi3ionoriyHnux ekcnepuMeHTIB, sKe Haifuacrimie
BUKOPHUCTOBYETHCS pa3oM 3 aiiTpekepamu cepii EyeLink, mo Takoxx BUpOOISIOTECS B
Kanani. Takox icHye xmapHuil iHCTpyMeHT 3 mnonibHoroo Haszsoro — Gorilla
Experiment Builder, sxuit po3pobnenuii kommanieto Cauldron Science y Bemukiit
Bpuranii (KemOpuk), — Binkinsg otpumaTh ciryk00By iHpOpMaLiio 1yxe Baxko, 60
BOHA 3HaXOAUTHCS Mijl 3MIIHEHUM KOHTPOJIEM .
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5. CTBOpeHHs Ta 3aCTOCYBaHHS TecTepiB, 110 pikcyoch
ONTHYHUI BILTUB Ha onepatopa EOM nis dikcanii undponux noxasis
kifepnpaBonopyuieHHs

Haramaemo, mo mu¢ppoBi 10Ka3u € HEBi €MHOIO YacTHHOI KpUMIHAIBHUX
HPOBaKEHb CHOTOJICHHS, 30KpEMa y CIpaBax, sIKi CTOCYIOThCS CYy4YacHHX TEXHOJOTIH
Ta kiOep3mouuniB. Lli mokasm BrimoYarTh HQPOBY iHGOpPMALiO, 3aIUIICHY Ha
TaKUX TPHIafax SK KOMIT FOTepH, MOOUIBHI IPHCTPOi, MEepeXkKeBl )KypHAIH Ta IHIII
pecypcew, sIKi 31aTHI BinoOpasuty aii cy6’ekra abo MeXaHi3MH, SKi MOKYTh BIUTMHYTH
Ha cepenoBuiie oneparopa EOM.

Y HaykoBiii JiTepaTypi mHGPOBI OKa3W OMHCYIOTHCS K EICKTPOHHA
iHpopMallis, OTpHUMaHa Ta 3aKpilZIeHAa TaKUM YHWHOM, IO ii MOXKHa JIETaIbHO
MPEACTaBUTH y KPUMIHAJIBHOMY IHpoLeci A MiATBEPIKECHHS IEBHUX OOCTaBUH
CIIpaBH .

[IpouecyanpHi BAMOTH 10 JOKa3iB, Y TOMY YHCIIi €NEKTPOHHUX, HOPMYIOThCS i
BIUTMBOM HOpM KpnMiHaIBHOTO MponecyaabHOro KoJeKcy YKpaiHH, sSKi BUMararoTh
CyBOporo 3a0e3ledeHHsl IX HaJeKHOCTI Ta JOoCcToBipHOCTI. CamMe TOMy TEXHIYHO
NpaBWIbHE BWIIydeHHS iHQoOpMamlil HampsMy BIUIMBa€ Ha MOXJIHUBICTH i
BUKOPUCTAHHS y CYi.

[paBusibHe TpakTyBaHHSA LU(POBHX AOKA3iB y KPUMIHAIBHOMY MPOBAKEHHI
BUMAarae TIAMOOKOrO PO3YMiHHA IX IPaBOBOTO CTaTyCy Ta JdOMYCTUMOCTi. Y
HaI[lOHANIBHIM MPaKTUI TPHBAIOTh AMCKYCIl IO0 JOMYyCTHMHX MEX BTPYy4YaHHS Y
MIPUBATHE KUTTA, TOPAIKY OTpUMaHHS iH(opMarii 3 BiJIaleHNX CEepBICiB, a TAaKOK
I{0J10 MOYCTMBOCTI BHKOPUCTAHHSI KOl 3aMiCTh OPHIiHANBHIX IKepen’.

SIK mpuKIIag ONTHYHOTO BIUIMBY Bi3yaJlbHHX 00pasiB, 3 SIKUMH MOXE 3yCTpIiTHCS
JIFOJTMHA Y JKUTTi, MOXKHA Ha3BaTH JIKyBaJIbHUN (200 KPUMIHAIBEHUH. ..) TITHOTHYHAI
BIUIMB HA IIOBEAIHKY JIIOJMHM YaCTHHH Bi3yaJbHHX €JIEMEHTIB Takol HayKH SK
«Heiipo-Jlinrsictnune IlporpamyBanus» (NLP), mo € HabopoM NCHXOJOTIYHHX
TEXHIK, SKi JO3BOJISIOTHh BIUIMBATH HAa TYMKH 1 TOBEAIHKY JIIOAEH, 3MiHIOIOUH i1 He
TIJIBKH TYT Ta 3apas, a i Ha Maif0yTHI MOMEHTH KUTTSL.

NLP me aucTaHIIHO-KOHTAaKTHE MpPOTpaMyBaHHS IMiACBIIOMOCTI Ui 3MiHH
MOBEMIHKH JIFOJVHM 3a JOIOMOTOK0 MOBH Ta BEepOaJbHHUX CHIHATIB (B ONTHYHOMY
JINAINAa30Hi): KECTiB, MIMIKH... . 3pO3yMiJlo, IO KEPYIOUi CUTHAIM KOXXKHA JIFOJUHA
M0-CBOEMY OTpUMYE i po3yMie iH(opMaIlifo 3 KaHaITy 3BYKy Ta KaHAIy 30py. I TyT oui
€ He TUIbKM MNepuM «(QYHKIIOHAIBHUM OJOKOM» Ha UUIIXY IpUiloMy Bigeo-
iH(opMalii, ane # aye SIKICHIM iHAWKAaTOPOM 30BHIIIHBOTO BIUIMBY, LIO A03BOJISE
KOHTPOJIOBATH i IPOTpaMyBaTH CTaH IiJCBIIOMOCTI JIIOAUHH.

Pemapka 1. Takum 94MHOM, IPOMIKHUM BUCHOBKOM € TIEPUIMM (YHKIIOHATEHIM
€JIEMEHTOM, MIO JO03BOJISIE KOHTPOJIOBATH IICUXOJIOTIYHMH CTaH IiJCBITOMOCTI
oneparopa EOM, ¢ikcyroun 3BHYaiiHy MIBHIKICTH Ta HANPSIMU PyXiB MaTepH odeit
(«ouHuX s101yK») omneparopa. Sk Oyj0o HaBeIEHO paHilie, M [[LOI0 MOXYTh OyTH
3aCTOCOBaHI:

EnextpoHHe HaykoBe BHJAHHA  «AHAIITUYHO-TIOPIBHSAIBHE  IPAaBO3HABCTBOX.
URL.: http://journal-app.uzhnu.edu.ua/article/view/334687

CyTHICTp IHMOPOBUX JOKa3iB i NpoONeMH IX BUKOPHCTAHHS Yy KPHMiHAJIBHOMY
nposamkenHi. URL: https://dspace.nlu.edu.ua/handle/123456789/20503
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1. CranioHapHi alTpeKepH IO PO3MIIIYIOTHCS i MOHITOPOM KOMIT I0Tepa.

2. AliTpexepu-oKysipu (MOOLITBHI).

3. BeO-xamepu. BoOHM  [03BOJSIFOTE  TPOBOJAWTH  MAacoBi  JUCTaHINHHI
JIOCITIKEHHSI, aJie 3 HIKYOI0 TOYHICTIO.

B cxoxiif Hayni AUCTaHLIHOTO HEHPOKOIHOPOBOAMHAMIYHOIO MIPOrpaMyBaHHS
(NCDP) miacBigoMocTi JIOOMHH — B OCHOBY MOKJAQJCHO HASBHICTh HEHPOH-
(izionoriyHOro 3B’A3KYy MK BIUIMBOM (TIIPHYMHOIO) HABKOJIHUIIHBOTO (POHY
(HampuKiag, — HETOMITHA 3MiHA TUHAMIKH Ta KOJLOPOBOTO 3MICTy 300pakeHHS Ha
€KpaHi KOMIT'IOTEPHOTO MOHITOpPY) Ha MiICBiIOMil 3MiHI MOBeHiHKH (mii) Ta/abo
CTaHI JIOJJUHH.

Besnmid  TICHUXONIOTIYHUX — XApaKTEPUCTUK CUTHAIIB  JUIS  JAHUCTAHIIITHOTO
HporpaMyBaHHsI HOBEIIHKH JIIOJCH OIMMCYIOThCs MO-pi3HOMY. [laimi Mu TOpKHeMocs
TaKOi CIEKTPaJIbHOI XapaKTEepUCTHI CHUTHAIB, SK JOBXHMHA XBWII CBITJNa, IO
MOMIA/Ia€ Ha CITKIBKY OuYel MoAuHU. 3BiCHO, IO AMdepeHIiadbHi KOMIOHEHTH
KOJIbOpPY [DKEpena CBiTJa BIUIMBAIOTh Ha oYl JroAuHU. [Ipuyomy, Ha BiaMmiHy
Big pobotr Gabriel Kreiman, mo crnupaerbess y CBOIX MipKyBaHHAX Ha BigOuTe
BiJ] MPEIMETIB CBITIO, a caMme: «...CBITNIO MOTparuisie Ha CITKIBKY ICIS TOTO, SIK
BiIOUBAETHCS 06’ EKTAME JOBKIIISA. .. »°, — MU 3BEPHEMO yBATy Ha iHIIE [KEPEIIO, SKE
Ha Hally AyMKy Mae€ 37i0HICTh MUCTAaHIIHHO BIUIMBAaTH Ta 3MIHIOBATH HOBEIIHKY
monuHU. PeanbHo, — e rpynu (OTOHIB 3 €KpaHiB MOHITOPIB, CBITJIIOMIOZHUX
MaTpHIlb, PI3HOMAHITHUX CKaHEpiB, MPOEKTOpPIB Ta il T. iH., 10 Oe3nocepeaHbo
«IOPOKYIOTBCS CaMHM JDKEPEJIOM BUIPOMIHIOBAHHS 1 «BiZCBITIIOIOTEY MPEAMETH
OTOYYIOUOTO CepeIOBHIIIA.

Hanpuxmazg, komip eKkpaHy MOHITOPY KOMII'IOTepa, 3 SKUM MH MPAII0EMO KOKEH
JICHb , 3BUYAil Mae OUIBII COTHI BiATIHKIB — BiJ OiJIOTO, CBITJIO-CIpOTO IO TEMHOTO.
I Ha T1i THX KONMBOPIB MH 0AYMMO MAIOHKHU, TEKCTH 1 OaraTto 4oro ixmoro (Puc. 2).
I Bci i BigTiHku Ha Puc. 2 Bu3HaueHi 3a3BUYail K — «OLIHi, CBITIIMIY.

CeitiioBa iHpOpMaIis gocsrae oka yepe3 JiH3y kpumTtaiauka (Puc. 3). Komwm
CBITJIO focsirae (HOKaIbHOT IJIOMIMHM, IO 30ira€Thcs 3 TOJIOKCHHSAM CITKIiBKH,
300pakeHHs nepeBepTaeThes (Ha 180°). CiTKiBKa € YaCTHHOIO [IEHTPAIBHOT HEPBOBOT
CHCTEMH: BOHA MOXOJAUTH 3 THX XK€ eMOpPIOHANBHUX CTPYKTYp, SKi JAIOTh ITOYATOK
pemTi MO3Ky, i BOHa Mae remMaToeHuedaniqyHuii 06ap’ep, aHANOTIYHUI TaKOMY K K
Y PEIITH MO3KY.

CBITJIO TIPOXOJMTH Yepe3 Oe3iu KITHH OKa 1 MOTparusie Ha (OTOPELeNTOpH:
TATMYKH Ta KONGoUKY. 3aranoM y moxuuu 6mussko 108 mammaok a 107 kon604ok.

[Manuuxy gyke 4yTIWBI 1O CBiTIA Ta NPH3HAYEHI AN YJIOBIIOBaHHA (DOTOHIB
B yMOBaxX HU3bKOr0 OCBiTJIeHHA. HiuHe GauyeHHS 3alexuTh Bil manuuok. Ilamudxn
MOJKYTb 3aXOILTIOBaTH OJMHOYHMIT (POTOH BUIMMOI YaCTHHHM CIIEKTDY, CHEPris SKOro
cranoBuTH JMITe Gm3sko 10™° JIx, i mepegaBaty jioro eneprito aani. JlokasaHo, mo
JTIOIH MOXYTb PEECTPYBATH OAMHOYHI (POTOHH™.

® Kpeitman T'. Biomoriunmii Ta xomm’totepuuii 3ip / nep. 3 aurn. U. JI. Jliocko ; mix pex.
T. b. KiceneBoi. Mocksa : IMK Ilpecc, 2022. 314 c.
0 Tam camo.
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Puc. 2. Bina njsma B HeHTPi, € iHTerpaabHUM pe3yJbTaTOM peakuii MO3Ky
Ha CTUMYJIALII0 HelipOHiB OTOHAMM Pi3HUX KOBKHH XBHJIb
[mommpeno B InTepueri]

A CiTKiBKa
Kpnmrramnk

Jlo Tanamycy

Puc. 3. lesiki pyHKUioOHATBHI eJleMeHTH OKA JIOIHHH
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Y Oinmpmmocti drone € Tpu TUOH KOJIOOYOK: — ITOBTOXBHJIBOBI, UyTJIHBI 0
JOBXMHHM XBHJII CBiTNIAa 3 MakcuMyMmMoM 560 HM (KOBTO-3eJ€HHMH KOIip); —
CepeTHbOXBIIIBOBI, Uy TIHBI 10 Aiana3oHy 3 MAaKCHMyMoM 530 HM (3eneHuit Kouip); —
KOPOTKOXBWJIBOBI, YyTJIMBI J0 Jiama3oHy 3 MakcumymoM 420 HM (¢dionmeroBwuii
koutip). KonipHuii 3ip 3a/1eXUTh Bifl aKTHBHOCTI konGouox .

Posymitoun cxoxicte Heifpodizionoriunux 38’s3kiB NLP ta NCDP wmae cenc
MOKA3aTH CXOXKOCTI Y BUJIAl (QYHKIIIOHAIIB, SIK 1Ie HaBeeHo Ha Puc. 4.

AKycTHYHHIT (pyHKIIIOHAN

L[ApP)]
\ v
ITpocropoBnii dyHKIiOHAT

-— hesnaep N

N L [f(x;y;z; x5y"32")] c
L ;
P SlckpaicHuii pyHKIIOHAT 2
< —lp P

L [L(E:Z)]

sensae

Konsoposuii ¢yHKIioHaN

L[Y(v)]

Puc. 4. 3anisnicTs pynkuionanis B NLP ta NCDP

30poBi HellpOHU TPUMAIOTH MiJ KOHTPOJIEM MEBHY 00JAcTh MOJIS 30pYy, B SKii,
SIK JIOKa3y€e eKCIIEPHMEHT, BOHU pearyioTh Ile Ha MIOCh KpiM 3MiHU Bi3epyHKiB,
PYXy TpEIMETIB, Ta iX SICKpaBOCTI. SIk MU po3yMieMO, Iie peaKilis HeHpoHiB Ha OyIb-
SIKi 3MIHH Y CIIEKTPAIBHOMY CKJIAJIi CBITJIOBOTO MOTOKY, II0 BIUIMBAE HA HUX, TOOTO
HIEeTHCS TIPO peaKIlifo Ha ANHAMIKY 3MiH y CHEKTPAIbHOMY CKJIazi BUIIPOMIHIOBaHHS
1110 BIUTMBAE HA HEHPOHU CITKIBKH.

TaxkuMm 4MHOM, peTenbHO BHBYa4M poboty Gabriel Kreiman, MoxxHa BHUSBHUTH,
IO 3ip JIFOAWHY MPALIOE HE TUTBKKA Ha CTUMYJIIOIOYH €J1eMEeHTH BIUIHBY B NLP.

3adikcoBaHO, 110 HEHPOHHU TOJIOBHOTO MO3KY, TAaHIJIIO3HI KIITHHH CiTKiBKH, MiJ
gac eKCIIEPUMEHTY 3 (hiKcaIli€l0 aKTUBHOCTI HEWPOHIB «HIOW Tak» BHIAIOTH Y MO30K
SIKICh CUTHAJIH, SIKi TIPYU HE3HAHHI MOJpa3HUKa MOXKHA KIacu(iKyBaTH SK BHUMAIKOBI.
Ili «Oe3npuYMHHI» CHUTHAIM BHPOOISIOTHCS HACTUIBKM YacTo, IO iX CTall
iIrHOPYBATH, PO3MOBILSIFOYM IIPO BHIIAJKOBI IMITYJIBbCH BiJ 30yJHMKA (IOApa3sHHKA)
HEBIZIOMOTO TTOXO/PKEHHSI.

[HIIMMH CITOBaMH, «SIKIIO MOPIBHATH HEWPOH 3 IOPOTOBHM IMPHCTPOEM, IHOTo
CHpalboBYBaHHSI HE OOOB’SI3KOBO BiJCYTHE 3a BiIICYTHOCTI 30pOBOI IPOCTOPOBOI
CTHMYISILii B MEKAX PELENTHBHOTO MOJA. .. » 2,

" Kpeiiman . Bionoriunuit Ta koM’ totepHuii 3ip / mep. 3 anrn. U. JI. Jlrocko ; mif pex.
T. b. KiceneBoi. Mocksa : JIMK Ilpecc, 2022. 314 c.
2 Tam camo.
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Ha npeBenukwuii sxanb, Cy4acHi TEXHOJOTII TO3BOJIIIOTH OJHOYACHO PEECTPYBATH
ISUTBHICTB JIMIIE KUTBKOX COTEHb BUXIJHUX HEHPOHIB CITKIBKH, ajie i Taka KUIbKICTh
HiIKOHTPOJIEHUX HEHPOHIB JIOKa3ye peasibHy MOXIHBICTE 3aiiicnenHs NCDP.

6. BnuinB KOMIOHEHTIB 0iJI0ro KOJILOPY HA IICUXIYHUI CTaH
oneparopa EOM uepe3 miacBinomicTs MO3Ky
TakuM YHHOM 3HAIOYH, 110, KOJOOYKH BiJMOBIJaNbHI 3a KOJBOPOBHH 3ip,
3BEpPHEMO yBary Ha iX po3TallyBaHHs Ha CiTKiBIl 310poBoi moanuu (Puc. 5)13.

00— T T T TTT TTT T TT T TTTITTTTTT

a) P03TamyBa1-u-m 400 500 600 700
B (hoTOpenenTopHuX 0) UytimmBicTh oTOpEeNnTOPHUX KIITHH
KJITHH

Puc. 5. Po3noain ko1604KkoBUX KJIITHH Y HEeHTPAJIbHIN AMui ciTKiBKI
OKa JIIO/IMHHU 3 HOPMAJBHUM KOJIipHUM 30POM

OcHoBHa HeOe3MeKa Ui JIIUHY 30epiraeThest y CyMillli KOJIbOPIB 110 HAAIOTh

oneparopy EOM BimuyTTst Oioro expaHa Ha Tii SKOTO PO3MILIYIOTh iH(pOPMAIIiIO
pi3HOTO KOH(IASHIIHHOTO 3MiCTy — TeKCTH, Tabnuui Ta iH. (Puc. 6).

r——

anino- Enlao-
YOBTHA BNSUTHIA
e Yellow Pale Cyan

Birmii

White

A B
i 2 Nana
La
Bniao-posesnit

Pale Pink

| . |

Puc. 6. «Bupi3ka» 6inoi ginsgnku 3 Puc. 2

SIkiio B mpoueci pobOTH MPaBOMOPYIIHUK OTPHMAE MOXKIIUBICTD (@ TAKMX MICLb Ha
HPOTA3i KOMIT IOTEPHOT Mepeki MiHIMyM YOTHPH) HABMHCHO 3MIiHIOBAaTH HACHYCHICTh
Oinoi minsakn ABC, Bapiroroun KUTBKICTH Ta pPO3TAallyBaHHS Ha €KpaHi MOHITOPY

'3 CirxiBka. Bixinenis. URL: https://uk.wikipedia.org/wiki/ciTkiBka
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KOJIbOPOBUX KOMIIOHEHTIB O1IOTO «KONBOPY», TO HE3AJICKHO BiJ OaXkaHHS oIepaTopa
EOM Ta Horo mcCHXiYHOrO HACcTpOIO, HEHpOHH OyXyTb HOCTadaTH OIEpaTopy
y TOJIOBHMH MO30K iH(opMmamiro, sSK MIiHIMyM, — O HacH4YeHOCTi OUIOl AUISTHKH
YEePBOHMM, CHHIM Ta 3€JICHHM CBITJIOM, 00 B iHTErpaJlbHOMY pakypci il Oija risiMa
(on expaHa) Mae HeMpPUMITHE A odeit «MepexTinHs». Oneparop EOM miaceimomo
Oyie 3HaXOJUTHCH i/l BIUIUBOM KOMIT IOTEPHUX 300paXkeHb (OHY eKpaHa.

Pemapka 2. JToBori eekTHBHI Ta KOPUCHI MPUIIAH 3aCTOCOBYE B IIbOMY HAIPSIMI
dipma Optopol™, mo BuBuae Ta nikye 3ip mromuHK. CydacHWil aBTOMATHIHHMIL
KOMIT FOTEPHHH «IIEPUMETPOMETP» BHKOPHCTOBYETBHCS O(TAIBMOJIOTOM JUIS BH3HA-
YeHHs! MOJIIB 30py 1 MEepeBipKH MOPOTroBOi YyTIMBOCTI CITKIBKH oka. [lepumerpis — 1e
IHCTpYMEHTAJIBHHI METOJ| IIarHOCTHKY B O(TAIBMOJIOTI, SIKHI J03BOJISIE BU3HAYATH
MEXi TMOJIB 30py 1 HalMeHIe iX BIAXWJICHHS BiJ BCTAHOBJICHHX HOPM Ha CaMHUX
paHHIX CTafisfX, a TakoXk 3adiKcyBaTH pe3yNbTaTH y BHIVILAL miarpam, rpadikiB Ta
TphOXBUMIpHOTO 300paxkeHHs. OOpa3su, L0 CTBOPIOIOThCS Ha amapartypi dipmu
Optopol, 3aCTOCOBYIOTH 00 €KTH PI3HOTO PO3MIpy Ta SICKPaBOCTi, TOOTO 3aCTOCO-
BY€ETHCS TUTBKH TIPOCTOPOBHH 1 sickpaBicHui (yHKionamn NCDP.

BHUCHOBKHU

[IpoBenene mocnimKeHHS TOKa3aI0 HACTYIIHE.

1. 'V KpuminansaoMy Kopexci Ykpainu nmokapanHs KiGepHpaBOIOPYIIHHKIB 3a
Iii 10 CrIpsMOBaHI Ha HETaTUBHHUN AMCTAHIIMHUN BIUTHB 3arpo3 Ha MEPCOHAN, —
oneparopa EOM, aaMiHicTpaTopiB Ta iH. — pO3TISLIAIOTHCS JIUIIE TOOIYHO.

2. Tpumagu mwono ¢ikcamii Ta 360py UUGPOBHX [OOKA3iB TAKOTO POIY
KibepnpaBoIopyIIeHb 3HAXOIAThCS B CTaHI po3poOKu OararbMa BeayduMH (ipMamu
B CHCTeMH KibepOe3nekn i 0XOpoHSIOThCA Ta 30epiratoTscst Ha piBHI 301,

3. KibeprnpaBonopyIlHIK Ma€ MOXIUBICTb HE TUTBKM 3MiHIOBaTH (OH
B IHTETPAIbHOMY PO3YMIiHHI IIbOTO TPOIIECY, ale B qu(epeHIlialbHOMY paKypci Mae
MOXIJIUBICTh CTBOPIOBATH HEMOMITHI JJIsi 30pYy, aje-K CYTTEBI VIS MiJCBIIOMOCTI,
nuHaMidHi  oOpasu (i BiZeo-eNeMEeHTH, sKi MOXYTb OYyTH KOpPEelIbOBaHUMHU
3 KOHKPETHUMH JKUTTEBUMHU «CIOKETaMK» OIeparopa), IO A03BOJISE JUCTAHLIHHO
BIUTMBATH Ha MOBEIIHKOBI peakuii nepcoHamy EOM.

4. CTBOpeHHS TeCTepiB AJS MPOBEACHHS TECTIHTY Ha MPOHUKHEHHS OJHOYACHO
3 ¢yHKUisMU BUsABIEHHS, ¢ikcamii Ta 300py UU(PPOBHX IOKa3iB KibeprpaBo-
MOPYIICHD € aKTyaJbHOO 33JJa4et0 MPOoQeCciOHaNiB CHCTEMH KiOepOe3neKH.

AHOTANISL

VY cTarTi AOCHIIKYIOTBCS MEXaHi3MH TPHXOBAHOTO JMCTAHLIHHOTO BIUIMBY Ha
ncuxodizionoriynuii cran oneparopa EOM depe3 onTH4HI Ta aKyCTHYHI CHUTHAJIH.
[IpoanamizoBaHo CTaH cydYacHOI HOPMAaTHBHO-TIPaBOBOi 0a3u YKpaiHH IIOJ0
KkBaidikamii TakuxX Iiil Ik KiOEp3TOUWHHM Ta BH3HAYEHO BiJCYTHICTH MPSAMUX HOPM,
sKi O MOTJIM ONHCATH TMOKAPaHHS 32 HABMHUCHHUU Bi3yalbHHH BIUIMB Ha 300POB’S
JIFOJTHHHL.

Po3rismaeTbess  KOHHENIIS — MUCTAHIIMHOTO — HEHPOKOJILOPOBOAUHAMIYHOTO
nporpamyBanHs (NDCP) migcBimoMocti, 1m0 6a3yeTbcs Ha HEWpodi3ioraoriyHomy

 Optopol Technology. URL: https://optopol.com/
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3B’A3Ky MIDK CIEKTpPaJbHHM CKJIaJOM BHIPOMIHIOBAaHHA CKpaHa Ta 3MIiHOIO
MOBEIHKOBUX peakniii moamau. OmmcaHo posib  (HOTOPENENnTopiB  CiTKIBKU
Y CHPHHHATTI HOOANHOKHUX (POTOHIB Ta JUHAMIYHHUX 3MIiH (QOHY eKkpaHa, SIKi MOXYTh
OyTH HETIOMITHUMH JJIs CBIZIOMOCTI, ajie CyTTEBUMH TS ITiICBiTOMOCTI.

OkpeMy poJib TPUIIICHO CBITOBOMY JOCBiIy MPOBEACHHS MCHUXOJIIHTBICTHYHUX
eKCIIEPUMEHTIB Ta BHUKOPHCTAHHIO TeXHONIOTiH eye-tracking mms dikcamii 3miH y
cTaHi onepatopa. OGIpyHTOBAHO aKTyalbHICTh CTBOPEHHS CIICIialli30BaHUX TECTEPiB
JUIsL BUSIBJICHHS Ta 300py HUGPOBHX [OKA3iB TaKHX MPABOMOPYIICHb Y CHCTEMax
KibepOe3neKu.

ABSTRACT

The article explores the mechanisms of covert remote influence on the
psychophysiological state of a computer operator through optical and acoustic
signals. The current state of Ukraine’s regulatory and legal framework regarding the
classification of such actions as cybercrimes is analyzed, identifying a lack of direct
norms that could describe the punishment for intentional visual impact on human
health.

The concept of remote Neuro-Color-Dynamic Programming (NCDP) of the
subconscious is examined, based on the neurophysiological connection between the
spectral composition of screen radiation and changes in human behavioral reactions.
The role of retinal photoreceptors in perceiving single photons and dynamic changes
in the screen background, which may be invisible to the conscious mind but
significant for the subconscious, is described.

Special attention is paid to global experience in conducting psycholinguistic
experiments and the use of eye-tracking technologies to record changes in the
operator’s state. The urgency of creating specialized testers for detecting and
collecting digital evidence of such offenses within cybersecurity systems is justified.
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T'OJIOBHUM 3AKOH 3AXUCTY IHOOPMAIIII
I'pomuxo 1. O.

BCTYII

CyuacHa cuTyalis B raity3i 3aXucTy iHpopManii Taka, 1o cupodu CIupaTHCs Ha
JesiKi CYTT€BI TEepMiHM, IO BHKOPHUCTOBYIOTBCS B 3aKOHAX, IOCTaHOBAX,
MipyYyHHKaX Ta HABYAIbHHUX MOCIOHHMKAX i3 3aXUCTy iH(popMaLil iHOI MPU3BOAATH
0 PO3MHTOCTI PO3YMIHHS pEAIbHUX TMpoIeciB iHGOpMamiiHOI MisSUTBHOCTI.
B pesynbrari, yimyckarThCs 3 MEpHIOTo MOTISAY «IpiOHI» HIOAHCH iH(QOpMamiiHOT
TEPMIHOJIOTI], SKi Hamami HMOPOKYIOTh HEMOPO3YMIHHS cepell agMiHICTpaTopiB Ta
oneparopiB EOM, BosonapiB Ta KOpHCTyBadiB iH(pOpMAILI€I0, 0 BUKOHYIOTh CBOL
000B’13KH, 3HAXOASYKCH Y PI3HOMAHITHHUX JIaHIforax iHGopMamiiHoi B3aeMO/Iil.

Sk MiHIMYM, Takuil CTaH pPO3BUTKY iH(QOPMALIHUX TEXHONOTIH CTBOPHB
TYNHKOBI CHUTyauii Ui JIIOJEH L0 MO3HAIOTh OCHOBH iH(oOpMamiiHOi Oe3mexu —
MpaIiBHUKIB CIyk0 Ciry>kOu Oe3meku, CTyIeHTiB, Ta iH. B3araii, e ransMye mpouec
BUBYCHHS 1 PO3BUTKY IIMPOKOTO TEMATHYHOrO CHEKTPY [isUIBHOCTI HOCIB
iH(pOpMAIIil cydacHOTO iHPOPMAIIIHHOTO TIPOCTOPY .

CraH Takoi cHUTyamil HpOTATrOM BEIMKOrO THMYACOBOIO Iepioxy (IecsSTKu
POKiB...!) mepekoHaB aBTOpa B HEOOXiTHOCTI MPOBEICHHS HOBOT'O €TAITy JIOCHIKEHb,
y Xozi sIkux OyJ10 BUSIBJIEHO JEKiIbKa CYTTEBUX "mporanun" y iHopmariiiHoi Teopil
B3aemojii HociiB iH(opMarlii. Ocob6NMBO 1€ Majao BiIHONICHHS A0 3a0e3MeYeHHS
Oesmekn iHpOpMAIli B yMOBaxX Pi3HOMaHITHHX 3arpo3. YacTuHa mux 3arpo3 Oyna
MOPOKEHa BiIMIHHOCTSIMH PEKUMIB KOMYHiKaOelIbHOCTI HOCIiB iHpopmarii. Came
Ii MATaHHSA HA L€ MOMEHT 3AIMIIAIOTHCS HEBHBYCHHUMH a00 HEBHPIIICHUMH MpPU
3/iCHEeHHI iH(OPMAIiitHOT TIsSITBHOCTI.

Mertoro nOCHiKeHHS € (OPMYITIOBAaHHS TOJIOBHOTO 3aKOHY 3aXHCTY iH(opMmarrii
Ha MiACTaBi aHamizy iHpopManiiHol qisIIBHOCTI HOCITB iH(OpManii B yMOBaX BIUIHBY
iH(popMaIifHUX 3arpo3.

VHIKaNbHICTh OTPUMaHUX PE3YNIBTATIB MiATBEp/XKEHa MMaTeHTaMU Y KpaiHH
Bxe 3apa3 20.02. 2026 poky B IONMOMOTY 30pOWHHMM CHJIaM pPO3pOOJICHi OCHOBH
peamizamii crmoco0y Ta 3acTOCYBaHHIO NPWIAAY IPUHLIUIIOBO HOBOI BiHCBKOBOL
TEXHIKH 1 TOJJaHi 3aSBKM Ha OTPUMAaHH: MAaTEHTIB YKpaiHu.

2,345

! T'pomuko 1.0. 3araneHa napagurMa 3axucTy iHpopMaLii: mpoGiemMu 3axucTy iHpopmarii
B aCIeKTaX MaTeMaTH4HOro MojeiroBaHHs : MoHorpadis. XapkiB : XHY im. B.H.Kapasina,
2014.216 ¢

2 Crnioci6 3HemkomKeHHs BHOYXOBOTO TPHCTPOIo : mar. Ykpaina : MKII F42D 5/04.
Ne 7238 ; 3asBn. 11.08.2006 ; omy6u. : 15.06.2005, Bron. Ne 5

® Crioci6 BM3HAYCHHS BHYTpIlTHIX Ne(eKTiB y CTiHaX mpuMimieHs : mar. Ykpaina : MKII
GO1B 11/16. Ne 32620 ; 3asBi1. 26.05.2008 ; omy6ur. : 26.05.2008, broi. Ne 10

* Tam camo.

® Tam camo. Ne 114388 ; 3asi. 11.08.2006 ; omy6u. : 10.03.2017, Bron. Ne 5.
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Benmka KUTBKICTh IOMOBiEH Ha MDKXKHAPOAHUX Ta BITYM3HSIHHX KOH(EPEHIIAX,
CeKIil o MpUCBAYEH] 3aXUCTy iH(popMaii.

ABTOp MIHIMI3yBaB KUIBKICTB 3aCTOCOBAaHMX iH(OpMaLiffHUX JpKepel, SKHX B
opuriaini poboru Oimpmr 80-TM, Ta NPUKIANIB MPAKTHYHOTO 3aCTOCYBaHHS
JIOCHIDKEHb, B TOMY YHCII — PEKOMEHIAIliN Ta MATEHTIB K Al 3aXUCTy iHpopMarrii
B CIIy’KOOBHX KaOiHeTaX, TaKk ¥ AJIS 3aCTOCYBaHHS B AIOYMX IMiAPO3AiNaxX 30pOoHHIX
cui YKpaiHu.

JocnmimkeHHss ~ NMpoBOMIUIMCS  Ha  Teputopii  Kadempu — kibepOesmeku
iHpOpMaIifHUX CHCTeM, Mepex 1 TexHonoriii HaBdanbHO-HayKOBOTO IHCTUTYTY
KOMIT'IOTEpHUX Hayk Ta mry4yHoro iHtenekty XHY im. B.H.Kapasina, iHmmx
¢daxynpTeTiB Ta Kadenp, Ta y IPYXKHIX HAyKOBHX IleHTpax XapkoBa. OcoOnuBy
MOASKY aBTOP BHUCJIOBIIIOE KOJICKTUBY «XapKiBCHKOTO PEriOHaJbHOTO HAayKOBO-
BUPOOHUYOTO LIEHTPY CTaHAAPTH3aLil, METpoJIOrii Ta cepTudikarii», 1o 103BOIHIO0
CYTTEBO MIiABHIIUTH SKICTh HAyKOBO-TIPAKTUYHUX MJOCHI/DKCHb aBTOpa Y Taily3i
iH(popMariitHoi pagiohizuku.

B pesymbraTi GaraTopidvHUX AOCITIIKEHB, BKIIOYAIOYH €KCIIEPUMEHTH, aBTOPOM
c(hOpMyIIbOBaHUH «3arabHII 3aKOH 3aXUCTY 1H(OpMALIii»:

«IHopmanisi BBaxKaeTbC 3aXHMIIEHOI0, fKIIO WA 4ac 3ailicHeHHs
indopmauiiinoi aisabHOCTI 060B’A3KOBO i 0IHOYACHO BUKOHYIOThCS ABi r0JI0BHi
BUMOTH 10 indopmaniiinux januoriB B3aemonaii HociiB indopmanii:

1) «pe:kuMHa aieKBATHICTb» HOCIIB iHdopManii;

2) «pe:KUMHA KOMYHiKa0eabHicTh» HOciiB indopmanii»y (UA).

“Information is considered protected if, during the implementation of
information activities, two Key (Primary, Core and Basic) requirements for
information chains of interaction of information carriers are necessarily and
simultaneously fulfilled:

1) “regime adequacy” of information carriers;

2) “regime communicability” of information carriers.” (ENG).

1. Indopmauiiina aisabHicTh HOCIiB iHdopMamii

[Ipu mpoBeeHHI HayKOBO-AOCIJHUIBKUX POOIT aBTOP BUKOPHCTOBYBAB KEPiBHI
Ta HayKOBO-iH(pOpMaIliiiHi Aep:kaBHI TOBIJHUKH, TOKYMEHTH Ta peKOMEH/AIli] caiTiB
IITYYHOro iHTenekTy. TOMy MOCWIaHHA Ha JOKepela B JAaHOMY BHNAIKy He
MIPUBE/ICHI.

1.1. Jdesiki BU3BHa4YeHHs Ta TepMiHOJIOTis

Tadopmarist — e 3adikcoBaHe HOCieM, Ta Ha HOCIi, YSBJICHHS MpPO MPEIMETH,
npolecH, NoAil, IPUPOAHI sBUINA (TOLIO) SIK BiTOOPaKEHHS pealbHOTO CBITY.

THdopmariist 3aBKaM 3HAXOJUTHCS 3 HOCIEM Ta 3aBXKIU MAa€ CBOKO I[IHHICTh, 00
HelTpanbHOi iHdopMalii He icHye.

Binomocri — ue Oyap-siki faHi, HoBimomiienus, gaktu ado iHpopmais npo ocib,
MOJi1, SIBUIIA, TIPOLIECH UM MIPEAMETH, SKi MOXKYTh OyTH 3adikcoBaHi HOCisiMU ab0 Ha
MaTepiaJbHAX HOCISX.

Hani (data) — me dQopmamizoBaHe momaHHS (AKTiB, UHCEN, IOHATH abo
IHCTpYKIiH, 3adikcoBaHe Ha HOCii (a00 B mam’sTi KOMII'I0Tepa), SIKe MpUIATHE IS
00poOsieHHs, TepenaBaHHs a0o0 IHTEpHpeTarii JIOJAWHOK YH aBTOMATHYHHMH
cucreMamu. Y kxomm’torepHux Haykax (IT): mani — ume QopmanizoBaHe mHomaHHsS
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iHpopMmarii, mpuaaTHe IUIA IHTEPIPETYBAaHHS, IMEPECHIaHHS YU OOpOOJCHHS 3a
JIOTIOMOI'OK0 aBTOMAaTHYHUX 3acobiB abo nroguHu (3rigHo 3i crangaptom ISO/IEC
2382:2015).

OO0’€eKT 3aXUCTy — I O0’€KT, SKHH MiJJIATa€ 3aXUCTy BiJ HETATUBHHUX i
«mKepena 3arpo3y». Jkepeno 3arpo3 yMHCHO abo BHUIIaJKOBO 3IHCHIOE UM IIAHYE
HaIaJl/BIUINB Ha 00’€KT 3axucTy. B Hamomy pakypci JOCTiIKeHb MU i «00’€KTOM
3aXHCTY» po3yMieMo iH(opmamito, iHGopMmamidHi Ta IHIN OpomecH II0
3aCTOCOBYIOTH MpH 3AIHCHEHHI iHpopMariitHol missbHOCTI (200 3HiIMCHIOIOTHCS
3TiIHO 3aBJAaHUX TMpOrpaM) Yy JaHIorax iHdopMmamiiHOi B3aeMofil HOCIIB
iH(opMarii, sSiKi HeoOXiTHO 3aXUIIATH BIATIOBIIHO 10 MeTH IIM(PPOBoi Ge3nexkn

3axucT — 1e i 3a 3HaYE€HHSAM HE JOIyCTHTH BIUIMBY Ha «00’€KT 3aXHCTY»
3arposam, sIKi MatoTh Ha METi 3aM00irTH MOPYIIEHHSM MpaB Oyab-KOro.

Meroro 3axucty iHGOpMalii € yHEeMOXJIMBICHHS a00 CYTTEBE YTpPYyIHEHHS
peamizauii 3arpo3 1 iHpOpMaIllii, 0 € BIACHICTIO JEpaBU, CIPUSIHHS peanizarii
3aKOHHUX I1HTepeciB Ta MpaB (i3UYHUX 1 IOPUIUYHUX OCI0, AEpKaBHHUX OpraHiB
3IifICHEHHIO HUMH CBOIX 3aBIaHb 1 QDYHKIIH, a TaKOXK 3arpo3, peaii3amis SKAX MOKE
HAHECTH JIEPXKaBi, CyCIUIBCTBY a00 0co0i MONITHYHI, eKOHOMIUHI, MOpaNbHi Ta i1HIII
30utkn. Meroto 3axucry iHGopmamii € 3abesmedeHHS 1i KOHGIIEHIIHHOCTI,
ninicHocTi Ta noctymnHocti (Tpiaga CIA: Confidentiality, Integrity, Availability). e
KOMIUIEKC 3aXOJiB IJIsl 3amoOiraHHs HECAHKIIOHOBaHOMY IOCTYITy, BHKpaJICHHIO,
3HUILICHHIO, MOAUdiKaIlil a0 BUTOKY NaHUX, L0 MiHIMi3y€ PH3MKH Ta 30UTKH IS
KOpHUCTYBauiB, KOMIIaHiil ab0 epKaBu.

[ToHATTS: «BONOAUTENB», «BOJNOAAPY», «BIACHUK», a00 «3arposu iHdopmamii»,
«3arpo3u g iHpopmarii», «iHpopMariiiHi 3arpo3m» Ta «kibep3arpo3m» MOBHHHI
posrisjatics 3 TMOBHHM HAJaBaHHAM 3MICTY Ta CYBOPHM  BiJCTEXKYBaHHIM
iHpOPMAIiTHUX MPHYMHHO-HACTIAKOBHX 3B’SI3KiB MK aBTOpaMH, BIACHUKAMH,
BOJIOJIUTBISIMH, BOJIOZAPSIMHA Ta KOPHCTYBayaMH IIOJO HACIHIJKIB iH(opMamiiHOT
NISUTLHOCTI B JIAHITFOXKKAX B3a€MOZIT HOCITB.

3arposa (auri. threat) — Oyap-ski oOcTtaBMHM ab0 MOAil, IO MOXYTb OyTH
IPUYMHOIO TOPYIISHHS MOMITUKM Oe3neku iHdopmarii i/abo0 HaHeceHHs 30UTKiB
aBTOMaTH30BaHii cucteMi. Cripoly peaizamii 3arpo3u Ha3UBAIOTh aTaKOIo.

KiGep3arpoza — HasBHI Ta MOTEHIIHHO MOXJIIMBI SBHIIA 1 YHHHHUKH, IO
CTBOPIOIOTh HEOE3MeKy JKMTTEBO BaXKJIHBUM HAlllOHAIBHUM iHTepecaM YKpaiHW Y
KibeprpocTopi, CIpaBisFOTh HETaTHBHUN BIUIMB Ha CTaH KiOepOe3NeKH IeprKaBH,
KibepOesrnexy Ta kibep3axucT ii 00’ €KTiB.

Kibeparaka (anri. cyber-attack) — crpsimoBani (HaBMHCHI) Iii B KiGeprpocTopi,
sIKi 31HCHIOIOTHCS 3a IOTIOMOT0I0 3aC00iB €JIEKTPOHHNX KOMYHIKalliil Ta crpsiMoBaHi
Ha JOCSITHEHHs OIHi€el a00 CYKyMHOCTI TaKMX Liieil: mopymeHHs KoH}iaeHIiHHOCTI,
LTICHOCTI, JOCTYIHOCTI €IeKTPOHHUX 1HPOPMAaLiHUX pecypciB, M0 0OpOOIAIOTECS
(nepenaroTbesi, 30epiraroThCsl) B KOMYHIKAIIIHHUX Ta/ab0 TEXHOJOTIYHHUX CHCTEMaX,
OTPUMAaHHS HECAHKI[IOHOBAHOTO JIOCTYITy O TaKHX PEeCypciB; HOpYIIECHHS Oe3leKy,
CTaJIOr0, HaAIHHOTO Ta ITATHOTO PEKUMY (DYHKI[IOHyBaHHS KOMyHIKallilfHUX Ta/abo
TEXHOJIOTTYHUX CHCTEM; BHUKOPUCTAHHS KOMYHIKaliiHOI cucTeMu, I pecypciB Ta
3ac00iB CJICKTPOHHUX KOMYHIKAllii JUIst 3MiliCHEeHHs KibepaTak Ha iHII 00’ €KTH
Kibep3axucry.

59



1.2. PexxnmHa aieKBaTHICTH HoCiiB iHpopManii

Ha mpors3i 6aratbox pokiB Ta Ha KOHKPETHUX IPHKIANAX MpPaKTHUKa JOBOAUTH,
IO MOCTIHHO y JaHmrorax iHgopmamiitnoi B3aeMmonii HociiB iHdopmarii «Jorocs He
BUCTaYae», SIKUXCh CJIEMCHTIB UM JOJAATKOBHX il y CHCTEMax 3axucTy iH(opMarrii.
VY Bcix OepkaBax CBIiTY (axiBISMH CHCTEM 3aXHCTy iH(poOpMamii NOBHICTIO He
BpaxoBaHi JesKi AWHAMIYHI 30BHILIHI YW BHYTPIIIHI YMHHHUKH, SKUM CIIOYaTKy HE
HaJAI0Th ICTOTHOTO 3HAYEHHS 1 SKi B PEAIPHUX CHTYaLisX MOYMHAIOTH IPEBATIIOBATH
3a 3HAYMMICTIO HaJ 3aCTOCOBAaHHMH CY4YaCHHMH METOJAMHU Ta 3ac0o0aMU 3aXHCTY
iH(popMarii.

Bhacmiok 1iporo — 3arpo3u mojo iH(opMarii «yCIilIHo» peanizyloThCs KOHKY-
PEHTaMH, pPO3BiTyBaJIbHIMH CITyKOaMU 1HO3EMHUX JIep)KaB, TEPOPHCTAMHU Ta iH.

IMonepenHpo Ha3BeMO 11 YUHHUKH. J[0 TAKMX HaJIEKATh:

- pe)KMMHA aIeKBaTHICTh HOCITB iH(opMaiT;

- KOMyHiKka0enpHICTh HOCIIB iH(popMaLii.

Pexxum, e mependaveHrii MPaBOBUMH HOPMaMd JOCTYI/B3a€MOJis HOCITB 110
iHpopMamii B Tpomeci: CTBOpeHHs, 30HWpaHHS, OACpKaHHsA, 30epiraHHs;,
BHKOPYCTAHHS, IIOIIHPEHHS, OXOPOHH Ta 3aXUCTY indopMaii’.

AnexBatHIcTh — Bift s1aT. adaequatus — IpUPiBHSAHUH, piBHUIL.

Pe:xxumHa agexkBaTHicTh HOCiiB iHdopmauii — me BinmoBigHicTh pe:kumin
JAOIYCKY Bcix HociiB inopmanii 3a ix B3aemonii. Ilix B3aemoaiero cain posymiru
31iliCHeHHS HOCISIMH Oyb-IKMX BHIIB iH)opManiiiHoi Aig1bHOCTI.

Pexxum 3axucty iHdopmarii 1ie cucrema 3axoiB, MPaBWII, 3aPOBAIKYBAHUX IS
JIOCATHEHHS METH 3aXUCTy iH(pOopMaIrlii.

3BepHeMoO yBary Ha kiacudikamiro iHopmamii 3rifHO AocTymy. 3a MOPSIIKOM
JOCTyIy iH(opMalis TOAIIAeThCs Ha BigkpuTy iH(opMmamito Ta iH(opMmamioo 3
oOMexxeHHM JocTyrnoM. [Hdopmamiero 3 00OMeXEeHUM JOCTYNOM € KOoH(piaeHIiiHa,
TaeMHa Ta ciIy>k00Ba iH(popMartis.

Konoinenuiitnoto € iHdopmaris npo ¢isumuHy ocoOy, iHpopMmaris, JOCTYH 0
K01 0OMeKeHO (i3MYHOI abo IOPUIUMYHOI0 0C000I0, KpiM CyO’€KTiB BIAJHHX
MOBHOBaXKEHb, a TakoX iHQoOpMallis, BH3HAHAa TAaKOIO Ha TIJACTaBi 3aKOHY.
Kondinenuiiina inpopmaris Moke MOMMPIOBATUCS 3a OakaHHAM  (3r0/0I0)
BiJMOBiTHOT 0COOM y BU3HAUEHOMY HEIO TOPSAKY BiIIOBIAHO 0 epe0adeHnX HEIO
YMOB, SIKII[O iHIIIE HE BCTAHOBJICHO 3aKOHOM.

TaemHa iHpopmamisi, abo «IepkaBHA TaeMHUI» — BHA iH(opMmamii, 1m0
OXOILTIOE BITIOMOCTI y cepi 000pOHHU, CKOHOMIKH, 30BHIIIHIX BiJTHOCHH, JEPKaBHOL
Oe3reKy i OXOPOHH IPABONOPAAKY, PO3TOJOLICHHS SKUX MOXKE 3aBHATU ILIKOIH
KUTTEBE BAXKJIMBUM iHTepecaM YKpaiHH i siKi BU3HaHI y HOPSAKY, BCTAHOBICHOMY
3aKOHOM, JEP>KaBHOIO TAEMHHUIICIO Ta MiUIATal0Th OXOPOHi 3 OOKy JepkaBH .

® Tpo indopmarito : 3akon Ykpainm Bix 2 xoBTH 1992 p. Ne 48 / Bepxosna Pana
Vkpainn. URL:  https://zakon.rada.gov.ua/laws/show/2657-12#Text  (nata  3BEpHEHHS:
03.03.2026)

" [Ipo jepkaBHy TaeMHHMITIO : 3akoH Ykpainu Bix 21 ciuns 1994 p. Ne 3855-X11 / BepxoBHa
Pana Ykpainun. URL : https ://zakon.rada.gov.ua/laws/show/ 3855-12#Text; Haka3 cmyx0u
Oe3nexu Ykpainu Ne 383 Bin 23.12.2020p. (Penakuis cranom Ha 09.09.2024)

Haxa3z cmyx6u Oesnekn VYkpainm Ne383 Big 23.12.2020p. (Pemaxuis craHOM
Ha 09.09.2024)
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[Nopsmox BinHeceHHs iH(OpManii 10 TaeMHOI ab0 cIy)00BO1, @ TAKOXK MOPSIIOK
JIOCTYIIy 10 Hel peryiroloThesl 3aKOHAMH.

Crnyx00Ba iHpOpMAIIisl MOKE MICTHUTHUCS JIMIIE B JOKYMEHTaX Cy0’€KTIiB BIIaHUX
MOBHOBa)XCHb, BU3HAaUEHHX y cTarTi 13 3akony Ykpainu «IIpo moctyn 1o myomigHol
iH(pOpMAILii», IO CTOCYETHCS 1X MisTBHOCTI. JIoKyMeHTaM, 1110 MicTATh iH(opMailito,
sIKa CTaHOBHUTH CIIyKOOBY iH(OpMALi0, MPUCBOIETHCS TPUD «LIs CIykKOOBOrO
kopuctyBanus» (JICK). Ha nokymenTax, 1o MicTaTh ciiyx60By iH(opMaIlito 3:

- MOOUTI3aIiifHUX UTaHb, TOJATKOBO MPOCTABISAETHCS BiqmiTka “Jlitep “M”;

- THTaHb KPUNTOTpaidHOrO 3aXHCTy CIyk00Boi iH(Mopmamii, — BigMiTKa
“Jlitep “K”;

- THTaHb CHenianbHOI iHopMarrii, — BiamiTka “CI”.

Kateropii mOKyMeHTiB, Ha SKUX HpocTaBisieTbes Bigmitka “Jlitep “K”,
BU3HAYAIOTHCSl HOPMATHBHO-TIPABOBUMHU aKkTaMu AMiHicTpalii Jepikcnenss’ 3Ky .

3a00poHSIETHCST BAKOPHCTOBYBATH JUTs Hiepeaadi ciyx60Boi iHpopmarii BigkpuTi
KaHaJi 3B’ A3KY.

3akoH Ykpainu «[Ipo moctynm mo my6miuHOi iHpOpMarii», 30kpemMa crarts 9,
OKPECITIOE KOJIO iH(pOpMAIlii, Ika MOJKE HaJIekKaTH 0 KaTeropii «CiIyk00Bay:

1) mo MICTUTBCS B JOKyMEHTaX CyO’€KTiB BIAagHUX ITOBHOBAKEHb, SKI
CTaHOBIIATH BHYTPIBIIOMYY CIy>)KOOBY KOPECHOHJCHIIIO, IOMOBIJHI 3aIliCKH,
peKoMeHaNii, SKIO0 BOHM IOB’sI3aHi 3 pO3POOKOI0 HATPSIMY JAiSUIBHOCTI yCTaHOBHU
a00 31iHCHEHHSAM KOHTPOJBHHX, HADIAA0BUX (YHKIIH OopraHamu Jep)KaBHOI Biajy,
MPOIIECOM MPUHHATTS PINIEHb 1 MEpeAyloTh MyONMiYHOMY OOTOBOPEHHIO Ta/abo
MPUHHATTIO PillICHb;

2) 3ibpama B Tmpoleci ONEepaTHBHO-PO3IIYKOBOI, KOHTPPO3BiTyBalbHOL
IISUTBHOCTI, y cdepi 000pOHHU KpaiHH, Ky He BIIHECEHO JI0 ICPKaBHOI TAEMHHIIL.

OTxe, KO iHGOpPMAIiS HANEXUTh IO BKa3aHOTO KOJA, BOHA MOXE OTPUMATH
CTaTyC «CITyKOOBOD».

Hanexatu 1o cinyx00Bo1 Taka iH(opMaIlis MOXKE BiIMOBITHO 10 BUMOT YaCTHHH
npyroi cratti 6 3akoHy Ykpaiuu «IIpo moctym mo myGuivHOi iHpopMmarii», ToOTO
MiCJIs 3aCTOCYBAHHS TaK 3BAHOTO «TPHCKIIAJ0BOTO TECTy». Tak, 0OMEXEeHHs TOCTYyITy
o iH(opMarii 3AICHIOETECS BIINOBIAHO 10 3aKOHY HPH JOTPUMAaHHI CyKyIHOCTI
TaKUX BUMOT:

1) BHKIIIOYHO B iHTepecax HamiOHaJIBbHOI O€3MEeKH, TEPUTOPiabHOI IITICHOCTI
ab0 rpoMaJChKOro MOPSAKY 3 METOI0 3amo0iraHHs 3aBOPYNIEHHSM 9YH 3JIOYHHAM,
JUISL OXOPOHU 3JI0POB’Sl HACEJIEHHs, JUIsl 3aXUCTy pelryTanii abo mpaB iHIINX JIIOEH,
JUTSL 3armo0iraHHs po3roJIoNIeHHI0 iHdopMallii, oepkaHoi KOH(iIeHIiHHO, abo s
HiITPUMAaHHs aBTOPUTETY 1 HEYNepeaKEHOCTI PaBOCY IS,

2) posrouiotieHHs iHpopMariii MoXKe 3aBIaTH iICTOTHOI IIKOAX UM iHTEpecam;

3) mKoJa BiJ ONMPWIIOTHEHHS Takoi iH(opMamii mepeBaxkae CyciIbHUH iHTEpeC
B il OTpUMaHHi.

Hoctyn no cimyx060Boi iHpopMalii 0OMeKy€eThCsI JIUIE 32 YMOBH HAsIBHOCTI BCiX
Tpeox BUMoOr. Ilpm BixcyTHOCTI Xoua 0 onHiel 3 HHMX iH(OpMAaIis € BiAKPHUTOIO
(uacrtuHa 2 cratTi 6 3akony Ykpainu «IIpo moctyn no my6iuHol iHpopmariim).

Bynp-sika iHQopMamis € BiIKpUTOIO, KpiM Ti€l, IO BiJHECEHA 3aKOHOM
1o inopmatii 3 00MeKEHUM TOCTYIIOM.

61



2. Komynika0eabHicTh sik 00’ €1HYI0UHIi YHiBepcaabHUIl TepMiH

30upanna iHpopmanii € iHGopMaUifHIM aHANOrOM ii OTPUMaHHSI OCOOHCTO
9H/Ta 32 JOTIOMOTOI0 TEXHIYHUX CHCTEM, SKUM BiIBEIEHO OJHY 3 IPOBITHHUX pOJeH Yy
Oymp-aKMX Bupax iHpopMmamiiHoi mismpHOCTI. Haiibimbmr emHe 1 Maibke
0e3MOMIIKOBO IieH iH(OpMaLiifiHui Imponec 31aifiCHIOE KOMIT'IOTEpHA CHCTEMa 3
eNIeMEeHTaMu WITy4HOro intenexry (LT).

IIpomiec 360py iHdopMmamii CynpoOBOKYEThCS TMOIIYKOM, OIliHIOBAHHSM,
CMHUCJIOBUM (iNbTpyBaHHSAM, NPUBEIACHHAM y (GOpMy, 3pydHY JUIS IOJAJIBIIOTO
BUKOPHUCTAHHA, Ta IHIIMMH AiIMH, IKi HEMOXIHUBI 0e3 3IilicHeHHS KOMYHikauiii —
MOYaTKOBOTO Tporiecy 0OMiHy iH(opMamiero Mixk HOCIIMH.

IToBcsiKCHHE TIyMAueHHS TEPMiHY «KOMYHIKaWii» JErko IpPOCTSKUTH Y
JIOBIIKOBIH JIiTepaTypi.

VY taymaunomy cioBHuKy B. 1. Jlans (1881) cioBo «xoMyHIKaIis» TIyMadmniocs
K «IUISXH, JOPOTH, 3acO00M 3B’S3Ky Miciiby. CaMe y I[bOMY CEHCi ypOJDKEHEIlb
IMonrtaBcekoi ob6macti M. B. Toroms mucaB: «HeBchbkuii IpOCIEKT € 3aranbHa
komyHikamiga [letepOypry». Komynikamis (Bix 7naT. communicatio — €IHICTb,
nepenava, 3’€IHaHHS, MOBIJOMIICHHA, OB’ s3aHE 3 MIECIOBOM JIaT. cCOMMUNICO —
POOITI0 CHITBHUM, TIOBIAOMIISIIO, 3’ €IHYFO, TOXIIHUM BiJl JTaT. COMMUNIS — CITLTbHA )
— 1e mporec oOMiHy iHpopMatieto (pakTaMu, iIesIMH, MOTIISIAAMH, €MOIISIMHU TOIIO)
MDK 0c00aMH Ta CHCTEMaMH 3 eJeMeHTaMu mry4yHoro iHrenexry (L), crinkyBanHS
3a JIOTIOMOTOK0 BepOalbHUX 1 HEeBepOaJbHUX 3acO0IB 13 METOK MepelaBaHHsA Ta
oneprkaHHs iHpopmarii.

Pi3HOMaHiTHI BUAM H CmOcoOM KOMYHIKallil MOXXHa MOAUIMTH HAa TPH TPYIH:
YCHY, TIMCEMOBY i1 Bi3yaJIbHY.

Jaini Mu po3ristHeMO mapagirMaibHe TIIyMadeHHs TEPMiHY «KOMYHIKaIlis.

TepMiH  «KOMYHIKallisl»  BHKOPDHUCTOBYETBhCS  OaraThmMa  CYCIUIBHHAMH,
010JIOTIYHUMHY, TEXHIYHUMH HayKaMH, i HaldacTille MaloTh Ha yBa3i elIEMEHTapHY
cxeMy komyHikauii (Puc. 1).

Hociii JKEPEJIO OTPUMVBAU,
ingopmarii, [TOBIZIOMJIEHHS indopmarii,
BiAIIpaBHUK, azmpecar, IpuiiMay

nepegaBay

Puc. 1. EnemeHnTapHa cxeMa KOMYHiKamii

Enemenrapna cxema TOKa3ye, IO KOMYyHiKamis Iependadae HasBHICTb
[IOHAalMEHIIE TPbhOX YYAaCHHKIB. HOCIH — mepenaBajgbHHUIl 00’€KT (KOMYyHIKaHT),
HOCI# (3 OBiJOMJICHHSIM), HOCIH — npuitMarounit 06’ €kt (peluIri€enT).

Ha Bigminy Bix enemenrapHoi mapaairmaibHa cxema (Puc. 2) mepenbauae
HasBHICTH HOCIiB iH(popMaii, sIKi KOMyHIKaOeIbHI HACTUIBKH, IO NPH MepeMillleHH]
iH(opMalLil 3 0JHOro HOCIs Ha iHIIKH 3arpo3u iH(opMalii He peati3yloThes i BOHA
36epirae cBoi BIACTUBOCTI: KOH(DIACHUIHHICTD, LUTICHICTD Ta JOCTYIHICTS.
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Komynikabeabni
Hocil indopmanii

y y

Indopmania 1(1i cHHOHIMIT)

Hocii indopmamii

JOKEPEJIA Incdopmartis 2(1i CHHOHIMIT) Hocii
Iadopmanis 3(11 cuHOHIMIT) 1H(1)0pMaII11‘—
OTpHMYyBaul,
Indopmanis 4(ii cHHOHIMM) OZIEpDKyBa‘{i
Iapopmanis. .. (ii cHHOHIMH) indopmanii

Indopmartisa N(1i criHOHIMIT)

Puc. 2. [TapaairmanbHa cxema KoMyHikauniii

B 000x cxeMax MH CIIPOIIEHO He TIOKa3ye MO JKepena 3aBaj (IyMy Ta iH.).

Komynikamiss — me pi3HOBUA iHpOpMamiiiHOI B3aeMonil MK HOCISIMH.
Jlns BigMe)KyBaHHS KOMYHIKamii 3 1HIIMX iH(QOpPMAIIfHUX MHPOIECiB MOKaKeMo Ii
BiIMiTHI O3HaKH. Y4YaCHUKaMH KOMYHiKallii MOXYTb OyTH:

- TMNpPeACTaBHUKM COLyMy — OKpemMa JomuHa abo rpyna Jrofed ax
JI0 CYCHIJIBCTBA B LIJIOMY (@ TaKOXX TBAPHHU — 300KOMYHIKaIIis);

- eJeMEHTH TeXHOC(pepH — «TeXHiuHI 3acobu mpuiiomy, mepenadi, oOpoOKw,
30epiranHs i T. A. iHpopmanii» (gami, — T3III), a Takoxk «IOMOMIXHI TeXHIUHI 3ac00N
Ta cucremu» (maini, — AT3C);

- TIporpaMHi iHQOpMaIiifHI IPOTYKTH SK 00 €KTU IHTENEKTyalIbHOI MisTBHOCTI,
110 BUKOpUCTOBYIOThCA crnibHo 3 T3I1I ta AT3C.

XTOoCch 3 HOCIIB € JDKepesioM, XTOCh — ojepxyBadeM iHpopmanii abo oOMiH
iH(pOPMALIEI0 € «B3aEMHHUMY.

KomyHikamii B1acTHBa JOUIIBHICTh Y (QYHKIIOHAIBHICTB.

JlouinbHICTE MOXKe BUSBISATHCS Y KUTBKOX (hOopMax:

- TIepeMIIIeHHsT HOCis 3 1H(opMali€ero y TeOMETPHIHOMY MPOCTOPi «3 IMMyHKTY A
JI0 MYHKTY B» — y IbOMy T0JITa€e MeTa TPAaHCIIOPTHOI YH €HePreTHYHOT KOMYHiKallii;

- MeTa B3a€EMOJIIOYMX HOCIIB TOJsirae HE TUIBKA B OOMiHI MarepialbHUMH
npeaMeTaMu (KOHBEPTH 3 JIMCTaMH, MarHiTHI AMCKU a0 eJeKTPOoHHI ¢iem-Hocii), a i
y TOBiJOMJICHHI OJJMH OJIHOMY CEHCIB ((CMHCIIBY), III0 MAlOTh OCOOJIMBY (CMHCIIOBY)
npupoay ( sKiCHa 4M CMHCIIOBa xapaktepucTuka iHdopmanii). Hocismu cmuciis €
3HaKM, CHMBOJIM, TEKCTH, IJ0 MAlOTh 30BHILIHIO, YyTTEBO CIpUHMaeTbCcs opmy i
BHYTpIIIHIA yMOrNIsiAHHKA 3MicT. MOXKHAa [aTh Oie OxHe 3arajbHe TIyMadeHHS:
KOMYHIKAIIisl € OTIOCEpEeIKOBaHa Ta IOLJIbHA B3a€EMOIisI Y TIPOCTOPI Ta B Yaci.

3aexXHO BiJl 3HAXOJDKEHHS HOCIIB Y MPOCTOPOBO-YaCOBOMY KOHTHHYYMI Climye
THITI3allis] KOMyHiKalil, npencrasineHa Ha Puc. 3.

Sk mpaBuiio, mporec nepemimieHHs iHGopMaril CynpoBOIDKYETHCS Y3TOMKEHHSM,
sIKe BKJIFOYAE TMPOIICC MPUBEICHHS 3i0paHoi iHpopMarlii 10 CTaHAAPTIB, PO3POOICHUX
UsL aHOro Kiacy cucreM. [Hakmie Oe3 craHaapTu3alii MO3UTHBHHUN pe3yibTar
npoiiecy oaepxanHsi (36opy) inpopmaliii cTae IpodIeMaTHIHUM.
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Komynikanis
Texniuna ComnianbHa Jloriuna
TexHivHmMil, CMIHCTIOBHH, KOIyBAHHS
>
€HepreTHYHMI, 4y TTEBHII, nmhpyBaHHs,
Gizmammit TICHX19HHH, KLIBKiCHUI, SIKiCHA
i T. 1. THIH. TeXHiYHHI, i T. 7. TTIITH.
CHEpPT CTUYHHH,
bismaamit
1 T.II. THIH.

Puc. 3. Tunizauis komyHikamii

VYV mnani iHpopMmaniiiHOi Oe3meku cTaHAapTH3aLis SK BHI iHpOpMamiitHOl
ISUTBHOCTI Ma€e KiHI[EBY MeTy BCTAHOBIICHHSI JUIsl HOCITB iH(opMaIil HOpM, MpaBmJ,
XapaKTePHUCTHK Ta iH., sIKi 3HWKYIOTh HMOBIpHICTh peanizaliii 3arpo3 mis iHpopmarrii
UUIXOM 3a0e3IedYeHHsT COiaNbHOI, TEXHIYHOI Ta JOTIYHOI (CeMaHTHYHOI, MOBHOI)
CYMICHOCTI HOCIiB iH(opMarii.

3akoH VYkpalHM NoOKa3ye Leil mpomec y OUIbII y3araJlbHEHOMY BHIJISAL
«Crangaptusaniss — JUSUIBHICTB, IO MOJNSATa€ B YCTAHOBJICHHI IOJNOXKEHb JUIS
3arajJlbHOro Ta HEOJHOPA30BOI'0 BUKOPUCTAHHA IIOAO0 HAsIBHUX YU HOTeHuiP’IHHX
3aB/JlaHb i CIIpsAMOBaHa Ha MNOCATHCHHS OITUMAJIBHOI'O CTYINEHS Bl'lOpS[}lKOBaHOCTi
y TOMy 49HcTi 1 3a1a4 iHpopMariifHoi Gesnexm»’.

B ocrtaHHi KiTpKka pPOKiB 0arato XTO II0YaB TOBOPUTH IIPO CYMICHICTH SIK
iHTepornepabenbHicTh. [TUTaHHS HaBiTP BHHOCHIIOCS Ha OOTOBOPEHHS Y MIKHApPOIHUX
OpraHizallisX Ta Ha MONITHYHIA apeHi. Sk pe3ynbTar, OTpUMaHO OUTBII dYiTKe
Bu3HaueHHs: Tepmini B pociipkenni IDABC (Interoperable Delivery of European
eGovernment Services to public Administrations, Businesses and Citizens)™.

«luTeponiepabenpHicTh — 1€ 3AATHICTH IHQOPMALIHHMX Ta KOMYyHIKAI[iHHHX
TEXHOJIOTiH Ta Oi3Hec-NpolLeciB, SKi HUMU MiATPUMYIOThCS, A0 OOMIiHY AaHMMH Ta
3a0e3nedeHHs 0OMiHy iH(OpMaIi€lo Ta 3HAHHAMID.

1. Opranizariiiina cymicHicTb (comianbHa, — aBT.).

Croii HaJIe)KUTh BU3HAUCHHS Oi3HEC-IIeH, MOJENOBAaHHS Oi3HEC-TIPOIIECIB Ta
3a0€e3MeUeHHsT CHIBIpali YCTaHOB, $Ki OaXaloTh OOMIHIOBAaTHCS 1H(POPMAIIEO
(MOKyTh MaTH BIIMIHHOCTI Y BHYTPIIIHIX CTPYKTYpax Ta MpoIecax).

2. CeMaHTHYHA CyMICHICTb (JIOTi4Ha, MOBHA).

3abe3mneuye 3po3yMiIicTh Iporecy oOMiHy iH(oOpMaliero AT IHIIMX Mporpam,
sSIKi crodaTky He Oynu po3pobuieHi aust niel Metn. CeMaHTHYHA CYMICHICTD JI03BOJISIE

® Mpo cranpapruzamito. 3akon Ykpaiuu Big 5 uepsrs 2014 poky Ne 1315-VII BepxosHa
Pama Vkpaiau. URL : https://zakon.rada.gov.ua/laws/show/1315-18#Text

0 Decision 2004/387/EC of the European Parliament and of the Council of 21 April 2004
on the interoperable delivery of pan-European eGovernment services to public administrations,
businesses and citizens (IDABC) [Official Journal L 144 of 30 April 2004].
https://www.ab.gov.tr/files/tarama/tarama_files/10/SC10EXP_ IDABC.pdf
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0o0’eqHaTH OTpUMaHy iH(pOpMAIilo 3 IHIMMU iHGOPMALIHHUMH pecypcaMu IUis
nopanemoi oO0poOku. Sk NpHKIanm ceMaHTHYHOI CyMiCHOCTI Opay3epiB ITOKa3aHO
Tabmmo 1, sika He TOTpedye HOJaTKOBUX IOSICHEHb CYMICHOCTI .

Tabmuus 1

MinTpumka 6pay3epamMu ceMAaHTHYHHX €JIEMEHTIB

Bpayszep IE | Firefox | Chrome | Safari | Opera | Safari| Android
i0S
MinimanbpHa
FATPHMYBAEA | 9 | 4 8 5|11 | 4 2.1
Bepcist

3. TexHi4Ha CyMiCHICTb

Croztil BXOISTh TEXHIYHI aCIIEKTH CYMiICHOCTI KOMIT FOTEpHHUX CHCTEM Ta CEPBICiB,
Taki sK: BiIKpuTi iHTepdeiicu, cepicn oOMiHy iH(QoOpMami€ero, IHTETpallisl JaHUX Ta
MpOrpaMHOTro 3a0e3MeUeHH s, TOAaHHs JaHNX, JOCTYITHICTh Ta CIIy>kOH Oe3meKn.

TakuM YmHOM, — KOMYHIKaOenbHICTH (Bim Mi3HBONAT. communicabilis —
CIONYYHUM, CIIOAy4eHHit): 1) CyMiCHICTh (3MaTHICTh O CHibHOI poOOTH (B3aeMoii
— ABT.)) PpI3HOTHUIIHHX CHCTEM THepenadi; 2) 34aTHICTh OO CIHUIKyBaHHS,
TOBAPHUCHKICTD.

SIKIIO TOPIBHATH CMHCIIOBE 3HAYCHHS TEPMIiHIB «iHTEpOIepabenbHICTE» Ta
«KOMYHIKaOeNnbHICTh», TO CTa€ BUIHO CMHCIIOBY IIMPUHY JAPYrOro TepMiHy, KU
OXOILTIOE BCi TPH CTOPOHH TEPMiHY «CyMICHICTEY». OIHOYAaCHO KOMYyHiKaOelbHICTh
y3arajJbHEHO OXOIUIIOE 3HA4YEeHHS TEPMIHY «y3TOMKEHICTB» 3 TaKUMH HOro
CHHOHIMaMH, SK: Y3TOJ/DKEHICTh, 3JIarOJKEHICTh, CTPYHKICTh, CYMICHICTb,
HECYIepeYHICTh, KOHTAKTHICTH Ta iH.

YacToTa 3aCTOCYBaHHS TEPMiHy «KOMYHIKaOEJIbHICTh» CTAHOBUTH MPHOIHM3HO 30
BIJICOTKIB y 3arajbHili JIEKCHIli, ICHXOJOTii Ta aBTOMAaTHI TPETHHY BiJ 3arajbHOI
KUTBKOCTI 3acTocyBaHb. TiIbKM y MEIWIMHI BOHA CKJIajgae 8 BIICOTKIB BiA BCiX
TEPMIHiB.

3 ormny Ha Te, IO JIOJMHA € HOCieM iHQopMaIlii, 9acTo 3aCTOCOBYIOTH TEPMiH
«CHPUHHATTS» iHPOpPMaILLil, 10 OXOILTIOE TEXHIYHY cepy Ta cepy coliymy.

CopuiHITTS — TpOIEC NMEePEeTBOPEHHS BiIOMOCTEH y TEXHIYHY CHCTEMY UM
JKMBUH OpraHi3M i3 30BHIIIHBOTO CBiTY, Y ¢(opMy, HpHIATHY 10 MOJAIIBIIOIO
BHKOPHUCTAHH. PO3PI3HSIIOTH CTATHYHE Ta JUHAMIYHE CIIPUHHATTS

CydacHi iH(GOpPMaLiiiHI CHUCTEMH CTBOPIOIOTHCS, 3a3BHYAi, 3 ypaxXyBaHHIM
KOMIT'IOTepiB 1 dYepe3 CKIagHOCTI MalOTh PO3BUHEHY CHCTEMY CHPHUHHSATTA.
HItyuno — inrenekryansne (ILI) copumifasTTs iHbOpMamii mpexncraBisic JOCHTH
CKJIAIHMH KOMIUICKC NPOTPAMHUX Ta TEXHIUYHHX 3aco0iB. [IJIs1 pO3BUHEHHX CHCTEM
COPUITHATTSI MOXKHA BUIUIUTH KiJIbKa €TAIB MepepoOKH iHdopMallii, 110 HaXOIUTh:
nonepenHs o0poOKa Iyl NPUBEIEHHS BXITHHUX JAHUX J0 CTaHJAPTHOTO AN JaHOL
CHCTEMH BHIYy, BUIUICHHS B iH(pOpMamii BCTYIHHMKIB CEMaHTHYHO i MpParMaTH4YHO
3HauyIIUX iHOPMaLiHHUX OAMHHMIb, PO3Mi3HABAHHS 00’ €KTIB i CUTYyawii, KOPEKIis

" BpaysepHa cymicHicth ceMaHTHuHMX eneMenTiB. [Enexrponmmii pecypc]. URL
http://professorweb.ru/my/html/htmli5/ level1/1_7.php
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BHYTpPIIIHBOI MoOpeni cBiTy (Ta iH.) BiIl HaT4YMKIiB (CEHCOpiB, aHAII3aTOpiB), IO
BXOISTH 10 KOMIUIEKCY TEXHIYHHX 3aC00iB CHCTEMM CIIPUHHSTTS, OPraHi3yeThCs
CIPUHHATTS 30POBOT0, aKyCTHYHOTO Ta 1HIINX BUAIB iH(opMarTii.

TakuM YMHOM, MOXXHa CTBEpDKYBAaTH, IO Yy IEBHHX BUIaJKaX CHHOHIMaMHu
TEPMIHY «KOMYHIKaOCIBHICTE» €. Y3TOMKCHICTh, CYMICHICTh, 3J1arOKCHICTb,
iHTeponepabeNnbHICTh, KOMYyHIKATUBHICTh Ta 0araTo iHIIMX, IO HAJIEXaTh A0 cdep
COLlIaIbHUX, TEXHIYHUX Ta/ab0 JIOTIYHMX KOHTAKTIB. 3acTOCYBaHHS TEpMiHY
«KOMYHIKa0eIbHICTh» HaHOLIbII €MHE OXOIUTIOE chepr CyMiCHOCTI iHPOpMAIITHIX
B3a€EMOZIH HOCIIB iH(opMaii.

3. Knacudikanis «komyHikadeabHOCTI HOCIIB iH(opMaiii»
3po3ymilo, mo:

- KoMyHika0OenpHi Hocii iH(opmarii — me Hocil iHpopMmamii ski 37aTHI 10
0e31OMHIIIKOBOT B3a€MOJIIi:

- KOMyHiKaOelbHICTh HOCIiB iH(popMalil — IIe 3JaTHICTh HOCIiB iH(popMamii
OpaTu 6€3MOMUIIKOBY y4acTh y iHQOpMaLifHUX Mpoliecax;

- pexHMHa KOMyHikabenbHicTh HOCI{B iHQopmarii — Ie 3maTHICTH HOCIIB
iHpopMmarii 6patu OE3MOMIIKOBY Y4acTh (TOOTO 3 YHEMOXIHMBICHHSM peaizamii
3arpo3 iHpopmariii) y iHpopMaIiifHuX mporecax.

IcHyIOTH 1 TpOMDKHI HOCII MDK HOCIEM-IDKEpENIOM 1 HOCIEM-OTpHMyBaueM
iHpopmarii. Bonn, Ta i Bech 1x iH(popMaIiiHII TaHIIOKOK, TaK CaMo, SIK 1 «HOCIH-
JDKEpEeIio Ta HOCi-OTpUMyBawy, TIOBUHHI BiIOBIIaTH BUMOTraM KOMYHIKaOeIbHOCTI.

[TopyureHHss KoMyHikaOeJNBHOCTI HepepuBae  03BOJICHI  (CaHKIIIOHOBaHi)
PSKMMOM JOCTYIy Ipolecu mepemimenHs iHGopmanii. I[Hdopmamis 30epirae
KOH(QiIeHIIHHICTb, IUTICHICTh Ta IOCTYIHICTH, SKIIO 30€piraeTbcsi KOMYHiKa-
OeNbHICTh BCHOTO iH(OpMAIifHOTO JaHIIOra HOciiB iH(opmamii 3a iX B3aemomii
MiX JDKEPEesIoM Ta OTPUMYBayeM.

Amnamiz moHaj CcOTHI Jpkepen iH(opMmarii mMokasaB, IO «KOMYHIKaOENbHICTH
HOCITB iH(popManii» moTpedye aeskol cucTeMaTH3awlil Ta PO3KpUTTS 11 (izHdyHOrO
3MiCTy HpH B3a€MOJIi HOCIiB y mpoueci 3AiiCHeHHs iHpOpMaliitHOl AisUIBHOCTI.

SIx GyJ10 po3riIsHYTO paHille, KOMyHiKaOeIbHICTh HOCITB iH(pOpMaLLii 0XomIoe Tpu
cepenoBunia (chepn): comianbHe, TEXHIYHE Ta JioriyHe. BoHm cBoiMum akTopamu
BIUTMBAIOTh Ha TpoIecH iHpopMaliifHuUX B3aemoniil HociiB iHdopmamii (Puc. 5).
Ix MosxHa BumimuTH (KTacudikyBaTH) AK TpH OCHOBHI KIACH, INO 06 €JHYIOTHCS
TpbOMa MPUKOPIOHHUMH ITiIKIacaMu (30HaMH), siKi OyIyTh HaBEJCHI Jai.

3 cepenoBHIN BIUIMBY Ha KOMYHIKaOembHICTH HOCIiB iH(popMamii MoXKHa
BUAUMTH (KIacuQiKyBaTH) TPU OCHOBHI KJAacH, MO OO0 ’€JHYIOTBCS TpbOMa
HNPUKOPIOHHUMH 30HaAMH.
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Puc. 5. Y3arajnbHeHa CTPYKTypHa cxemMa KOMYyHikauii HociiB indopmanii Ha
NPUKJIAl KaHATY BUTOKY iH(popmanii

Ci 3a3HAYKTH, 10 Y JITEPATypPHUX DKEPEIax Ili MOHATTS CYTTEBO KIIEPEMIlIIaHi».
Hanpuknan, y céepi comiyMmy AesSKHMH aBTOpaMH BHAUISETHCS MOHATTS «TEXHiYHA
KOMyHiKalis» (a) Ha piBHI mpodecioHana — MEHEKepa, SIKUH BOJOIE TEXHIKAMU
COLIATBHOTO «IPUEIHAHHSI» O CHIBPO3MOBHHUKA, Hampukian, NLP. Takox B iHmmx
JDKepenax «TeXHIYHa KOMYHIKalis» (0) TpakTyeTbcs sSK HaOlp METOMIB, SKHMH
MPAKTAKYRO4i (PaxXiBIli KOPUCTYIOThCS, IMOO BH3HAYMTH 3aCTOCOBHICTh TEXHIYHHX
MPOIIECiB, BUKIAACHNX Y JOKYMEHTI /Ul BUTOTOBJIEHHS IEBHOTO BHY NPOAyKIii. Kpim
I[bOTO, Y BH3HAYEHHI «TEXHIYHOI KOMYyHIKalii» (B) 3aKJIaJeHO TOJIOBHY NpPaKTHYHY
METy — CTBOPUTH JIETKOJOCTYHY iH(OpMALiO UL ay JUTOPIl.

Kuacudikanist Ta 30HH po3MexKyBaHHS KOMyHikaOenbHOCTEH HOCIiB iH(popMmaii
HaBelIeHO Ha PucyHKy 6.

TEXHIYHA

PiBeHb: TEXHIUHMIA,
E€HepPreTUUHIn,
bisnuHmMiA
Ta iH.

> el

ol \

KOMYHIKALLIA KOMYHIKALIIIA

JROMYHIKABE/IbHICTb

|
\ Hociie iHpopmauii ,.norl"'lHA
\ /

COLLATIBHAN _  _ 7 Dieen:

= “noriunmi,
KOZlyBaHHA,

PiBeHb coujiymy.

OMPUTER” Logi
Interaction) Ta in.

Puc. 6. Knacugikauis komyHikadeJbHOCTi HOCiiB
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A. CouiagbHa KOMYHiKkadeJbHICTb HOCIiB iHpOpMAaIii

Iomanuss mpo inpopMmaniiiny cdepy comiymy pos3misiganocs Ine 3 dYaciB
antuunocti (IImaton, Ilporarop), ski mHpencTaBIsUIM L0 cdepy SK EIeMEHT
comianbHOro  ympaBmiHHS ~ (Apictotens, Ilumepon). CTpiMKHii  PO3BHUTOK
iH(pOpMALIITHUX TEXHOJIOTIH MPU3BIB J0 TOTO, IO AEB’ATh AecATHX yciel iHdopmarii
CBOTO/IHI ILMPKYJIIOE B TEXHIUHIN «palioeneKTpOHHO- HU(pOBii» dopmi Ta 3amydae
J10 3a0e3medeHHs colianbHOi KOMyHIKaOenbHOCTI (haxiBLiB y raidy3i TEXHIYHUX HAYK,
SKi 3aMalOThCA BUPIMICHHSIM EPrOHOMIYHMX NHTaHb y Taly3i KOMIT FOTEPHOL
iH(popMarii.

CmpaBa B ToMy, IO caM IpoIec repenadi iHpopMamii 1Mo CyTi € COIiaJbHHM
yepe3 Te, IO B KIHIEBOMY paxyHKy BIH Iojsirae B TIiepepadi iHdopmarii
(«CHHOHIMIBY»: 3MICTY, BITOMOCTCH, TaHUX 1 T.IT.) BiZl OMHI€ET JIFOJMHHU IO 1HIIOT.

Jlronuua (Hociit iHdopMarii...) € sAK BHPOOHHKOM — JDKEPEIOM, Tak i
CIOXKHBaYeM — oJepkyBaueM iH(popmamii. Tomy coriangbHi KOMyHIKalii €
iHpopMaLifiHUM TporecoM moumpeHHs iHdopmarii sk ocobmauBoi  dopmu
iHpOpPMaIifHUX BIZHOCHH MDK JIOOPMH. Y 3B’S3Ky 3 IMM CEHC Ta 3MiCT
iHpopMaIiitHol chepu comiyMy HEOOXiTHO PO3MIIAAATH Y LIMPOKOMY COILiaidbHO-
TEXHOJIOTIYHOMY KOHTEKCTI.

b. Texniuna komyHikaéeabHicTh HOCITB iH(OpMarTii

Texnocdepa — 11e cdepa, 1110 MiCTHTH WITYYHI TEXHIYHI CIIOPYAHU Ta MIPUCTPOT, 10
BUT'OTOBJISIFOTHCS. T4 BUKOPHCTOBYIOTHCS JIOAMHOI. KomyHikawil Mk HUMH Ta iX
SIKICTB € XapaKTePUCTUKOIO TEXHIYHOI KOMYHIKaOeIbHOCTI HOCIIB iH(’popMaui'ilz.

B. Jloriuna komyHikadeabHicTb HOCIiB iHpopMarii

[lix morivHOIO KOMYHIKaOeNnbHICTIO HOCIiB iH(opMmamii po3ymieTscst 00sacTb
MIPUKIIaTHOT JOTiKH iH(pOopMamiifHO-KOMYHIKAI[ITHUX TIPUCTPOIB Ta CUCTEM SIK chepu
3aCTOCYBaHHS HAyKH JIOTiKH; pPIi3HOMA@HITHICTh TPAaKTHYHOIO BHUKOPHCTAHHS
MaTeMaTHKO-JIOTIYHUX TEOpii, BHACIINOK YOro JIOTiKa BHUKOHYE METOHOJIOTIYHY
¢yHKIif0, HaOyBae MPHUKIAHOTO 3HAUYSHHS 1 BITHOCHTBCS IO KOMIT FOTEPHOT JOTiKU
sik 0asucy TexHosoriit IT-inpopmaniitnux ta L.

Bynp-sike mopyuieHHs KOMyHiKaOeIbHOCTI HOCiiB iHdopMallii icToTHO 30inbInye
BIpPOTiHICTH peai3alii HeraTHBHOTO BIUIMBY 3arpo3 Ha iH(opMarito.

BHUCHOBKH

[lizcymoBytoun  pe3ynbTatd 0OaraTopiuHHX  CIIOCTEpEeKEHb, IMyOIiKaIlii,
3ayBakKeHb, BIITYKIB Ta KOPEKI[IH MOXKHA 3pOOHUTH O3UTUBHUI BUCHOBOK TIPO Te€, III0
TOJIOBHHH 3aKOH 3aXHCTy iH(opmarlii 1a€ JOCHTh TOYHY BiJIIOBIJb Ha 3aIMTAHHS:
«Y SIKHX BHIAIKAX MOXHA BBAXKATH iH(OPMALI0 3axumenoron 415,

12 Cniounkn ABBYY Lingvo (Uk-Uk) Texsoctepa Explanatory (Uk-Uk) [EnekrporHmit
pecyPc]. URL : http://www.lingvo.ua/uk/Interpret/uk-uk/Texuochepa

® Tpomuko 1.0. TonoBHuit 3akon 3axucry indopmarii. Yactuna apyra. Collection of
scientific papers «Scientia». Section 9. Information technologies and systems. DOI
10.36074/scientia-16.08.2024 — Singapore, Republic of Singapore.- August 16, 2024. p. 45-50

I'pomuxo 1.O. TonoBumii 3akoH 3axucty iHdopmauii. VIl MixHaponHa HaykoBo-

npakTuyHa KoHpepenuis “Theoretical and empirical scientific research: concept and trends”-
Section XI Information technologies and systems — DOI 10.36074/logos-16.08.2024.001 — m.
Oxcdopa, Cronyuene KopomiBerBo. 16 cepmmst 2024 p. 177-188
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«Indopmanis BBaxkaeTbcsl 3aXHIIEHOI0, SIKINO Wi 4Yac 3ilicHeHHs
indopmauiiinoi aisbHOCTI 060B’A3KOBO i 0/IHOYACHO BUKOHYIOThCS ABi r0JI0BHi
BUMOTH 10 iHpopManiiiHuX JaHUIOriB B3aemoii HociiB iHdopmanii:

1) «peskuMHa aieKBATHICTB» HOCIIB iHdopMamii;

2) «pe:KUMHA KOMYHiKa0e1bHicTh» HociiB indopmanii» . (UA)

“Information is considered protected if, during the implementation of
information activities, two Key (Primary, Core and Basic) requirements for
information chains of interaction of information carriers are necessarily and
simultaneously fulfilled:

1) “regime adequacy” of information carriers;

2) “regime communicability” of information carriers.” (ENG).

AHOTANISA

Bazyrounce 3microm 3akoHiB VYkpaiu «IIpo inpopmaunitoyn, «IIpo 3axucT
iH(popMarii B iHopMalitHO-KOMYHIKallIHHAX cucTeMaxy, «IIpo 3axucT nepcoHanbHUX
maHux» Ta «[Ipo ocHOBHI 3acamu 3abesmedeHHs KiOepOesmeku YKpaiHW» Ta
JIeP)KaBHUMH CTaHAApTaMH 1 HOPMAaTHBHUMH JOKYMEHTaMH aBTOp CIpoOyBaB 3HAHTH
BiAmoBiAb Ha 3armmraHHA: «Konm iH(popMalio MOXXHAa BBaKATH 3aXHIICHOIO?». [Ipu
YOMy BifIIOBIIb NOBHHHA Oysa MICTHTH 1 CTaTMYHWH, 1 JWHAMIYHUHA CTaHM HOCIIB
iHdopmanii ski mpuiMaroTe y4acte B iH(popMamiiHii misueHOCTI. [lepmia wactina
«["onoBHOTO 3aKOHY 3axHcTy iH(popMaii» Oyia po3pobieHa maibke 10 pokiB ToMy i
Mana Ha3By «3araibHa mapaaurma 3axucrty iHdopmarii». I Tiapku y TemepiniHii dac
BIAJIOCS MOBHICTIO JOCHIANTH peabHi iHOpMaLiiiHi CyJacHi MPOLECH IO J03BOIIIIO
chopMmymoBaTH BH3HauYeHHS «[ OJIOBHOTO 3aKOHY 3axHCTy iHpopMamii» B TOMY
BUTUIAMI, SKAM HAaJaeThCsl B JaHil HayKoBii crarti. Pesympratu omyOuikoBaHi y
HayKOBHX 30ipHHUKaX AEKUIbKOX MiKHapOmZHHX KOH(epeHHid. 3ayBaxxeHb, ITOMPaBOK
Ta KOpEeKUili Ha HACTYIHHH MOMEHT JI0 aBTOopa He Hamiinuio. Ha mymky aBropa, —
I'ooBHMIA 3aKOH 3aXHCTy iH(pOpPMAIii Ma€e MPaBO Ha KHUTTL.

Jlitepatypa

1. TI'pomuxko 1.O. 3aranbHa nmapagurma 3axucTy iHpopmarii: mpodaeMu

3axucty iHdopmalii B acrmekTax MaTeMaTHYHOTO MOJCIIOBAaHHS @ MOHOTpadis.
Xapkis : XHY im. B.H.Kapasina, 2014. 216 c.

2. Crocib 3HenKomKeHHs: BUOYX0BOro MpHCTPOIo : maT. Ykpaina : MKIT F42D
5/04. Ne7238 ; 3asBn. 11.08.2006 ; omy6u. : 15.06.2005, Brom. Ne 5.

3. Cmoci6 BU3HAYeHHS BHYTPIMHIX JedekTiB y CTiHAX MpPUMIIMIEHb :@ TMar.
VYkpaina : MKIT GO1B 11/16. Ne32620 ; 3asBn. 26.05.2008 ; omy6um. : 26.05.2008,
brom. Ne 10.

4. Cnoci6 Bu3HaYeHHs BHYTPIMIHIX OedeKkTiB y CTiHAX NpPUMIIIEHb :@ Mar.
VYxpaina : MKIT GOIB 11/16. Ne107207 ; 3asBn. 27.11.2015 ; omy6u. : 25.05.2016,
Brom. Ne 10.

5 I'pomuko 1.O. ITipaminansha MoaeNb HOCTYIY IPOMAISHUHA O JEPKABHOI TACMHHILL.
36ipauk gomoBinelt VI MiKHapomHOI HayKOBO-IPakTH4HOI KoHpepenwii “Crparerivni
KoMyHiKalii y cgepi 3a0e3nedyeHHs HauioHaIbHOI Oe3mekd Ta 0O0OpOoHH: MpoOJIeMH, TOCBIN,
nepcrexTusu” 29 sxoBTHS 2025 p./ MinictepcTBo o6oporn Ykpainu, HYOY. VJIK: 355.451.
K.: HYOVY, 2025. 237 c. Cr. 131-135.
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OCOBJIMBOCTI ®IKCALIi IUPPOBUX CJILIIB
M1 YAC NPOBEJEHHS CJALIYNX (PO3ITYKOBUX) I

J3opoenn A. 1.

BCTYII

CyyacHUId eTanm pPO3BUTKY CBITOBOi LMBLTI3alil XapaKTEPH3Y€ThCS TOTAIHHOO
TpaHcdopMaNi€ro COIialbHUX KOMYHIKaIliH, 1110 3yMOBJICHA CTPIMKHUM BIIPOBaKESHHIM
iHopMmamiiiHux TexHomori y Bei chepu moACHKOi xuTTemisuibHOCTI. e mporiec
HEMHUHYyYEe CYNPOBODKYETHCS SIKICHOIO 3MIHOIO CTPYKTYpH 3JIOYMHHOCTI: Bij
KJIACHYHHX «MaTepiajlbHUX» TPABOMOPYIICHh A0 KiOEp3JOYMHIB Ta 3JIOYMHIB, [
muQpoBi MPUCTPOI BUCTYMAIOTH 3HAPAIIAM ab0 00’€KTOM TMOCSATaHHSA. Y IIOMY
KOHTEKCTI Tiepes] KPUMIHATICTUYHOI0 HAayKOI0 IocTae (yHIaMeHTaIbHE 3aBIAHHS —
po3pobKka TEOPETHYHHUX 3acaj] Ta MPAKTHYHHX IHCTPYMEHTIB pOOOTH 3 HOBHM THIIOM
BiI0GPAXKCHHS PEalbHOCTI, a came 3 (POBMMH (€IEKTPOHHIMH) CIrigaMu’.

CyyacHi KpUMiHanbHI IPAaBONOPYLIGHHS BCE 4YaCTillle BYHHSIOTBCI Y
kibeprpoctopi abo CYmpOBOMKYIOTHCS YTBOPEHHAM CHEUH(MIYHHX LHQPOBHX
BifOOpakeHb, SIKi 32 CBOEIO MPUPOAOI0 CYTTEBO BiAPI3HIIOTHCS Bi TpaAWIIMHUX
MaTepialbHHX criztiB®. Ile CTaBUTh Tepel KpUMIHATICTHIHO HAYKOK BUKIHUK 00
MEePEOCMUCIIEHHSI 0a30BUX TEOPETUIHHX IOJOKEHB Ta PO3POOKH HOBUX METOANYHHIX
peKOMEH Al a7t Cy0’ €KTIB TOCYTOBOTO PO3CITiyBaHHSI.

AKTyaJbHICTh TEMH 3YMOBJICHA THM, L0 LHU(POBI CIiJM CHOTOAHI NMPUCYTHI
Maike B KOXKHOMY KPHUMIHAJIBHOMY NMPOBADKSHHI — Bil KOPYMUIHHNX 3JOYUHIB Ta
maxpaiicTBa 1O BOEHHHX 3JIOYMHIB Ta akTiB arpecii. 3a ouinkamu LleHTpy
JIOCITI/DKEHHST KOMIT IOTePHUX 37I04KHiB, ¥ 2025 pori 30MTKH Bij KiGep3moYMHHOCTI
nepeBumars 12 tpunbiioniB nonapiB CLUA. I'moGanmsHuii xapakTep KiOeppH3HKiB
BAMAra€ CTBOPEHHS CHUIBHHX Mi€BUX MDKHAPOAHUX paMoOK Ui 3a0e3neyeHHs
cTaHmapTiB KiGepGesnekn Ta 3aXHCTy TaHux . TaKok CIIiJ| BpaxyBaTH, IO B YMOBAxX
mmpoxkoMacmrabHoro BToprHeHHs Pocilicekoi ®Penepamii B Ykpainy mudposi
JOKa3¥ CTald OCHOBHHM IHCTPYMEHTOM JOKYMEHTYBaHHS 3BIPCTB POCIHCBKHX
BilicCEKOBHX (BiJie0 3 Kamep crocrepexxeHHs, 3amucu 3 BIIJIA, cynmyTHUKOBI 3HIMKH
Ta MOCTH B COIMEpEeKax POCIHCHKUX BIHCBKOBHX, TOIIO). Y 3B’SI3KY 3 HaBEICHUM,
nepesl MPaBOOXOPOHHUMH OpraHaMH MOCTA€ MHUTAHHS MPO JOKYMEHTYBaHHS IHX
370YMHIB 3 BpPaxyBaHHSAM BHMOT HAI[IOHAIPHUX Ta MDKHAPOJHHUX MPABOBHX

! Konomiiiues C.O. Cyrthicte Ta Kiacubikamis uMppoBHX CIiIiB  KpPHMiHATBHOIO
[PaBOIOPYIIeHHsL. Bichuk nenimenyiapnoi acoyiayii Yxpainu. 2025. Ne 2 (32). C. 196-205.

2 Kopasnerko A. B. I[TOHATTS Ta CYTHICTb €IEKTPOHHUX (LMH(POBHX) CIiIB KPUMIHAIBHOTO
NIPaBONOPYLIEHHS. Bicnux Jlyeancvko2o Oepicasno2o ynieepcumemy 6HYMpPIWHIX cnpas imeHi
E.O. Jioopenka, Ne 4 (100), 2022. C. 226-236.

BynanemTcpka KOHBEHIISI IPO KiOEP3IOYMHHICTD SIK OCHOBHUH MDKHAPOIHO-TIPaBOBHI
CTaHIApT MmoA0 KibepanounHHOCTi. YepHiBenbkuil HamioHaNbHHI yHiBepcuTeT iMeHi HOpis
DepKOBHYA. 27.02.2025. URL:https://law.chnu.edu.ua/budapeshtska-konventsiia-pro-
kiberzlochynnist.
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iHCTHTYLiH. KIF0OWOBOIO OCHOBOIO Takoi AisTIBHOCTI B YMOBaX HAIIOTO CHOTOJCHHS €
rpoBi TeXHOMOTI 1, 30kpeMa IHQPOBi KoKa3w”,

Ilpore B Iopumu4HIA JOKTpuHI VYKpaiHM Joci TpHBa€ JAUCKYCIS IIOMO
TEpPMIHOJIOTIYHOI €THOCTI, KJIacH(DiKalifHUX KPUTEPIlB Ta MpPOIECYaJbHOTO CTaTyCcy
Takux 06°exTie’. bBimblle TOro, AuMHAMIHKIT PO3BHTOK TEXHOIOTIH AHTH-
KPUMIHANICTUKN (IIU(PYBaHHS, AHOHIMI3allis, BUAAICHHS JaHUX) MOTpedye Bix
MPAaBOOXOPOHHUX OPTaHiB IMOCTIHHOTO OHOBJECHHS TEXHIYHOTO I1HCTPYMEHTapilo Ta
TaKTUYHUX IPUHOMIB.

VY KOHTEKCTI KPHUMIHAJIBLHOTO CY[OYMHCTBA II€ 3yMOBIIIOE BHHUKHECHHS HOBHX
BUKJIUKIB TIepe]] TeOopi€l0 KPUMIHATICTHKH Ta IPOLECyaIbHHM IIPaBOM, OCKLIBKH
TpaanLiiHI MeTOAM 30MpaHHs Ta HOCITI/PKCHHS MaTepialbHUX JTOKa3iB BHSBIIOTHCS
HEJIOCTaTHIMH Uil poOoTH 3 00’ekTamMu HemartepiaabHOi mnpupoau. I[loHSTTS
«uudpoBUl CHi» CTaE HEHTPaJbHUM eJEMEHTOM cydacHol Ioka3zoBoi Oaszu. Ile
BUMara€ TJIUOOKOrO IIEPEOCMHUCICHHS MpPaBOBOI MNPHUPOAM TaKUX  CIIJIB,
YAOCKOHAJICHHS HALlIOHAILHOTO 3aKOHOJABCTBA Ta TapMOHI3aLlii BITYM3HIHOL CITiI40-
CYZIOBOI IPAKTHKH 3 MIXKHAPOJTHUMHU CTaHIapPTaMH.

Mertoro mi€i cTarTi € KOMIUIEKCHMH aHami3 MOHATTA, Kimacudikamii Ta
KPUMIHAJIICTUYHOI XapaKTepHCTHKU IU(POBUX CIIAIB, TOCIIDKEHHS IIPOOJIEMHHIX
ACTIeKTiB iXHBOTO BUKOPHCTAHHS Yy MPAaKTUUYHIN AiSUTBHOCTI Ta BUBYEHHS TECHACHII
Cy4acHOI Cy/1OBOi MPAaKTHKH /Uil (POPMYBaHHS HAyKOBO OOIPYHTOBAHHX IPOIO3MILIii
11010 BJIOCKOHAJICHHSI MEXaHi3MiB 30MpaHHs Ta JOCITIKSHHS IU(PPOBUX TOKA3IB.

[MutanHs 1udpoBUX (ENEKTPOHHUX) CIHIAIB  JOCHiIKyBaiucs OaratbMa
BITYM3HSAHMMH Ta 3aKOPJOHHMMH HAyKOBIIMH. 3HAUHHA BHECOK y PO3BHUTOK
mudposoi kpuminamictuku 3poomwmn [.K. AsmeeBa, M.B. Kamycrina, A.B.
KoBanenko, I.A. KonecnikoBa, O.I. Kpumpka, K.B. Jlarum, B.}O. Hlemiteko,
1.3. SIkumMenKo Ta immi’.

V mpansix BITYM3HSHHAX HAyKOBIB HE JOCATHYTO €IHOCTI B TyMKax Ta ITOTJIsAAX
y NHUTaHHI BU3HAYeHHS IMQPOBUX CINiJIB, iX Kinacugikamii, MicIs Ta poii y HayIi
KPUMIHAJICTAKA Ta IHIIMX MUTAHHAX TOB’S3aHUX 3 3a3HAYCHWM BHIOM CJIiJIiB.
BpaxoByroun HaBe[eHe, y CTaTTi MPOAHATI3yeMO psii MPOOJEMHHX Ta CHIpHHX
MUTaHb MO0 NH(PPOBHUX T0KA3IB Ta 3AMPOMOHYEMO OKPEMi IUIAXH X BUPIIICHHS.

1. MouaTTH, k1acudikamisa Ta KpUMiHATICTHYHA XapaKTepPUCTHKA
nupoBHUX CIiTIB y cydacHiid kpuMiHagicTHLi
TeopeTnyHe OCMHCIEHHS CYTHOCTI HUQPOBHX CIIIiB HOTpedye BiIXOmy Bix
TPaIUILiHHOI (MaTepialiCTHYHOT) TPACONOTIYHOI MapaurMHu, € CIIifl CIPUHAMAEThCS
gk (isuuHe BimoOpakeHHS (GOpMH OJHOTO TpeaMeTa Ha IMoBepxHi iHmoro. Came
TOMY, BUHHMKHEHHS LH(POBUX TEXHOJIOTIH 3MYCHJIO NOCIHIIHHMKIB BHHTH 3a MeXi

4 Iludposi noxasu BifiHM: SK TEXHOIOTii mOMOMararoTh Ykpaini (ikCyBaTH 3/104MHH
Pocii. YkpaiHCbKi IpaBO3aXMCHUKH Ta FOPHUCTH PO3IOBUIM IIPO HOBI MeTOIM 300py JOKa3iB
BOEHHHX 37104MHIB  P®, sKki BUTpUMYIOTH mepeBipky MbkHapomuux cymis  URL:
https://www.polskieradio.pl/398/7857.

JemunoBa €.€. Lludpposi crmign KpHMIiHAIBHOrO MPABOMOPYIICHHS: IOHATTS Ta
ocobuuBocti. Haykosuil éicnuk Yoczopodcvkozo Hayionanenozo Yuisepcumemy. Cepia Ilpaso.
Bumnyck 85: wactuna 4. C. 71-75.

® Tam camo.
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TpaguuiiHoi Tpacosorii. Ludposuii ciix He € MaTepiaTbHUM 00’ €KTOM Y 3BUYHOMY
PO3yMiHHI (SIK BITOUTOK IANBIS 9 CIIIU IPOTEKTOpPA), OCKUIBKY BiH iCHYe y dopmi
IBIMKOBOTO KOJy, 3aIIHCAHOTO Ha (i3MYHUIT HOCIH 3a TOTIOMOTOI0 eJIEKTPOMAarHITHIX
a60 ONTHYHUX CHIHANIB.'

VY HaykoBili JiTepaTypi TpUBaIWii Yac TpHBajga AUCKYCisl IIOJO TEPMiHOJOTIL.
C. XWKHSK MPONOHYE BUKOPUCTOBYBATH TEPMiH «BIpTyalbHi CIIIN», PO3YMIIOYH Mix
HUAMHE Gy/Ib-5IKi 3MiHH KOMIT FOTEpHOI iH(OpMaLlii, oB’s3aHi 3 moiero 3mounny’ . [Ipote
HINI JIOCTIZHMKH CIYLIHO 3ayBaXKylOTb, IO CEMAHTHUKa CJOBA «BIPTyaJIbHHID
nepenbadae mock ysBHE abo Take, IO iCHYeE JIMIIE B YABi, Toml K U(POBI JaHi €
00’€KTHBHOIO pPEANbHICTIO, $Ka, ITONPH HEBUIUMICTh [UIS JIFOJCBKOTO OKa 0e3
CIeniaJIbHIX TPHCTPOiB, Mae YiTKy MaTepiajJbHy OCHOBY y BHIVISII CTaHy HalliB-
MPOBIZIHUKIB 200 HAMarHIYCHUX UISTHOK zmcx(as. OTKe, HAWOLIBII OOTPYHTOBAHUM €
TepMiH «uUdpoBi chmigw», sKuH migkpecmoe ¢GopMy icHyBaHHS  iH(popMail
(discrete/digital) Ta if HepO3PHUBHHIA 3B’5130K 3 TEXHONOTISIMH OGPOOKH JAHHX .

KpuminanicTuuHa XapakTepucTHKa NHU(PPOBUX CIIIIB BU3HAYAETHCSA IXHIMHU
crnenuiYHIMH BIIACTUBOCTSMH, SKi JIOKOPIHHO BiAPI3HSIOTH IX BiA TpamumiiHUX
MaTepianbHuX 00’€kTiB. [lo-mepiie, 1e BiACYTHICTH 0e3MOCepeHBOTO Bi3yalbHOTO
CIPUHHATTS — JUIs BUSBIEHHS Ta ikcanii mu¢pooi iHpopMmanii HeoOXixHe CKIagHe
nporpaMHe Ta amapatHe 3a0esnedeHHs. [lo-gpyre, Iie BHCOKa BpasiMBICTE Ta
HecTaOlIbHICTE: iHQopManiss B onepatuBHid mnam’sti (RAM) 3Hukae mpu
BIJIKJIFOYEHHI JKUBJICHHS, a IaHi Ha HaKOIMYyBayaX MOXYTb OyTH MUTTEBO BHIAJICHI
a00 3MiHEeHI IUIAXOM JHCTaHLidHOTO moctymy. Ilo-Tpere, mmudpoBi cimign MaroTh
3MATHICTH 0 iAEHTHYHOTO KOMiIOBaHHA O€3 BTpAaTH NMEPBHHHUX BIACTUBOCTEH, IO
MOPOKY€e TPOOJIeMy aBTEHTHYHOCTI Ta PpO3MEXKYBaHHS OpHTiHANYy 1 Kormii
B IIPaBOBOMY IIOJi.

HaykoBwuii aHami3 103BOJISIE BUIUIATH KUTbKa KITFOYOBHX ITiIXO/IiB 10 BU3HAYECHHS
HOHSTTS IU(POBI CITiIH:

1. Texniunuii nioxio: LlmppoBuit ciig sSK cTaH KOMIT'IOTEpHOI CHCTEMH abo
MIOCIiIOBHICTH OiTiB Ha Hocii’,

2. Ingpopmayitinuii  nioxio: Sk KpUMIHANICTMYHO 3Ha4ymia iHpoOpMaIis
TIPO TMOiI0 31M0uNHY, 3adikcoBana B udposiit hopmi®t.

3. Misibnicnuii nioxio: Sk BimoOpakeHHS aKTHBHOCTI 0COOH y BipTyaabHOMY
TIpocTopi (JIOTH, TPaH3aKILi, TOBiXOMICHH) .

" Xuwxnsax €.C. TIOHATTS BipTyalnbHHX CHifiB Ta iX 3HAYEHHS y MPOLECi PO3CIiTyBaHHS
3I04UHIB. Akmyanvhi npobaemu depocasu i npasa. 2017. Bum.79. C. 159-166.

KonecnikoBa [.A. LludpoBi cuigm: HOHATTS Ta iX 3HAYEHHS NPU PO3CIHiJyBaHHI
KpUMiHAIBbHUX NIpaBoNopymeHs. FOpuduunuil enekmponnuil acypuan. 2023. Ne 10. C. 472-475.

Konomiiies C.O. Cythicts Ta kiacudikamis UHPPOBUX CIITIB KPUMIHAIEHOTO
[PaBOIOPYIIeHHsL. Bichuk nenimenyiapnoi acoyiayii Yxpainu. 2025. Ne 2 (32). C. 196-205.

“Haiineon S TlomaTrs Ta Knacudikaris BipTyanbHHX —CIHiiB  KiGep3moumHiB.
Hiénfuawmumeo, eocnodapemeo i npaso. 2019. Ne 5. C. 304-307.

! Kpuupka 1. O. «Jlopikka uudpoBHX CIiiB»: JOKa30Be 3HAYCHHA H OKPEMi acTeKTH
30MpaHHsA Ta JOCTIDKEHHS Yy KpuMinanbHOMy mpoBamkenti / 1. O. Kpumpka / Ludposi
tpanchopmanii Ykpaiau 2020: Buxiuku Ta peanil: 36. Hayk. np. H/I I13IP HAIIpH VYkpaiun
Ne 1 3a martepianamu Kpyrioro crony, 18 Bepechs 2020 p. Xapkis: HII TI3IP HAIIpH
Vkpainu, 2020. C. 92-97.
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BpaxoByloun HaBeJeHe, Ha Hall HOMJIA, HAHOUIBII aJanTOBaHUM 10 CYYacHHX
YMOB € BU3Ha4YeHHS 3anporonosane Jlemunosoro €.€., 3rifHo 3 IKuM yugposuii ciio
— Ie JaHi, 0 3aJHIIAI0TECS Yy NU(PPOBOMY IPOCTOPI B PE3yNbTAaTi BUKOPUCTAHHSI
U(POBHX MPUCTPOIB, TEXHOJIOTIH Ta iHGOPMAIIHHUX MEpPEXK, sIKi MICTATH BiTOMOCTI
PO OGCTABHHM BYMHEHHS KPHMIHAIBHOIO MPABOIOPYLICHHS . BaXJIMBO TAKOXK
PO3MEKOBYBATH TOHATTA «UU(POBUH CHiI» Ta «DKepenao IHUGPOBOTO CIimgy»
(mampukian, cmaptdon ado cepsep). Ciig — e iHpopMais, Toal IK OPUCTPIi — 11e
nime ii MaTepianbHUH HOCIH.

Jocmimkyroun MOHATTS TAGPOBUX CIIIB, CNiJ 3a3HAYUTH, IO iM MMpHUTaMaHHI
[I€BHI KJIFOYOBI OCOOJIMBOCTI, a caMe:

1. Hugposa (6inapua) ¢popma icuyeannsa. lHbopmalis TpencraBicHa Yy
BUTJISIZII HYJIB Ta OAMHUI. I]e 00YMOBIIIOE MOKIJIMBICTD 11€ATLHOTO KOMIIOBAHHS:
KpHUMiHaNiCTHYHUN 00pa3 (image) Hocis € OiHApHO iAEHTUYHHMM OpUTiHATY, IIO
JI03BOJISIE IPOBOAUTH OCIIKEHHs Oe3 pr3uKy Moaudikarii mepBUHHNX JTaHUX.

2. Bonamunvnicme (nemiwouicmy). 3HauyHa YacTHHA LU(POBHX CIITIiB iCHYE
mume ming 9ac podotu mpuctporo. JlaHi B omeparuBHiid mam’sTi (RAM), akTHBHI
MepeKeBi 3 €IHAHHS Ta TUMYACOBI CHUCTEMHI NPOIECH 3HUKAIOTH NMPH BUMKHEHHI
skuBieHHs. [le BuMarae TakTHKH <«okuBoro aHanizy» (live forensics) mepen ¢isuaanmM
BUWJIYYEHHSIM TEXHIKH.

3. [lpuxosanicmv ma 3anexcuicmos 6i0 3acobisé eizyanizayii. Ha BigmiHy Bifg
TPAmULiHHUX CHiiB, IM(POBI CIIAM HEMOXJIHUBO CIPUHHATH OE3MOCePEaHBO
OpraHamMH 4yTTs JIIOJMHH. BOHM mnOTpeOyIOTh «IIepeknazaya» — IPOrpamMHo-
anapatHoro komiuiekcy (Cellebrite, EnCase), skuii nexomye OiHaApHUA Kon Yy
3pO3yMITHI TEKCT, 300pakeHHS Y Bizeo.

4. Cxunvnicme 0o weuokoi moougixayii ma snuwenns. Lludposi ciign MOXyTh
OyTu 3MiHeHI abo BHUIaNeHI AWUCTaHUIHHO. DYHKIIT «BiINaIEHOTO CTHPAHHSI» Y
cMmapToHax abo aBTOMAaTHYHE OYHMILICHHS JIOTIB y CepBepax CTBOPIOIOTH PU3HMK
HE3BOPOTHOI BTpAaTH JOKa3iB.

5. Tpancmesicogicmv  (excmepumopianvhicms). MexaHi3M yTBOPEHHS CIiTy
MOJKE PO3IIOYaTUCS B O/IHIH KpaiHi (MPUCTpili 3TOBMHUCHHKA), & 3aBEPIIMTHCS B IHIIIIH
(cepBep mpoBaiifiepa), IO CTBOPIOE CKJIAAHI MPOOIEMHU IOPUCAMKIIT Ta MDKHAPOIHOT
CHiBMpari.

®opMyBaHHS UU(GPOBOTO CIiAy € pPe3yJIbTaTOM B3a€MOJII KOPHCTyBada 3
OIEPaLifHOI0 CHCTEMOI0 ab0 MPHKIAJHUM MPOTPaMHUM 3abe3nedeHHsIM. Byab-sika
orepartist 3aIuIac apTehakTy:

o  Tumuacosi mimku (Timestamps): MAC-natu (Modified, Accessed, Created),
sIKi (IKCYIOTh Yac Oyab-sIKo1 Iii 3 aitoM.

o Jloe-¢haiinu (Logs): CucTeMHI >KypHallM, IO PEECTPyrOTh momil (BXifg
y cucremy, miakiarodeHHs 10 Wi-Fi, BcTaHOBIIEHHS mporpam).

2 JlazeGumii A.M. CyTHiCT Ta 3HAYCHHS JGKTPOHHHX CIJiB y KpPUMiHATICTHIIL.
Ipninceruil opuouunuil yaconuc: naykosuti scypuan. 2023. Bumn.1 (10) C. 226-233.

B emumosa €.€. Ludposi cniou KpuminaibHo20 NPAGOROPYWIEHHS: NOHAMMS Md
ocobnusocmi. Haykosuil éicnuk Yoiczopodcvkozo Hayionanwrnoeo Yuieepcumemy. Cepis Ilpaso.
Bunyck 85: yactuna 4. C. 71-75.
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®  Memaoani: Tapopmanis «upo iHGopMamito», MpUXOBaHa BcepeauHi (aiiniB
(EXIF-mani dortorpadiii 3 koopaunatamu GPS, aBTopctBo mokymentis Word).

Jlns ehexTHBHOT MOOYAOBH METOAMKY BHSBICHHS Ta (iKcallii ClifiB KPUTHIHO
BOXJIMBOIO € IXHS HaykoBa kiacudikaris. AsnmeeBa K. ta Cropoxenko C.B.
MPOTOHYIOTh JU(EPEHINIOBATH EICKTPOHHI CIigH 32 00’€KTOM, IO 1X YTBOPIOE,
crocoGoM 0CTyILy Ta IpaBoMipHicTio BXoay o cuctemu™®. I'punbko JLII. BBaxac,
IO eNEKTPOHHI CIIiAM NOTPiOHO MOALIATH Ha Ti, SIKi MICTATBCS B Mepexi [HTepHeT Ta
Ti, IO 3HAXOMATECS HA ENEKTPOHHHX Hocisx™. B cBoio uepry Komomina A.C. Ta
®enmopoa T.C. BUAIIAIOTE aKTUBHI Ta TACHBHI LUQPOBI CIiAH, a TaKOX
BHOKPEMJIIOIOTh TaKi IX PI3HOBHI SIK KOHTEHT Ta MeTaiaHi . Ha Ham morusn,
HaWOIIBII PO3TOPHYTY CHCTEMY KpHTepiiB npononye A. B. KoBanenko, po3ninstoun
CJIIAN HA TPYIIN 32 03HAKAMH CJIiJOYTBOPIOIOYOTr0 00’ €KTa, XapaKTePHUCTHKAMH CAMHX
JTAHUX Ta 0COOJIMBOCTSIMU HOCIST .

3a o3HaKaMH HOCIS (CIIZOCTIPHMMAIOUOro 00’€KTa) CIIAM MOMUIAIOTHCS Ha
JIOKaJbHI Ta BinmaneHi. JIokabHI Clliiu 3HaX0AAThCS Oe3MOcepeIHhO B MeKax Micus
noAii Ha MEePCOHATBHUX HPHUCTPOsX (cMapToHH, HOYTOYKH, (IIelI-HaKOMHIyBadi).
Binmaneni cmigm MoxyTh mepeOyBaTd SK y MeXaX HAliOHAIBHOI FOPHCIMKIIIL
(cepBepH BITYM3HSHUX IPOBaiiiepiB), Tak i mo3a ii Mexkamu (xMapHi cepicu Google,
Apple, Microsoft, cepsepn MmecenmkepiB Telegram a6o WhatsApp). Lleit momin
Ge3rocepeJHEO BIUTMBAE HA TAKTHKY CILIUOl il SKINO U BHIYYEHHS JIOKAJTbHHX
CNiIB JIOCTaTHBO TMPOBEICHHS oAy abo oOmyKy, To poboTa 3 BigajJeHHMH
CllilaMM BHMara€e 3acTOCYBaHHsS IpPOLEAYp THMYacoBOTO NOCTYNMy OO0 pedeil i
JIOKyMEHTiB a00 BHMKOpHUCTaHHS MeXaHi3MiB bynamemrcpkoi KOHBEHIII Hpo
Ki66p3n0qHHHiCTblg.

JlonaTkoBO cim BHOKPEMHUTH KIACH(DIKAIlil0 32 CHOCOOOM CHPUHHATTS Ta
dbopmaryBanHaM naHuX. L{udposi cruian icHYOTh Y GopMi TEKCTOBHX JTOKYMEHTIB,
rpadivHIX 300pakeHb, BiJie0- Ta 3BYKO3ANHCIB, JOT-(haililiB (KypHAIiB peecTparii
noxiit), meranannx (EXIF-mani dotorpadiii, icropis peraryBaHHS JOKYMEHTIB) Ta
6a3 naHux MeraaHi 9acTO MArOTh BUIIY KPUMIiHAJIICTHYHY LiHHICTD, HIXK caM 3MICT
(aility, oOCkinbkM BOHHM (IKCYIOTh 4Yac CTBOpeHHs, koopauHath GPS Ta
ineHTH(IKaTOpHU MPUCTPOIO, IO AO3BOJISIE BCTAHOBUTH 00’ €KTHBHY KapTHUHY MOl
HE3aJIe)KHO BiJl MOKa3aHb MiJ03PIOBAHOTO.

Oco0MuBY KaTeropiro CKIagaroTh CIiH, IO MepedyBaroTh y 3aXHUIIEHOMY CTaHi.
Po3Burok TexHonoriii mmdpysanas (Hanpukian, File-Based Encryption B Android

4 Amneesa I K., Cropoxenko C.B. EnexkTpoHHi cnigu: MOHATTA 1 BUIH. BicHux
Jlyeancvkoeo Oeporcagnozo yuigepcumemy euympiwnix cnpag imeni E.O. [Hioopenka. 2017.
Ne 1(77). C. 168-175.

I'punbko JLII. «CnigoBa kapTHHa» IIaxpailcTB, BUMHEHHX depe3 Mepexy I[HTepHer.
Hormascokuii npasosuti waconuc. 2022. Ne 3. C. 16-27.

%8 Konogina A.C., ®enorosa T.C. Luppoa kpumMiHamicTHKa: TpoGIeMH TeOpii i IPaKTHKH.
Kuiscokuui npasosuti uaconuc. Bunyck 1. C. 176-180.

KoBanenko A.B. Knacudikamiss eaekTpoHHHX (LIHGPOBHX) CIiTiB KpHUMiHAIBHOTO
npaBonopymenHs. /Ipooaemu s3axounocmi. 2023. Bumyck 161. C. 202-214.

BynanemTcpka KOHBEHIISI PO KiOEP3IOYMHHICTD SIK OCHOBHHM MiXKHAPOIHO-IPABOBHUIMA
CTaHAApT LIOA0 Kibep3noynHHOCTI. YepHiBelbKUi HallioHanbHUW yHiBepcuTeT iMeHi FOpis
OenmproBuaa.  27.02.2025.  URL:  https://law.chnu.edu.ua/budapeshtska-konventsiia-pro-
kiberzlochynnist.
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abo Data Protection B iOS) npu3BoauTh 0 TOTO, IO BIIYYEHUI HOCIH 6e3 3HaHHS
KI04a aG0 TapoNIs MepeTBOPIOETECS Ha «HEUHTabenbHy» CyKymHicTs mammx'. Lle
aKTyaiisye npobiieMy NpaBOMIpHOCTI BIIYYEHHs IapoJiB Ta 010METPHUYHUX AaHHUX
M Yac CHimguMx i, a TakoX HEeoOXimHiCTh 3amydeHHs (axiBIiB, 3JaTHHX
BUKOPUCTOBYBATH CIielliajli3oBaHi MeToau 00xomy 3acobiB 3axucty (brute-force,
po3mmdpyBaHHS 3a  IOMOMOTOI0  amapaTHUX irouis)®, Posyminas  wmiel
knacugikamiifHoi CcTpykTypu € O0OOB’S3KOBOIO YMOBOIO [Uid 3a0e3meyeHHs
JOMYCTUMOCTI JOKa3iB, OCKLIBKY HENpaBHIbHE BU3HAUCHHS TUILY CIIify TPH3BOJUTH
1o BUOOPY HEBINOBIAHOT IPOLEAYpH HOTo (hikcarii.

Hespaxatoun Ha  CTpIMKMII  pO3BUTOK  TexHosorid, KpuminanbauMiA
MpoIIeCyalbHUI KoJieke YKpaiHu craHoM Ha 2025-2026 poku HEe MiCTHUTH OKPEMOi
HOpMH, sika O MpsSMO BU3HAYala MOHATTS «EJIEKTPOHHHH J0Ka3» abo «uudpoBuii
cuig». Crarrs 84 KIIK Vkpainm ([Jani KIIK) BcTaHOBNIOE BHUEpPHHUIA mepertik
HpoLECyanbHUX JOKEpeNl JOKa3iB: MOKa3aHHsS, PEYOBi MOKa3H, MOKYMEHTH Ta
BHUCHOBKM eKCIIepTiB. Y Il CTPYyKTypi enekTpoHHa iHdopMalis TpaauiiiHo
BimTHOCHUTBCS 10 Kateropii mokymeHtiB. KIIK omepye MOHSATTAM «JOKYMEHTH», IO
SIKHX BITHOCHTH 1 KOMIT'IOTEepHi nmaHi (cT. 99). BiamoBimHo Mo 3a3Ha4eHOl CTATTi
KIIK, 1o nokyMeHTIB HalexaTb Matepiain (poTo3HOMKH, 3ByKO3aIHNCY, Bileo3arucy
Ta iHIIi HOCIT iHpopMaIil, y TOMY YHCII €ITeKTPOHHI .

Take HOpMaTUBHE PeryJIIOBaHHS MOPOJPKYE HU3KY MPOOJIEM y MPaBO3acTOCOBYIN
nisttbHOCTI. Ilo-mepiie, enekTpoHHa iHQopMmarlis 3a CBOIMH BIACTHBOCTSMH YacTo
OJIKYa 10 PeYOBUX JTOKA31B, OCKUIBKM BOHA € CIIIIOBHM BiJJOOpa)KEHHSAM 3JI0YMHHOT
ISUTBHOCTI B IIaM’ SITi IPUCTPOIO, a He MPOCTO 3acoboM (ikcarii yMoK 4u (axTiB, SK
KIacu4Huil J0KyMeHT. [lo-apyre, BiACYyTHICTh HiTKOi IudepeHmiamii ycKiIagHioe
mporec 30MpaHHSA Ta TEPEBIPKM TaKWX JoKa3iB. Ha BimMiHy BiJg NHBLIBHOTO,
TOCIIOJIAPCEKOTO Ta aAMIHICTPATHBHOTO CYAOYHMHCTBA, J€ CTAaTyC EIEKTPOHHHUX
JIOKa3iB 3aKpIIJICHU B OKpeMux CTarTsax mie 3 2017 poky, KpUMiHAIBHHUN MPOIEC
3aJTMIIAETHCS HaAMIPHO KOHCEPBATHBHIM?,

[TizcymMoByroYM HaBeJEHE, MU IOBHICTIO MOJAUIIEMO TOYKY 30pY HAayKOBOI
CHiNbHOTH 11010 BHeceHHs 3MiH 10 KIIK Ykpainu, 30kpema 1o crareit 84 ta 99, must
BUOKPEMJICHHSI €JIEeKTPOHHUX JOKa3iB SK caMmocTiiiHoro Bunay. lLle 3ymoBieHO
cnenu$iko iX MPUPOAX: BOHHM ICHYIOTH Juile B HU(poBiK (opmi, moTpedyroTh
CHeMiabHOTO OONIaJHAHHS JJIS 3YMTYBaHHA Ta MPOQEciiHOrO aHamily, a TaKoXK
MAalOTh HaJ[3BUYAiHy BPa3JIUBICTh IO MaHIMYJIAIIH.

9 Kypman O.B. Oco6iuBocTi Ta mpobieMn BUsBIEHHS it dikcauii nudpoBux Ciriie mix
4yac OIsAAy MOOLTBHUX 3aco0iB 3B’S3Ky. Enexkmpomnne nayrkoee eudamms «Ananimuuno-
nopisnanvhe npagosnagcmeoy. Bumyck Ne 04, 2025, qactuna 3. C. 238-242.

HayxoBo-npaktianuii koMeHTap KpuMiHaIBHOrO NpOLECyalbHOTO KOAEKCYy YKpaiHu —
HayKOBO-MeToau4Ha podoTa. CtaHoM Ha 14 kBitHs 2024 poky / 3a 3ar. pea. Ctparonosa B.M.
Kuis: BunaBanunii 1im «IIpodecionam», 2024. 1208 c.; KpumiHansHuil nporiecyanbHUIl Kogeke
Vkpainu: 3akon Ykpainu Bix 13.04.2012 Ne 4651-VI. URL: https://zakon.rada.gov.ua/laws/
show/4651-17#Text.

Zlpo BHeceHHs 3MiH 40 I[OCIONAPCHKOTO IPOIECYaNTbHOrO KOAEKCY YKpaiHH,
LluBinbHOTO TpoLECyalbHOTO Kofekcy Ykpainu, Komekcy aaMiHICTpaTUBHOTO CyIOYHHCTBA
VYkpaiHu Ta iHIINX 3aKOHOMABYMX akKTiB : 3akoH Ykpainu Bix 3 oBT. 2017 p. No 2147-VIII.
URL: https://zakon.rada.gov.ua/laws/show/2147-19.
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2. IlpouecyanbHUii MOPSIAOK OTPUMAHHSI Ta MiZKHAPOIHI CTAaHIapTH
inenTudikauii Ta 30epeskeHHsI eJ1eKTPOHHUX JI0KA3IB

VY cydacHiil FopuInYHil Hayli TpUBAE TUCKYCis IIOIO CIiBBIAHOLICHHS TEPMiHIB
«eTIEKTPOHHI JoKa3m» Ta «uuppoBi mokazm». Xoua crarts 99 KIIK VYkpainu
BUKOPUCTOBY€E TEPMIiH «EJIEKTPOHHI JOKYMEHTH» Ta IXHi MyOiiKaTH, IpaKkTHKa Ta
JOKTPHHA JeJaji JacTillle CXWIIOTHCS 10 IIHPIIOTO MOHATTS — HU(PPOBUX TOKa3iB.
[TpaBoBa npupona Takux J0Ka3iB BU3HAYAETHCS SIK Oy/b-sKa iH(popMalis, CTBOpeHa,
nepenaHa, oTpuMana abo 30epekeHa B €JICKTPOHHIN (opMi, ska Mae 3HAYCHHS IS
KPUMIHATHHOTO TPOBADKCHHA.

KirogoBoro ocobnuBicTio mudpoBux AokasiB € ixHs GiHapHa (Gopma icHyBaHHS,
o poOuTh X HEBUAWMEMU JUTSA JIIOJCHKOTO OKa 0e3 cremiainbpHoro iHTepdeiicy. Le
CTBOPIOE CHTYaIlil0, KOJM JOKa30oM € He caM (i3smuHuil HOCcii (¢uem-apaidB uu
cepBep), a caMe JIOTiYHa OCIIAOBHICTh TaHHX, 3aikcOBaHAa HA HBOMY.

BinminHICTh TH(POBUX JOKA3iB Bil TPAJUIIHHUX TOJNATaE€ B TOMY, IO BOHH €
HaI3BUYaiHO KPUXKAMH. SIKIIO [UIS IOIIKODKCHHS IAllepoBOTO JOKYMEHTa
noTpiOeH (i3uYHUH BIUIMB, TO Ui 3MiHM HU(POBOro (ailily NOCTATHBO BiIKPHTH
fioro 0e3 BUKOPHCTAHHS CIIEL[iaJlbHUX 3ac00iB OiIoKyBaHHs 3anucy (write-blockers),
OI0 AaBTOMAaTHYHO 3MIiHIOE MeTaJaHi (Yac OCTaHHBOro joctymy). Came TOMy
MPOLECYaNbHUN MOPANOK IX 30upaHHS Mae OyTH 3HAYHO CYBOPIIIUM, HDX IUIS
MaTepiaJbHAX 00’ €KTIB.

3rifHO 3 YMHHUM 3aKOHONABCTBOM YKpaiHW, 30MpaHHS NU(POBUX JIOKa3iB
3IICHIOETHCS IIUIIXOM MPOBEACHHS CIITUNX (PO3UIYKOBHX) MiH, HEITIACHHUX CIITUMX
(po3mykoBux) it (HCPI) Ta uepe3 3amuTu 10 BONOAUIBINB iH(GopMartii. OCHOBHEM
IHCTpyMEHTApieM € OrJisif, OOIIyK Ta TUMYACOBHi JOCTYII.

Oenao xkomn’tomepuux Oanux. Crarra 237 KIIK pernamentye mnpoBeneHHS
orAny, SKAH y KOHTeKCTI Imposizamii Haifyacrime crocyerbes iH(opmamii 3
BIIKPUTHX JKepen (BeOcaiTiB, cormepek) abo BMicTy ramketis. [Iponemypa ormsmy
BUMarae BigoOpakeHHs iHpopMamii B mpoTokonmi y Gopmi, NpUAaTHIA st
CIIPUHAHATTSA: 4Yepe3 CKPHMHIIOTH, Bileo3almc Mpolecy Hapiramii mo caity abo
BHTOTOBJICHHS IATICPOBUX KOMiit>., BaxIIMBO, IO IpPH OIMSAAi DaHHX i3 Mepexi
[HTepHeT cnmigui MarTh JOoTpuMyBaTHCs cTaHAapTiB [Ipotokony bBepkumi, 1mo6
3a0e3NeYnTH JOMYCTUMICTh MaTepiaiiB y MiKHAPOJHHUX IHCTAHILIAX, L0 OCOOJIHBO
aKTYaJIbHO IIPH JOKyMEHTYBAHHS BOCHHUX 37I04MHIB>,

Crig TakoX BiJMITHTH, IO MPOLIEAYpa OTJISAY KOMIT IOTEpHUX AaHUX (4. 2 cT. 237
KIIK) notpebye ocobmmBoi yBaru. Crigunii Mae mpaBO MPOBOAWTH OTJISLI HE JIMIIE

2 Terpux B.B. BUKOPHCTaHHS ENEKTPOHHHMX JOKA3iB Y KPUMiHANBHHX MPOBAIKEHHSX:
npobiemu ix 300py, mepeBipku Ta OLiHKH. Haykosuil gicnuk Yoceopoocvkoeo Hayionansnozo
Yuieeapcumemy. 2025. Cepis IIpaBo. Bumyck 87: wactuna 4. C. 119-123.

% Mapkina A.B. CriocoGu 36HpaHHS CTOPOHOIO OOBHHYBAUCHHS CJICKTPOHHHX IOKA3iB y
KPUMiHAJTHHHX MPOBA/HKEHHSX MO0 BOEHHUX 31M04YHHIB. [Ipaso.ua. 2025 Ne 4. C. 104-112.

2 TIporokon Bepkii 3 BeeHHS PO3CIiIyBAHHA 3 BUKOPHCTAHHAM BiIKPHTHX LH(BPOBHX
naHux. IlpakTHuHHil NOCIOHHK IIOAO e(pEeKTHBHOrO BHUKOpUCTaHHS UUppoBoi iHdOpMaril
Y BIIKPUTOMY JIOCTYTI JUISi PO3CIiTYBAHHS MOPYUIEHL MDKHAPOIHOTO KPUMIHATBLHOIO TIPaBa,
3 paB JIOAMHU Ta TyMaHiTapHoro mpasa / Heodiu. mep. 3 anri. O. B. 3r03p. Hero-Hopk;
Kenesa: Lentp i3 npaB moannu KanipopH. yu-ty, bepxui, IOpua. mk., OOH Ymp. Bepxos.
komicapa 3 mpaB sromuam, 2020. URL: https://www.law.berkeley.edu/wp-content/uploads/
2022/03/Berkeley-ProtocolUkrainian.pdf
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¢diznuHMX HOCIiB, a i Oe3mocepenubo iHpopMamnii. [Ipu IBOMyY, 3riTHO 3 TO3HILIEI0
BepxoBHoro Cynmy Ta HayKkOBUMH pEKOMEHAANISIMU, BHJIyYEHHS EJIEKTPOHHOL
indopmanii mae Oytn 3adikcoBaHe B INPOTOKOJN, a HOCIH — BH3HAHHI pPEYOBHM
nokasom®. TIpoTe icHye KONI3is: 4M MOXHA BHIY4aTH iH(OPMAIIO MULIXOM
KoIlifoBaHHs 0e3 BUIIydeHHs camoro npuctporo? CydacHa NMpaKTHUKa CXUIISETHCS IO
TOro, 10 KomiroBaHHs (imaging) € momyctuMuM 3acobom (ikcamii, SIKIIO BOHO
3IIMCHIOETHCS 33 YYacTIO CIIEHiallicTa Ta 3 BUKOPUCTAHHAM 3ac00iB, IO TapaHTYIOTh
inenTmuHicth komii Ta opuriamy?. lle m03BoNSE€ He TApami3yBaTH pPOGOTY
MiIIPHEMCTB BUITyYCHHSM CEPBEPIB, OAHOYACHO 3a0e3MeUyI0UH iHTEPECH CITiACTBA.

Tumuacosuti docmyn ma uimka. MexaHi3M TUMYacOBOTO JOCTYIy A0 pedei i
nokyMeHTiB (cT. 159 KIIK) € KpUTHYHO BaXXJIMBHUM MIJIsI OTPUMAHHS MaHHUX Bil
nposaiinepis. IIpoTe 3aKOH BCTaHOBIIOE OOMEXKEHHS: SIKIIO TOCTYN HATAETHCS IO
CJICKTPOHHUX 1HPOPMAIIITHUX CHCTEM, BiH 3MiHCHIOETHCS BUKIIFOYHO NMUIIXOM 3HSTTS
komii iH(opMmarii 6e3 BHIy4YeHHS CaMUX CHCTeM (KOMII'IOTEpiB, CEpBEpiB), SKIIO
iHIIE HE BKAa3aHO B yXBaniZ7. Lle momnokeHHsA CHPSMOBaHE Ha 3aXUCT IHTEPECiB
Oi3Hecy Ta 3a0e3medeHHs 6e3nepepBHOCTI POOOTH KPUTHYHOI iH(PACTPyKTYpH.

Obwyx ma eunyuenns wuociie. O6myk (ct. 234 KIIK) 3actocoByeThes
Y BHNAJKAaX, KOJIH € MiJCTaBH BBAXKATH, IO NU(PPOBA TEXHIKA MICTUTD CIIIIU 3JI0UHHY
i BIIACHUK HE HAJaCTh 1X NOOPOBUIHHO. ['OJOBHOK MPOOIEMOIO MiJ Yac OOIIYKy €
BUWIIy4eHHs Bci€i TeXHIKM 3aMicThb KOMiIOBaHHSA KOHKpeTHHX ¢aiiniB. Cynosa
IpPaKTUKA TOCTYMOBO CXHJSIETHCS 1O TOTO, IO BHJIyYeHHS (i3UYHHX HOCIiB €
BUNPABAAHUM JIHIIE Yy pPa3i MOTpeOM NPOBEAEHHS KOMIUIEKCHOI KOMIT FOTE€PHO-
TeXHIYHOI eKcrepTH3n abo KOMH € pPHU3MK BHAANEHHSA [aHUX 3a JOIOMOTOI0
BiJIaNIEHOTO ,Z[OCTyHyZB.

Heenacui cnioui (poswykosi) oii. HCPJ] (ct. 263, 264 KIIK) npoBoasrtecs 3a
YXBaJIOIO CIIUOTO Cy/Jii BHKIIOYHO IIOJ0 TSHKKHAX Ta OCOOIHMBO TSKKHX 3JI0YHHIB.
OTpumaHHs eneKTpoHHUX Aoka3iB mia yac HCPJ/I Bumarae cnenugiqHOro miaxomy
no (ikcarii «iudpoBoro Ciiay», KUl BKIIOYAE He JHIIe caMm (ail, a i yMOBH HOTO
CTBOpEHHS Ta mepenayi. [Ipobnema oTpuMaHHs m0ka3iB 3a ct. 263 KIIK monsrae B
TOMY, IO CyYacHi OIEpaTOpH 3B’SI3Ky BHKOPHCTOBYIOTH CKJIQJHI IPOTOKOJIH
nepenavi gaHux. [Ipomenypa mepembadae IOCTYN A0 KaHANIB 3B SI3KYy B PEXHMI
peansHOro wacy. CymoBa mpakThka BepxoBHoro Cymy 2024 poky BKasye, IO
iH(pOpMaIlis MPO CIeliadbHI TEXHIYHI 3aCO0M, SIKi BUKOPHUCTOBYIOTBCS JJISI TaKoOi
HCP/I, € fep:kaBHOIO TAEMHHUIIEIO, i ii HEPO3TOIOIICHHS B CYAi € OBTPYHTOBAHIM?.

% Jertsapbosa O. JlokasyBaHHsS y KpUMiHATEHOMY MPOBA/KEHHI Ha MiICTaBi eTeKTPOHHUX
nokasiB. Tpubyna monoooeo euenozo. 2021. Ne 6. C. 273-278.

% Koxanoschknit B.I'., T'ymamok M.B. OcoGIMBOCTI BHKOPHCTAHHS IEKTPOHHHX
(mudpoBux) n0Ka3iB y KpUMIHANPHHX HPOBAIKEHHAX. Kpuminanicmuuynuii eicnuk. 2019.
Ne 1(31). C. 13-19.

" Kamamua IT., Tapkyma A.M. Komis enextponnoi imopmauii sk moka3
Yy KpUMiHQJIGHOMY IIPOBAJDKCHHI: IPOIECYalbHHMII Ta TeXHIYHWH acnektH. FOpuouunuil
naykosuti enexmponnuti scypran. 2021. Ne 8. C. 336-339.

Mapkina A.B. Crocodu 30HpaHHS CTOPOHOIO OOBHHYBAuUCHHS EJICKTPOHHUX JOKa3iB
y KpUMiHaJIBHUX MIPOBA/DKEHHSX 1010 BOEHHHUX 3104YMHIB. /Ipaso.ua. 2025 Ne 4. C. 104-112.

® Tenusina S. Ouinka 10Ka3iB, OTpUMAHKX B pe3ynbrati npoenenns HCPI: uactuua 2.
URL:https://advokatpost.com/pro-otsinku-dokaziv-otrymanykh-u-rezultati-provedennia-nsrd-
prokuror-iana-talyzina.
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OcHOBHOIO TpoOieMO0 MpH 3HATTI iH(opMamii 3 eNeKTpOHHHX iH(opMamiHHIX
cucreM (c1.264 KIIK) € moctyn no 3ammudposanux nanux mecenmkepis (Telegram,
WhatsApp)*®. Ockinbky imopmaris 3a3Buuaii 3aXHIieHAa HACKPIHAM mIHDpY-
BaHHAM, HepexoruieHHs Tpadiky (cr. 263) wacto € manoepextuBHuM. Hatomicth
HCP/] 3a ct. 264 KIIK no3Bossie oTpuMaTi JOCTYIN O€3MOCepeaHbO O MPUCTPOIO
abo cepBepHOi yacTHHH cucTeMH. [IpoOneMu BUHHMKAIOTH NPH BHKOPHCTaHHI
BiganeHoro noctymy mo xmapHux cxoBuil (Google Drive, iCloud). HOpuanuna
HEBU3HAYCHICTh MION0 IOPHCIMKIII JaHUX, AKi (i3WYHO 3HAXOIATHCS Ha cepBepax
y CIIA abo €C, cTBOprO€ NEpeImKomd M JIeTiTUMi3amii TakuX JJOKa3iB B
YKpaiHCHKHX Cymax°..

CyTTEBUM HEJONIKOM B po0OoTi 3 IppoBUMH ciiamu 3araioM € te, mo KIIK ne
MICTHTh JCTAIBbHUX IHCTPYKIIN IIOJ0 TOTO, SK caMe TEXHIUHO X (ikcyBartH, 1100
BOHH HE BTpaTHIM Jomyctumocti. lle mpu3BoguTh 10 TOro, W0 CIig4i 4acTo
0OMEKYIOTBCSI CKPIHIIOTaMH, AKi 0e3 HaJe)KHOTO 3aCBITYEHHS METaIaHUX JIETKO
MiATAI0THCS CyMHIBY B cyz[isz.

[Ipobaema «delikiB» Ta JIETKOCTI MaHIMyIIOBaHHS U(QPOBUMH TaHUMU BHMArae
BiJl IPaBOOXOPOHIIIB BUKOPUCTAHHS CIICIiaIbHUX KpUNTOTpadiyHuX 3aco0iB Imij 4ac
odopmieHHs nmokasiB. KirouoBMM NOHATTSAM TyT € XeIIyBaHHS — CTBOPEHHS
YHIKaJIEHOTO IIM(PPOBOTO «BiIONTKA» (hailiry 3a TOIMOMOTOI0 aJrOPUTMIB.

VY mportokoni ciigyoi mii 00OB’S3KOBO MaroTh OyTH 3a3Ha4yeHi XelI-CyMH BCiX
ckomifioBanux aiini. Ile mo3Bonse B cyai depe3 Oy/Ip-sKuil NPOMDKOK dYacy
MepEeBIPUTH, YW HE BHOCHINCSA 3MIHM y JoKa3. Skmo xem-cyma Qaitmy B cyni He
30iraeTbcsl 3 Ti€0, MO BKa3aHa B MPOTOKOINI, /J0KAa3 BBAKAETHCS HEJOCTOBIPHUM.
Bepxosauii Cyx y cBoix moctaHoBax (Hampukiaz, Bix 29 6epesns 2021 poky y cnpasi
Ne  554/5090/16-x) mimKpecTioe, IO IONMYCTUMICTh ENEKTPOHHOTO JIOKYyMEHTa
3aJIe)KUTh BiJl MOKIIMBOCTI MEPEBIPKH HOTO MITICHOCTI Ta aBTEHTUYHOCTI .

Jlanyroe 36epescenns ooxaszie (Chain of Custody) y eimuusnaniti npaxmuyi.
3abe3neyeHHs! MIJTICHOCTI €JIeKTPOHHOrO JI0Ka3y Bil MOMEHTY HOTO BUSBICHHS 1O
THIOJIaHHS CyIy € KJIIOYOBHM 3aBJAHHIM IPOIECYaIbHOTO HMOPSAAKY. Y MDKHApOIHIH
MPaKTHUILi Ta CTaHAApTaX HU(POBOT KPUMIHATICTHKY 1€ Peai3yeThCs Yepe3 «IAHIIOT
30epeskeHHs» (chain of custody)34.

Jlanmor 30epekeHHS — 1€ JOKYMEHTATbHO 3a(iKCOBaHMHM HUIAX JOKasy, LI
BKJTIOYAE:

1. Inmenrudikamiro mxepena (URL, ¢ismuannit npuctpiit, IMEL, MAC-anpeca).

0 Kipues B.O. HosiTHi 3aco0um [0ka3yBaHHA NpOMNO3uLii, OOIUSHKKM abo HaJaHHS
HEIpaBOMIpHOI BUTOAU CIykOOBiil 0cobi. €sponericoxuil npasuuuuii yaconuc. 2025. Bumyck
6,7. C. 216-223.

® Terpux B.B. BUKOPHCTaHHS ENEKTPOHHHMX JOKA3iB Y KPUMiHANBHHX MPOBAIKEHHSX:
npobiemu ix 300py, IepeBipku Ta OiHKH. Haykosuii gicnuk Yoceopoocvkozo Hayionanvnozo
YHigsezpcumemy. 2025. Cepist [IpaBo. Bumyck 87: wactuna 4. C. 119-123.
naykosuti enexmponnuti scypran. 2024. Ne 4. C. 158-160.

®locramoBa Bix 29.03.2021 Ne554/5090/16-k Bepxosrmit Cynm. Kacamiitauit
kpuminansnmii cya. URL:https://verdictum.ligazakon.net/document/96074938.

Ioropeupknit M.A. Bukopucranus gauux ENCROCHAT y kpumiHagbHOMY
MPOBA/DKCHHI: TOPIBHSUIBHO-TIPABOBHI Ta MpoLECyalbHUM aHani3. FOpuouunuil Haykoguil
arcypran. 2025. Bumyck Ne 8. C. 223-229.
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2. @ikcarmio cTaHy B MOMEHT BHUSBIICHHS 4epe3 po3paxyHok xem-cymu (MDS,
SHA-1, SHA-256). Xem-cyma € «u¢ppoBuM BinOUTKOM» (aitia; Oyab-sika 3MiHa
HAaBITh OJHOrO 0iTa B JAHUX 3MIHUTH L€ 3HAYCHHS

3. Omnwc iHCTPYMEHTIB 30upaHHs (Ha3Ba Ta BEpCis MPOrpaMHOro 3a0e3meueHHs,
nanpukiaa, FTK Imager, EnCase)35

4. JlokyMeHTyBaHHS KOXXHOI Imepenadi JoKazy MDK ocobaMu (cmiguumii —
eKCHepT — Cy[) i3 3a3HaUeHHSAM Yacy Ta crocoOy TpaHCIOpPTyBaHHA (ceiid-maker,
samm¢ppoBaHmii KaHaw) >

B ykpaiHCcpKOMY TpolecyaqTsHOMY 3aKOHOHABCTBI TepMiH «chain of custody»
OpsSIMO  HE BXKUBAETHCS, XO4a HOro eNeMEeHTH IIPUCYTHI y BHUMOrax Jo
npoToKoiroBaHHA ciigunx Aii (ct. 104 KIIK). IIpoTe Ha mpakTumi cyan Bce dacTime
3BEpTAIOTh yBary Ha LeW craHmapT. BiAcyTHICTb y mpoTokoii orsigy iHdopmaril
Ipo Xeul-cyMy BHIydeHoro (aiiaa abo mpo BHKOPHUCTAHHS IPHUCTPOIB OJIOKYBaHHS
3anmcy (write-blockers) mae migctaBu 3axXHMCTy BHCYBAaTH BEpPCil0 PO MOKIUBICTH
LITyYHOT'O CTBOPEHHS a00 MoanGikalii JoKa3iB IPaBOOXOPOHIISIMHU.

[HImMMK cnoBamu, KOHIIETIIIS JTaHIIOKKA 30epiranHs mnepeadadae XpOHOJIOTidHE
JIOKYMEHTYBaHHS BCIX €TalliB XHUTTS J0Ka3y: BiJl MOMEHTY BHSIBICHHS Ha MiCIIi TTOii
IO TIpe/ICTaBleHHS B cyi. e Brirovae Qikcariro:

e XTO0 MaB JIOCTYII 10 JJOKa3y?

e Komu i ie BiH 30epiraBcs?

e SIki IHCTpYMEHTH BUKOPHCTOBYBAJIUCS JUIS aHAII3Y?

e Uy 3a0e3neueHo 3aXUCT BiJ] 30BHIITHBOTO (€JIEKTPOMArHITHOTO) BIUIUBY.

Bynp-sika mporanvHa B I[bOMY JAHIIOXKKY (HAIIPUKIJIAM, SKIIO YKOPCTKHH IIHCK
30epiraBcsi B He3aneyaTaHOMY BHIVIII B KaOiHETi CHIJUOro) € MiACTaBOIO IS
BM3HAHHS J0Ka3y HEJOIMYCTUMUM, OCKIIbKU CTBOPIOETHCS «OOTPYHTOBaHHUN CYMHIB
II0J10 HOTO HE3MIHHOCTI

[IponecyanpHe nocmimkeHHS UQPoBoi iHPOpMAaLii 3Ae01IBIIOrO peanizyeThes
yepe3 3amydeHHs ekcrepriB. KowmmiorepHo-texHiuHa —ekcneptm3a  (KTE)
MIPOBOAMTECS BiNMOBiAHO 10 [HCTpYKIii Mintocty Ne 53/5 Ta Mae Ha MeTi BiAOBi i
Ha NHUTAHHSA TPO HAsBHICTH NMEBHMX (aillliB, BIAHOBJICHHS BHAAICHOI HEPENUCKH,
BHSBICHHS CITIJIB 37I0MY 260 CTOPOHHBOIO BTPYUaHHS

MertazaHi (aHi po JaHi) 4acTo € OLTBII BaXKJIMBHMH, HI)K OCHOBHHI KOHTEHT.
Hanpuxnan, ¢aiin dororpadii mictuts wmeramani EXIF, ne BkazaHo Mopenb

% Tloropeupkuii M.A. KpunropamoTa sk 00’€KT, MPEJMET Ta 3aCi6 BUMHEHHS 3JOYHHY:
npobieMn BHSBICHHS, MOKYMCHTYBAaHHS 1 JOKa3yBaHHS B JOCY[OBOMY Ta CyZOBOMY
TIPOBA/UKEHHSIX. Uepacasa i pezionu. Cepis:Ilpaso. 2025. Ne 3(88). C. 70-90.

HoropeuLKnn M.A. BI/IKOpl/ICTaHHfI maanx ENCROCHAT y xpuminambHOMY
MPOBA/DKCHHI: TOPIBHSUIBHO-TIPABOBMI Ta MpoLeCyalbHUI aHami3. FOpuouunuil Haykoguil
arcypran. 2025. Bumyck Ne 8. C. 223-229.

* Credanin H. Cymns BC npoauanisysana Kputepii J0IyCTHMOCTI # 10CTOBIDHOCTI
eNEKTPOHHUX J0Ka3iB v KpuMiHaipHOMy mpomeci. URL: https://supreme.court.gov.ua/
supreme/pres -centr/news/1751385.

% Haxas Minicrepctpa octuuii Yipainn Ne 53/5 six 08.10.1998 «IIpo 3aTBEPIUKCHHS
IHCTpYKLITl PO NpU3HAYCHHSI Ta IPOBEICHHS CYIOBHX EKCIEPTH3 Ta eKCIEPTHUX JOCIiIKEeHb
Ta HaykoBO-METOAMYHMX PEKOMEHIAMLiil 3 NUTaHb MiArOTOBKH Ta NPU3HAYCHHS CYJOBHX
eKcriepTH3 Ta ekcrneprtHux gocuimkenb». URL:  https://https://zakon.rada.gov.ua/laws/
show/z0705-98#Text.
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tenedoHy, TouHMA uwac 3ilomku Ta GPS-xoopamnatn. EkcmeprtHza 103BoISE
BCTAaHOBHUTH, 4i OyB (aill CTBOpEHMI caMe Ha TOMY HpPHUCTpPOi, SKUIl BIIy4eHO
y migo3proBaroro. IIpore cimix BpaxoByBath, mo Oarato MmeceHmkepiB (Viber,
Telegram) npu nepecunanHi (aiaiB aBTOMaTHYHO CTUPAIOTh METaJlaHi, 1[0 BUMAarae
BHKOPYCTAHHS CKJIAHIIINX METOIB BiTHOBIICHHS 3 [TAM’STi CAMOTO IIPHCTPOIO ..

CydacHi pO3CIigyBaHHSA ONEPYIOTh TepabaiiTaMu HaHuX. Y TakuxX YMOBax
py4yHHI aHami3 HeMOXJIUBHHA. HOBITHI TeHIEHLII B KpUMIHATICTULI MepeadayaroTh
Bukopuctanasa LI ams aBTOMaTHYHOTO MOUIYKY aHOMANid, imeHTH(IKaIii 00’ €KTiB
Ha TUCSYaX TOJHH Bi/JI€03aIMCIB Ta BCTAHOBIICHHS 3B’SI3KiB MK (irypaHTamu uepes
aHami3 «semukux mammx» (Big Data)®. BnpoBamkemms Takmx imcTpymenTis
notpeOye CTBOpPEHHS BiANOBIAHOI HOpPMAaTWBHOI 0a3m, OO pe3yiabTaTH PoOOTH
QITOPUTMIB MOIJIH OyTH BU3HaHI ZOITyCTUMHMH JJOKa3aMHU.

31M0YMHHICTE y U(POBY €MOXy HE BU3HAE AEPKAaBHUX KOpIoHIB. YacTo jxkepTBa
3HaxonuThes y JIbBOBI, 3mounHens — B beprniHi, a maHi 30epiraroTbesi Ha cepBepi
B Kanidopnii. Lle pobuts MixkHapoIHe CHIBPOOITHUIITBO KUTTEBO HEOOX1THHUM.

byoanewmcoka xoneenyis ma [pyeuti dooamkosuil npomoxon. Ha MibkHapogHOMY
PiBHI OCHOBHHMM JOKYMEHTOM, III0 BU3HAYA€E CTAHIAPTH POOOTH 3 LH(POBUMH TAaHUMH,
€ Konenuist npo kibep3nounaHicTs (Bymamemrcrka koHBeHIis). BoHa BcTaHOBIIOE
000B’SI30K JieprKaB-yJacHHIb 3alpOBAJUTH MEXaHI3MH TEpMiHOBOTO 30epeeHHs
KOMIT'IOTEpHUX JaHMX (cTarTs 16) Ta 4YacTKOBOTO PO3KPHUTTS IaHUX IIPO pyX
indopmartii (crartst 17)*. Lle KPUTHYHO BaXKIMBO JUIS BUIIAAKIB, KONH JaHi MOXXYTh
OyTH BHAATeHI IPOBaiepoM aBTOMAaTHYHO a0o0 3a 3alMTOM KopHucTyBada. KoHBeHIis
nepenbadae onepaTuBHE 3a0e3MeUeHHs 30epeKeHOCTI JaHUX, SIKI MOXKYTh OyTH 3MiHEHI
abo BTpaueHi B mporeci po3cmigyBaHHA. B VYkpaiHi mi MONOXKEHHS YacTKOBO
IMIUIEMEHTOBaHi Yepe3 MpOoLEAypy THMYacOBOTO AOCTYIy IO pedei i JOKYMEHTIB,
MPOTEe MEXaHi3M «TepMiHOBOTO 30epexkeHHs» (data preservation order) 6e3 cymoBOro
pimreHHs Ha KOpOoTKMH cTpok (mo 90 nuiB 3a KoHuBeHmiero) Bce mie moTpedye
BIOCKOHAJICHHSI B HAI[IOHAJILHOMY 3aKOHOJIaBCTBI.

Takox BaXJIMBUM KPOKOM CTalo MPUHHATTS Jpyroro 10AaTKOBOTO MPOTOKOIY
(2022), sikuii 3ampoBaarB MEXaHi3MU MPSIMOi B3a€MOJIii IPAaBOOXOPOHIIIB i3 cepBic-
nposaiiiepamu  (Google, Meta) 6e3 TpamuI{iiiHHX 1 MOBIIBHUX 3aMKTIB TPO
MiKHapO/IHy paBoBy jgonomory . Ile n03Bosisie B eKCTPEHUX BUIAAKAX (HANpHKIIaL,
3arpo3a XXHUTTIO) OTPUMATH JIaHi MPOTSTOM TOJIVH, a HE MICSIIIB.

¥ Kapmens  FO.B.  IluppoBi J0Kka3sm Ta  KOMIMIOTEPHO-TEXHIidHi  eKCIEPTH3H
y KpUMiHAQIBHHX IIPOBA/DKEHHSX MPO BifiCBKOBI 3mounHu. [Opuduynuil naykosuil enexmpoHHul
arcypran. 2025. Ne 11. C. 226-230.

4 Opemyk B. Jlokasu, oTpUMaHi 3a JONOMOTOIO IITYYHOTO iHTEIEKTY, Ta iX BHKOPHCTAHHS
B cymi. URL:https:// www.hsa.org.ua/blog/dokazi-otrimani-za-dopomogoiu-stucnogo-intelektu-
ta-yix-vikoristannia-v-sudi.

“ Bynarernrchka KOHBEHINis MpPO KiGEP3TOUMHHICTH SK OCHOBHHIl MiKHApOIHO-
NPaBOBUH CTAaHJApT IIOAO KiGep3nounmHHOCTI. UepHIBeNbKUH HAl[iOHAJIBHUH YHIBEpCHTET
imeni IOpis ®emproBuua. 27.02.2025. URL: https://law.chnu.edu.ua/budapeshtska-
konventsiia-pro-kiberzlochynnist,

2 MUPEKTUBA €BPOINENCHKOIO MAPJIAMEHTY I PAIU (€C) 2022/2555 Bin
14 rpynast 2022 poky mpo 3axOomyl IS BHCOKOTO CIIUIBHOTO DiBHS KibepOesnmekn Ha BCid
tepuropii Coro3y, BHeceHHs 3MiH 10 Permamenty (€C) Ne 910/2014 ta [upextuu (€C)
2018/1972 Ta ckacyBamus [upexktusu (€C) 2016/1148 (JupextuBa NIS 2). URL:
https://zakon.rada.gov.ua/laws/show/9a3_001-22#Text.

81



Hoguii Pecnamenm €C e-Evidence (2023).€spomneiicekuii Coro3 3ampoBaanB
peBomowiitni  3Mimm, npuitmsemm  Permament (EU) 2023/1543%.  Ocmosmi
HOBOBBE/ICHHSI BKIIFOUAIOTh:

e European Production Order (EPOC): Haka3, mio 3000B’s3ye npoBaiigepa
Hagatd JaHi nporaromM 10 gHiB (a0 8 TOAMH y TEpMIHOBHX BHIIQJIKaX)
6e3nocepeHbo oprany iHmoi kpainu €C.

e FEuropean Preservation Order (EPOC-PR): Haka3 mnpo HeraiiHe
3aMOpOXKYBaHHS JAaHUX, 1100 BOHM He OyiaM BHIaJeHi OO MOMEHTY OTPUMAaHHS
OCHOBHOTO 3aITHTY.

Leit PermameHT irHopye TepUTOpiadbHUI MPHUHLUIL MPOBaiinep 3000B’s3aHUIA
HaJaTH JaHi, HaBiTh SKIIO BOHH 30epiraroThes 3a Mexkamu €C, KO0 KOMIaHis
NPOIIOHYE TIOCTYyTHM Ha €BPONEHCHKOMY pHHKY. 3a HEBHKOHAHHS Iepeq0adeHo
mrpadu 10 2% Bif CBITOBOr0 060pOTY KOMITaHii.

Texuiuna mporenypa ¢ikcaiii Mae 06a3yBaTHUCS Ha MPHHIIUIAX, BUKIAICHUX Y
MikHaponHomy crauaapti ISO/IEC 27037:2012 «HactanoBu moo igeHTHGIKAILIT,
30MpaHHs, OTPUMAaHH: Ta 30€pekKCHHS eJICKTPOHHUX JOKa3iB», AKUH B YKpaiHi Ji€ K
JICTY EN ISO/IEC 27037:2022*. Crammapt BH3HAYa€ HOTHpH KITIOHOBI TPOLECH,
BUKOHAHHS SIKUX TapaHTy€e HAIIHHICTh HOKa3iB. A came: imeHTH(IKaIiI0, 30MpaHHs,
3000y TTS Ta 30epeIKEHHS.

OynnamenransauM npuHIunoM 3a ISO/IEC 27037 e miHiMizaris oOpoOieHHs
nepBicHUX IU(POBHUX NPHUCTPOIB. Byab-ski aii, M0 NPU3BOIATH IO 3MiHH CTaHy
IPHUCTPOIO (HANPUKIIAJ, YBIMKHEHHsS CMapT(oOHa Ul Meperisay MOBiToMieHb 0e3
CreliaJbHOro O0JaJHaHHs), MOBHHHI OyTH [eTalbHO OMHCaHi Ta OOIPYHTOBaHI
B IPOTOKOIMI. SIKIIo ciigumii caMocTiiiHO ormsigae TenedoH, BiH (pakTHYHO 3MiHIOE
MeTagaHi (aiiB (Yac OCTAaHHBOTO JOCTYIIY), IO MOKEe OyTH BUKOPHUCTAHO 3aXHCTOM
UL TBEpXKEHb mpo danbcudikaniro. ToMy CTaHIapT BHMAarae JIOKyMEHTYBaHHS
KOJKHOT'O KPOKY, II00 HE3aJeXHUI eKCIepT MIr BiITBOPUTH Jii CIITIOTO Ta IPUATH
JI0 TOTO X PE3yJIbTaTy.

BaximBoo € poib cy0’eKTiB BUSBICHHS Ta BHIydeHHsA. KpiMm cmiguux, 1o
npolecy  3alydaroThCsl  IHCHEKTOpU-KpuMiHamicTH, ¢axiBui  [lemaprameHty
kibeprominii Ta ekcneptd EkcneptHoi ciyx6un MBC. Cranpaprtusaiis 1XHbOT
nisttbHOCTI wepe3 BmpoBamkenHs JCTY ISO/IEC 27037 mo3Bonsie yHidikyBaTn
BUMOTH 10 IXHBOI KBamiikamii Ta MeTomiB pOOOTH, MO0 € KPUTHYHHM ISt
3a0e3MmedYeHHs IOy CTHMOCTI pe3yJIbTaTiB IXHBOT Ipalli y Cy/I0BOMY 3aciJlaHHi.

3 The E-Evidence Regulation (eER) entered into force on 18 August 2023. After a three-year
transition period, it will become binding from 18 August 2026. The Regulation regulates direct
cross-border access to electronic evidence by law enforcement authorities of the Member States.
URL:https:// www.bfdi.bund.de/EN/Fachthemen/Inhalte/Polizei-Strafjustiz/E-Evidence.html

4 JICTY ISO/IEC 27037:2017 Indopmaniiini Texmonorii. Meroau 3axucty. Hacranoeu
i igenTudikanii, 30upanHs, 3000yTTS Ta 30epexkenHs mudpoux pokaszis (ISO/IEC
27037:2012, IDT). Kuie, AIT «YkpAHL]», 2018. 31 c. URL: https://www.ksv.biz.ua/GOST/
DSTY_ALL/DSTUS/DSTU_ISO_IEC_27037-2017.pdf
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3. TexHiko-KpUMiHAJICTHYHE TA TAKTHYHE 3a0e3MedeHHs
BUJIy4YeHHs HudpoBoi indopmanii

Texuiune 3a0e3neyeHHs ¢ikcanii TUPPOBHUX CIIMIB MPOUIIIO EBONIOLIIO Bifg
HPOCTOr0 KOMiIOBaHHS (aililiB 10 BUKOPHCTAHHS CKJIaJAHHMX MPOrPaMHO-arapaTHHX
kommuiekciB (ITAK), mo mparrorots Ha piBHI MIKpOCXeM Ta HMpOIMMBOK. [IpoBigHnm
IHCTPYMEHTOM y CBITOBiii Ta BiTum3HsHIi mpaktuui € komruieke UFED (Universal
Forensic Extraction Device), sikuii no3Bojste 3milicHoBaTH ()i3UuHe Ta JIOTiuHE
BUWIIyYEeHHs IaHHX 3 TUCSY Mojejeld MoOinbHHX mpuctpoiB. DyHKIIOHAT TaKHX
KOMIUICKCIB ~ BKJIFOUA€ MOJMJIMBICTb 00XOLy OJOKyBaHb €KpaHa, BHIIyYCHHS
BUIaJeHnX moBimomiienb 3 MecenmkepiB  (Viber, Telegram, WhatsApp),
Bi/IHOBIICHHSI icTOpii Gpay3epiB Ta TeONOKAIHHIX JaHHX .

Opnak edektuBHIcTh [TAK mOCTIHHO OOMEXKYETHCS BIOCKOHAICHHSIM CHCTEM
Oesmekn BHpoOHWMKamu cMmapTdoHiB. Buxinm HoBux Bepcii iOS Ta Android 3
NOCHJIEHNM MH(pyBaHHAM Ta npoTokoiaamu Secure Enclave cTBoproe curyarii, Komu
HABITH HaliCyJacHiIIe 06/1aJHAHHS HE MOXKE «IPOBHTHY 3aXHCT . Y TAKHMX BHIIAIKAX
TaKTHKa CJiguoi 1ii MOBMHHA TpaHCHOPMYBATHUCS BiJ TEXHIYHOrO 3j7aMy M0
BUKOPUCTAHHS TaKTHMYHUX NPHHOMIB, HANPUKIIAL, NMPOBEACHHS OTJLIIY HPHCTPOIO,
MIOKH BiH 3HAXOAUTHCS B PO30JIOKOBAHOMY CTaHi Oe3mocepeIHbO i Yac 3aTpUMaHHS
(«live forensics»)*’.

Jlst 3a0e3medyeHHs HE3MIHHOCTI JaHMX MiJ dYac MIJKIIOYEHHS HOCIA 10
KOMIT'IOTepa CIIT90T0 OOOB’S3KOBUM € BHKOPUCTAHHS OJIOKYBAaTOpIiB 3aIuCy
(Forensic Write Blockers). Lli npuctpoi Ha amapatHOMY piBHI OJIOKYIOTH Oyb-sKi
KOMaHJM 3alucy, IO HAAXOAATh BiI ONEpamiiHOl CHCTEMH IO HaKOINHWYyBada,
JTO3BOJISIIOUH JIMIIIE YNTAHHS TaHUX.

TakTu4Hi OCOOMMBOCTI MHPOBENCHHS cCiimguMx Al (ormangy, oOmyky) 3a
HasSBHOCTI IUQPPOBUX CHiTiB BUMaramTh CyBOpoi mTocmigoBHocTi niil. Ha
MiATOTOBYOMY €Tami CIiAYMil MOBHMHEH NepeadaynTd HasBHICTH 3ac00iB 130J1smii
npucTpoiB Bim Mepexi (writkun @Dapames abo amiapexum), OO 3amo0irTH
IcTaHIiHHOMY BraneHHio marnx (Remote Wipe)*. Ha poGouomy erami ormsmy
Micig nmofii ikcailis MOBUHHA BiOYBAaTHCS 33 MPHHIIUIIOM «BiJl HAHOLIBIN JIETKAX
JaHMX 10 HaiiMenm netkux»®. Ile osmauae, mo cmouaTky (IiKCYeThCS BMicCT
onepatuBHoi mam’sati (RAM) Ta BigkpuTi BikHa mporpam, i JHIIE ICJs I[OTO
HPUCTPIiif MOXKe OyTH BUMKHEHHH /IS BUITYyYSHHSI.

“® Kmumayx M.IL, Kymriii Al BusBieHHs Ta BHIydeHHS CIIiB KpPHMiHATBHEX
[PaBOIOPYIICHb , YINHEHUX i3 BUKOPHUCTAHHSAM 3aCO0IB CTLNBHUKOBOTO 3B’s3Ky. CoyianbHo-
npasogi cmyoii. 2020. Bumyck 3(9). C. 111-118.

% Kypman O.B. OcoGnuBocti Ta npoGrneMu BUSBICHHS i dikcanii mudpoBux ciimis mix
4yac Oorjasay MOOUIBHMX 3aco0iB 3B SI3KYy. ElnekmpouHne Haykoge 6udanus «Ananimuuro-
nopisHsbHe npasoznascmeoy. Bunyck Ne 04, 2025, yactuna 3. C. 238-242.

4" Kapaman K.B. Bunyuenns uudpoBHuX CIiJiB Mij yac peasizalii yXBaau Ha OTPHMAHHS
THMYacOBOTO JOCTYILy IO BiJOMOCTEH, IIO CTaHOBIATH OXOPOHIOBAHY 3aKOHOM TA€MHHIIIO.
Bicnux kpuminonoeiunoi acoyiayii Yrpainu Ne 36(3). C. 257-267.

8 Tam camo.

KoBanenko A.B. Kiacudikamist enekTpoHHHX (IHMGPOBHX) CIIIiB KpHMiHAIBHOTO
npaBonopyueHHs. /Ipoonemu 3akonnocmi. 2023. Bunyck 161. C. 202-214.

83



IIponec ¢ikcamii y mnpoTokoni Mae OyTH MaKCHMalbHO JETalli30BaHUM.
HenmocratHeo mpocTo BKazaTH «BWIy4eHO MoOUThHMI Tenedon». HeobxigHo
3agikcyBartu:

1. Touny moxens Ta cepiitauii Homep (IMEI) mpuctporo.

2. CraH TIpUCTPOIO Ha MOMEHT BUSBICHHS (YBIMKHEHHI/BUMKHEHHH,
MiAKITIOYEHHH 10 MEpexi).

3. HasBuicTp Ta THI 3ac00iB OIOKyBaHHS (apoik, rpadiunmii kitod, FacelD).

4. Meron BuirydeHHs ((i3UUHEe BIUIYYCHHS NPUCTPOI0 ab0 KOIIIOBAaHHA
iH(popMaIii Ha MicITi).

5. ANTOpUTM Ta 3Ha4YEHHS XEII-CyMH IS KO)KHOTO BHJIyYEHOTO MacHBY JaHUX
abo ¢i3mgHOrO 00pazy HOCis.

Xenr-cyma (hash value) € MaTeMaTHYHUM pe3yJIbTaTOM OOPOOKH TaHHX, SIKMH €
YHIKaJIBHHUM JUIs1 KOJKHOTO Habopy iHdopmarii. [TopiBHAHHS XeLI-CyM, po3paxoBaHUX
CIYUM TMiJ Yac BUJIyYEHHS Ta EKCIIePTOM IMiA Yac AOCHI/KCHHS, € TOJIOBHUM
JIOKa30M TOT0, 110 iH(popmalis He Oyna mixpobieHa. byap-ska 3MiHa Xo4a 6 OZHOTO
Oita iH(MopMaLii mpu3Beae M0 IMOBHOI 3MiHU 3HAUEHHS XEII-CYMH, II0 POOUTH Ieil
IHCTPYMEHT HaJIifHUM 3aMl001>KHUKOM TIPOTH MaHIITyJISIIIH.

Oco0nMMBUM TaKTHYHUM IIpriioMoM € BukopucTanHs Big Data Ta OSINT (Open
Source Intelligence) minm wac mpoeenenns HCPJl. dikcaris maHUX 3 BIIKPUTHX
JoKepen (comianmbHi  Mepexi, ¢Gopymu) TOTpeOye HeraiHol ¢ikcarlii IUIIXOM
CTBOPEHHsS 3HIMKIB eKkpaHa (CKpiHIIOTIB) Ta 30epeKeHHs KOmiii BeOCTOPIHOK,
OCKUTBKM aBTOPH MOXXYTh BHAINTH IyOmikamii Tmicas YCBiIOMJICHHS YyBaru
MIPaBOOXOPOHHHUX opraHiB5O. IIpu mpoMy BaxiuBO (iKCyBaTH HE JIMIIE BiyalbHE
BinoOpakenHs1, a # HTTP-3aromoBkn Ta BHUXIZHUHA KOX CTOPIHKH, IO JO3BOJISIE
BepHDIKyBaTH JDKEPENO TOXODKEHHs iHGOpMartii™.

Cuij TakoX 3a3HAYATH, IO B yMOBaX TPHUBAIOUO] BifHU 3 POCIHCEKUM arpecopoM

TyT KPpUTHYHO BaXXJIMBOIO € BepHdikallis 3a JOMOMOTOI0 TeoJOKalil Ta aHawi3y
MeTaJIaHuX, 1100 J0BECTH, 1110 Bieo OyJio 3HATO came B byui Ta came y Oepesni 2022
poky. Jlis 1mporo ykpaiHChKi OpPraHM aKkTHUBHO CIiBOPALIOOTh 3 MiKHapoaHHM
kpuMiHaneHEM cyaoM (MKC) ta BukopucToBytoTh ctanaaptu [Iporokxomy Bepxui,
SKI BUMAararoTh 30epeXeHHS «UM(ppOBOr0 HeraTHBa» — IMEpPBHHHOTO (airy 6e3
JKOIHUX Monnq)iKauiﬁsz.

% Kmumuyk MIL, Kyutiii AJ. BusBICHHS Ta BHIyYeHHS CIiiB KPUMiHATBHHX
[IPaBONOPYIICHb , YINHEHUX i3 BUKOPHUCTAHHSAM 3aCO0IB CTLIBHHUKOBOTO 3B’s13Ky. Coyianbho-
npasosi cmyoii. 2020. Bunyck 3(9). C. 111-118.

' Tnoeiox LB. Ouinka pesymbraris OSINT y cymosiii mpakTumi: okpemi MHTaHHS.
Haykosuil gichux Yorceopoocekoeo Hayionanvrozo Yuieepcumemy. 2025. Bumnyck 91: yactuna
4. C. 251-259.

%2 TIporokon Bepkii 3 BeleHHS PO3CIILyBaHHA 3 BUKOPHUCTAHHAM BinkpuTux nudposux
nanux. [paktrnanuii mociOHuK./ Heodiw. mep. 3 auri. O. B. 3i03p. Heto-Uopk; XKenesa: Lentp
i3 npaB moauau KamidopH. yH-Ty, Llentp i3 npas moaunau Kanidoph. yu-ty, Bepkui, FOpua.
mk., OOH Ymp. Bepxos. xomicapa 3 npas soxunn, 2020. URL: https://www.law.berkeley.edu/
wp-content/uploads/ 2022/03/Berkeley-ProtocolUkrainian.pdf
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4. TunoBi noMuJku Ta npodJemu dikcauii nudppoBux ciigis
y CyZ[OBii;l l'lpaKTl/l].[i: IJIAXHW BAOCKOHAJCHHSA

AHaii3 cyqoBO-CigUoi MPaKTUKH CBIIUUTH MO Te, MO0 MU(POBI CIiAXM YacTO
CTalOTh 00’ €KTOM KOPCTKOI KPHUTHKHU 3 OOKY 3aXHCTY, IO MPU3BOJHUTH 10 BU3HAHHS
iX HemomycTHMHUMH HokazaMu. OCHOBHUM KaMEHEM CIIOTHKAHHS € HEeJOTPHMaHHSI
BCTAHOBIICHOI 3aKOHOM IPOLECYaNbHOI (JOPMH Ta TEXHIUHHX permaMentis™ . THIOB
MOMMJIKH CJIiTYMX MOJKHA 3TPYITyBaTH 3a KUIbKOMA HarpsiMaMH.

IMepma rpymna MOMHIOK CTOCYETHCS MOPYLICHHS IMOPSIKY BHIydeHHs. Yacto
CIig4i BHIYYalOTh KOMIT'IOTEPHY TEXHIKY 0€3 OTpHMaHHS CIELiajJbHOTO J03BOIY
ciig4oro cyaai, nepeabdauenoro ct. 234-236 KIIK, abo Bumy4aroTh «Bce miapsaa» 0e3
0GIPyHTYBAHHSI 3B’ 5I3Ky NMPHUCTPOIB 3 IPEAMETOM TOKA3yBaHHS . CyIH, KepyIOUmnCh
JOKTPUHOIO «IUIOAIB OTPYEHOTO JEPeBay, BU3HAIOTH TaKi TOKA3H HEIOIyCTHMHMH,
HABITH AKIIO HA HUX MICTHTHCS IPAME ITiTBEPIKCHHS BHHI ..

Jlpyra rpyna — me TexXHiYHI NOMWJIKH npu (ikcanii. BincyTHicTs y mpoTokomi
BiTOMOCTEil IIPO PO3PAXYHOK XEII-CYM € OIHI€I0 3 HAMMOMMPEHImHX TpoGrem’.
be3 xenr-cymu HEMOXKIIMBO JTOBECTH, IO (aii, KU TOCIIIKye eKCIepT depe3 qBa
Micsni micis oOIyKy, € THM caMuM (aiiiioM, 1o OyB 3HaWIEHUH Yy MiT03PIOBAHOTO.
Takox KpUTHYHOIO TIOMMJIKOIO € OTJISA MPHUCTPOI0 0e3 3alydeHHs CIelianicTa, II0
NOPU3BOAUTH [0 BHUIMAAKOBOI 3MiHH CHCTeMHHX (ailiiB abo AaTH JOCTYIy, IO CTae
MiICTaBOO IS CYMHIBIB Y HiJTICHOCTI TaHUX.

Tpers rpyma — mommiku y 3abe3nedeHHi nanipora 36epiranns (Chain of
Custody). SIkmo y Mmatepiajax ChOpaBd BifICyTHs iHQopmalis mpo Te, SK JIOKa3
TpaHCIOpTyBaBcsl, e 30epiraBcs (HampuKiaj, BiACYTHICTH ceiid-makeTiB abo ix
TOIIKO/DKSHHST), CyJl He MO)Xke OyTH BIIEBHEHHH, L0 A0 HOCiI HE Malld JIOCTYITy
CTOpOHHI 0cO6H"".

CywacHa cynoBa mnpaktuka BepxoBHoro Cyny AEMOHCTPYE IIOCTYIOBE
(hopMyBaHHS CTaHIApTIB OLIHKH €NeKTPOHHHX Aoka3iB. Y mocraHoBi KKC BC Bin
7 rpyzmust 2023 poxy y crpasi Ne 420/15422/22 Gyno akIeHTOBaHO yBary Ha TOMY,
IO €JIEKTPOHHE JINCTYBAHHS € HAIC)KHUM JIOKa30M, SIKIIO MOXKHA BCTAHOBHUTH HOTO

5% fOp»es JI.C., Mipomniuenko A.O., 3abyaceknuit O.I1. ENeKTpoHHI 10Ka3H B KpHUMi-
HaJEHOMY TPOBaKEHHI: mpakTrka 3acrocyBaHHs. UNIVERSUM/ 2026. Ne 28. C. 101-104.

% Nerrspsosa O. JlokasyBaHHS y KPHMIHATGHOMY [POBADKCHHI HA MiCTABI EICKTPOHHHX
nokasiB. Tpubyna monodoeo euenozo. 2021. Ne 6. C. 273-278.

% Bukopuctanns mudposoi indopmaltii B po3ciTixyBaHHi KpUMiHATEHAX MPABOTIO PYIIEHb:
Marepialy MDKHAp. HayK.-IPakT. KPyrJaoro cToly, M. XapkiB, 12 rpya. 2022 p. / enexTpoH.
Hayk. BUJL., peakoi.: B. YO. lleniteko (rosnosa), I'. K. AeneeBa, M. O. Co xonenko. ; HJII BuBu.
npobiem 3mounHHOCTI iM. akaa. B. B. Crammca HAIIpH Ykpaiuu, J1a6. «Bukopucranus cydac.
JIOCATHEHb HAayKH 1 TeXHIKH y OopoTw0i 3i 3moumHHicTIO». XapkiB : IIpaBo, 2022. 104 c.
DOI: https://doi.org/10.31359/978-966-998-460-9. Techniques and standards for Preservation
of Data.

% Techniques and standards for Preservation of Data. Digital Forensics 2023-2024. Topic
4. C. 27-38. URL:https://www.uomustansiriyah.edu.ig/media/lectures/6/6_2024 05_10'06_
53_48_AM.pdf

5 fOp»es J1.C., Mipomnivenko A.O., 3abyacekuit O.I1. ENeKTpOHHI 10Ka3H B KpUMi-
HaJIbHOMY TIPOBa/KEHHI: npakTuka 3acrocyBanus. UNIVERSUM/ 2026. Ne 28. C. 101-104.
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IOXO/KCHHS Ta ABTCHTHYHICTB . Cynn TOYMHAIOTh TNPUHMATH CKPiHIIOTH
MECEH DKEPIB SK JOKa3H, aje JIMIIe 32 YMOBH, III0 BOHU MiAKPIIUIEH] OTJISOM CaMOro
npuctporo abo maHuMH Bin mposaiinepa. IIpoTe 3amumiaersest mpoGiiema aBTEH-
TUYHOCTI: y CHpaBax Npo KibepraxpailcTBO 3JOBMHUCHUKH 4acTO BUKOPUCTOBYIOTh
cnydinr (miaMmiHy HoMepa abo iMeHi), IO BMMAarae BiJ CyAy TJIMOIIOrO aHamizy
TEXHIYHHX JIOTIB, 4 HE JINIIE Bi3yaTbHOrO 3MiCTy ITOBIZOMIICHB .

Jns momonmaHHA mMX MpoOjieM Ta TapMOHI3alil YKpaiHCHKOTO 3aKOHOAABCTBA
3 MDKHApOJHAMH CTaHJAPTaMU IIPOTIOHYIOTHCS TaKi KPOKH:

1. 3akoHOIaBYE 3aKpIIUICHHS IOHATTS «EJNEKTPOHHUH JOKa3» Ta «IHU(pPOBUH
ciig» y KIIK Ykpainu, a Tako) BCTAHOBJIGHHS YiTKOI MPOIEIYPH IX KOMIIOBaHHS SIK
QIbTEpPHATUBH BIJIYYCHHIO TCXHIKH.

2. Po3pobOka Ta BHOpOBaKCHHS 00OB’A3KOBHX METOIHYHHMX PEKOMEHIAIH s
cnigunx, 3acHoBanux Ha JICTY ISO/IEC 27037, mono mopsaky izeHTudikamii ta
30eperkeHHs U(PPOBUX JAHUX.

3. CrtBopenHs eauHOi UU(POBOI cHCTEMH OONIKYy pEYoBHX JIOKa3iB
(e-Evidence), sixa 6 aBTOMaTH4YHO (iKCyBasia KOXKEH €Tall «JIaHIora 30epirantsn Ta
IHTeTpyBaja 3HAYEHHS XeII-CyM y eJISKTPOHHUH IIPOTOKOJL.

4. TligBumieHHs piBHA KBamiikaiii CIiTYMX Ta CyIJIIB Yepe3 CIeliaNi3oBaHi
KypcH 3 IU(pOBOi KPIMIHATICTHKHY, OCKUIBKY HEPO3yMIiHHS PI3HUILI MiX Qaiiiom Ta
HOcieM ab0 MIX JIOTiYHUM Ta Qi3MYHUM 00pPa30M MPHU3BOJHUTH O CYJOBUX TOMHJIOK.

OKpeMHM BHKJIMKOM € BHKOPHUCTAaHHsS pe3yibTaTiB mryynoro intenekty (ILII)
y nokazyBaHHI. Bxxe 3adikcoBani Bumagku cnpo® BuxopuctaHHs ChatGPT s
OOTPpYHTYBaHHS IOPHINIHHX nosuniii®™. v MaiOyTapOMy 1111 MO’ke BUKOpPHCTOBYBATHCS
JUI aHaJ3y TirabGaiTiB Jsor-QaiimiB, mpore Qikcalis pe3yibTaTiB TaKOro aHajizy
noTpeOyBaTHMe HOBHX 3aKOHO/IaBYMX BH3HAUCHD Ta MPOIIECYAIbHIX TapaHTiH.

BHUCHOBKH

Oikcanis UOPOBUX CIAIB Y Cy4aCHOMY KpPHMIHAJBHOMY IIPOIECI € KPHTHIHO
BOXJIMBUM €TalloOM, BiJl YCHIIIHOCTI SIKOrO 3aJIe)KUTh MOXIIMBICT PO3KPUTTS
nepeBakHol Oinpiocti 3nmounHiB. Ludposa Tpancdopmaiis BuMarae Bim KpuMi-
HAJIICTHKK BiIMOBH BiJ 3aCTapuIMX IMiAXOAIB Ha KOPHUCTH JAMHAMIYHHX METOIB, IO
0a3yroThCS Ha MDKHApPOTHHMX CTaHIApTaX Ta MEPENOBHX TEXHONOTiAX. JlocmimkeHHs
MoKa3ano, Mo UU(PPOBHHA Cli € CKIaAHUM iHQOpMAaIiiHIM 00’€KTOM, SKHUA
XapaKTepH3Y€EThCsS HEBUAUMICTIO, JIETKICTIO MOAU(IKAIIi Ta TPaHCKOPIOHHICTIO, IO
00yMOBITIOE Creni(iKy HOTo IIPaBOBOTO PEXKUMY.

% TocranoBa KKC BC Bix 7 rpyass 2023 poky y cmpasi Ne 420/15422/22. URL:
https://iplex.com.ua/doc.php?regnum=115484427; Cynni BC o0roBopuin CyaoBy NpaKTHKY
IIO/I0 EJEKTPOHHUX JOKAa3iB i 3aXMCT IpaBa Ha MPHBATHICTH MPH POOOTI 3 JOKa3aMU B yMOBAxX
3acrocyBaHHs ITy4yHoro intenekry. URL:https://supreme.court.gov.ua/supreme/pokazniki-
diyalnosti/navch_suddiv_praciv__aparativ_2021.

% Koxanoschknit B.I'., Tymamok M.B. OcoGIMBOCTI BHKOPHCTAHHS IEKTPOHHHX
(mudpoBux) n0Ka3iB y KpUMIHANPHHX HPOBAIKEHHSAX. Kpuminanicmuuynuii eicnuk. 2019.
Ne 1(31). C. 13-19.

% Orysn cynosoi npaktiki BepxoHoro Cyjty 1010 BUKOPHCTAHHS TEXHOIOT] ITy4HOTO
IHTENIeKTYy B CYHOBOMY Ipolleci (akTyaJpHa CyxoBa INpakTHka craHoM Ha 22.07.2025).
URL:https://court.gov.ua/storage/portal/sud5023/Scintelekt.pdf.
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OCHOBHHMH TapaHTISIMH  JOMYCTHMOCTI LU(POBHX JOKa3iB € CyBope
JOTPHMAHHS «JIaHIfora 30epiranHs», BUKOPUCTAHHS arlapaTHUX 3ac00iB OJIOKYBaHHS
3ammucy Ta 0OOB’s3k0oBa BepH(ikamis maHMX uyepe3 xeml-(yHKmii. IMmmeMenramis
craugapris ISO/IEC 27037 y BiTYM3HSHY [paKTHKY IO3BOJIUTH MiHiMi3yBaTu
cy0’exTuBHHI (akTOp Ta 3a0e3MEUYNTH HANEXKHY SKICTh 30HpaHHS JOKa3iB.
Bonnowac TexHiuHMH mporpec y cdepi muppyBaHHS Ta 3aXUCTy JAaHUX BUMarae
MOCTIIfHOTO OHOBJICHHS MApKy MPOTrpaMHO-amapaTHUX KoMIuiekciB (1k-or UFED) ta
MIOCWJICHHS B3a€MO/Iii MK CIIITYMMHU OpraHaAMHU Ta MiAPO3IiIaMH KiOepIomiLIii.

IMopanplie BIOCKOHAJCHHS IPOLECYalbHOTO 3aKOHOAABCTBA MAa€ HWTH IUISIXOM
nmeranmizanmii mpomexyp poOOTH 3  €NEeKTPOHHOI0 iH(OpMAIi€lo, BIPOBAKCHHS
IHCTUTYTy TEpPMIiHOBOTO 30€peKeHHS NaHUX Ta Jleramizamii IMU(poBHX METOIB
¢ikcanii (komitoBaHHs 00pa3y nucka). JIuie KOMIUIEKCHa CHHEPTisl IPaBOBUX HOPM,
TEXHIYHUX IHCTPYMEHTIB Ta (paxoBOoi KOMIETEHTHOCTI y4YaCHHKIB KPHUMiHAJbHOTO
NPOBA/PKEHHS JO03BOJUTH €(QEKTHBHO MNPOTHIIATH BHUKIMKAM 3JOYMHHOCTI Y
IU(POBY EIOXY.

AHOTANIA

VY cTaTTi MpOBENCHO KOMIUIEKCHE MOCHIIKCHHS TCOPETHYHHX Ta MPHKIAIHHX
acrieKkTiB  (YHKIIOHYBaHHA IMGPOBUX CIiAIB y Cy4acHIH KpHMiHaJTiCTHIL.
BusHaueHO MOHATIHHO-KAaTeropialbHUIl amapaT, MpOAHATi30BaHO CIIiBBiIHOIICHHS
TEPMiHIB «IU(POBHUI CITi», «EIEKTPOHHMI J0Ka3)» Ta «BipTyanbHE BiJOOpakEeHHS.
Oco6nuBy yBary NpHIiJICHO KPUMIHATICTHYHIIT XapaKTEPUCTHILI TaKHUX CIIJIB, IXHIM
cnenuiyHAM BJIACTUBOCTSAM, TaKUM SK BOJIATHIBHICTb, PEIUIIKOBAaHICTH Ta
TpaHCMEXOBicTb. Ha  OCHOBI  aHamizy  OCTaHHIX  JOCATHEHb  TEXHIKO-
KPUMIHQIICTHYHOTO 3a0e3MeYeHHs PO3KPUTO METOJWKY BHSIBICHHsS, (ikcamii Ta
BUITy4eHHS [U(poBoi iHopMmamii 3 BUKOPUCTAHHSIM CIEHiAi30BaHUX amapaTHo-
NporpaMHUX KOMIUIEKCiB. OKpeMHuil pO3[il NPUCBSYEHO AaHANi3y aKTyalbHHX
mpo0ieM MPaKTHYHOI AisUTBHOCTI, 30KpeMa MOJOJIaHHI0 mudpyBaHHS Ta poOOTi 3
XMapHUMH CXOBHIIAMH. [IpoaHani3oBaHO CydacHy CYZOBY IpakTHUKy BepxoBHoro
Cyny Vkpainu (2023-2025 pp.) 1010 AOMYCTUMOCTI CKPIHIIOTIB, MECEHIXKEPIB Ta
€JIEKTPOHHOTO JIUCTYBaHHS K [JIOKa3iB Yy KPUMIHAJBHOMY MpPOBAHKEHHI.
ChopmynpoBaHO  peKOMEHAAIil  IIOJO  BIOCKOHAJICHHS  MPOLECYAIbHOTO
3aKOHOJIABCTBA Ta IMILIeMeHTallii MixkHaponHux crangaptis ISO/IEC 27037.

Kurouosi cioBa: mudposi ¢y, ugpoBa KpEMiHATICTHKA, €IEKTPOHHI JOKa3H,
KPUMIHAJIICTHYHA XapaKTepUCTHKA, CyJOBa MpPaKTHKa, JAHIIOKOK 30epeKeHHs
nokasis, Cellebrite UFED, xmapHi TexHoOOTii, KiOEP3I0YNHHICTS.

JlirepaTypa

1. Konomiiines C.O. Cythicte Ta kiacudikamis nugpoBux CIigiB
KPHUMIHQJIBHOTO IPaBONOPYILEHHA. Bichuk nenimenyiapnoi acoyiayii Yxpainu. 2025.
MNe2 (32). C. 196-205.

2. KoBanenko A. B. IloHATTS Ta CyTHICTH eneKTpoHHHX (U(POBUX) CHixiB
KPUMIHAJIFHOTO MPaBONOPYIICHHS. Bicnuk JIyeancvko2o depoicagnozo yuigepcumeny
snympiwnix cnpag imeni E.O. [lioopenka, Ne 4 (100), 2022. C. 226-236.

3. BynanemTcbka KOHBEHIISI PO KiOEP3IOYMHHICTD SIK OCHOBHHH MiKHApOIHO-
MPaBOBUU CTAaHIAPT MOJ0 KiOep3nounHHOCTI. YepHiBENbKUN HaI[lOHATBHUN

87



yHiBepcuter iMmeHi IOpis ®enmpromya. 27.02.2025. URL:https://law.chnu.edu.ua/
budapeshtska-konventsiia-pro-kiberzlochynnist.

4. Iludpposi moka3m BIMHH: SK TEXHOJNOTII JoHOMaraloTh YkpaiHi QikcyBaTtn
3nmounHu Pocii. YkpaiHCchKi IpaBo3axMCHUKY Ta IOPUCTU PO3MOBLIN PO HOBI METOU
300py OKa3iB BOEHHHX 3J7104MHIB P®D, sKi BUTPUMYIOTH HEpEeBipKYy MiKHAPOIHHX
cynis URL: https://www.polskieradio.pl/398/7857.

5. HemunoBa €.€. udposi cniay KPUMIHATEHOTO MPABOMOPYLICHHS: MOHSITTS
Ta 0coONMuBOCTI. Haykosuil sichuk Yorceopoocvkozo Hayionanvnozo Yuisepcumemy.
Cepisa [Ipaso. Bunycx 85: vacmuna 4. C.71-75.

6. Xwkuak €.C. IIoHATTSA BipTyalbHHMX CIHIAIB Ta iX 3HA4YeHHA Y IIpoIeci
PO3CIiTyBaHHsI 3IOYHHIB. Akmyanvui npodnemu depycaeu i npasa. 2017. Bum.79.
C.159-166.

7. Konecnikosa I.A. I{udpoBi ciigu: HOHATTS Ta X 3HAYCHHS IPH PO3CIIiTyBaHHI
KPHUMIHIBHUX TpaBoNopylieHs. FOpuouunuil enekmponuuti scypran. 2023. Nel0.
C.472-475.

8. Haiigpon 1. IloHATTS Ta Kiacudikalis BipTyaJdbHHX CIIIB KiOep3I0YHHIB.
Iionpuemnuymeso, cocnooapcmeo i npago. 2019. Ne5. C. 304-307.

9. Kpumpka 1. O. «Jlopikka mudpoBHX CIiIiB»: JOKa30Be 3HAYCHHS i OKpeMi
aCTIeKTH 30MpaHHs Ta IOCIIPKEHHS Y KpuMiHambHOMY IpoBamkeHHi / 1. O. Kpuipka
/I Ludposi Tpanchopmartii Ykpainu 2020: Bukiauku Ta peanil: 36. Hayk. mp. HJI
I13IP HAIIpH Ykpainu Ne 1 3a marepianamu kpyrioro crony, 18 Bepecus 2020 p. —
Xapkis: HAI IT3IP HATIpH VYkpaiuu, 2020. — C. 92-97.

10. JlazeOmmit A.M. CyTHicTp Ta 3Hau€HHS €JEKTPOHHHUX CIiliB Yy
KPUMIHAIICTHLI. [pnincokuil opuouyHuii yaconuc: Haykosuti xcypuan. 2023. Bum. 1
(10) C.226-233.

11. Aeneesa I'.K., Cropoxenko C.B. EnextpoHHi citify: MOHATTS i BUOH. BicHUK
Jlyeancwroeo depoicasnozo yHisepcumemy sHympiwnix cnpag imeni E.O./[ioopenka.
2017. Ne1(77). C.168-175.

12. I'punbko JLII. «CnigoBa kapTHUHa» HIaXpaiCTB, BUMHEHUX Yepe3 MEpeKy
Iatepuer. [onmascwruil npasosuti waconuc. 2022. Ne3. C.16-27.

13. Kosnogina A.C., ®enotosa T.C. Lludposa kpuMiHamicTHKa: mpobieMu Teopii
i mpaktuku. Kuigcoruil npasosuii waconuc. Bumyck 1. C.176-180.

14. Komamenko A.B. Kiacudikamis enexrponHux (mudpoBUX) CiigiB
KPUMIHAILHOTO TPaBONOpYyMeHHs. [Ipobnemu 3axonnocmi. 2023. Bunyck 161.
C.202-214.

15. Kypman O.B. OcobmuBocti Ta npoGneMn BHsBICHHS i (ikcanil nnppoBux
CIIIB M Yac OrysiAy MOOUTBHMX 3ac00iB 3B’S3Ky. Enexkmponne naykoge suoamms
«Ananimuuno-nopisuanvhe npasosnascmeo». Bunyck Ne04, 2025, uacmuna 3. C.238-
242.

16. HaykoBo-npakTinyHuii KoMeHTap KpuMiHaIBHOTO MPOLECYAIbHOTO KOICKCY
VYxpainn — HaykoBo-MeTogu4yHa pobora. Cranom Ha 14 xBiTHS 2024 poky / 3a 3ar.
pen. CtparonoBa B.M. — Kuis: Bunasumunii nim «IIpodecionan», 2024. — 1208 c.;
Kpuminanenuil npouecyainbHuii kKonekc Ykpaiuu: 3akoH Ykpainu Bix 13.04.2012
Ne4651-VI1. URL: https://zakon.rada.gov.ua/laws/ show/4651-17#Text.

17. Tpo BHeceHHs 3MiH 70 ['0cmomapchKkoro mporecyanbHOro Kogekey YKpaiHu,
[uBinpHOrO mpoILECyanbHOro KoAekcy YKpainu, Komekcy aaMiHICTpaTHBHOTO

88



CYIOYMHCTBA YKpaiHH Ta iHIINX 3aKOHOJABYMX aKTiB : 3aKOH YKpaiHH Bix 3 JKOBT.
2017 p. No 2147-VI1I1. URL: https://zakon.rada.gov.ua/laws/show/2147-19.

18. Tlerpuxk B.B. BuxopucranHsS eIeKTpOHHHX JOKa3iB y KpUMiHAJIBHUX
NPOBa/DKEHHAX: IpoOiieMn iX 300py, HepeBipkM Ta OWIHKH. Haykosuil 6icHux
Vowccopoocvrozo Hayionanvnoeo Yuisepcumemy. 2025. Cepis Ilpaso. Bunyck 87:
uacmuna 4. C.119-123.

19. Mapkina A.B. CriocoOu 30upaHHs CTOPOHOIO OOBHHYBaU€HHS €ICKTPOHHHUX
JIOKa3iB y KPUMIHAIBHUX MPOBAKEHHSAX IION0 BOEHHHX 3JI0YMHIB. [Ipaso.ua. 2025
Ned. C.104-112.

20. Ilportokon bepkimi 3 BeIeHHS pO3CHiTyBaHHS 3 BHKOPHCTAHHSAM BiJKPUTHX
mudpoBux MaHuX. [IpakTHUHHME NOCIOHMK INOJO €(QEKTUBHOIO BHKOPHUCTaHHS
mudposoi iHdopmamii y BiZKpUTOMY IOCTYHi IJIsl PO3CIHiAyBaHHS MHOPYLICHb
MDKHApOJHOTO KPUMIHAJIBHOTO INpaBa, 3 MpaB JIIOJMHU Ta T'yMaHiTapHOro mpasa /
neodin. mep. 3 aurm. O. B. 3r03b. Horo-Mopk; JKenepa: Llentp i3 mpas miomumHu
Kanidopu. yu-ty, Bepkmi, FOpua. mk., OOH Vmp. BepxoB. xomicapa 3 mpaB
JIFOTHHH, 2020. URL: https://www.law.berkeley.edu/wp-content/uploads/
2022/03/Berkeley-ProtocolUkrainian.pdf.

21. JertaproBa O. Jloka3yBaHHS Y KPHMIHAIGHOMY IIPOBaDKEHHI Ha IiACTAaBI
CJICKTPOHHUX JI0Ka3iB. Tpubyra monodoeo guernozo. 2021. Ne6. C.273-278.

22. KoxanoBcekuii B.I'., T'ymamox M.B. Oco0muBOCTI BHKOPUCTAHHS
CJICKTPOHHUX (UM(POBUX) [OKa3iB y KPUMIHAIBHUX MPOBaKEHHAX. Kpumi-
nanicmuunuil eicnux. 2019. Nel(31). C.13-19.

23. Kanmanya L.I'., Iapkyma A.M. Komist enexrpoHHOi iH(opMmamii sk xoka3
Yy KpUMIHQIGHOMY  TPOB3KCHHI: MPOLECYaJIbHHHA Ta TEXHIYHHH  aCIEKTH.
FOpuouunuii naykosuii enexmponnuii scypuan. 2021. Ne8. C.336-339.

24. Temmsina 1. OuiHka noka3iB, OTpIMaHKX B pe3ynsTaTi npoBenenns HCP/I:
yactuHa 2. URL:https://advokatpost.com/pro-otsinku-dokaziv-otrymanykh-u-
rezultati-provedennia-nsrd-prokuror-iana-talyzina.

25. Kipue B.O. HositHi 3acobu moka3yBaHHsS NpOMNO3ulii, OOIISIHKKH abo
HaJaHHS HempaBOMipHOI BUroau Ciyx00Biii ocobi. Eeponeiicokuil npagHuyuil
yaconuc. 2025. Bunyck 6,7. C.216-223.

FOpuouunuii nayxosuii enexmponnuii scypuan. 2024. Ne4. C.158-160.

27. TIlocramoBa Bim 29.03.2021 Ne 554/5090/16-x BC. Kacamiitauii
kpuminaneaui cyn. URL:https://verdictum.ligazakon.net/document/96074938.

28. Moropeuskuit M.A. Bukopucranns ganux ENCROCHAT y kpuMiHaapHOMY
IPOBA/DKEHHI: TOPIBHAJIBHO-IPABOBUI Ta mpolecyadbHUil aHamiz. FOpuduunuil
naykosuil scypran. 2025. Bunyck Ne8. C.223-229.

29. Toropeupkuit M.A. KpuntoBamora sk 00’€KT, IpeaIMeT Ta 3acid BUMHEHHS
370YMHY: TPOOIEMH BHSABIEHHS, JOKYMEHTYBAHHS 1 JOKa3yBaHHS B JOCYZOBOMY
Ta CyJJOBOMY TNpoBaykeHHSX. [epoicasa i pecionu. Cepisa:llpaso. 2025. Ne3(88).
C. 70-90.

30. Credanie H. Cymms BC mnpoanamizyBama xputepii IomyctumocTi it
JOCTOBIPHOCTI ~ €JISKTPOHHUX J0Ka3iB y KpuMiHamsHOMY mporeci. URL:
https://supreme.court.gov.ua/supreme/pres-centr/news/1751385.

89



31. Hakaz MinictepctBa toctuuii Ykpaimm Ne53/5 Bim 08.10.1998 «IIpo
3aTBEepUKEHHS [HCTPYKIil Mpo NMpU3HAYEHHS Ta NMPOBEIEHHS CyJOBUX €KCHEPTH3 Ta
eKCIIEPTHUX JOCHiKeHb Ta HayKoBO-METONMYHMX peKoMeHjamii 3 NHTaHb
MiTOTOBKH Ta NPU3HAYEHHS CYJOBHX EKCIIEPTH3 Ta EKCIEePTHHX JOCIiKCHBY.
URL:https://https://zakon.rada.gov.ua/laws/show/z0705-98#Text.

32. Kapmeur }O.B. LudpoBi noka3u Ta KOMI»NIOTEPHO-TEXHIYHI EKCHEPTHU3U
Y KpUMIHAIBHUX MPOBAUKCHHSIX MpPO BiMCHKOBI 37104uHH. FOpuouuHuli HAayKosuil
enexmponnul scypran. 2025. Nell. C.226-230.

33. Opemyk B. /lokasu, oTprMaHi 3a JOMOMOTOI0 INTYYHOTO iHTENEKTy, Ta iX
BukopuctanHs B cyai. URL:https:// www.hsa.org.ua/blog/dokazi-otrimani-za-
dopomogoiu-stucnogo-intelektu-ta-yix-vikoristannia-v-sudi.

34, JIAPEKTUBA €BPOIIEMCBKOI'O TIAPJIAMEHTY 1 PAIM (€C)
2022/2555 Big 14 rpyans 2022 poky Hpo 3axXOAd IJIsl BUCOKOTO CHIIBHOTO DiBHS
kibepOesnekn Ha Bcill Teputopii Corosdy, BHeceHHS 3MiH 10 Permamenty (€C)
Ne 910/2014 Ta [dupextuBu (€C) 2018/1972 Tta ckacyBanHs [HupextuBu (€C)
2016/1148 (dupextuBa NIS 2). URL:https://zakon.rada.gov.ua/laws/show/9a3
001-22#Text.

35. The E-Evidence Regulation (eER) entered into force on 18 August 2023.
After a three-year transition period, it will become binding from 18 August 2026.
The Regulation regulates direct cross-border access to electronic evidence by law
enforcement authorities of the Member States. URL.: https:// www.bfdi.bund.de/EN/
Fachthemen/Inhalte/Polizei-Strafjustiz/E-Evidence.html.

36. ICTY ISO/IEC 27037:2017 Tadopmariiini Texuomnorii. MeToan 3axucry.
HacranoBu mns igenTudikamii, 30upanss, 3700yTTs Ta 30epeskeHHs H(POBUX
nokasiB  (ISO/IEC 27037:2012, IDT). Kuis, I «YxpAHILl», 2018. 31 c.
URL: https://www.ksv.biz.ua/GOST/DSTY_ALL/DSTU5/DSTU_ISO_IEC_27037-
2017.pdf.

37. Knmumuayk MLIL., Kynriit A.l. BusBneHHs Ta BIIydeHHs CIifiB KPUMIHAIBHAX
IPABONOPYILICHb , YYMHEHHX i3 BHKOPHCTaHHSIM 3acO0iB CTIJIbBHUKOBOTO 3B’SI3KY.
Coyianvrno-npasosi cmyoii. 2020. Bumyck 3(9). C.111-118.

38. Kapaman K.B. Buiyuyenns nudpoBux ciiliB mig yac peamizamii yxBaiu Ha
OTPHMaHHS TUMYAcOBOTO JIOCTYILy IO BiJIOMOCTEH, IO CTaHOBIISTH OXOPOHIOBaHY
3aKOHOM TaEMHHIIO. Bichux Kpuminonociunoi acoyiayii  Yrpainu Ne36(3).
C. 257-267.

39. I'moBrok I.B. Ominka pesynsrariB OSINT y cynoBiif mpaktuii: okpemi
nmutanHs. Haykoeuil sichuk Yowceopoocvrkoeo Hayionanvrnoeo Yruieepcumemy. 2025.
Bunyck 91: yactuna 4. C. 251-259.

40. FOp»es .C., MipouniueHko A.O., 3adyncekuit O.I1. EnexkrponHi nokasu
B KpUMIiHAIBHOMY MpOBapKeHHI: mpaktuka 3actocysanus. UNIVERSUM/ 2026.
Ne 28. C.101-104.

41. BuxopucranHs uundpoBoi iHdopmamii B po3ciilyBaHHI KpHUMiHAJIBHUX
IPaBOIO pPYyIICHb: MaTrepiaad MDKHAp. HayK.-IPAaKT. KPYyTJIOrO CTONy, M. XapKiB,
12 rpyn. 2022 p. / enexTpoH. Hayk. BuA., peakon.: B. FO. Ileniteko (romosa),
I'. K. AsneeBa, M. O. Co konenko. ; H/II BuBY. mpoGyieM 3I0YMHHOCTI iM. aKaj.
B. B. Cramuca HATIpH VYkpainu, JIa6. «Bukopucranss cydac. IOCATHEHb HayKHd i
TexHiku y OopoTsbi 3i 3moumHHicTIO». XapkiB : IlpaBo, 2022. 104 c. DOI:

90



https://doi.org/10.31359/978-966-998-460-9.  Techniques and standards for
Preservation of Data.

42. Techniques and standards for Preservation of Data. Digital Forensics
2023-2024.Topicd. C. 27-38. URL: https://www.uomustansiriyah.edu.ig/media/
lectures/6/6_2024_05_10'06_53_48 AM.pdf.

43. TlocranoBa KKC BC Bix 7 rpyans 2023 poky y cmpasi Ne 420/15422/22.
URL: https://iplex.com.ua/doc.php?regnum=115484427;, Cymui BC o6rosopuiu
CyIIOBY TIPAKTUKy MIOAO ENCKTPOHHHX JIOKAa3iB 1 3aXMCT IpaBa Ha HMPUBATHICTH MpPU
pobOTi 3 moKazaMH B YMOBaxX 3acTOCyBaHHS mTydHoro iHtemekty. URL:
https://supreme.court.gov.ua/supreme/pokazniki-diyalnosti/navch-_suddiv_praciv__
aparativ_2021.

44. Ornsan cynoBoi npaktukd BC 1010 BHKOPHCTaHHS TEXHOJIOTII LITyYHOTO
iHTeJ‘IeKTy B Cya0BOMY npoueci (aKTyaJ‘ILHa CynoBa IpaKkTukKa CTaHOM
na 22.07.2025).URL:https://court.gov.ua/storage/portal/sud5023/Scintelekt.pdf.

Information about the author:

Dzyurbel Andriy Dariiovych,

Candidate of Legal Sciences,

Senior lecturer of the Department of Criminal Law and Procedure
West Ukrainian National University

11, Lvivska St., 11, Ternopil, 46009, Ukraine
https://orcid.org/0009-0000-1778-8699

91



DOl https://doi.org/10.30525/978-9934-26-686-7-6

AHAJII3 kIBEP3JIOYAHHOCTI Y 30HAX 3BPOMHUX
KOH®JIIKTIB (HA OCHOBI JJOCBIJIY YKPATHN):
®AKTOPHU BIKTUMI3AIIL TA CTPATETI'Ti MPEBEHIIIT

AymuuxoB M. O., fAnimeBcoka K. /1., Mypau /1. B.

BCTYII

3 uacy yxsamenns Kompemmii mpo kiepsmounmmicts y 2001 pomil wirko
copMyBasocst YCBIJOMIICHHs 3pOCTaHHS 3arpo3 AJIs CyCHiibcTBa 3 00Ky oci0, ski
BUKOPUCTOBYIOTh iH(OpMaIiliHi TexHonorii 3i 3mounHHOIO MeToro. L TenmeHIis
3aKOHOMIPHO €BOJIOLIOHYE y KibepTepopu3M Ta KiOepBiiiHy, IO CYHpPOBOIKYETHCS
BiJIIOBIIHUM OHOBJICHHSIM METOJIB BEICHH: TiOpuaHOi BiiHHU. Jl0cBin 3acTOCyBaHHS
Kibep30poi mixm wac koHQuikTy Mix Pociero Ta I'pysieto y 2008 pomi ciyrye
IPUKITAOM Iiel Tenaenmii. Bigbiie TOro, BUCIOBIIOIOTHCS JyMKH, IIO ITiABHIICHHS
crifikocTi KpaiH 10 KiGep3arpos Moxe GyTH TOCATHYTO LULSXOM OCBITHIX 3aXOiB®,
BITPOBAKCHHSI iHHOBAI[IITHUX TeXHONOTiii* Ta iHmKX 3ac06iB.

IMonpu 1e, Hapa3si crocTepiraeTbcss Opak AOCTIPKEHb WIOAO BIUIMBY BiHHHM Ha
KiOEp3JIOUMHHICTh y MeKax KpaiHH, siki O po3risgaiy 1€ SIBUIIE BiJOKPEMIICHO Bij
IHCTPYMEHTAJIHOTO XapakTepy KiOep3JIOYMHHOCTI SIK OJHOTO 3 IMPOSBIB TiOpHIHOT
BiiHM. Taki mocmikeHHS 3abe3nednmny O MIATPYHTS IJIS OLIHKHA XapaKTePHCTHK
OBOTO BIUTUBY Ta, HA OCHOBI OTPUMaHUX pE3YJbTATiB, PO3POOKH crernudigHol
cTpaterii mpoTuAii Kibep3I0UMHHOCTI Y BOEHHHH 4ac.

BignoBigHo METOH IBOrO  JOCHIIKEHHS € BHMBYEHHS IIOTEHIIHOTO
B3a€MO3B’SI3KY MDK CTaHOM BIiHHHM Ta piBHEM KiOEp3JIOYMHHOCTI B KpaiHi 3amist
BM3HAUCHHS TEOPETHYHOI MOSICHIOBAJIBHOI MOJENi, 3aTHOI CIpUITH (OpMyBaHHIO
KOHKPETHHUX CTpaTeriil 1Jisi HOKpallleHHs cuTyalii y cdepi kibep3nourHHOCTI.

! KonBenuist nipo kiGep3nounnnicTs : Kousentis Panu €sporu Bix 23.11.2001 : cTaHoM Ha
7 Bepec. 2005 p. URL: https://zakon.rada.gov.ua/laws/show/994_575#Text (nata 3BepHEHHS:
09.02.2026).

2 Galushkin A. A. Education in the Field of National Information Security in the Russian
Federation and Abroad. Journal of Computer Science. 2015. T.11, Ne10. C.988-994.
URL.: https://doi.org/10.3844/jcssp.2015.988.994.

® Filshtinskiy S. Cybercrime, cyberweapons, cyber wars: is there too much of it in the air?
Communications of the ACM. Vol. 56, Ne6. 2023. Pp. 28-30. DOl
https://doi.org/10.1145/2461256.2461266.

4 Maher D. Can artificial intelligence help in the war on cybercrime?. Computer Fraud &
Security. 2017. Vol. 2017, no. 8. P. 7-9. URL: https://doi.org/10.1016/s1361-3723(17)30069-6.
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1. OnTo- Ta MaToreHe3 Kidep3J0UYUHHOCTI
B HallioHaJIbHOMY NIpaBi YKpainu

OKpeCIIeHHsT OHTOTGHE3y SIBHINA B PAMKaX (DEHOMEHOJOTIYHOTO MiAXOLY", SK
mpaBwiio, mependadae 4 Kpoku: OpekeTHHr (imeHTH(IKamiss Ta THMYacoBe
BiAKIIageHHs OyIb-sIKUX 3a37aJIeTinb c(OPMOBAHHX BipyBaHb Ta JYyMOK, ITOB’SI3aHUX
3 (eHoMeHOM JociipkeHHs), Intuiting (kaibKyJsilisi KOHCEHCYaJbHHX O3HAK
(eHoMeHy), aHani3 (KOXyBaHHs, A€ MPOBOAUTHCS KAaTErOPH3aLlisl Ta YCBIIOMIICHHS
3HAYYIUX CMHCIIB ()EHOMEHY), ACCKpHIILis (BH3HAYeHHS LUsXOM Aediniuii)®.
Io3akoHTeKCTyanbHa (HOMiHaTbHA)! (OpMa 300paKEHHS TAKHX JCCKPHIILLil
iepapxiyHO Hamiyye 3 CTymeHi MOBHOTH: E€KCTCHCIOHAIBHHM, IHTCHCIOHAJIBHHHA Ta
3MICTOBHUH (aHaNiTHYHMH). Hallbinpmn JoCTaTHIM 3 €MiCTEMONIOTIYHOI TOUKH 30pYy €
3MiCTOBHHMIT CTyIIiHb BH3HAYCHHS®. OHAK IOMPH Te, MO MOXHA C(OPMYITIOBATH IIIe
GBI TOYHI BH3HAYEHHS, 1€ HE JACTh HaM NPHOJIM3HOTO YSBICHHS IPO TE, YUM
MOXE OYTH KyIbTHBOBAHE MOHATTS IS 3aKOHY'. IIeBHMII aKT MOXe BBAKATHCS
YaCTHHOIO IIPaBOBOI MOBH HE BIATIOBITHO 1O IEBHOI (OpMH abo0 JIEKCHKOHY, IO
BUKOPUCTOBYETHCS, ajie TOJIOBHMM YHHOM 3a [03aMOBHUMH OOCTaBUHAMH B
KOHTEKCTI, Je BIH BHKOHyGTLCHlO. BimnosigHo Hamami mpoaykoBaHa aediHimis
AIanTyeTbCs MMiJ KOHKPETHHH KOHTEKCT (BHUMip), IO B HAIIOMY BHUIAIKy SBIISE
co0OI0 BUMIp TIIpaBa, J€ OTpPUMAaEe HOBY CYTHICHy O3HaKy Yy BHUIJILII
OPHANYHONCTEPMIHOBAHNX  (DYHKIH  (DYHKI[iOHATBHWH  KOHTeKcTyamism)'
IOpuanuHumit (MpaBoBHil) KOHTEKCT Ma€e BIIACHI AyTEHTHYHI KPHTEPii CENEKTHBHOTO
abcTparyBaHHS MHOXXHHHM 00’€KTiB, IO JO HBOTO BXOJTh. BpaxoByloum Te, 10
MOBa Hzae mpo (opManbHE 3aKpilUIeHHS SBHINA B HPAaBOBOMY BHMIpi MUISIXOM
nediniumifi, 3ragaHa MHOXHHAa OOMEXYeTbcsl (opMmanpHUMH Ta HedopMaib-
HUMM JDKEpelaMH TIpaBa. IX aTOMiuHi TBepyKeHHs (HOPMM TIpaBa Ta iX MOJIO-
JKEHHA/JaCTUHU) BHCTYIAIOTh B SIKOCTI 3aCHOBKIB FOPHANYHOTO apryMeHTy12
B MeXax SKoro Oyje MPOXOAWTH IMPaBOBE MOJEMIOBaHHA AediHimil xibep3mounHy.
3 ypaxyBaHHAM AoctaTtHOCTI BHCYHyToi MacColl aprymenramii, moriunmii amapat
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® Gupta A., Mackereth S. "Definitions". The Stanford Encyclopedia of Philosophy (Fall
2023 Edition), Edward N. Zalta & Uri Nodelman (eds.). URL: https://plato.stanford.edu/
archives/fall2023/entries/definitions.

° Fincham D. How Law Defines Art (November 7, 2014). John Marshall Review
of Intellectual Property Law, 2015, Available at SSRN: https://ssrn.com/abstract=2520594.

% Glogar O. The Concept of Legal Language: What Makes Legal Language ‘Legal‘?. J
Semiot Law, Ne 36. Pp. 1081-1107. 2023. DOI: https://doi.org/10.1007/s11196-023-10010-5.

" Barbir L., Goldstein A. The History of Functional Contextualism. 2016. DOI:
10.13140/RG.2.2.23324.08329.

2 pagimopma II. M., Jlymam T. I ApryMeHTH y mpaBoBiii apryMmeHTamii: aeski
3arajlbHOTEOPETUYHI acnekTu. Bichux Hayionanehoi akademii npasosux nayk Yrpainu. 2022.
T.29. Ne 3. C. 47-68. DOI: 10.31359/1993-0909-2022-29-3-47.
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y mboMy pa3i Oyzae ommparthcs Ha 0a30Bi HOJOKEHHS JIOTIKM MPEAWKATIB MEPIIOTO
nopsaky (mponosumiitniit morimi)*®. 3a Takux 06CTABHE (OPMATBHIMU KPHTEPiIMIT
JUISL BUCYHEHHS JKepe Ipasa Oy {yTh BUCTYIATH iX JIETalbHICTh ~ Ta JIETITUMHICTh

Ha Teputopil Ykpaiuu. JleraipHiCTh BH3HAYAETHCS K BiAmoBimHicTh KoHcTHTYMIT
VYkpainu (ct. 8 Koncruryiii), mo A01aTKOBO nepeadadae CTBOPCHHS Ta HaJaHHS
IOPUINYHOI CHJIM aKTy B mependadeHux migmopsakoBaHuMu Koncrurymii HITA
npouenypaMle. JleritumuicTs (a00 mMpaBOMIPHICTE) Ma€ TPOSBOM CYCHIUIBHE
BU3HAHHS HAJUICHHS IOPHAWIHOI CHIIM IIEBHOMY aKTy Ta BIIIIOBIJHICTH METH aKTy
(yHIaMEHTAIPHUM TIPUHIOUIAX JEeP>KaBOTBOPEHHS y BHAI BEPXOBEHCTBA 3aKOHY,
BEPXOBEHCTBA IIpaBa TOIIO. MacuB akTiB OOMEXKYyeThCs B i€papXidHi 3B SI3KH
3 ypaxyBaHHSIM BH3HAHMX B YKpaiHi MDKHAapoIHO-IIpaBOBOTrO 3BHYaiB (pacta sunt
servanda) Ta npuHUHUMIB (IPHHLKIT APYKHBOTO CTABJICHHS 10 MIXKHAPOJIHOTO MpaBa)
Ta psany IHMKX 0a30BUX TIOJNIOXKEHb JOKTPHH «JAPYKHBOTO CTaBICHHS IO
MDKHApOIHOTO MpaBay abo «koopAuHaLii». SIK HACHiIOK, IHTerpaLis MIKHAPOIHOTO
IpaBa B YMHHY HAalliOHAJTbHY CHUCTEMY BigOyBaeThCs LUIIXOM IMIUIEMEHTAIlii, sKa
nepenbadae  partudikamito MDKHApPOTHHX JOTOBOPiB, 3roja Ha sKi HaJaHa
Bepxosaoro Pamoro VYkpainu. Ilpu mpomy, parudikamis YkpaiHowo Yromgw mpo
acomiario 3 €C Bix27.06.2014 poky 3akpimmma Kypc eBpoiHTerpamii’’, Imo
nependadae BUKOHAHHS YKpPaiHOIO HU3KH 3000B’s13aHb, TOJIOBHUM YMHOM ITOXITHHX
Big KoneHrareHchkux KpuTepiiB. 3a Takux 0OCTaBHH, i 3 ypaxyBaHHSIM HasBHOCTI
KOH/IUIIIOHAIBHUX (00OB’SI3KOBUX) YMOB ISl acoliamii MDKHApOAHHX YroJ, SIKIIO
B IIpOLIECi €BpOIHTErpalii BUHHKA€ KOMI3IMHICTD MK HOpPMaMH MIDKHApOIHUX
JIOTOBOpiB, patudikoBaHnx BepxosHoro Panoro Ykpainu, it HOpMaMu HallioHaJIBHOTO
3aKOHO/ABCTBA, NMPIOPUTETHOMY 3aCTOCYBAHHIO HiIJIATarOTh HOPMH MIXHapOIHHUX
,I[OFOBOpiBlS. Take CTaHOBHWINE BIINOBiZa€ IOKTPWHI PaHKaIbHOTO MOHI3MY 3
OpUMaTOM MDKHApOJHOTO IpaBa (BUXimHUM 3 mpupoan CrmimsHOT abo «Monism
results from Communities nature»), 3riZfHO 0a30BHX TIOJOXXEHb SKOi HOPMH
MIXKHAPOIHOTO IpaBa Ae-GakTo Ta Je-iope AOMIHYIOTh HAX HAIIOHAILHEME', 10
00YyMOBIIIOE iepapXiuHy JOMIHAII0 HOPM MIKHAPOIHOTO MpaBa HaJl HalliOHATBHUMH,

% Chevalier J.-M. Some Arguments for Propositional Logic: Maccoll as a Philosopher.
Philosophia  Scientice, Ne15-1(1). 2011. Pp. 129-147. DOI: https://doi.org/10.4000/

philosophiascientiae.368.

¥Wang S. Varieties of authoritarian legality. Asia Pacific Law Review. 2024. P. 1-18.
DOI: https://doi.org/10.1080/10192557.2024.2323803.

5 Toward a multidimensional model of legitimacy: Validation of the Traffic Rules
Perceived Legitimacy scale./ F. Varet et al. Psychology, Public Policy, and Law. 2024.
DOI: https://doi.org/10.1037/law0000416.

8 Koncrurymis Ykpainu : Bz 28.06.1996 Ne254k/96-BP : cranom Ha 1 ciw. 2020 p.
URL: https://zakon.rada.gov.ua/laws/show/254k/96-sp#Text.

" Yroma mpo acoujamito Mix Ykpainoto, 3 oxmiei croponn, Ta €Bporeiickkum Co030M,
€BpONEHCHKUM  CIIIBTOBAPUCTBOM 3 ATOMHOI eHeprii 1 iXHIMH JepkaBaMU-YICHAMH,
3 iHmoi croponu: VYroma VYkpaima Bix 27.06.2014: cramom Ha 14 xoBT. 2025 p.
URL.: https://zakon.rada.gov.ua/laws/show/984_011#Text.

8 TIpo mixHapomni jmoroBopu Vkpainm : 3akon Ykpaimu Bim 29.06.2004 Ne 1906-1V :
craHoM Ha 15 Gepes. 2022 p. URL: https://zakon.rada.gov.ua/laws/show/1906-15#Text.

' Ciongaru E. The monistic and the dualistic theory in European law. Acta Universitatis
George Bacovia. Juridica, 1, Nel. 2012. Pp. 212-231. URL: http://www.ugb.ro/Juridica/
Issue1EN/10_Teoria_monista_si_ dualista_in_dreptul_europeanCiongaruEN.pdf.
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3BY)KYIOUM IpH LbOMYy HOPMAaTHBHUH O0a3uc Ui 3aCHOBKIB JO TPIOPUTETHHUX
(patudixoBaHUX) pKepel MIDKXHApOIHOTO ITIpaBa. BuxXonsuu 3 MONIOXKEHb CTATTi 3
3akoHy Ykpainu «[Ipo ocHOBHI 3acamu 3abe3neucHHs KibepOe3meku YKpa'iHH»ZO
cepel MIDKHApPOJHUX JOTOBOPIB MPABOBY OCHOBY 3abe3levueHHs KibepOe3meku
VYkpaiHu, B TOMY YHCIIi pO3yMiHHSI TEOPETHKO-IIPABOBOTO KOHLIENITY «KiOEP3I0UUHY»
(ct. 1), cranoButh KonBeHmis mpo kiGepsmounHHicTs Bix 23.11.2001 poky Ta
[Ipotokonu 1o Hei?!, J0riKo-CeMaHTHYHHUIl aHATI3 IONOXKEHD SKHX JA€ MiICTaBH 0
HACTYITHUX BHCHOBKIB: 32 CIIOCOOOM BCTaHOBJICHHS 3Ha4dcHHS KOHBEHIIS Ta MOXiaHI
0 Hel aKTH MICTATh pO3IiIIEHE EKCTCHCIOHANbHE (ICHOTAaTHBHE) BU3HAUCHHS
TepMiHy «kibep3nounmH». EkcreHTamm (IposBaMM) BHCTYHAIOTH OKpeMi BHUIU
kibep3nmounHiB Ta I1X kKBamidikamii, oo MaroTe BIANOBITHWUKH (aHAMOTH abo
€KBIBaJICHTH) B YHHHOMY KPHMiHaIbHOMY 3aKOHOAABCTBI YKpainu (Tabmums 1).

Ta6muus 1

Ki6ep3inounnu Konsenuii mpo kidep3nounnuicts
Ta iX YKpaiHChbKi BiiNOBiAHUKHT

3aroJjioBoK C K BignoBinHuk B YyHHHOMY
Kongenuii npo TATTsl B ROHBEHII KpuminansHomy koaekci
. d Mpo Kidep3104nHHICTH .
Ki0ep3/10YMHHICTh Ykpainu
Cr. 361 KK Vkpaiuuy;
Cr. 2 — He3akoHHHi1 1O0CTyI Cr. 361-1 KK Ykpainn;
Cr. 361-2 KK Ykpainu
Mpasonopymenns | Ct. 3 — Heneransue 9.2 er. 362 KK Vipainn
NpoTH MepeXOIICHHS : :
KOH}ieHniiHoCTI Cr. 4 — BrpyuanHs y nasi Y. 1 ct. 362 KK VYkpainu
Cr. 5 — Brpy4aHHs y cucremy Cr. 361 KK Vkpaiuu
Cr. 6 — 310BXKHBaHHS Cr. 363 KK Vkpaiuy;
MPUCTPOSIMU Cr. 363-1 KK Ykpaiau
IIpaBonopyuieHHs, Eg&l,;?éggﬁgm’ fOBA3AHAS | 4 1 cr. 362 KK Yxpainu
noB si3ani 3 Cr. 8 — Llaxpai .4 or. 190 KK Vpatm;
epa—" —— T. ! aXpaicTBo, .4cr. YKpainu;
OB’ sI3aHe 3 KOMII I0TepaMu ct. 200 KK VYkpainu
IIpaBonopywmennsi, | Cr. 9 — IIpaBonopyeHns, Y. 1-2 ct. 156-1 KK
noB’si3ani OB’ 13aHi 3 TUTAUOI0 VYxkpainuy;
3i 3mMicTomM nopHorpagiero Cr. 301-1 KK VYkpainu
IIpaBonopymenns,
noB’si3ani Cr. 10 — IIpaBonopymenHs,
3 HOPYLUIEHHSM OB’ s13aHi 3 MOPYILIEHHIM Cr. 176 KK Ykpainu
aBTOPCHKHX ABTOPCHKHX Ta CYMIXKHHX IIpaB
Ta CyMi’KHUX MpaB

Loicepeno: cmeopeno asmopom

2 TIpo ocHoBHi 3acaju 3alesmeueHHs KiGepGesrekn Ykpainn : 3akoH YKpaiHu Bix
05.10.2017 Ne 2163-VIII : cranom na 19 xoBr. 2025 p. URL: https://zakon.rada.gov.ua/laws/
show/2163-19#Text.

JonatkoBuii nporokon 10 KoHBeHIil mpo KiOep3loYMHHICTb, SIKHIl CTOCYEThCS
KpUMiHami3aii il pacHCTCHKOro Ta KCeHO(POOHOTo XapakTepy, BUMHEHHUX Yepe3 KOMIT'IOTEpHI
cuctemu ( ykp/poc ) : Ilporoxon Pagu €Bponwm Bix 28.01.2003 : cranom Ha 21 yum. 2006 p.
URL: https://zakon.rada.gov.ua/laws/show/994_687#Text.
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Konuent kibep3mounHy B YKpaiHCBKill JIOKali3allii acoIlIOETHCS B OKPEMOMY
XVI Po3nini «KpuminansHi mpaBomnopyIieHHs y cepl BUKOPUCTAHHS €JICKTPOHHO-
0OYHCITIOBAIFHUX MAIIWH (KOMIT'IOTEPIB), CHCTEM Ta KOMIT IOTEPHUX MEpex i Mepex
eJIeKTPO3B’13Ky» KpuMiHambHOTO KOJEKCy YKpaiHH, 3 JOJaTKOBUMHU YTOYHEHHSIMHU
B IHIIMX po3Aiiax. YTOYHEHHS CTAHOBISITH COOOH aBTOHOMHI HPaBOIOPYIICHHS
B MeXax Kareropusaiii po3xiliB, 00’€KTHBHAa CTOpPOHa KBamiikaiiid sKHX
miggaeTbes penykuii 1o THX Aif Ta OisHb, mo mnepenbadeni B Pozmimi XVI.
Hanpukman, Y. 4 cr. 190 KK Vkpainu € KIacH4HUM IaxpaicTBOM (POZOBHIA 00’ €KT
maxpaficTBa — BIACHICTB), IO «BYMHEHE IIUITXOM HE3aKOHHHX Omepariit
3 BUKOPHCTAHHSM €JIeKTPOHHO-0GUHCITIOBATBHOT TEXHIKIN 2,

3 ypaxyBaHHAM IHOTO MIO0 BH3HAYUTH PiBEHb, TEHJCHIII Ta 3aKOHOMIipHOCTI
KiOep3/mounHHOCTI Ha TepuTopii YKpaiHM HEOOXiTHO IPOBECTH CTATHCTHYHE
JIOCHIKEHHsI, OCHOBHUMH JDKepellaMu KOTO € OQiliifHi AaHi (3BeIcHI 3BITH MPO
3JI0YMHHICTB), AOCHIIKEHHS JKEePTB (HAL[OHAJIBHI ONMUTYBAaHHA XEPTB 3JI0YMHY) Ta
aHami3 camomosigomieHHs. Tak, 3rigHo nmanux Ogicy ['eHepanbHOTO MpOKypopa
Vkpainn®®, moMmicsdHa OIMHAMIKA BYHMHEHHS KDHMIHATBHHX I[IPaBOIOPYIICHE,
nepenbadennx Poszmimom XVI KK Vkpaian, moumnaroun 3 cigyas 2021 poky mo
kBiTeHb 2024 poky, Mae 2 Touku ekcrpemyMy N-max y mexax, o MmiAnagaoTh Ha
nepioau kinng 2021 poky, mogatky 2022 poxy (I'padix 1).

I'pagix 1

lomicsiuna AuHAMiIKa BUNHEHHS] KPpUMIHATBHUX MPABONOPYIIEHb,
nepeadayennx XVI Posaizom KK Ykpainu, 3 ciuns 2021 poky
no kBiTens 2024 poky

IfomicAYHA AHHAMIKA BYHHeHHS KPHMiHAJBHHX
npaBonopymens, mepeabadenax XVI Posgizom KK Vipainn,
3 ciung 2021 poky mo KBirennb 2024 poxy

Loucepeno: cmeopeno asmopom

2 HaykoBO-NIpaKTHUHHII KOMeHTap 10 ctarti 190 KpumiHameHOro Kojekcy YkpaiHu:
HAayKOBO-TIpakTH4HHA  komentap  Bim  01.01.2009  poky. LIGA  360. URL:
https://ips.ligazakon.net/document/KK004696 (mara 3sepuenss: 01.01.2026).

CrarucTuka KpuMiHaibHOI mportumnpaBHocTi. Odic I'eHepanbsHOro nmpokypopa YKpaiHu.
URL: https://erdr-map.gp.gov.ua/csp/map/index.html#/map (zata 3Bepuenus: 12.09.2025).
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CepenHpoMicsdHe 3Ha4eHHS 3a(iKCOBaHMX MPABOMOPYLIEHb 3a POKaMH
craHoBuTh: 2020 poxy — 208.17; 2021 poky — 359.17; 2022 poxy — 334.25;
2023 poky — 320.08; 2024 poky (ciueHb-KBiTeHB) — 372.25 {HIUICHTH, IO BKa3ye Ha
MiIHOM piBHS KiOEP3IOYMHHOCTI MoYrHarouu 3 KiHnsg 2021 poky, HEBEIUKHUil criaa B
2022/23 pp., Ta 3poctanHs Ha modatky 2024 poky.

binpmr  rpyHTOBHHII aHami3 JAaHUX OOTpedye 3aBYACHOTO  PO3KPUTTA
METO/IOJIOTIYHUX MPOTaJHH, 0 MOXYTh BIUIMHYTH Ha 00 €KTUBHICTH pe3yJbTaTiB
iHTepmperamii iHpopMamii momo CcTaHy KiOep3mouumHHOCTI. Tak, TOCTiHHI
METOIOJIOTIUHI 3pYHIEHHS MOOYAOBH SKICHHX CTATUCTUYHUX JOCITIHKEHb 3JI0YHHIB
YCKJIQJHEHI  TUTyTaHMHOK  3aco0iB  Ta L[inel?I24. Axanemiu"i  JOCIIJHUKA
MOKJTANalOThCsl Ha Hei, mo0 MOCHiIKyBaTH HPUYMHU 3JI0YMHIB, a TaKoX HOro
MPOCTOPOBI, YacoBi Ta AeMorpadiuni ocobnuBocTi. CTaTHCTHKA 3 MTPABOOXOPOHHUX
OpraHiB (HampuKIad, TOJIIis, B S3HHUIN, CyAH) BHKOPHUCTOBYETHCS Ui OILIHKH
e(eKTHBHOCTI, eDeKTHBHOCTI Ta CIPABETHBOCTI X YCTAHOB>. BixmoBiaHo Hammx
LiJef CTaTUCTHKAa NOBMHHA BKa3yBaTH Ha OO0 €KTHBHI TpOLECH, NPOTiKarodi
B CYCHIIBCTBI, @ BiITAK METOJIOJIOTIYHO IIOBHHHA MAaTH CTaHAApPTU30BAHUH i TaKy
winb Am3aiiH, mo Gyae BPaxoBYBATH pi3Hi «posmuBarodi» (pakropn’. Cepel Takux
BUJIUSIOTHCS: €THYHI NEPETIOHH, MUTaHH KOH(IAeHIIHHOCTI, TOCTYTI 10 MIePBUHHIX
a00 OJUHUYHHMX 3alHCIB JAaHUX, MOJITHYHI Ta COIadbHI 3MIHH B CyCl‘[iJ‘ILCTBi27,
0COOIMBOCTI IOCTIIKYBAHOTO BUAY 3JI0YHHY TOIIIO.

VY HaioMy BHIAagKy MU onepyeMo odillifHUMU JaHUMH CyIy, IPaBOOXOPOHHUX
opradiB Ta iHcTUTyLid. CTaTHCTHKA NPABOOXOPOHHUX OpPraHiB Ta I1HCTHTYLIH
(hopMy€eTbCs 3 TaHMX, IO BHECEHI N0 CIMHOTO PeecTpy IOCYAOBHX PO3CIHiTyBaHb,
HepelyMOBOI0 YOr0 € MOJAaHHs 3asBH, MOBIJOMJICHHS NMPO BYMHEHE KPHMiHaJbHE
NPaBONOPYIICHHS ab0 caMOCTiiHe BHSBICHHS CIiIYMM, IPOKYPOPOM 3 OY/b-SIKOTO
JoKepena OOCTaBHH, IO MOXYTh CBiIUHTH TIPO BYMHEHHS KPUMIHAIBHOTO
npaBonopymieHHs. OJHUM i3 HACNIJKIB 3aBEPIICHHS JTOCYIOBOTO PO3CIiAyBaHHS €
MOYaTOK CYZOBOTO IPOBAKEHHS, B MEXKax SIKOTO BiJIIOBIJaJIBHOI0 0CO00I0 arapary
CyZy BHOCSITHCS DIIICHHS CyQy N0 €IMHOTO JEeP)KaBHOTO PEECTPY CYAOBUX PIllICHB,
1o € JHKEpEIoM Cy}lOBO.I. CTaTUCTHUKH. BHXOI[S[‘{I/I 3 ObOI'0, BU3HAYAJIbHUMHA MO)KyTb
BBaKaTUCA Ti hakTOpH, 0 OyIyTh MEPELIKOHKATH peajizamii BKa3aHOTO MEXaHI3My
Ha Oynp-akiii Horo crazmii. JdocmimkyBaHWH XPOHOJOTIYHMH [diama3oH BKIIOYAE
B ceOe Imepioau, mI0 MAIOTh MPSMi HACTIAKK JJIS BKa3aHOTO MEXaHi3My MoOyJI0BU
CTaTUCTHKH, a came: 3 22.02.2022 poky pd BUMHWIIA TOBHOMACIITAOHE BTOPTHEHHS
Ha TepUTOPil0 YKpaiHH, 10 HOTATHYJIO 3a COOOI0 B TOMY YHCII OKYMNAIil0 3HAYHOL
YaCTHHHM TepuTOpii nepkaBu. BkazaHi Tepuropii MaroTh cremianbHHN NPaBOBHI
cratyc Ta 3adikcoBaHi B Ilepeniky TepHTOpialbHMX TIpPOMai, SKi pO3TalIOBaHi

2 Fox C., Mackay S., Hope T. The Independent Review of Crime Statistics. Safer
Communities. 2006. Vol. 5, no. 4. P. 4-12. DOI: https://doi.org/10.1108/17578043200600028.

ZWarr M., KirkD.S. Data Bases and Statistical Systems: Crime and
Delinquency. International Encyclopedia of the Social & Behavioral Sciences. 2015. P. 717—
719. DOI: https://doi.org/10.1016/b978-0-08-097086-8.41068-8.

% Makkai T. Statistical Systems: Crime. International Encyclopedia of the Social &
Behavioral Sciences. 2001. P.15053-15056. DOI: https://doi.org/10.1016/b0-08-043076-
7/00011-5.

" Maguire M. Criminal Statistics and The Construction of Crime. The Oxford Handbook of
Criminology. 2012. P. 206-244. DOI: https://doi.org/10.1093/he/9780199590278.003.0008.
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B paiioHi IpOBEICHHS BOEHHUX (00HOBHX) Aiif ab0 sKi mepeOyBalOTh B THMYACOBil
okymarii, orouenni (61okyBanni)’® Ta onosmeromy Ilepemiky TepuTOpiil, HA KX
BeyThed (Bemmcst) OoioBi aii abo TrMuacoBo okynoBanux Pociiicekoio denepamniero
Big 22.12.2022 poxy®. Tlpn npOMy, Hix Y4ac PeXHMy THMYACOBOI OKyIALii, 3rixHO
3akony Ykpainu «IIpo 3abe3mnedeHHs mpaB i cBOOOX rpOMasiH Ta MPABOBUH PEXKUM
Ha THMYacOBO OKYIOBaHIK TepuTopii VYKpaiHW», OiSVIBHICTH CyIOBHX Ta
MPaBOOXOPOHHHUX OpPraHiB NPHUIUHAETHCS, 1, y pa3i HEOOXiAHOCTI Taki OpraHu
MPOXOIATH MPOLEYPY AWUCIOKAIIl Ta peHOKauii’ao, Tax, oHoBnenwmii [lepemik cynis,
TEPUTOPiaTbHy MIACYIHICTh SKUX OyJNO 3MIHEHO Yy 3B’S3Ky 3 HEMOXIHUBICTIO
3/IHCHIOBATH TPaBOCYAIs MiJ Yac BOEHHOTO craHy craHoM Ha 30.10.2023 poky
Bkimrodae 201 cyx 3 10 obmacreit YKpa'iHHsl. IlapanensHO 10 1BOrO, 3a CIOBaMH
3actymHuka ['eHepambHOro mpokypopa Irops Mycrena: «Ha choromui y Hac
BIZICyTHS €IMHA TPAaKTHUKAa PO3IJIAYy KIONMOTaHb INPOKYPOPIB INPO BiIHOBICHHS
BHACIIIOK OKyMamii OKPeMUX TEPUTOPiH BTpPAaYCHUX MaTepialliB KpUMiHAIBHUX
HpOBa,I[)KCHB»SZ. Taxox, mounHatoun 3 24.02.2022 poky SK TUMYacOBO OKYIOBaHHUX,
Tak 1 Ha MIKOHTPOJNBHHUX TEPHUTOPISX BHACHIIOK 30poifHOi arpecii pd
CIOCTEpiraJiucsl 3HaYHI MEpPiOaN BIACYTHOCTI €IEKTPOIOCTa4aHHs, 1, K HACIIIOK
3B 513Ky, II0 YHEMOXKJIMBIIIOE HABITH JHMCTaHIIHHE MOBITOMIIEHHS MO KiOep3l0dnH
yepe3 CucreMy 1ozadi eJ1eKTPOHHUX 3BEPHEHb TPOMAJISTH.

30poitHa arpecis CTUMYJIOBala MirpamiiiHi MpOLECH: MMOYHMHAIOYH 3 JFOTOTO
2022 poky B YkpaiHi movanacst cTpiMKa XBHIIsI eMirpaiii, i, cranoM Ha 21.06.2023
POKY KiNBKICTh TpOMasiH YKpaiHH, 10 MIrpyBaiu 3aKOp/oH, cTaHoBuTh 8 177 638
0ci6>. Bkasani (hakTOpH MPSAMO BIUIMBAIOTH SK Ha PE3yJbTATH 3BITHOI MiSUIBHOCTI
JIep’KaBHUX OpraHiB, Tak 1 Ha X iHTepmpeTairo 3 OOKy aKaJeMiuyHOi CHiIBHOTH.

% Tpo 3atBepmxenns Ileperiky TepHTOpialbHHX TPOMaj, IO PO3TANIOBAHI B paifoHi
MIPOBEICHHS BOEHHUX (00ioBHX) il ab0 siki mepeOyBaloTh B TUMYACOBiil OKymalil, OTOYCHHI
(6roxyBaHHi) craHoM Ha 25 kBiTHS 2022 poky : Haka3 M-Ba 3 nmutaHp peiHTerpaii THM4acoBo
OKymn. Teputopiii VYkpainm Big 25.04.2022 Ne75: craom Ha 27 rpya. 2022 p.
URL_: https://zakon.rada.gov.ua/laws/show/z0453-22#Text (nara 3sepuennst: 09.02.2026).

® TIpo s3atBepmienns Ilepenmiky Teputopii, Ha sKMX BedyThcs (Bemucs) Goitoi il aGo
THMYacoBO OKymoBaHUX Pociiicekoro ®enepamieto : Haxa3 M-Ba 3 mmradp peinterpamnii
THMYacOBO OKYIl. TepuTopiii Ykpainm Bix 22.12.2022 Ne 309 : craHom Ha 20 Gepes. 2025 p.
URL: https://zakon.rada.gov.ua/laws/show/z1668-22#Text (nara 3sepuensst: 09.02.2026).

® Tpo 3aGes3meueHHs mpaB i CBOGOA TPOMAjiSH Ta TPABOBMH PEKHM HA THMYACOBO
OKymoBaHiit Teputopii Ykpainu : 3akon Ykpainu Big 15.04.2014 Ne 1207-VII: cranom Ha
19 tpaB. 2024 p. URL: https://zakon.rada.gov.ua/laws/show/1207-18#Text (1ata 3BepHEHHSL:
09.02.2026).

® Tlepenik cyniB, TepUTOpiaTbHy MiACYIHICTH AKMX OYJNO 3MIiHEHO Y 3B’A3KY 3 HEMOXK-
JMBICTIO 3AIfCHIOBATH MpaBOCYQIs IiJ Yac BOEHHOro craHy. Bepxosmuii Cyod. URL:
https://supreme.court.gov.ua/userfiles/media/new_folder_for_uploads/supreme/rozporyadjennya
/Zagalna_tablica_sudiv_30 10 2023.pdf (nara 3sepuenns: 10.05.2024).

¥ B Opici Ternpokypopa 06rOBOPHIM HANATOKEHHS POOOTH PABOOXOPOHHUX OPraHiB
Ta Cy/[IOBHX IHCTaHIiH, MEPEeMillleHUX 3 THMYacoOBO OKYIOBAaHHMX TEpUTOpid jaepxaBu. Oghic
Tenepanvnozo npoxypopa. 2023. URL: https://www.gp.gov.ua/ua/posts/v-ofisi-genprokurora-
obgovaorili-robotu-pravooxoronnix-organiv-ta-sudovix-instancii-peremishhenix-z-timcasovo-
okupovanix-teritorii-derzavi.

¥ Ukrinform. 3a xopmoHoM mepeGyBaroTh Maibke 9 MinbifoHiB ykpaiuuis — memorpad.
Vrpingopm — axmyaneni nosunu Ykpainu ma ceimy. URL: https://www.ukrinform.ua/rubric-
society/3790729-za-kordonom-perebuvaut-majze-9-miljoniv-ukrainciv-demograf.html.

98



KOHKpEeTHO X Ha pe3yjibTaTH METPHYHHMX KaIbKyJsiliii OyayTh BIUIMBATH HE BCi
3 meperideHux (akTopiB. MaeTbess Ha yBasi, HE BCi 3 HUM MalOThb 3HA4YCHHS IIPU
poboTi 3 BKe HasBHUMHU JaHUMH. BinTak iCHye ceHC akIEHTyBaTH yBary Ha THX
MOKa3HHUKaX, sIKi BUKOPUCTOBYIOTh Y METPHYHUX OOYMCIICHHSX 3JIOYMHHOCTI, TAKHX
SIK KUTBKICTh HacelneHHs y GpopMyiti KoedillieHTa iIHTeHCUBHOCTI 3JI0YUHHOCTI.

Biarak, 3 ypaxyBaHHsSM KUTbKOCTI HaceJeHHs B YKpaiHi y BKa3aHHil mepiof, a
came: 2020 poky — 41, 588,4 tuc oci6; 2021 poky — 41 167,3 tuc oci6; 2022 poky —
35, 0 miH oci6; 2023 poky — 33,2 muH oci6; 2024 poky — 33,2 muH ocib 34 35 36
MaEeMO HACTYTIHI TOKa3HUKH KOe(illi€HTy IHTCHCHBHOCTI 3JI0YMHHOCTI, ependadeHol
B XVI Poznini KK Ykpainu, va 10 000 Hacenenns: 2020 pik — 0.60; 2021 pik — 1.04;
2022 pix — 1.15; 2023 pik — 1.16; 2024 pik (ciueHb-kBiTeHb) — 1.35 BHmazaka.
OmnepoBaHi CTAaTUCTUYHI TOKA3HUKH MICTSATh IPOMDKKH, IO HE BIHCYIOTHCS
B CEpEIHBOPIUHUI TEMII MPUPOCTY, — Mepioj MouynHarun Bix KiHus 2021/movyatky
2022 poky. IlapanensHo 1poMy, 3 2022 pOKy TPHUMAEThCS CTana TEHICHINS IO
301IbLICHHS KiTBKOCTI 3JI0YMHIB (TEMIH MPOpOCTy), nepeabauenux Pozmimom XVI
KK Vxkpainu, 3 ypaxysanusm Ha 10 000 HaceneHHSI.

BusiBieHi TeHAEHIIT 9iTKO MPOCTiKOBYIOTECS B IaHHUX MPOIECYaTbHUX PillleHb,
BUCYHYTHX 3a BKa3aHHH Iepio]] dacy: y €IMHOMY pPeecTpi CyIOBUX pillleHb ' HasiBHA
HacTyIHa iHpoOpMamis mpo BuAaHi y (GOpMi BHPOKY CyIOBi pIIEHHS IO CTaTTsM,
nepenbauenux 3a Pozainom XVI KK Vkpaiuu (I'padix 2).

I'padix 2
KiabkicTh BUHEeCEHUX BUPOKIB 32 CTATTAMU, MepeadueHux
B Pozaini XVI KK Ykpainu, 3a 2019-2023 pp.

KinbkicTs BHEeCeHHX BHPOKIB 32 CTATTAMH, Nepef0deHHx
B Po3pini XVI KK Vkpaian, 3a 2019-2023 pp.

Hoicepeno: cmeopeno asmopom

* UYucenwuicts Ta ckman Hacenens. Jlepxkcrar. URL: https:/stat.gov.ua/uk/datasets/
chyselnist-ta-sklad-naselennya.

¥ MB® ouiHuB KinbKicTh HacermeHHst YKpaiHM Ta JaB TPOTHO3 Ha Haitbmwkui poxu. PBK-
Vipauna. URL: https:/iwww.rbc.ua/rus/news/mvf-otsiniv-kilkist-naselennya-ukrayini-ta-1713333704.
html (nara 3sepuennst: 09.02.2026).

*® WORLD ECONOMIC OUTLOOK 2024: APR Steady but Slow: Resilience amid
Divergence. 2024. 202 p. URL: https://www.imf.org/-/media/files/publications/weo/2024/
april/english/text.pdf.

€nunnii peectp cynoBux pimenb. URL: https:/reyestr.court.gov.ua/ (1ata 3BepHEHHS:
01.01.2025).
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3rigHo 3BiTHMX naHWX HamionameHOi momimii VYkpaiHu, oo omepyrmoTh
YHOPMOBAHEM (CKIaJeHHM) KOHIEITOM KiGep3moummis, 3a 2014, 2015, 2016%,
2017%°, 2018*, 2019%, 2020%, 2021*, 2022*, 2023 poxm kimskicTh
3apEECTPOBAHUX TPOBADKEHD IIOA0 PO3CTiAYyBaHHS KiOCP3IOYHMHIB MiAPO3IiTaMu
HaunionansHoi mominii YkpaiHH MiATBEpUKYye BUSBICHI B CYMDKHHX JaHHX
3akonomipsocri (I'padik 3).

T'pagik 3

KinbkicTh 3apeecTpoBaHHX NPOBAKeHb 010 PO3CJIiAyBaHHs Kidep3/104nHIB
nmiapo3ainamu HanionanabHol modinii Ykpainu

KibKicTh 3apeecTpOBAHHX NPOBA/IZKeHb MO0 PO3CIiTyBaHHESA
Kibeps.a1ounHiB migposaitama HanionaabHoi noainii Ykpainn

2014 2015 2016 2017 2018 2019

Loicepeno: cmeopeno asmopom

® Exonomiuna mpasma. Jlerki rpomr: VkpaiHa NepeTBOPIOEThCS Ha MeKKy s
kibepamounHiiB. Exonomiuna npasda. URL: https://epravda.com.ua/publications/2016/03/28/
587004/ (nata 3Bepuennst: 09.02.2026).

* Piynnii 3piT HarionamsHoi noiuii Yipainu 3a 2016 pik. Hauiosanesa noiis YpaiHu.
URL. https://media-www.npu.gov.ua/npu-pre-prod/sites/1/Docs/Dialnist/Richni_zvity/zvit_2016.pdf.

40 Exonomiuna npasza. T'onosa KiGepromiuii: "Bam cun y mominii" NPUHOCHTH maxpasM
Ha "30Hi" MibiiOH rpuBeHb Ha 100y. Exonomiuna npasda. URL: https://www.epravda.com.ua/
publications/2018/01/15/633003/ (nata 3BepueHHs: 09.02.2026).

4 3gir Tomon Hamionansuoi mominii Ykpainum C. KHs3eBa Tpo pesymbTaTd poGoTH
BimomctBa 3a 2018 pik. 19 c. URL: https://www.naiau.kiev.ua/files/news/2018/Zvit_NPU_
2018.pdf.

4 3gir Tomosn HarioHaneHOi momimii YkpaiHH Npo pesyibTaTH pPOGOTH BiTOMCTBA
y 2019 powi. 12 c. URL: https://www.kmu.gov.ua/storage/app/sites/1/17-civik-2018/zvit_2019/
zvit-npu-2019.pdf.

**3pir Hamjomansuoi momimii Ykpainu mpo pesyistaté poboru y 2020 pomi. 14 c.
URL.: https://www.kmu.gov.ua/storage/app/sites/1/17-civik-2018/zvit2020/npu-zvit-2020.pdf.

4 3pit Hanionanssoi momiuii Ykpainu npo pesymsraté poGotu y 2021 pomi. 18 ¢. URL:
https://www.kmu.gov.ua/storage/app/sites/1/17-civik-2018/zvit2021/Zvit_NPU_2021_.pdf.

% 3pit HanionansHoi momiuii Ykpainu npo pesynstaté poGotu y 2022 pomi. 14 ¢. URL:
https://www.kmu.gov.ua/storage/app/sites/1/17-civik-2018/zvit2022/Zvit_polic_2022.pdf.

“ 3pir HauioranbHOI moinii Ykpainu npo pesyisratn poGotn y 2023 poui. 12 ¢. URL:
https://www.kmu.gov.ua/storage/app/sites/1/17-civik-2018/zvit2023/zvit_NPU_2023.pdf.
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AHari3 mokasye, o cepeAHii MOPIYHUI TeMIT IPUPOCTY KiOEp3JI0UMHIB 3a Mepiof
3 2014 mo 2023 poku cTaHOBUTH NpuOIM3HO 53.48%. s Toro, mo0 BHU3HAYHMTH
(miATBEpANTH) aHOHOPMAJbHI MPOMDKKH, HEOOXIJHO IOpIBHATH CepexHi IOpidHi
TEMIIX IPHUPOCTY 3a Bl MoxmBi nepiogu 3 2014 mo 2023 poku. Tak, 3a nepion 2014-
2015 pp. mpupict craHoBuB 25.52%; 2014-2016 pp. — 33.31%; 2014-2017 pp. —
16.32%; 2014-2018 pp. — 8.67%; 2014-2019 pp. — 1.54%; 2014-2020 pp. — 4.44%);
2014-2021 pp. — 17.83%; 2014-2022 pp. — 21.82%; 2014-2023 pp. — 53.48%.
Li po3paxyHKH TOKa3yOTh, OI0 CEpeNHil MIOPIYHUNA MPUPICT KiOEP3TOUMHIB 3HAYHO
KOJIMBABCS MPOTATOM aHajli3oBaHoro mepioxmy. IIpupict y 2022 pomi (48.72%) Oys
3HAYHO BUIIMM 3a cepemHii mpupict 3a mepiogm 2014-2021 (17.83%) 1 2014-2020
(4.44%). OnHak, HaHOLTBIT 3HAYHMIT IPHPICT criocTepiraeThest y 2023 pori, Mo poOUTh
cepezHil MOopiYHUN NpHPICT 3a Bech nepion (2014-2023) Haiibinbmim — 53.48%, mo
B CBOIO 4Yepry MiATBEPPKYE Te3y IpO aHOMallbHE 3POCTAaHHS KiOep3JIOYMHHOCTI
nounHaroun 3 2022 poky. Binbiie Toro, 30uTKH, 3aBaaHi Kibep3nounHamu 3a 2022/23
JIOCSITAlOTh aHAJIOTIYHOTO PiBHSA aHOMaJbHUX 3Ha4eHb (99,8 Ta 308,7 MiH IpH) Ta He
BIINCYIOTHCS B JKOMIHI IPOTHO30BAHI TIOKA3HHKH' .

[NapanensHO 1O IHOTO, HANiOHANBHI OpraHu y cdepi KibepOes3mekw, Taki Sk
JepxaBHa ciyx0a cremianbHOTO 3B’SI3KY Ta 3axHCTy iH(opmamil Ykpaixw,
IhepeHIiIoITh Kibep3ounHy Ta KidepiHnuaeHTH. OCTaHHI SBISTIOTE COOOI0 MOAII0
a00 CyKyIHICTh HECHPUSTIMBUX IO HEHaBMHCHOTO XapakTepy abo TakuX, IO
MalOTh O3HAKH MOXKJIMBOI KibepaTtaku, siKi CTaHOBJIATH 3arpo3y Oesrneri iHdopmariiHol
iHQPACTPYKTYpH, CTBOPIOIOTH IMOBIPHICTh MOPYWICHHS INTaTHOTO PEXHMY il
(byHKL[iOHg/BaHH}I, a TaKoX CTaBIATh IiJ 3arpo3y 3axHIIEHICTh iH(pOpMaLiitHuX
pecypeiB®™. OnHak sk BHAHO 3 aHATI3y BKA3aHO MOHSTTSA, 00’€KTHBHA CTOPOHA IO
Kibep3mounHy o KiOepiHIMAEHTY B KOHTEKCTI HAIllOHAIBHOTO IIpaBa YKpaiHU
OJTHAKOBO OXOILTIOIOTBCS MOHATTSM «KiOep3/ounHy», mo MicTuThcs B KonBeHtii mpo
KiOEp3JOYMHHICTh, 3 BIIMIHHICTIO B TMOY, III0 B OCTaHHIX EPTBOIO € JepxaBa. Tak,
KiOepIHIMAEGHTH OXOIUTIOIOTh IIMPOKHI CHEKTp [ii, HampaBlIeHWH Ha ITOPYIIEHHS
(dyHKIiOHyBaHHA cucTeM iH(OpManiiiHOro 3axucTy, Ta BU3Ha4YeHi B okpemy [leperniky
Kareropii  KiOepiHIMAEHTIB, po3poOieHuii Ha ocHOBi [lepeniky —Kkareropiit
KiOepiHIMACHTIB, IO BKIIOYAE HACTYIHI KaTeropii: 00pa3iiuBUi KOHTEHT, IIKiTHBHA
Kon, 30ip iHdopmarii, cmpoOu BTOPrHEHHS Ta BIACHE BTOPTHEHHS, a TaKOX
MOPYIICHHS JOCTYIHOCTi, Oe3reka iH(GOpMaIliifHOro HANOBHEHHS, MIaXpalCTBO Ta
Bpa3TMBI cHCTeMH Ta immi’. 3a maHuMu JlepiKCIEIBB 3Ky caMe  TOYHHSIONH
32022 poxy mouanocsi CTpPIMKE 3pOCTAHHS KUIBKOCTI KiOSpiHIMASHTIB Ha piBHI

“7 3gir HanioHasnbHOT momnitii Ykpainu npo pesyistat pobotn y 2023 poui. C. 9-11. URL:
https://www.kmu.gov.ua/storage/app/sites/1/17-civik-2018/zvit2023/zvit_NPU_2023.pdf.

“ TIpo zarBepmienns IHCTpykuil 3 ONIHIOBAHHS HA BiANOBIZHICTH MiKHAPOJHUM
CTaHJApTaM OBEPCalTy Cy0'eKTiB, SKi BHKOHYIOTh (DYHKIiI IEHTPAJIBHOTO JEMO3UTapiro IIHHUX
mamnepis, LEHTPAJbHOrO KOHTPAreHTa, TOPrOBOIO PEMO3UTOPII0 Ta CHCTEMH pPO3PaXyHKIB
y HiHHEX nanepax B YkpaiHi: IlocranoBa Ham. 6amky VYkpaimm Big 05.04.2024 Ne 38.
URL: https://zakon.rada.gov.ua/laws/show/v0038500-24#Text (nara 3sepHenns: 09.02.2026).

9 Reference Incident Classification Taxonomy Task Force Status and Way Forward. 2018. URL:
https://mww.enisa.europa.eu/sites/default/files/publications/\WWP2017%200-3-1-1%20Good%
20practice%20guide%6200n%20how%20t0%20improve%20CSIRT%20capabilities.pdf.
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y 2,8 pasu Gimeme Hik y 2021 pomi’, a y 2023 poli KiTbKICTh 3apeecTpOBAHHX
B YkpaiHi kibepiHnuaeHTiB 3pocia me Ha 62,5% y nopiBHsHHI 3 2022 pokoM (BCHOroO
1105 i6epinmumentis)°".

ExcrniepTHi ycTaHOBH TOB’SI3yIOTh TaKy CHUTYAIIi0 3 BIIfHOIO: MOBiJOMIISETHCS, IO
pociiicbke BTOPrHeHHsI B YKpalHy MacoBO IMO3HAYMIIacs Ha Kibep3arpo3ax. 3 mo4aTkoM
BilfHU KiOepaTaku pOCIMCHKOro MOXOKCHHS Ha CJICKTPOHHI aApecH €BPONEHCHKUX Ta
aMEpUKAaHCBKUX KOMIIaHii 30impmmmmcs y 8 pa3i352. 97% opranizamiii MOMITHIN
3pocTaHHs Kibep3arpo3 3 MOYaTKy pPOCIHCBKO-YKpaiHChkoi BiHH B 2022 pori, 1o
JIEMOHCTpY€ TMMGOKHMiT BIUIMB TEOTIOITHIHNX HATPYT Ha Kibepbesmeky . Macosani
KibepaTaky NpOTH AEP)KaBHUX CTPYKTYp YKpaiHM Ta Oi3HeCY MOCHIMINCEH 3 ITOYaTKy
arpecii pg**. KibepaTaky € 3BHUHEM IpOSIBOM aprecii INij gac BBEICHHS TiGPHIHOL
BilfHH 1 Ha MpaBJICHHs HA MiIPUB CTAaOIBHOCTI IHCTHTYLIN cynpoTuBHUKA. [Ipu 1iboMy,
rinore3a BiHM SIK iHAYKYIOYOro (aKTOpy IO3BOJSE TAKOX MOSICHUTH 3POCTAHHS
KiOep3nounHHOCTI B KiHII 2021 poKy: HapaneipHO 3 MAacOBUMH IOBiIOMIJICHHSMH
B iH(opmauiitHoMmy mpoctopi Ykpainu B apyrii momoBuHi 2021 poky mpo Hamipu
T0YATKy BOEHHOI arpecii 3a Goky 3¢ pd>, mami Google Trends 3 Temu «BiitHa» Ta
OKpeMi 3aIrpocH «BiliHa», «BOHHA», «War» Ha TEPUTOPii YKPaiHU MOKa3yHOTh MPHUPICT
BeO-TIONIYKOBHX 3aIpOCiB Ta MyOiKamii Ha BKa3aHy TEMAaTHKy caMe B IIi IPOMIKKH .

Iepeniueni oOCTaBUHM BKa3ylOTh Ha HasBHICTH HAJBHCOKOTO  CTYIEHS
KOPEILILIHOTO 3B’SI3Ky MK (paKTOM MOYaTKy MOBHOMACIITAOHOTO BTOPTHEHHS PG
Ha TEPUTOPif0 YKpailHH 1 aHOMaJIbHHUM 3POCTAHHAM KiOEP3JOYHMHHOCTI, HaBiTh
HE3BaXAIOUM HAa Taki OOCTaBHMHHM, SK BEJHMKa MIrpailisi HaceleHHs, KpH3a, Mepioan
OrnexayTy, OKymalis, 3MEHIICHHS YHCEIbHOCTI KOMIIETEHTHHX IIPaBOOXOPOHHHUX
OpraHiB Ha TUMYAaCOBO OKYIIOBAHHMX TEPUTOPISAX Ta iHIIMX, IO B CYKYIHOCTI MIOBHHHI
JABaTH JiaMeTpajbHO mpoTwiekHud edekr. [lomiOHe 3yMOBIIOE HACTyIHE
NPHIYIICHHS: BiifHa 00yMOBIIOE TpHpIcT Kibep3noumHHOCTI. OHAK HE 3pO3yMiTI0
SIKUM YHHOM, aJDKE BPaXOBYIOUH JIeMapKallifo KiOepiHJWIICHTIB BiJ KiOep3lOYHHIB
npy T00YI0BI CTATHCTUKH, CTA€ OYEBUTHUM, III0 aHOMaJIbHE 3POCTAHHS He ITOB’s3aHe 3

%0 3piT mpo PoGOTy CHCTEMH BHABICHHS BPAa3THBOCTEH i pearyBaHHs Ha KiOepiHIMICHTH
Ta kibeparaku 3a 2022 pik. 10 c. URL: https://scpc.gov.ua/api/docs/sseb6al0-b7aa-4396-8b04-
e0e4b7fcalll/sseb6al0-b7aa-4396-8b04-e0edb7fcalll.pdf.

%! 3piT mpo POBOTY CHCTEMH BHSIBICHHS BPA3TMBOCTE i pearyBaHHs Ha KiGepiHIMICHTH Ta
kibeparaku 3a 2023 pik. 12 c¢. URL: https://scpc.gov.ua/api/files/9c21855d-74da-45d1-90f9-
5d4f6795996a.

52 The Latest Cyber Crime Statistics (updated October 2025) | AAG IT Support. AAG IT
Services. URL: https://aag-it.com/the-latest-cyber-crime-statistics/.

% How cybersecurity boosts enterprise reinvention to drive business resilience: State
of Cybersecurity Resilience 2023. 39 p. URL: https://www.accenture.com/content/dam/
accenture/final/accenture-com/document/Accenture-State-Cybersecurity.pdf.

% Inopmaniiine nosigomnenns. Komirer 3 nurass wudposoi Tparchopmanii indopmye
npo Kibeparaku, poboTy MOOLIBHUX OnepaTopiB Ta iHpopMauiiiny 6e3nexy. Ogiyitnuil nopman
Bepxosnoi Paou Vkpainu. URL: https://www.rada.gov.ua/print/221400.html (nata 3BepHenHs:
09.02.2026).

% Muxaiinos [[. ITyTiH npHiiHsB pillleHHs MPO MOYATOK MOBHOMACIITAGHOI BiitHM MPOTH
Vkpaiuu Ha noyatky 2021 poky — 3MI. Cycninene nosunu. 2023. URL: https://suspilne.media/
456759-putin-prijnav-risenna-pro-pocatok-povnomasstabnoi-vijni-proti-ukraini-na-pocatku-
2021-roku-zmi/.

% Google Trends. Google corp. URL: https://trends.google.com.ua/trends/.
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arpeciero B paMKax TiGpHHoi BiifHI"', 110 BKA3y€ Ha iHIIHi BIUIMB BIHHM K (akTopa
30LIBIICHHS KiOep3JI0YMHHOCTI.

2. Biifna sk ¢akTop BikTHMIi3aNil KiGep3104MHHOCTI

VY COIiONOriYHNX JOCIIDKEHHAX CTaTUCTHYHI MOJEIN MOXYTh OyTH BUKOPHCTaHI
JUIsL aHaNi3y NPUYMHHOCTI sBUIN (Ka3yauist), mepeabauyeHHs MalOyTHIX pe3yibTaTiB
(mpenuKList Ta MPOTHO3YBAaHHS) Ta OIKMCY MOTOYHOIO CTaHy CYCHIBCTBA abo Tpymu
ocib (meckpumist). KoxHa 3 nux mizHaBaIbHUX (YHKLIH € BaXITHBOIO I PO3YMIHHA
COLIABbHUX SBHII 1 MPOIECIB, OAHAK HAHOLIBII 3HAUUMOIO O0JACTIO IOCIHiIKEHHS €
Kasyaris (MpUYUHHICTE a00 MPUYMHHO-HACTIAKOBI 3B’SI3KM) 1 BOHA K € HaHOLIbII
npoGIeMHoI0 s iHTeprperarii-:. Lle, B ToMy dmcii, 0GYMOBITIOE 0OGMEKEHICTD Yeix
CTATUCTHYHHUX MOJeed, Xo4a 1 He NPHUHIKYE iX I[HHICTh U HAayKH, OCOOIMBO
B ITUTaHHAX MOCTAHOBKM KOPEJIMIMHUX 3B’SI3KiB CHJIBHO MPOSIBICHHUX SBHIL, IO
CIIOCTEPITalOTHCS B CEPHO3HUX 3PYIICHHAX CTATUCTUYHUX MTOKa3HUKIB.

3arajoM jxe NMPeAUKTOpaMHy 3pYLICHb MOJIIEHCHKOI CTATUCTUKH MOXYTH OyTH:
(1) w™eromosoriuni 3MiHM TpaBUNI 30UpaHHs, OOpOONEHHS Ta O(OPMICHHS
OTPUMAHMUX JaHUX; (2) eMMmipHyHi CYTHICHI 3MiHH JOCHIIPKyBaHOTO 00’€KTa;
(3) xommissIiss B MEBHOMY BiTHOIIEHHI 000X BapiaHTiB OJHOYACHO. MeTomomoris
30upaHHs iHpOpMamii Tpo KiOEp3TOUYMHHICTH BH3HAYEHA B MPABOBUX aKTaxX
YIIOBHOB2)XEHUX IIPABOOXOPOHHUX OpraHiB, IpOsIBICHA Yy BIANOBIAHOCTI 1O
Bu3HaueHHX ¢opMm. Tak, mopsamox GopMmyBaHHS E€IHHOTO PEECTPY HOCYIOBHX
po3ciigyBaHb Hapsay 3 Gopmamu 3BiTHOCTI opraniB HauionamsHoi momiuii Ykpainn
HE 3MIHIOBAJIMCS 3a JIOCHIIKYBaHUH Iepiof, 110 BHUKIIOYAE MEPIIMHA Ta TPETii
BapiaHTH OJHOYACHO. AHAJOTIYHAa CHTYyallisi 3 CyIOBOIO CTaTHCTHKOIO: (opma
3BITHOCTI MPO MisTIBHICTH MICHEBHX, aNeNsAiMHUX Ta CyHAiB KacamilHOi iHCTaHMIii,
mapajenbHO 3 IpaBHIaMH (OpPMyBaHHS €IWHOTO PEECTPY CyNOBUX pIlIeHb Ta
BEJICHHS ABTOMATH30BAaHOI CHCTEMH JOKYMEHTOOOIry cydy 3a [OCIiIKyBaHUH
nepio MPOWIIIM OHOBJIEHHS, IO HE MaJlM SIKICHOTO BIUIMBY Ha pe3yJIbTaTHBHICTH
Cyoy, a THM IIade Ha TIIOKa3HWKHM 3JOYMHHOCTI. BiAnmoBimHO npenukropom
aHOMaJbHHX 3MiH € BUI03MiHa 00’ €KTa JOCIIDKEHHSI, @ caMe 3JI0YHHHOCTI.

Cam xe (heHOMEH 3JI0YMHHOCTI, HOTo MpHpoJa B eieMeHTaX MPUYMH, HACIIAKIB,
3aKOHOMIPHOCTEH Ta BHYTPILIHIX 3aKOHIB ITUHAMIKHM W PO3BUTKY B CYKYIHOCTI Ta
OKpEMO BHUCTYMAlOTh B SKOCTI MNpeaMeTy OOCHI[PKeHb HHU3KH aKaJeMiuHHX
NUCLMILIIH, TaKuX SK aHTpOHOJIOFiSISQ, Giomoris®™, chxianiﬂGl, renxonoris®?,

* Simons G., Danyk Y., Maliarchuk T. Hybrid war and cyber-attacks: creating legal and
operational dilemmas. Global Change, Peace & Security. 2020. Vol. 32, no. 3. P. 337-342.
DOI: https://doi.org/10.1080/14781158.2020.1732899.

% Pearl J. Causal inference in statistics: An overview. Statistics Surveys. 2009. Vol. 3.
P. 96-146. URL.: https://doi.org/10.1214/09-ss057.

% Schneider J., Schneider P. The Anthropology of Crime and Criminalization. Annual
Review of Anthropology. 2008. Vol.37, no.1. P.351-373. DOI: https://doi.org/10.1146/
annurev.anthro.36.081406.094316.

% Ling S., Umbach R., Raine A. Biological explanations of criminal behavior. Psychology,
Crime & Law. 2019. Vol. 25, no.6. P.626-640. DOI: https://doi.org/10.1080/1068316x.
2019.1572753.

103



comionoris®, rtopucnpymenmis®’, ekonomika®® Ta Garateox immmx. Kpoc-
JMCIHMIUTIHAPHI®,  IHTepAMCHMIUIHAPHI®, MyIbTHAMCIHMILIHAPHI® Ta TpaHc-
JUCIHIUTIHAPHI ~ 3B’S3KU 3 TEOPETHYHUMHU KOHIICTITAMHU Pi3HUX 00’€KTIB HAayKH, 110
BU3HAIOTBCA B  SAKOCTI JCTCPMIHAHTIB JCBIaHTHOI TOBEMIHKH, B  MEXax
MOHO/IMCUIMILTIHAPHOCTI 30CePEPKYIOThCsl B KpuMiHouorii. KpumiHosoris, B cBOIO
4yepry, TPaAuLiiiHO HE BpaxOByBajla «IOBHUH >XUTTEBHH WUIIX» CyO’eKTa IpH
cnpoOax MOSICHUTH aHTHCOLIAJIbHY Ta 3JI0YMHHY MOBEIIHKY. Y pe3ynbTari 4oro 0yso
MPOITYIIECHO BaKJIMBI BIOMOCTI MPO KPUMIHATBHI TPAEKTOpii Ta MEpeIyMOBH IS
AHTHCOMIATBHOCTI Ta 3MOYHHHOCTI 0. HaJarouws TeopeTHUHi KOHIENTH 3TOIMHHOCTI,
KPUMIHOJIOTH HaMaraloThCs IATH BiJIIOBiIh Ha NHTAHHA: YOMYy BHHHKAaE ITOIiOHA
MOBENiHKa, 1 SK 3 IbOTO PO3yMIHHA MoOXHa ii 3amoOirtu. lLle BinOyBaeThCs
3a IONOMOTOI0 TAaKWX BIIACTHBOCTEH TEOpil, I0 HAa3WBAIOTBCS HAyKOBHMH
wecuoramu (theoretical virtues)™. Jlo cTaHzapTHUX TEOPETHUHHX YECHOT HAJCKATD:
MePEeBiPIOBAHICTh, EMIIipUYHA TOYHICTh, MPOCTOTA, YHI(iKaIlisl, HECYNEepPEewINBICTb,
KOTEPEHTHICTh Ta wiiHicTs 2. OpTonoKkcanpHi Il Ta CYCHUIbHI OYiKyBaHHS BiX
BUYCHUX-KPUMIHOJIOTIB Ta KPHUMIHOJNOTIi SK HayKOBOI NUCIHUIUIIHK OOYMOBIIOIOTH
nepeBakaroye CTAHOBHUILE caMe, BHUTIKAIOYOrO 3 Kasyallii HpPOrHOCTHYHOTO
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noteHniany ((yHKIiT) TEOPETUIHOTO KOHIENTY 3J0YMHHOCTI, aJKe came BiH Hagae
NPEBEHTHBHUHN IHCTpyMEHTapii.

Tak, Hapa3i iCHye HHM3Ka PI3HOMAaHITHHMX TEOpil 3TOYMHHOCTI: 3arajbHa Teopis
3JI0YMHHOCTI pO3IJIsIa€ HU3BbKUI DIBEHb IHAMBIIYaJIBHOTO CaMOKOHTPOJIO SIK
KJTFOYOBHMH JIETePMiHAaHT KPUMIHAJIBHOI MOBEIIHKH ~; KPUTHYHA TEOPisl 3II0YMHHOCTI
IHTEpIpeTy€e MPABONOPYIICHHS SIK PEaKLil0 Ha HasBHY B CYCHUIBCTBI HEpiBHICTH
y POBMOZiN BIAIH Ta MaTEPIiaNbHAX GIAr *; Teopist PO3BUTKY a60 KUTTEBOTO LUTAXY,
IO TIOB’s13y€ BUHUKHEHHS 3JIOYMHHOCTI 13 B3a€EMOJIEI0 MPOLECIB iHAMBIAYAIEHOTO
PO3BHTKY Ta HECHPHATIMBHX (AKTOPIB 30BHINIHBOrO CEPENOBHINA >, TeOpis
COIIaJIbHOTO HAaBYAHHS, 3TTHO 3 SIKOIO NIPOTHUIIPAaBHA IOBE/IHKA 3aCBOIOETHCS Uepe3
B3a€EMOJIII0 13 COWIAIPHHM OTOYCHHSIM ; TEOpis paIliOHAIFHOTO BHOOpY, SKa
nependavae, o Mepesl BUYNHEHHSIM 3JI0YMHY 1HIMBIA 3BaXy€e NMOTSHLIHHI pU3HKHU i
BUTOJM' '; 3arajbHa Teopis BHOOpY, A€ Cy0’eKT oOupae BYMHHTH 3JIOYHH,
PO3MIIAAA0YH Tepesl COO0K0 MOIIMBOCTI, BIBaXKYIOUH KOPHCTH NMPOTH MOKapaHHS i
BUPILIYIOUH, YM UTH Jani 4u Hi'%; Knacuuni Teopii 3TiAHO SKUX JIIOJH PalliOHATBHI,
MaroTh cBOOOY BOJI 1 BIAMOBiJaJbHi 3a CBOI [il, @ TAKOXK CKOEH1 3JIO‘II/IHI/I79; Teopis
KOH(QIIKTIB K GopMa KpUTHIHOI Teopii, 0 IPYHTYEThCs Ha mpansx Kapra Mapkca
Ta Maxkca Bebepa, i Harosomrye Ha HEpIBHOCTSX Y CYCIUIBCTBI, TaKUX SK
MaTepiaibHi Oyara, Biaja, Kiac, i K Ii HepiBHOCTI BILTMBAIOTh HA )KUTTEBUI JTIOCBI]
Ta IIAHCH OCOOUCTOCTEH, CTBOPIOIOYM KOHQUIIKTH MiX Ta BCEPEIUHI COLaJIbHUX
rpynso; TEOpisi OCOOUCTICHUX PHUC, 3TiTHO SKOIy JIOJCH € MEeBHI PHUCH, SKi MOXYTb
HPHU3BECTH JI0 TOTO, YM BOHH 3/1aTHI BUMHHUTH 3JI0YHH, KOJU iX TATHE Yy NEBHOMY
HanpsIMKy a0o0 KOJIM BOHH NepeOyBaroTh y CTaHi CTpecygl; Teopii HanpyrH (cTpecy)
CTBEpKYIOTb, IO JesiKi Hampyrm abo cTpecopd 30UTBIIYIOTH HMOBIPHICTH
HacuibcTBa. Lli cTpecH 30€HTEXYIOTh 0Ci0, CTBOPIOIOYM THUCK Ul KOPUTYBaJbHHX
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miit®%; Teopis comiameHOi mesopramizamii BHM3HAYAE, WO 3ITOYMH BiIOYBAETHCA
B CIIUTBHOTAX, JI¢ PYHHYEThCS COI[iallbHI HOPMH Ta MOXKIHMBOCTI, HAIPUKIA],
Y BEIMKHX MICBKUX CIIJTBHOTaX 3 HU3BKHM PIBHEM noxonis®; mosuTHBiCTCHKA IIKOMA
BUXOJHUTH 13 TOTO, 10 3J0YMHHA MOBEIIHKA € HACTIIKOM [il 00’ €KTUBHUX (aKTOPIB,
AKi HE 3ajJexaTh Bil BOMI IHAWBIAA. Y MeXax [bOrO IMiIXOLY pPO3PI3HSAIOTH
IHAMBIAyaJIbHUA Ta COLIOJIOTIYHUM HAmpsMu, MOpUYoMy OioJOTiyHi  Teopii
MO3UTHUBI3MY YacTO XapaKTEepU3yIOTbCA SK Taki, II0 MAalOTh IICEBIOHAYKOBE
miarpysTs®. 1 xo4a BCi i KOHIIENTH HAMArarOThCS TOSCHHTH B PI3HUX aCIIEKTaX
OIWH 1 Tell ke (EeHOMEH, MPOTe B HUX € CIUIbHI EIIEMEHTH, IO BiIKPHBAIOTh
MOXIIUBICTh JUIA cucTeMatm3anii. Tak, 3a MiAXOJaMH Teopii 3JIOYMHHOCTI
xIacugikyioTs Ha Giomoriumi Ta comionoriuni®®. KoxHa K OKpeMo B3STa TEOpiS Tak
i IX yMOBHI KaTeropii MaloTh CBOi IepeBary Ta HEAONIKU B THX UM iHIIMX MUTaHHIX
y TOPIBHSHHI 3 iHI_[II/IMPIBG, i TIpH IBOMY KOJACH 3 MiAXOJIB B MEXKaX KJIaCHYHOI
KpHMiHOJIOT{, Kk OyJO 3a3Ha4eHO BHWINE, Hapa3i HE MOXE IMOSCHUTH BECh MAacuB
BUMNAJKIB, IO TMOCTAIOTh MeEped CIeliagicraMu 3 IHUTaHb 3JIO‘{I/IHHOCTi87, 1,
BIJIIOBIIHO HAJgaTW TOYHWN IHCTPYMEHTapiii AN TPOTHO3YBAaHHS 3JOYHHHOCTI.
Benukmii moteHmian Hapa3i BOadaeThcd B CHHEPIETHYHOMY (EMEpPIKCHTHOMY
«emergence») TMINXOMAI, IO TMOEIHYE IEHTPAJIbHI IOJOXCHHS BKAa3aHHX TEYil
B MeKaxX OnHIET JBOX(AKTOPHOI MoOJeNi MCHXOJEBialii, MmO Ha CBhOTOJHI
IPENCTABNCHA B  CMITCHCTHYHHX  OCHIIKeHHAX'. TeopeTHdHe —MiArpyHTS
SMIreHeTUKN TPUMAEThCI Ha mocTtynarax, 1o (1) mporumnpaBHa (3MOYMHHA)
MOBEIHKA acoliifoBaHa 3 JeBiaHTHOIO abo pyitHiBHOMWO (disruptive behaviour (DB))
(aggression, opposition-defiance, rule breaking, and stealing-vandalism)®), ocranus
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B CBOIO 4Yepry 3 TMAaTOJOTIYHOI B KOHTEKCTI cepenoBumma (reorpadidanit
nerepminizm™), 30KkpeMa BHIIIAETHCS KPHUTEpiil «arpecHBHOCTDY (IMITyIbCHBHOCT)
SK OAWH 13 METPUYHHMX UMHHHKIB, IO IJNAOThCA BIUIMBY; (2) 3JI0YMH €
MOBEIHKOBUM HACTIIKOM 1HAYKOBaHO! 3MiHAMH HABKOJHIIHBOTO CEPEIOBHUINA
ekcrpecii Ta/abo MeTWALii TeHiB: MOJEKYJSPHO-TCHETUYHI JOCTIDKCHHS Ha
TBapMHAaX 1 JIOAAX BHSBWIM YHCICHHI T€HH, 3aJlydeHi 10 JXodamiHepriuHoi,
CEpOTOHIHEPIiyHOI Ta aJpeHalliHO-HOPAAPECHANIHCHKOI HeHpoTpaHcMicii, SKi TICHO
HOB’513aHI 3 HACHJIBHHULBKUMH IIPABOINOPYLICHHSAMH, 30BHIIIHBOIO ITOBEIIHKOI Ta
HIKYUAM «TAJIBMIBHUM) KOHTpOJIeMgl. Hait6inpl qociaipKEHUMA HAaC ChOTOHI € TeHU
monoaminokcnmasy A (MAOA)®, penenropis momaminy (DRD2, DRD3, DRD4
tomo)® i renn tpancmoprepa ceporominy (5-HTT aGo SLC6A4)*. Tlokasano, mo
TEHETUYHO 3aJIeXHI IPOIECH HEHPOPO3BUTKY BIUIMBAIOTH HA 3JATHICTH IIOCTY-
MOBO KOHTPOJIIOBATH arpecHBHY IOBEMIiHKY , MHpH I[bOMYy, CEpEHOBHINE Ta
JIETePMiHOBaHUH HUM CyO’€KTHBHUH NOCBif IHAMBIA BIMIrpaloTh KOJOCAJIbHY POJb
y GopMyBaHHI MaTepHIB MOBEAIHKH B JOBIOCTPOKOBiH MEPCIEKTUBI MEBHUM YHHOM
BIUIMBAIOYH Ha BKa3aHi HeiipoGiomoriuni Mo3koBi crcremu™ . I xoua Hapasi Hemae
TOYHOTO KOHIIENITY YHIBEpCaJbHOTO AEBaiHTHOIHAYKYIOUOIO JIOCBimy (200 yMOB),
MPOTE TPOCHECKTHBHI JIOHTITIONHI JOCHI/PKCHHS HaJald OUIBIICTh JOKa3iB, SKi
MOB’S3yIOTh TEBHI (AaKTOPM PH3HKY 3 M3HIIINMH MPaBONOPYIICHHAMH YU
KPHUMIHAIFHUMH TPABOIOPYIICHHSIMU Ta (GaKTHYHO BUSBUIN YHCICHHI NPEIUKTOPU
Takoi moBeiHku. Tak, 10 NMpUKIagy, Herapasau, MEepeXkuTi Ml 4ac MpeHaTaIbHOrO
JKUTTS, OUTHHCTBA Ta WiITITKOBOTO BIKYy, 3aBa)KalOTh HOPMAJIBHUM MpOLEcaM
npormidepanii Ta mudepeHmiamii KIITHH, IO NPU3BOAUTH OO 3MiH HEHPOHHHX
JIAHLIOTIB, sKi OyJIM TOB’sI3aHi 3 arpPECUBHOIO MOBEIIHKOIO Ta 30BHIIIHIM CIIEKTPOM
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posnaziB (HAMPHKIAM, MPOGIEMH 3 KOHTpoJIeM moBeinku’ ). CIibHOIO PHCOIO yeix
TAKHX [OCBINIB Ta yMOB € ixHs crpeccosicte mms ocobu™. Excrpemanshi
CTPECOT€HHI YMOBH aCOLIIOIOTBECS 3 <OKHTTSAM B Tapsyux TOYKax», Mif dac
30poitHUX KOHJI(IKTIB/OKymaIii 30kpeMa. 3rigHo 3 mpeactaBiceHHO P. Jlemem Ta
J1. BaiicOypnom Mopaemmo, BoHO IoB’sizane 3 mnpodinem JIHK, cymikeuM i3
HaCHJIBCTBOM, BiAMOBIJHO B3a€EMOJIE€ 3 MEXaHI3MaMH PO3BUTKY MO3KY, IO, Y CBOIO
4epry, MOXKe TMPH3BECTH [0 30LIbLICHHS TOKAa3HHUKA arpecHBHOCTI, MO €
IIPEIUKTOPOM 3T0YMHHOCTI. OJHAK HACTIAKH XPOHIYHOTO HEKOHTPOIbOBAHOIO
cTpecy JUlsl ICHUXIKU JIIOAMHY B LIIOMY 3alie)KaTh BiJl HasBHHUX y HEl I'CHETHYHHX,
(i3i0TOTIYHUX Ta NCHXIYHUX IEperyMOB, IO (OPMYIOTH CXMIBHOCTI JO IEBHHUX
cTaHiB: po3mispatoun Iro Tesy B kareropisx A Theory Of Crime Resistance And
Susceptibility, ne pe3UCTEHTHICTh Ta CHPHATIUBICTH € (QYHKI[SIMH YUHHUKIB, SKi
BIUTMBAIOTh Ha CHPUUHATTS Ta IHTEPIpETallilo KPHUMIHOTEHHUX MOAIH Ta YMOB,
EMOLIHHY peaKiiiio Ha HAX Ta MTOBEIIHKOB] HAXHIIH, SIKi BOHH CIIOHYKAIOTh ", MOYHa
CTBEpIKYBaTH, IO B 3aJEXKHOCTI BiJ 3aKIaJCHUX CXHIBHOCTEH HACTiIKu
KPUMIHOTEHHUX MOAIA MOXYyTh MaTH ab0 KpHUMIHOTGHHHH BIUIMB Ha arpecopa
(3MEHIIYI0UH PEe3UCTEHTHICTH) a00 BIKTUMI3YIOUHI BIUIMB Ha KCPTBY (BIUIMBAIOYH
Ha ii crpusaTimBicTe). B 000X BHmankax B JOBrOCTPOKOBIH IepCHeKTHBI Iie Oyne
MaTH SIKICHUH CTHMYJIOIOUHI BIUIMB Ha (haKTHYHY CHTYaLilO 31 3JI0YMHHICTIO, ale
MEHIII OYEBHIHHM Ta KOHKTPETHUM OyJe BIUIMB Ha MOKa3HUKH IOJIIeHChKOT
CTAaTHCTHKH, SKPa3 TaKH 4Yepe3 METOJOJIOIYHI Ta iHIIi MPOOJIeMH, IO 3yMOBIIOIOThH
HECTIPOMOXHICTB 11 BiJOOpaXkaTH KapTHHY CTaHY 3JI0YHMHHOCTI B CyCIIUIBCTBI TOBHO.
Bigrak, sragyroum Taki crenudidHi O3HAaKM, TNependadeHuX B IONIHNEHCHKIN
CTAaTUCTUII KiOEp3NMOYMHIB, SK IX BIAUYXXKCHHH (OWCTaHUINHHMI), TEepeBaKHO
AQHOHIMHHUH XapakTep, YCHiX B peanizalii 3T0YMHHOTO HaMipy 3 OOKy KiOep3JIOUHHIISA
ninkoMm Oyne 3anmexaTd BiJ HOro 3[4aTHOCTI BBECTH B OMaHY JIFOJMHY IULIXOM
MaHInyJsii iHpopManiero B Mepesxi, 0 BUCTYNAE B SIKOCTI IHCTPYMEHTY BUMHEHHS
35I04MHYy. BpaxoByroum, Mo 3a BKa3aHHWi mepioa y 3Bitax HarioHanmpHOT modmirmii
VYkpaiHu BiaCyTHI OyIb-siKi 3rajJIki MPO HOBITHI METOAM Ta CHOCOOM BUYMHEHHS
KiOep3JIOUYMHHOCTI, IPHYMHA POCTY B OUIBLIINA Mipi 3BOJUTHCS OO 3MiHM 3IaTHOCTI
KPUTUYHOTO MPOTHUCTOSHHS 3JI0YMHHOMY Hamipy 3 OOKy MOTEHLiaJbHOI KepTBH,
T00TO 110 1i BiKTUMHOCTI. [lOKa3HMKaMH BIKTUMHOCTI B IbOMY pa3i BHCTYIArOTh
PO3YyMiHHS XapakTepy Ta 3HaueHHs (1) iHpopMarii B Mepexi, TOOTO MOXIIHBICT il
ineHTHdiKamii K 37T09MHHOT; (2) BIacHUX il Ta X HACIIAKIB moa0 wiel iHdhopmaii,
a TaKkoX CIPOMOXKHICTH JIaBaTH CYIPOTHB IPOTHIIPaBHOMY BIUIMBY. JlomaTKOBO,
BKa3aHi 0COONMBOCTI KiOep3lOYMHIB Ha MpPakTHIi OOMEXYIOTb BH3HAUCHHUIT
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% Dee G. Ryznar R., Dee C. Epigenetic Changes Associated with Different Types
of Stressors and Suicide. Cells, Ne 12(9). 2023. DOI: https://doi.org/10.3390/cells12091258.

Leshem R., Weisburd D. Epigenetics and Hot Spots of Crime: Rethinking the
Relationship Between Genetics and Criminal Behavior. Journal of Contemporary Criminal
Justice. 2019. Vol. 35, no. 2. P. 186-204. DOI: https://doi.org/10.1177/1043986219828924.

10 Agnew R. A Theory Of Crime Resistance And Susceptibility. Criminology. 2016.

Vol. 54, no. 2. P. 181-211. DOI: https://doi.org/10.1111/1745-9125.12104.

108



cratero 214 KIIK VYkpainn™ mepenik miacTaB uist BHECCHHS BiZOMOCTEHt IIpo
KpUMiHanpHe mpaBonopymeHas xo €P/IP, mo e mnepmoymoBoro ¢GopMyBaHHS
HOMINEHChKOI CTATUCTHKHM B HAIIOMYy BHIAJKY, BUKIIOYHO IO IIOBIJOMJICHHS IIPO
(axT BUMHEHHS TaKOTO 3JIOYMHY JKepPTBOK. Binrak 3pyIIeHHS CTaTHCTHKU OyayTh
MOB’s13aHi B OUIBIIIN Mipi caMe 3 BIKTHMI3YIOUMMH IpOLIECaMH, aJpKe caMe BiJ
30aTHOCTI 0COOM iIeHTH(]IKYBaTH 3JIOYMHHHMN BIUIMB Hapigy 3 PO3BUHYTOIO
ACCEePTUBHICTIO, 3aJlIeXUTh 4Yu Oyne BOHA BUMHATH omip B3arami. Kirodosoro
MICHXIYHOI0 XapaKTEPUCTUKOIO y TaKOMY pa3i Oye 3[aTHICTh A0 KPUTUYHOI OLIHKU
(KpUTHYHOTO MUCIICHHS) HaBKOJIMIIHBOI PEANLHOCTI HapsAy 31 TI€0 K CaMolo
ACCepTHBHICTIO,  3araJbHUM  IICHXOJOTIYHHM  TOHYCOM Ta  CYMDKHHMH
XapaKTepUCTHKAaMH TICHXIKH, IO JCTEPMIHYIOTh SIK Mally WMOBIpHICTB peaizarii
3JI0YMHHOTO HAMIpy.

Omxe, cTaH BIiffHM acOLUIOETHCS 3 YMOBaMH HAJBHCOKOTO XPOHIYHOTO
HEKOHTPOJBOBAHOTO CTpecy, L0 I1HAYKYE EKCIPEcito/MEeTHISILiI0 HaOOpiB TIEHiB,
MOB’SI3aHUX 3 TMEBHAMH MCHXIYHHUMHU 3aXBOPIOBAHHIMHU Ta/abo aedinuTHUMHU
CTaHAMM, CITJIBHAM CHMIITOMOM SIKHX € JeTeHpallisi KOTHITHBHUX 3Hi0HOCTEH
JIFOJIMHY, IO, B CBOIO YEPTy, HPOSBISETHCA 3HIDKCHHSIM 3JaTHOCTI O KPUTHIHOTO
MHCJIEHHS, 1[0 € MPSMHM HPEIUKTOPOM 301IBIIEHHS BIpOTiHOCTI CTaTH YKEPTBOIO
kibeprpaBonopymeHsas (¢akrop BikTuMizamii). BpaxoByloun, mo HamoBHEHICTh
HOMINEHCHKOT CTATUCTHUKHU KiOEP3JIOUUHIB 3aI€XKUTh BiJ KITBKOCTI MOBIIOMIICHB ITPO
IHIIMAGHTH 3aBEpLICHUX KiOEp3JIOYMHIB, a YCHiX peamizamii 3JI0YMHHOTO HaMipy
KiOep3JIOoYMHISL, B CBOIO UEpPry, 3a YMOBH CTaJOCTI METOIIB 3aJCKHUTh
BiJl CIPUATIUBOCTI 0COOM 1O KiOep3/OYMHYy, TO CTBOPEHHS BIKTHMI3yIOUMX YMOB
B CYCHIJIBCTBI MOXKE BiZOOpaKaTWCS B aHOMAJIBHHX 3PYIHICHHSX MNOMiIEHCHKOT
CTaTUCTHKHU KiOEp3JIOYHMHHOCTI.

INoxniGHa rimore3a BIMCYEThCS B KOHIENT EMIreHETHKH Ta MA€ ITATBEPHKEHHS
B MeXaxX aHANOTIUYHHMX CHTyalid. 3HIKEHHS KPUTUYHOTO MUCIEHHS MOXKHa
PO3IIISIIAaTH SIK CHMIITOM 1HIYyKOBaHOTO MPOXKMBAHHSM IiJl Yac BiHHM, SIK TIPAaBHIIO,
CTpec-acoLifOBaHUM Ta TaBMa-acOL[IHOBaHMM PO3JIaIOM BKJIIOYHO 3 TPHUBOXHICTIO,
JIETIPECi€lo, TMOCTPaBMATUYHMM CTPECOBHM  pO3JaZOM, TOCTPHM CTPECOBHM
po3namoM, ICHX030M tomo'%, a6o 3arOCTPEHHSM BXKE HAasBHOL naronorii-,
AdexTHBHI TIepeKMBaHHA B MEXaxX TPABMAaTHYHOTO IOCBiAy JXXHUTTS B Tapsdux
TOYKAaX MOXKYTh MATH JECTPYKTUBHHUH XapakTep Ta KyJIbTUBYBAaTH HACIINAKH 2 THIIB
(1) mcmxoemykaiis: MOHOTpaBMa (TOCTpa CTpecOBa PEakIlis, PO3ad aIarTarii),
mynbtutpaBma (IITCP); Ta (2) crabinmizanis: cexBeHIiliHa TpaBMa (¢o0ii, genpecis,
coMaTto()OpPMHI PO3JIaaN 3aIEKHOCTI SK KOMOPOIJHI pO3Nagu), TpaBMa PO3BUTKY

01 KpuminanpHuii mpouecyanbHuil Kojeke Ykpainm : Komekc Vkpainm Bin 13.04.2012
Ne 4651-VI: cranom Ha 1cepn. 2025p. URL: https://zakon.rada.gov.ua/laws/show/4651-
17#Text (nara 3BepHenHs: 09.02.2026).

192 Carpiniello B. The Mental Health Costs of Armed Conflicts—A Review of Systematic
Reviews Conducted on Refugees, Asylum-Seekers and People Living in War Zones.
International Journal of Environmental Research and Public Health. 2023. Vol. 20, no. 4.
P. 2840. DOI: https://doi.org/10.3390/ijerph20042840.

103 Hassan G, Ventevogel P, Jefee-Bahloul H, Barkil-Oteo A, Kirmayer LJ. Mental health
and psychosocial wellbeing of Syrians affected by armed conflict. Epidemiology and
Psychiatric Sciences. 2016, Ne 25(2). Pp. 129-141.DOI: 10.1017/S2045796016000044.

109



(mucomiatieHi posmamy, xommuekcrmii IITCP)'®. Vci 3 mepemivennx cramis,

HE3aJeXKHO BiJ TOro 4M Oynu BOHM HaOyTHMMH BHACHINOK BIHHM YH Malll
3arOCTPEHHsI 4epe3 iHIyKOBaHMII HEI0 CTpec, BHCTYNAIOTh B POJI BIKTUMI3yIOUHX
(hakTopiB KiOEp3IOUMHHOCTI, Ta, CKOpIIIE 3a BCE, KIACHYHOI 3JIOYMHHOCTI B TOMY
YHCIT.

3. Crparerii npeBeHuii Kidep3104MHHOCTI mijJ yac BiliHu
(Ha ocHOBI J0cBiny YKpaiHu)

Uepe3 eckananico KOH(IIKTY Hapa3i HEMOXKIMBO HAJaTH TOYHI MOKa3HUKH
3aXBOPIOBAHHOCTI Ha TICHXIUHI pO3Tagdl cepel HacesleHHd YKpaiHW, OJHaK
OYEBHIHHM € (haKT, IO TaKi MOKA3HUKH 3HAXOAATHCS HA CBOEMY iCTOPHYHY IIKY.
ITporHo3u Ta OLIHKU MOIIMPEHOCT MCUXIYHUX PO3Na[iB Cepesl HACENeHHs YKpaiHu
MICTATh [OBOJNI cTpamHi mudpu: 3a ouinkamu MO3 VYkpalHH NICHXOJIOTIYHOT
HiATPUMKH TTOTpeOyBaTUMyTh 10 15,7 MitH ykpaiHmiB, i3 HUX Maibke 3—4 MiH — -
MEJMKaMEHTO3HOTO JIKYyBaHHA ~; 3 JOCIHDKEHHA 9 795 pecnoHAEHTIB mwuIe
11% Ha3Baxu CBil NCUXIYHUNA CTaH CTaGiHLHI/IMlOG; EKCIIePTHI OIIHKUA BKa3YIOTh, 110
40-50% HaceneHHs 1OTPeGYBATHMYTh [ICHXONOTIYHOI JONOMOTH™', HpH YoMy
MPOTHO30BaHa MOTpeba B JOMOMO31 Ha MEPBHHHIM JaHII  MEAWIMHU —
27 miH 3B6pHCHLlOB; BOO3 Takox mporHosye, mo g0 2025 poky 50% ykpaiHiis
MOXYTb 3iTKHyTHCS 3 mpoGieMamn y cdepi MeHTanbHOro 310poB’s ™. Taki
iHZyKOBaHI BIHOI NCHXOAE(DINUTHI CTAaHW MOXYTh MAaTH pi3HE MOXOKEHHS:
BHACIIZOK Mirpaiii™, mepeGyBaHHs B 30Hi Ta 11032 30HOIO (B GE3IEUHOMY perioHi,

104 Childhood traumas: an outline and overview. American Journal of Psychiatry. 1991.
Vol. 148, no. 1. P. 10-20. DOI: https://doi.org/10.1176/ajp.148.1.10.

%5 Brnus Biitau Ha nCHXiuHE 370pOB’S — KoIOCanbHHiL, — Biktop JIsmuko. Minicmepcmeo
oxoponu  300pog's  Vkpainu. 2022. URL: https://www.kmu.gov.ua/news/vpliv-vijni-na-
psihichne-zdorovya-kolosalnij-viktor-lyashko (mara 3sepuensst: 09.02.2026).

1% TTcuxiune 3M0pOB’s B yMOBAX BiifHM: sk rpoMaJIChKi opramizaii mixrpumysani IIPOOH
HAJal0Th TICHXOJOTriuHy jornomory ykpaiigsM. United Nations Development Programme.
URL: https://www.undp.org/uk/ukraine/news/psykhichne-zdorovya-v-umovakh-viyny-yak-
hromadski-orhanizatsiyi-pidtrymuvani-proon-nadayut-psykholohichnu-dopomohu-
ukrayintsyam.

107 3enencrka PO MPOrpaMy MEHTAJIBHOTO 30pOB’s: BHABHIOCH, IO «CHIIBHI HE XOIITh
[0 TICHXOJOTIBY. Vipingopm — axmyansui nosunu Ykpainu ma ceimy. URL: https:/iwww.
ukrinform.ua/rubric-society/3703135-zelenska-pro-programu-mentalnogo-zdorova-viavilosa-so-
silni-ne-hodat-do-psihologiv.html (zata 3Beprenns: 09.02.2026).

108y meskax BceeykpaiHchkoi mporpaMu MEHTaIbHOTO 3A0POB’Sl BU3HAUMIN NIPIOPUTETHI
npoekTH. Ypingopm — axmyanvni  nosunu  Vipainu ma  ceimy. URL: https://www.
ukrinform.ua/rubric-society/3695613-u-mezah-vseukrainskoi-programi-mentalnogo-zdorova-
viznacili-prioritetni-proekti.ntml (nara 3sepuenns: 09.02.2026).

99 Maemo NepPeTUIaBUTH XKAaXJIMBUI JOCBIJ Ha MOCTTPAaBMAaTHYHE 3POCTAHHS — IepIia Jiei
Ha MiXBioMUiil KoOpIMHALIHHIA paji 3 MUTaHb OXOPOHH HCUXIYHOTO 310poB’st — OdiuiitHe
iHTepHeT-TpeACTaBHULTBO llpesunenta VYkpainu. Ogiyiine inmeprem-npedcmagHuymeo
Ipesudenma Vrpainu. URL: https://www.president.gov.ua/news/mayemo-pereplaviti-zhahlivij-
dosvid-na-posttravmatichne-zros-80849 (uara 3sepuenns: 09.02.2026).

M0 Mental health of migrants with pre-migration exposure to armed conflict: a systematic
review and meta-analysis / C. Mesa-Vieira et al. The Lancet Public Health. 2022. Vol. 7, no. 5.
P. e469-e481. DOI: https://doi.org/10.1016/s2468-2667(22)00061-5.
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ane B oxiit kpaini'') kordmikTy™%, KOCBiLy KaTyBaHHS, JKOPCTOKOTO MTOBOIKEHHS
a00 IHIMX TpaBMaTHYHHX IOMIH ~; OE3MOCepeHBOrO JOCBiLY 0OHOBHX i i,
HaBiTh, 3B 53Ky 3 BOEHI30BaHUMHU (OPMYBaHHIMH ~, OJHAK YCi BOHU IPH3BOJATE 10
30IIbLICHHS CHPUSATIMBOCTI  (BIKTUMHOCTI) 1O KiOEp3JIOYMHIB 33 PaxyHOK
NPUTHIYCHHsT KOTHITMBHHX (YHKIIH $SK CHOUIBHOTO CcHMOTOMY. BiporigHicTs
BUHHKHEHHS a00 3aroCTpeHHs B)K€ HAsSBHOTO PO3Jany 3aleKHUTh Bil TOTOBHOCTI
ocobu Ta 11 ICHUXIKH 10 YMOB, B IKHX BOHa IepeOyBae: SIKIIO piBeHb ajanTamii Ta
CTPECCOCTIHKOCTI BiAMOBia€ BUKIMKAaM HABKOJWIIHBOTO CEPENOBHINA a0 HiBEIIOE
iX, TO PH3MK PO3BUTKY PO3JTaay 3MCHINYEThCA. BIiANOBIIHO cTpareris mpeBeHLil
KiOep3J0YMHHOCTI B yMoBax 30poHHOro KOH(]IIKTy MOBHHHA ()OKycyBaTHCS Ha
npodimakTuIi Ta poOOTI 3 MOAIOHMMHM 3aXBOPIOBAHHSAMH Cepel HaceleHHs, a,
BPaxOBYIOUHM CTPIMKHH DICT Ta NPOTHO30BaHy TOTAJbHY PO3IOBCIOJDKEHICTh, — L&
Mae OyTH OJHHM i3 HaIpsAMKIB IOJITHKH JAepXaBU. B yMoBax HaJ3BHYAHHUX
CUTYyalill JIOAX 3a3HAIOTh Pi3HOTO BIUIMBY Ta MOTPEOYIOTH Pi3HUX BUIIB JONOMOTH.
KnrouoBuM eneMeHTOM oprasisanii OXOpOHH IICHXIYHOTO 3J0pOB’S Ta IICHXO-
COLIAJIbHOI MIATPUMKH € CTBOPEHHsS O0araToOpiBHEBOI CHCTEMH B3a€MOOIOBHIO-
BaJIbHHUX IOCIYT, 10 33J0BOJIGHSAE NOTPEOH PI3HHUX TPyI HaceleHHs. Taka cucrema
Mae ckiagarics 3 4 pisuis 87

PiBens 1: ComianbHi acrekTH 0a30BHX mHociyr Ta Oesnekn (6a30Bi mociyrw,
IO HAJAIOThCSl IUIIXOM YTBEPIDKCHHS IOYYTTs O€3MeKH, 3aXUCTy TIiJHOCTI
Ta IOTPUMaHHA NpaB JIOANHH).

B YkpaiHni Ha cporoHi, 3rigHo 3BiTy 3a hopmoro F42 MO3 Ykpainu, ctaHOM Ha
2023 pik, HapaxOBYETHCS BCHOTO S5 TIICHXOHEBPOJIOTIYHMX [IUCIAHCEPIB Ta

11 pgychological well-being of Ukrainian students three months after the emerge of full-
scale war/ |.Pinchuk et al. Psychiatria Polska. 2024. Vol.58, no.1l. P.121-151.
DOI: https://doi.org/10.12740/pp/177073..

"2 prevalence of depression and posttraumatic stress disorder in adult civilian survivors
of war who stay in war-afflicted regions. A systematic review and meta-analysis of epidemio-
logical studies/ N. Morina et al. Journal of Affective Disorders. 2018. Vol. 239. P. 328-338.
DOI: https://doi.org/10.1016/j.jad.2018.07.027.

113 Association of Torture and Other Potentially Traumatic Events With Mental Health
Outcomes Among Populations Exposed to Mass Conflict and Displacement/ Z. Steel et
al. JAMA. 2009. Vol. 302, no. 5. P. 537. DOI: https://doi.org/10.1001/jama.2009.1132.

14 Depression in Gulf War veterans: a systematic review and meta-analysis / J. D. Blore et
al. Psychological Medicine. 2015. Vol. 45, no. 8. P. 1565-1580. URL: https://doi.org/10.1017/
50033291714001913.

"5 Freeman J. A. The mental, reproductive, and physical health impacts of female
children’s association with armed forces and groups. Child Abuse & Neglect. 2020. Vol. 107.
P. 104626. DOI: https://doi.org/10.1016/j.chiabu.2020.104626.

116 Zabtocka-Zytka L., Lavdas M. The stress of war. Recommendations for the protection of
mental health and wellbeing for both Ukrainian refugees as well as Poles supporting
them. Psychiatria Polska. 2023. Vol. 57, no. 4. P.729-746. URL: https://doi.org/10.12740/
pp/156157.

17 Inter-Agency Standing Committee (IASC) (2007). IASC Guidelines on Mental Health
and Psychosocial Support in Emergency Settings. Geneva: IASC. 189 p. URL:
https://interagencystandingcommittee.org/sites/default/files/migrated/2020-
11/1ASC%20Guidelines%200n%20Mental%20Health%20and%20Psychosocial%20Support%2
0in%20Emergency%20Settings%20%28English%29.pdf.
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42 nCUXOHEBPOJIOTIYHI JIiKapHillS, a Ha moyatok 2022 poky Ha 100 THCAY OCi0

B YkpaiHi npunagano 9 nikapis, sSKi HaZalOTh NCHXIaTPUYHY ITOIOMOTY B 3aKiIagax
oxoporn 310poB’s™’®, mo SBHO HEZOCTATHEO NI OXOIUIGHHS BCHOTO MACHBY
MPOTHO30BAHUX BHUIAIKIB. BilMOBiAHO 10 IhOTO Ta 3 ypaxyBaHHAM HACIIJIKIB
MICNIABOEHHOT JeMo0imi3alli BeTepaHiB, MmocTae MoTpeda B PO3IMIUPEHHI CHCTEMH
MEIWYHUX 3aKJIadiB MCHUXOHEBPOJOTiYHOI MiATpUMKU HaceneHHs. [lopyd 3 mum
BOXJIMBUM BHIA€THCSI BEKTOP IMPOTHIIl ICHUXOJOTIYHMM OIEpalisM B Mexax
riOpuaHOi BiftHKA: B YKpaiHi Hapa3i HEeMae CHCTEMH OpTraHiB MPOTHAIT ne3iH(opMarrii.
€ HU3Ka OpradiB, O BiJaHHS SIKHX BIJHECEHO «IPOTHIIIO Ae3iH(popMarii» ado
«3abe3nedeHHs iHdopMariifHoi Ge3meku nepxasm» (opranun HamionampHOT mosmimii
Vxpainn, Ciyx6a 6e3nexkn Ykpainu, opranu Paan HamionansHoI Ge3mneky i 000poHU
VYkpaiHu TOIIO), OfHAK LI 00OB’SI3KH, IO-TIepIlie, € 3aHaATO MUPOKUMH (TToTpeda B
KOHKpeTH3allii), a mo-pyre, AyOIIOI0TECS, IPU YOMY, 0€3 periaMeHTarii B3aeMoii
abo cmiBOpali BKa3aHWX OPraHiB B IbOMY HampsMKy, a TUM Made JeTalbHOL
periaameHTanii He OTPUMANO IHUTaHHA BU3HAYCHHA DPOJi T'POMAACHKOTO CEKTOpY
B IIbOMY HANPSMKY, L0 B CYKyIHOCTI OOIPYHTOBYE cTaly moTpe0y B CTBOPCHHI
Konuenii aaMiHiCTpaTHBHO-TIPaBOBOI MPOTHU LT Ae3iHpopMaIii B YKpaiHu.

PiBenp 2: 3MinHEHHS MIATPUMKH Ha PiBHI rpoMamy Ta cim’i (iHTepBeHMii, 10
CIMPAIOTHCSl HA COLiadbHI 3B’SI3KH; IPOCTOPH, NPYXKHI 10 IWTHHH; TPaguIliHHI
($hopMH MIATPUMKH B TPOMai).

MOXIMBO TMOKPAIIUTH TMCHXIYHE 3I0POB’Sl MOCTPaXKIAJIOr0 HACeJCHHS 32
JIOTIOMOT'OI0 BTPY4aHb, SIKi ()OPMAJIbHO HE BBAXKAIOTHCS NCHXOTEPATNIEBTUYHUMH 32
CBOEI0 MPUPOAOIO ", 1O TaKMX MOXEMO BiHECTH CTaOlmizamiifHi 3axoaH,
HanpaBjIeHI Ha TIOKPAILEHHS 3arajbHOr0 DIBHSA JKUTTS HACENCHHS. Y YHHHOMY
MPaBOBOMY KOHTEKCTI TEpeNliKk TaKHX 3aXOMiB OOMEKYeTbCs 30UTBIICHHAM
(hiHaHCOBOT, TYMaHITapHOI Ta TICHXO-COLIANBHOI MIITPUMKH KaTeropiit ocid 3 dmcia
THX, XTO OIMHUBCS B CKJIQJHHX JXUTTEBUX OOCTaBMHaX. UWHHWKH, IO MOXYThb
3YMOBHTH CKJIaJHI KHUTTEBI OOCTaBUHHU: MOXWIMH BiK; 9acTKOBa abo ITOBHA BTpara
PYXOBOI aKTHBHOCTi, I1aM’siTi; HEBUJIIKOBHI XBOpOOH, XBOpoOHW, IO MOTPeOyIOTh
TPUBAJIOTO JIKYBaHHSI; [ICUXiYHI Ta MOBEIIHKOBI PO3JTaau, Y TOMY YHCIi BHACIITOK
BXXMBAaHHS TICUXOaKTHBHUX PpEUOBHH; I1HBAIAHICT, O€3MOMHICTh; 0e3po0iTTS;
Mayi03a0e3MeYeHiCTh 0cOOM; TOBEOIHKOBI po3NMaaud y [IiTed uepe3 pO3IydYeHHS
0aThKiB; yXWICHHS OaTbkaMi ab0 0cobamH, sIKi X 3aMiHIOIOTH, BiJl BHKOHAHHS CBOIX
000B’sI3KIB 13 BUXOBaHHS JUTHHH; BTPATa COIIaJbHUX 3B’SA3KIB, Y TOMY YHCII MiJT 9ac
nepeOyBaHHS B MICIIX I030aBIE€HHS BOJI; JXOPCTOKE ITOBO/DKEHHS 3 JUTHHOIO;
HACWJILCTBO 3a O3HAKOKO CTaTi; JOMAIIHE HAaCHJIBCTBO; MOTPAIUITHHSA B CHUTYaIlil0
TOPTiBJi JFOABMHM; INKOJAA, 3aBJaHA MOXKEKEI0, CTUXIHHUM JIMXOM, KaTacTpodoro,
0oifoBUMH [isIMH, TEPOPUCTUYHHM aKTOM, 30pOHHHM KOH(IIKTOM, THMYacOBOIO

M8 ®opma Ne47. 3BiT mpo Mepey Ta MisIBHICTG MEIMYHHX 3aKIamiB. MiHicTepcTBO
0X0poHH 3710poB'st Ykpainu. 2023. URL: http://medstat.gov.ua/im/upload/F47_R0_2023.xls.

19 10 mikaBux (akTiB PO NCHXOJIOTiB Ta TCHXONOTi — KuiBchka 067acHa BilichKkoBa
anminictparist. Kuiscoka obnacua  siticokoéa  aominicmpayis. URL: https://koda.gov.ua/
10-czikavyh-faktiv-pro-psyhologiv-ta-psyhologiyu/ (nara 3sepuenns: 09.02.2026).

20 Miller K. E., Rasmussen A. The mental health of civilians displaced by armed conflict:
an ecological model of refugee distress. Epidemiology and psychiatric sciences, Ne 26(2). 2017.
Pp. 129-138. DOI: https://doi.org/10.1017/S2045796016000172.
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okymariero Tomo 2. Takoxk, BaKIMBAME OyIyTh Jii, HANpPABICHI Ha 3a0e3MeUCHHS
CTa0LIBHOCTI KPUYHOT iHPPACTPYKTYpH Ta iHPPACTPYKTYPH JKUTT€3a0€3IEICHHSI.

Ha xBaziTepaneBTHYHOMY piBHI MOXHA IIO€QHYBAaTH TEPANEBTHYHI NPAKTHKH
3 HETepaNeBTUYHUMH IIIIXOM 3aCTOCYBAaHHS TEXHOJIOTiH, acOliHOBaHUX 3 OyJCHHUM
MacOBUM BHKOPHCTaHHIM. Tak, NpHBaOIMBUM BHIAETHCS BHKOPUCTAHHS CYYacHHX
TEXHOJIOT1H y Y BUTJISAI TeIEMEIUIUHH JUT JUCTAaHIIKHOI KOHCYIbTallil, MOOIIBHUX
JOJATKIB Il CAaMOMOHITOPUHIY Ta iHIIUX inHOBawiit*?. TOJOBHMM 3aBIAHHSIM
KBa3iTepaneBTUYHUX 3aX0/iB Oyae CTBOPCHHs CIPUSATIMBOTO ICHXIYHOMY 310POB’IO
iHpopMmariitHoro mpocropy. BrumB Ha MacoBy cBimomicte Oyzae BimOyBaTwcs
3a IONOMOTOK) ~ TPAHCHALIl  BIAMOBITHOTO  iHGOPMAIIHOTO  MOBiOMIICHHS,
3TEHEPOBAHOr0 y BiJIIOBITHOCTI JO 0a30BUX IIOJIOXKEHb Ta NPHUHIUIIB JTOKa30BHX
mizxoniB. 30KkpeMa MPOIOHYEMO HACTYNHHUH KOHIIENT METOMOJIOTIi TeHeparil Takux
nosigomiiens B Mexax KIIT ta ACT: 3a JOIOMOIO0 COLIOJOTIYHUX TOCHIIKEHb Ta
METO/Ay CTaTUCTHKM 3i0paTH [aHi [po HaHOUIBII YacTi TPUTEPHI KOTHITHBHI
yHepeKEHHs. cepell HAaceleHHA Ta, i3 3acTOCYBaHHAM MeTadopHYHHX 0OpasiB B
Mexax ACT, reHepyBaTd HalOUTBII NEPEKOHINBI PAlliOHANBFHI KOHTPApTyMEHTH Ta
HaJali TpaHCIIOBAaTH iX B iHpopmaniiiHomy mnortomi. CyTHiCTE 00pa3y MoKHa
MOZENIOBAaTH IUIIXOM aHaNi3y YHIBEpPCaJbHUX U1 KyJBTYpHOTO CepelOBHIIA
YKpaiHIiB KOHTEHTY.

PiBenn 3: ChokycoBana (iHIuBiqyalbHA) HECIelianizoBaHa MiATpUMKa (6a3oBa
ponomora y cdepi ICHUXIYHOTO 3/10pOB’s, SIKY HAJalOTh MEAWYHI IpaniBHUKH
MEpBUHHOI JTaHKW; 0a30Ba €MOIlifiHa Ta ICHXOCOLiaJbHa MiATpUMKa 3 OOKy
MPaIiBHUKIB TPOMAIN).

[lonibra mpodinakThka BKIOYaE B cebe MIATPUMKY HAJICKHOTO DIBHSI
JKUTTECTIHKOCTI IUIIXOM (OPMYBaHHS KOHCTPYKTHBHOI CTPECHOJAI0YOi TOBEiHKA
(amanranii) B Jromeit pi3HHX Karteropiil. Taka MOBeNiHKa pPO3TIAHAETHCS SK OJIUH
3 TIPOSIBIB JKUTTE3ATHOCT] JIOAWHH, OCKUIBKM TIOJOJIAHHS TPYAHOLIB HE TUIBKK
36epirae KMTTE3OATHICTh, ane W akTyamisye i, ampoGye i Bkopinroe'?. Jlane
BU3HAUCHHS BKJIIOYAE TEBHI CTHJII — MPOOIEMHOOPIEHTOBAHHI KOIIHT, EMOIIIHO-
OpPIEHTOBAHMI1 KOITIHT, YHUKHEHHS, 1110 BUKOHYIOTh IIEBHY POJIb Y TIOJI0JIAHHI JIOTHHOIO
BKKHX JKHTTEBHX CHTyauliii'2*. POGOTA MOBHHHA BECTHCS IIIIXOM HABYAHHS IHOJCH
0a30BHX HABUYKAM YKUTTECTIMKOCTI, OHAK, 3 MiPKyBaHb TOYHOCTI IIPOTIOHY€E€MO 00paTH
HOHSATIHHO-KAaTeropiallbHUil amapatr B MeXaX KOHKPETHOrO ICHXOTEPaleBTHYHOrO
migxomy. HalGureIn nepcreKTHBHUM JUTS TAKKX LICH Ha ChOTOJHI BOAYAETHCS MiIXi,

2! TIpo comiambni mocayru : 3akon Ykpaimu Bix 17.01.2019 Ne 2671-VIII : cranom
Ha 7 mot. 2026 p. URL: https://zakon.rada.gov.ua/laws/show/2671-19#Text (nata 3BepHEHHS:
09.02.2026).

122 Regarding the implementation of foreign psychotherapeutic approaches in the mental
health protection system of the population of Ukraine in conditions of war/ N. O. Nekrasova
et al. Psychiatry Neurology and Medical Psychology. 2024. No.23. P.84-95. DOI:
https://doi.org/10.26565/2312-5675-2024-23-10.

12 Khamis V. Coping with war trauma and psychological distress among school-age
Palestinian children. American Journal of Orthopsychiatry. 2015. Vol. 85, no. 1. P.72-79.
URL.: https://doi.org/10.1037/0rt0000039.

124 Sgrensen S., Hirsch J. K., Lyness J. M. Optimism and Planning for Future Care Needs
among Older Adults. GeroPsych. 2014. Vol. 27, no. 1. P. 5-22. URL: https://doi.org/10.1024/
1662-9647/a000099.
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sarpororoBanmii C. Xaiiecom Ta immmmu’?, mo iMeHyeTsest Teparist MpitHATTS Ta
BIJIOBINAIBHOCTI. OCHOBHUMU KOMITOHEHTaMH Tepamii MIPUNAHATTS Ta
BiznosigansHOCTI (ACT) € IEKOHCTPYKIIiS «IIOPSAKY AEHHOTO KOHTPOIIO)», KOTHITUBHE
pO3’€HAHHS, TOTOBHICTh, SI-AK-KOHTEKCT, IMHHOCTI Ta y3iTTS 3000B’s3aHb. ACT
HAJIKUTh 10 TpaauLii KorHituBHO-noBeaiHkoBoi Tepamii (KIIT), xoua i mMae cyTTeBi
BiIMiHHOCTI Bif TpamuuiiiHoi Mozemi. OcHoBHa Mera ACT mossrae y moseruieHHi
JIONCHKUX CTpaXIaHb 4Yepe3 JONOMOry KIi€EHTaM Yy BEACHHI IOBHOLIHHOTO
(BITQJIBHOTO) JKUTTS, IO IPYHTYETHCS HA IIHHOCTSX, B TOMY YHCIHI XHTTS I 4ac
Biftan. Lleil BuA Tepammii € TPaHCHIAaTHOCTUYHOIO MOJICIUII0 BTPYYaHb, sIKa MOXKE
BHUPINIyBaTH P NICHXOCOLIAJBHAUX Ta ITOB’S3aHMX 3 TIOBEIIHKOIO MPOOIeM, 3 SKIMHI
CTUKAIOTHCS BETEPaHH, IIUIIXOM HAIlUTIOBaHHS Ha KITIOUOBI 3arajibHi (hakTopH, 30KpeMa,
Ha YHUKHEHH:. 3aB/IsSKY BCTAHOBIICHIH e()eKTHBHOCTI B JIIKyBaHHI Jienpecii, TPUBOTH Ta
6omo, ACT 0Oyn0 e(heKTHBHO BIOPOBAKEHO SK CEpel IMBUIBHHX O0Ci0, Tak i
BeTepaHiBIZG. 3 wi€i TOUKH 30py, MOTSHUIHHUM 3Hadyn MM edektoM inTepBeHiin ACT
Oy[e amamnTailist 10 POXKMBAHHS B 30HI OOHOBHX Miii/oKymarii abo MpOCcTo B KpaiHi Mif
4ac BiMHM NITAXOM HAIUTIOBaHHS Ha PO3BUTOK HAaBHYOK I'ekcadiexcy Ta momamblie
OPUAHATTS Ta 3ady49eHHS MO0 3HAadymoi (I[iHHICHOI) JKUTTEBOI iSUTTBHOCTI.
JlonatkoBo, IHTepBeHmil, o 3aCTOCOBYIOTECS y TpyHnoBoMy (opmari, Taki sk Teparmist
npuitHaTTs Ta BimmosimamsHocTi (ACT) 1 Tpeninr criiikocti (Resilience Strength
Training), Oynu BH3HAYEHI SK MOTEHI[IHHO e(EeKTUBHI I POOOTH 3 MOPAIBHOKO
(TICUXOJIOTIYHOIO) TpaBM0l0127.

PiBens 4: CneniamizoBani nmociyrd (¢daxoBa momomora y cdepi MCHXIYHOTO
3M0pPOB’s, SKy HAJAlOTh CHELIANICTH: TCHXIiaTpW, KIIHIYHI IICHUXOJOTH,
MICHXOTEPATeBTH).

OcCKiNbKH KpaiHaMm i3 HH3BKHM 1 CepeAHIM piBHEM JOXOIIB HE BHCTAyae
JIOCTaTHBOTO (iHAHCYBaHHA Ta KBamiikoBaHuMX (haxiBUiB, 100 3a0e3nmeunuTH
MCUXOJIOTIYHE JIIKYBaHHS Ha OCHOBI JIOKa3iB JUIS TaKol BEJNUKO! KINBKOCTI
MOCTPaXKIANX JIo/IcH, HEOoOXimHI aJbTepHATHBHI Ta MacmTaboBaHi CTparerii
3 BUKOPUCTAHHSM HAsBHHUX pECypCiB y TEepBUHHIH MeAW4YHii JomoMo3i Ta
rpomazlaxlzg. Bb6ayaeMo B ajbTepHATHBI CTaOIMi3aIlil0 YMHHOI CHCTEMH IIIIXOM
TOYKOBOTO TMOJOJAHHSA HAHOIbm TocTpux mpobieM. Jlo Takux BiZHOCHMO
3aCTapuIiCTh IMPOTOKOJIB JIIKyBaHHS, 3aCTOCYBaHHS IIpenapariB 3 HEZOBEICHOIO

5 Hayes S.C., Pierson H. Acceptance and Commitment Therapy. In: Freeman, A.,
Felgoise, S.H., Nezu, C.M., Nezu, A.M., Reinecke, M.A. (eds) Encyclopedia of Cognitive
Behavior Therapy. Springer, Boston, MA. 2005. DOI: https://doi.org/10.1007/0-306-48581-

26 Development and evaluation of an 1-day Acceptance and Commitment Therapy
workshop for Veterans with comorbid chronic pain, TBI, and psychological distress: Outcomes
from a pilot study/ L.Dindo et al. Contemporary Clinical Trials. 2020. Vol.90.
DOI: https://doi.org/10.1016/j.cct.2020.105954.

127 Denov M. Encountering children and child soldiers during military deployments: the
impact and implications for moral injury. European Journal of Psychotraumatology. 2022.
Vol. 13, no. 2. DOI: https://doi.org/10.1080/20008066.2022.2104007.

28 Global burden of post-traumatic stress disorder and major depression in countries
affected by war between 1989 and 2019: a systematic review and meta-analysis / T. H. Hoppen
et al. BMJ Global Health. 2021. Vol.6, no.7. DOI: https://doi.org/10.1136/bmjgh-
2021-006303.
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e(EKTHBHICTIO, TIaTHOCTHKA «HEICHYIOUHX» XBOpPOO Tommo. BbadaeThess HEOOXiTHUM
BPETyJIIOBaTH INUTAHHS HPH3HAYCHHS MIETUYHHMX J[00ABOK, rOMeomarii Ta IHIIMX
BUJIIB IIPENapaTiB 3 HENOBEACHOI0 S(PEeKTHBHICTIO MAli€HTaM 3 TOCTPUMHU CTaHAMHU
nusxoMm (1) oomMexeHHs: a0 MOBHOT 3a00poHH 00Iry TakHX IpernapaTiB Ha TePUTOPIi
VYkpainu ciocodbom npsiMoi immiaeMenTartii cranaaptis FDA, WHO, NICE Ta inmux
ABTOPUTETHUX IHCTUTYILIH y cdepy MpaBOBOTO pETyIIOBaHHS CTAHAAPTIB BUITYCKY Ta
00iry Jikapchkux 3aco0iB B YKpaiHi; (2) BBeAeHHs KpUMiHAIBHOI BiAIOBiAaIbHOCTI
3a TMpU3HAYCHHS JTiKapeM «3aBiIOMO HEAi€BOTO IMpemnapaTy abo crnocoly JiKyBaHHDY
3aMiCTh IUBIIBHO-TIPaBOBOI. [loJ0NMaHHS MpPaKTHKH HEIIEBUX METONIB Ta CrocobiB
JIKyBaHHS TOJATKOBO MOTpeOye OHOBIICHHS CTAHIAPTIB Ta MPOTOKOJIB JIIKyBaHHS y
BIATIOBITHOCTI 0 HalCydYacHIIMINX HayKOBUX HAlpaIfoBaHb Ta JOCTIIPKEHb HNIIIXOM
NPUB’A3KU iX Ha 3aKOHOJABUOMY PIiBHI J0 CTaHIApTiB Ta MPOTOKOJIB MKHAPOJHHX
Creliani3oBaHUX oOpraHizamid Hapsmay 3i 3raganumu FDA, WHO ta iHmmmm.
BusHanus mpunuciB abo penenTiB 3 3aBiIOMO HEOi€BUMH IpenapataMu Ta/abo
HEICHYIOYHMX J1arHO3iB HIKYEMHHMH, a TOAAIBLI IOPUANYHO 3HAYYII il 3 HUMH, Ha
KIITaAT OTPUMAHHS JIIKQpHSHOTO, — He3akoHHHMMH. Ha momaTtok, okpemoi yBarm
noTpeOye MHTaHHS 3MEHIIEHHS CTUTMATH3aIlil NMCHXIYHUX 3aXBOPIOBAHb MIIIXOM
30UTbIIEHHST O0i3HAaHOCTI HacelneHHS B I cdepi. OkpiM HpOBEAEHHS HPOCBIT-
HUIBKOI KaMITaHii 3 pO3BIHUCHHS CTUTM, CTEPEOTHIIIB Ta Mi()iB HABKOJIO IICUXITHOTO
3M0pOB’ST Ta METOMAIB HOro KOpeKIli, Iiell Kpok mepemdadae OOMEKCHHS
MiICHITIOIOYNX HEJIOBipy HaceJeHHs N0 J0Ka30BOi MEAWIMHM MpPOsBIB i aHTHHOLY
Y BUIVIIA1I HETpagWLiiHOT MEAMIMHM: Hapas3i B Ykpaini unHHI [lopsgok Bumadi Ta
aHyJIIOBAaHHS CIEI[iabHOTO JIO03BONY Ha 3aiffHATTA HApOJHOI MEAUINHOIO
(uimurenserom)*?® Ta [Nopsimox Bumayi aTecTamiiHO-EKCIIEPTHOTO BHCHOBKY, IO
MiATBEPDKYE HASBHICTE B OCOOM  IUTUTEIBCHKAX 3;1i6HOCTeI7113O, TaKOX
Hanionansauii knacugikarop Yxpaian «Kmacudixarop npodeciit» Bkirodae B cebe
BOPO’KOK, XIPOMaHTIB Ta IIUTUTEIIB ~, IO SIKMX 32 CTATUCTHKOIO IIOPOKY 3BEPTAETHCS
noHaj I’sATh Minbionis mozneii*?. BpaxoByioun TOTaNbHy Hee(eKTHBHICTS 3ac06iB
HeTpaJuLiHOT MEIULUHU NpU OyIb-sKMX CTaHAaX, Hapsay 3 MPOrpecyrourMHu 0e3
HAJIC)KHOTO Ta BYACHOTO JIKyBaHHS XBOpPOOaMH, sIKi y pasi BiICYTHOCTI aJeKBaTHOI
JiHI{ JIIKyBaHHS NOTEHLIHHO MOXYTh TNPHU3BECTH A0 CMEpTi 0coOM, HAasBHICTBH

29 TIpo s3areepmkenns Ilopsaky BHEadi Ta aHyJNIOBAHHS CIEIiaIbHOTO JI03BONY

Ha 3a{HATTS HapOJHOI0 MeIUIHMHOI0 (uimurenscTBoM) : IToctanoBa Ka6. MinicTpiB Ykpainu
Bim 03.12.2012 Ne1145: cramom wna 10ksit. 2025 p. URL: https://zakon.rada.gov.ua/
laws/show/1145-2012-ni#Text.

0 Ipo mopsiok BUIAUi aTecTalliiiHO-eKCIIEPTHOTO BUCHOBKY, IO MiITBEP/KYe HAABHICTH
B oco0u minurenbchkux 3aionoctedt : Hakaz MO3 Ykpainu Bix 23.09.2013 Ne 822 : cranom
Ha 8 kBit. 2025 p. URL: https://zakon.rada.gov.ua/laws/show/z1943-13#Text.

8! Hanjonamsuuit kmacudikatop VYipainm "Knacudixatop mnpodeciit". Minicmepcmeo
eKoHOMIKU, O06KILIA ma Citbebkozo 2ocnooapemea Yipainu. URL: https://www.me.gov.ua/
Profession/List?lang=uk-UA&amp;id=d4162ef8-2771-4ac5-99ef-1d4b6f5336af&amp;tag=
KlasifikatorProfesii-Poshuk (zara 3eprenns: 09.02.2026).

%2 pagum S, ®., €prymenko B.B. VkpaiHchbka HApOJIHA MEIMIMHA SIK HALIOHANBHHI
(heHOMEH: reHe3a Ta MEepPCHEKTUBH PO3BUTKY (IO MPOOIEeMH JEp:KaBHOTO YIpaBIiHHA y cdepi
HApOIHOI MEJMILIMHY 1 LITUTENBCTBA). [Heecmuyii: npakmuka ma doceio. 2015. Ne 12. C. 63-71.
URL: http://www.investplan.com.ua/pdf/12_2015/16.pdf.
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JIETAIFHOTO CTaTyCy MOAIOHUX «chep MeTUIUHI € (HaKTOM TeHOLHIY, 10 HOTpedye
HAaJIeXKHOTO PIBHS pearyBaHHs y BHTJISI TOBHOI 3a00pOHH Ta KpuUMiHasi3amii.

BHUCHOBKH

Amani3 nosiueiicbkoi Ta CyZ0BOI CTaTHCTUKH BKa3y€ Ha BUCOKY KOPEILII0 MK
MOYaTKOM IOBHOMAacIITabHOro BTOprHeHHS Pocii B YkpaiHy Ta aHOMaabHUM
3pOCTaHHSAM 1HTEHCHUBHOCTI KiOEp3IOUYMHHOCTI B IIboMY perioni. Kputnunuii anami3
METO/IONIOT{i MOJILEHChKOI CTATHUCTUKHM JIO3BOJMB BHOKPEMHTH TPU MOXIIMBI
MPUYMHU TaKUX 3PYMICHb: 3MiHH 00 €KTa MOCIIIKEHHS, 3MIHH METOAOIOTII 300py
naHuX abo moemHaHHS 000X BapiaHTIB y PI3HMX NPONIOPISX. 3a pe3ynbTaTaMu
BUBUCHHS BCIX TPHOX BapiaHTIB BCTaHOBJEHO, IO Ii€ aHOMaJbHE 3POCTaHHSI
Oe3nocepeJHEO TOB’si3aHE 31 3MiHAMU O00’€KTa JOCIHIMKEHHS, II0 CTOCYIOTHCS
Cy0’€KTHOTO CKJIaay KiOep3JIOYHHHOCTI.

BpaxoByioun, 0 HaliOHAJbHE 3aKOHOAABCTBO YKpaiHW AU(EpeHIioe Ta
PO3MEXKOBYE MOHATTS «KiOEP3TOUUH» 1 «KIOEPIHIMACHT» (A€ OCTaHHIN € aKTOM arpecii
B XOi TiOpUIHOI BiiHM), Take aHOMAJIbHE 3POCTaHHA € HE MPSIMHIM MIPOSIBOM BilHH, a
pamme i HacmigkoM. 3 OISy HAa VYHIKAIBHI XapaKTEPHCTHKUA KiOep3JOYHHIB
HOPIBHSHO 3 «KJIACHYHUMH 3JOYMHAMM», a TaKOX BIiACYTHICTh NaHHX IMPO 3MiHU
B TaKTHII BYMHEHHS KiOEp3JOYMHIB, KOJO TMOPYHNIEHHX CYO’€KTIB 3BYXKYETHCS
JI0 IOTEHIIMHUX JKePTB, TO/ SIK BIUIMB BiifHM HaOyBa€ BIKTHMI3yIOUOr0 XapaKkTepy.

BHUKOpHCTOBYIOUM  TEOpEeTHYHYy  0a3y  CHIrCHETHKH,  3alpOINOHOBAHO
MOSICHIOBAJIbHY MOJENb, 3TiJHO 3 SIKOI CTaH BIHHM AacCOI[IOETBHCS 3 yMOBaMH
HaJ3BUYalfHO BHCOKOIO XPOHIYHOTO HEKOHTPOJBOBAHOTO CTpeCy, L0 IHAYKYE
EKCIPECiI0O/METHIIOBAaHHS HAa0OpiB TEHIB, MOB’S3aHMX i3 NEBHUMH NCHXIYHHUMH
posnamamu Ta/abo AedIUTapHUMH CTaHAMH, CIIUIBHAM CHMOTOMOM SIKHX €
Jerpajamis KOTHITUBHHX 3mi0HOCTeH moauHU. Lle mposBiseTbcs y 3HWKEHHI
HaBUYOK KPUTUYHOTO MHCIEHHS, IIO € TMpPSIMHM HPEIUKTOPOM ITiJBHIIEHOT
WMOBIPHOCTI CTaTH KEPTBOIO KiOep3nmouwmHy. BiamoBimHo 1m0 wiel Momeni
3aIPONOHOBAHO CrelH(iuHy YOTUPHPIBHEBY CTPATETit0 MPOTUIT KiDep3IOYMHHOCTI,
crpsiMOBaHy Ha il HPOQINAKTUKY MUIIXOM MOKPAIIESHHS 3arajJbHOr0 ICHUXIYHOTO
Oyaromonyyusi HaceJeHHS Yepe3 yCYHEHHS KOHLENTYaJbHUX NPOTadHH y cdepi
MiATPUMKH TICUXIYHOTO 30POB’S B YKpaiHi.

AHOTAIIA

JlocmimpKeHHsT TIPHUCBSYEHE 3AIMCHEHHIO KOMIUIEKCHOTO MUDKIMCIHMILTIHAPHOTO
aHai3y KOPENAIMHOTO B3a€EMO3B’SI3Ky MDK CTAHOM BIHH Ta JWHAMIKOIO
IHTEHCHBHOCTI KiOEp3JOUMHHOCTI B MeXax OfHi€i KpaiHM, mo 0a3yeTbcsi Ha
emmipuyHoMy 7ocBini Ykpainu mepiomy 2014-2024 pokiB. ABTOpH 3aCTOCOBYIOTH
METO/IOJIOT YHHMIT arapar, 0 HOeIHY€ IOPUANYHY TepPMCHEBTUKY, KOMIIAPATUBICTCHKHI
MiIXig Ta METOAM CTAaTHCTHKH, 30KpeMa perpeciiiHuii 1 (akTopHHH aHami3u
MOMINENUChKOI Ta CYZOBOI CTaTHCTHKHA . Y poOOTI BHSABIEHO Ta OOIPYHTOBAHO
aQHOMAaJIbHE 3POCTAHHS MOKAa3HHKIB KiOEP3JIOYMHHOCTI, SIKE PO3MOYANIOCS HAIPHKIHII
2021 poky Ta HaOyno IKOBMX 3HAYeHb IICJS IMOBHOMACIITAOHOTO BTOPTHEHHS
pociiicekoi  ¢enepanii. IlnsxoM po3MexyBaHHS TIOHSATH «KiOep3loumH» Ta
«KiOepIHIMIEHT» y HAI[lOHAJBHOMY 3aKOHOJABCTBI JOBENEHO, IO LEH CIUIECK €
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HE IpSIMAM TIPOSIBOM  KiOEpBiffHH, a HACHiIKOM TIHOOKHX 3MiH Yy CTPYKTYpi
BIKTHMi3amil HaCeIeHHSL.

LlenTpambHUM  €IEMEHTOM HAyKOBOI HOBH3HH € pO3poOKa YHIKaJIbHOI
MOSICHIOBAJIbHOI MO OHTO- Ta MAaTOreHe3y KiOep3JIOUMHHOCTI Kpi3b HpPU3MY
enireHeTnyHol Teopii. JIOCHiIUkeHHS apryMeHTye, W0 YMOBH EKCTPEMaJbHOTO
XPOHIYHOTO HEKOHTPOJBOBAHOTO CTpECy, CHPUYMHEHOrO BiffHOIO, IHAYKYIOTh
eKcrpecito ab0 METHJISALII0 TeHIB, aCOIIOBaHUX 13 TICUXOAE(DIUTHUMH CTaHAMHU Ta
MEHTAIBHUMH po3iafamu. CHUIBHHM CHMITOMOM TaKMX 3MiH BH3HA4CHO
JIeTeHepamil0 KOTHITUBHUX 3MIOHOCTEH 1 3HIKEHHS KPHUTUYHOTO MHCICHHS, IO
BUCTymae Oe3rmocepeHiM TNPEAUKTOPOM MIiABHINEHOI BpPA3MBOCTI 0OCOOM 1O
MaHIIyJIITHBHOTO BIUIUBY KiOEP3IOUHHIB.

Ha ocHOBiI oTprMaHUX pe3yJbTaTiB aBTOpPaMH 3alpOIIOHOBAHO OaraTopiBHEBY
cTparerito npeBeHLil kibepanounHHocTi. s cTpaTeris nependayae iMIIEMEHTALIIO
KOMIUJICKCY 3aXOJiB: BiJl CTBOPEHHs Oe3leyHOoro iHdopMmamiiHOro mOpocTopy Ta
KBa3iTepaneBTUYHOI MPOTHAil ne3iHopMalii OO0 HaBUaHHA HaceJCHHS HaBHYKaM
JKUTTECTIHKOCTI 3 BUKOPHCTAHHSAM 1HCTpyMeHTapiro Tepamii NpHHHATTI Ta
BignoBimaneHOCTI (ACT). OcoOnuBy yBary NpHIUIEHO pedopMyBaHHIO CHCTEMHU
CIIeIiaTi30BaHOi TOMIOMOTH, IO BKIIF0OYa€ HEOOXiJHICTh KpUMiHAIi3amii TpH3HauYeHHS
JMiKapsMH TIpenapaTtiB 3 HEJOBEAEHOI e(eKTHUBHICTIO Ta IOBHY 3a00poHY
HeTpaauLiiHOl MeauiMHU (LIIMTENbCTBA, TroMeomnaril) sk (¢axropiB, mI0
MEPEIIKO/DKAIOTh CBOEYACHOMY JTIKYBaHHIO IICHXOTPABM Ta TIOCUITIOIOTH BIKTHMHICTb
110710 KiOepIpaBoMoOpyIIeHb CyCIIBCTBA B YMOBAaX BOEHHOTO Yacy.
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PO JETEKTHUBHY (PO3LIYKOBY) JAISIJIHICTH
Y BIMCBKOBIN KPUMIHAJIICTHIII
(HAIIIOHAJIbHAM 1 MIDKHAPO/THUM BUMIP)

Kamora K. B.

BCTYII

[ToBHOMacmTabHa 30poiiHa arpecis MpoTH YKpaiHKW CIpUYMHIIA Oe3npeliejeHTHe
3pOCTaHHS KiBKOCTI BOEHHUX 3JI0YMHIB, IO 3yMOBHJIO JOKOPIHHY TpaHC(opMariio
HiIXoAiB 10 X NOKYMEHTYBaHHS, PO3CIiIyBaHHs Ta JokasyBaHHs. CydacHi yMOBH
30pOHHOr0 KOH(IIKTY XapaKTEepU3YIOThCS BUCOKOIO IHTEHCHUBHICTIO OOMOBHX Iiif,
MaclITabHICTIO PyIHHYBaHb, NEPEMILICHHAM IMBUIBHOTO HACENEHHS, OKYIAaLi€lo
OKpeMHX TEpPHUTOpiil, a Tak0oX AaKTHBHHM BHKOPUCTAHHAM IM(pPOBUX TEXHOJIOTii
y BilicbKOBill cdepi. Y Takux 0OCTaBHHAX TPAAMIIHHI KPUMIHATICTHYHI METOIUKH
BUSIBIIIOTHCSL HEJIOCTAaTHIME 0e3 1X CyTTeBOI MOzepHi3amil Ta iHTerpamii 3 HOBITHIMHI
iHopMmaniiiHo-aHaITHYHUME iHCTpyMeHTamu. Lle 3yMoBimoe HeoOXigHiCTh (opmy-
BaHHS MUTICHOT KOHIICTIi JETeKTHBHOI MisTBHOCTI Yy cdepi BiCBKOBOI KpHMi-
HAJIICTHKH SIK OKPEMOTr'0 HampsiMy HayKOBOI'O OCMHUCIICHHSL.

BoeHH1 37109MHY BiAPI3HAIOTHCS Bifl 3aTalbHOKPHMIHAIBHUX MPABOMOPYIIEHD K
3a CBOEI0 IIPABOBOIO MPHPOJOI0, TaK I 3a MEXaHI3MOM BUYHMHEHHS, CTPYKTYPOIO
cy0’€KTHOTO CKJIaay Ta OCOONMBOCTSMH JIOKa3yBaHHA. BOHM HEpO3pHBHO IMOB’si3aHi
3 KOHTEKCTOM 30pOHOTO KOH(QIIKTY, IO MOTpedy€e BCTAaHOBJICHHS He jiuiie (akTy
BUMHEHHS KOHKPETHOTO ITisHHS, a H HOro 3B’s13Ky 3 OOHOBMMH JisIMH, BiHCHKOBHMH
omeparisMu abo TMOJNITHKOI JepxkaBu-arpecopa. OcoOaMBOI CKIATHOCTI HaOyBae
JIOBEJICHHS 1HIMBiyaJbHOI KPHUMIHAJIBHOI BiJMOBIJAaIbHOCTI B YMOBAx iepapXiuHol
BIMICBKOBOI oOpramizaiii, Je¢ 3HaYHA YaCTHHA PIlICHb NPUIMAETHCSA KOJETIaATBHO
a0o B MeXaX BEpTHKaJdi KOMaHAyBaHHA. BigTak JOKYMEHTYBaHHS KOMaHIHOL
BiJIMIOBIIaTbHOCTI, PEKOHCTPYKIis JAHIIOTIB HAKa3iB 1 BCTAHOBJIEHHS pEaJLHOTO
KOHTPOJIIO HaJ HiJJIETJIMMH NMOTPeOYIOTh 3aCTOCYBAHHS KOMIUIEKCHUX aHAJTITHYHHX
Ta KPUMIHATICTHYHIX METOJIIB.

JleTexTHBHA MisUTBHICTH y CIpaBaX MpPO BOEHHI 3II0YMHUA Ma€ 0araTOBUMIpHHMA
xapaktep. Bona moemHye mnponecyanpHi Aii, OHEepaTHBHO-PO3LIYKOBY poOOTY,
aQHANITHYHY OOpOOKY BENMKHX MAacuBIiB iH(oOpMalil, BUKOPUCTaHHS IU(PPOBHX
nokasziB, meromu Bimkpurol possinku (OSINT), kpumiHamicTHYHE MOETIOBAHHS
nomid Ta MibkHapoAHy cmiBopaimo. CydacHi BO€HHI 3J0YMHM Jefaji dacTilue
(hikCyrOTBCS 32 JOTIOMOTOI0 CYIMyTHHKOBHX 3HIMKIB, Bi€O3amuciB i3 O€3miIOTHHX
JMTaJbHUAX amapaTiB, MaTepialiB COMiaJbHUX MEPEX, TCOJOKAIIMHUX [aHHX,
HEepeXOIUICHNX KOMYHiKatii Tomo. I{e TpanchopMye 1oka3oBy cucteMy, GopMyrOun
ribpuaHy Mozenb, y SIKii HMO€THYIOThCS MarepiaibHi, MU(POBI Ta IHTENEKTyalIbHI
JoKepena iHpopMariii.

Oco06uBOi yBaru notpedye 3aiiiCHEHHS AETCKTUBHOI JisUTbHOCTI HA TUMYACOBO
OKyMOBaHHX abo LIOHHO AEOKyMoBaHHUX TepHTOpisax. OOMeXeHHi NOCTym A0 Miclb
MOAiH, 3HUIICHHS ab0 MOIIKO/PKeHHsI 00’eKTiB iH(pacTpyKTypH, MiHHA HeOe3meka,
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MICUXOJOTIYHAI CTaH TOTEPNUINX, CBiAKIB 1 OYEBHALIB, PH3UKH I O€3MeKd
HpaNiBHUKIB MPaBOOXOPOHHUX OPraHiB ICTOTHO YCKJIQAHIOIOTH IIPOIIEC JIOKA3yBaHHSI.
Y Takux yMOBaxX BaXJIMBOTO 3HAUCHHS HAOyBalOTh IMCTaHMiHHI (opMHU
JOKyMEHTYBaHHs, 30epeKeHHs IM(PPOBUX CIiJiB, CTBOPEHHS aHATITHYHUX 0a3
JAaHUX, a TaKOX B3aEMOJIISl 3 MDKHApOJHUMH IapTHEpAMH Ta TPOMAICHKUMHU
iHII[IaTUBaMH, 10 3A1HCHIOIOTH IEPBUHHY (iKCallito MOIIH.

MixHapogHUi ~ BUMIp  pO3CIiAyBaHHS BOEHHUX  3JIOYMHIB  3YMOBIIIOE
HEOOXITHICTh Y3TO/KCHHS HAalliOHAIBHUX MPOLEAYP 13 MKHAPOIHUMH CTaHIApTaMU
nokasyBanHs. CriBopaiyt 3 iHO3EMHHMH IPaBOOXOPOHHHMH OpraHaMH, y4acTh
y CHUTBHUX CIITYUX Tpymnax, oOMiH iH(popMmamiero, 3a0be3neueHHs 30epekeHHs Ta
aBTCHTUYHOCTI JIOKa3iB BINNOBIAHO JO BHMOT MDKHApOJHOTO KPUMiHAIEHOTO
HPaBOCYAJS CTAIOTh HEBiJ €MHHMMH CKJIQJIOBUMH CY4acHOI AETEKTHBHOI MisUTBHOCTI.
TakuMm 4MHOM, BOHAa HaOyBa€ He JIMIIE BHYTPINIHBOJCP)KABHOTO, a W TpaHCHALO-
HaJIBHOTO XapaKTepy.

AKTyamnbHICTh JOCHIIKEHHS 3yMOBJICHA MTOTPE0OI0 TEOPETUYHOTO y3araabHEHHS
HOBITHBOI TPAKTUKH PO3CIIyBaHHS BOEHHHX 3JIOYHMHIB, (OPMYBaHHS CHCTEMHOI
MOJIeli TEeTEKTUBHOI MisUTBHOCTI y BIiMICBKOBiM KPUMIiHANICTHINI Ta BWU3HAYCHHS i1
CTPYKTYpHHX eleMeHTiB. He3Bakaroun Ha HasBHICTh 3HAYHOI KUIBKOCTI HAyKOBHX
npank  y cdepi MDKHApOJHOTO KPUMIHAJBHOIO TIIpaBa Ta KpPUMIiHAJICTHKH,
KOMILJICKCHE OCMHUCIICHHS ACTEKTHBHOI ISUTHOCTI SIK CAMOCTIHHOTO iHCTUTYIIHOTO
Ta METOJOJIOTIYHOro ()EHOMEHYy B YMOBaxX IOBHOMAacIITaOHOro 30pOHHOrO
KOH(QIIIKTY ChOTOJHI 3aJIMIIAE€THCS HETOCTATHRO PO3POOIEHIM.

MeTol0 JOCTIPKEHHS € OOIDYHTYBaHHS TEOPETHYHHX 3aca] ACTEKTHBHOI
IISUIBHOCTI 'y CHpaBax NpO BOEHHI 3JI0YMHM, aHami3 1 oOpraizauiifiHuX,
HpOLECYaTbHUX Ta AHANITHYHHX KOMIIOHEHTIB, a TaKO)X BH3HAYCHHS OCHOBHHX
npo0ieM 1 MepCreKTUB MOAANIBLIOr0 PO3BUTKY. sl OCSTHEHHS ITOCTABICHOI METH
nependavaeThCsl BUPIMIEHHS 3aBAaHb LIOA0 CHCTeMaTh3auii Cy0’€KTHOTO CKiIamy
JIETEKTUBHOI JisUILHOCTI, JOCIIKEHHS MEXaHI3MIB BCTAHOBIIEHHS 0COOM HEB1IOMOrO
3JI0YHMHIL TA JTOKYMEHTYBaHHsI KOMaH/IHOI BiAMOBIAANbHOCTI, aHAi3y BUKOPUCTAHHS
1(pPOBUX TEXHOJOTIH 1 BIAKPUTHX JKepen iHpopMallil, a TakoX OLIHKH PpOJi
MDKHAPOJIHOI CITIBITPAILi.

HaykoBa HOBH3Ha pobOoTH momsirae y (OpMyBaHHI KOMIUIEKCHOI KOHIIETIIi
JIETEKTUBHOI IISUTbHOCTI y BIHCHKOBIH KPUMIHANICTHI SK IHTETPATUBHOI CHCTEMH,
IO TIOETHYE KPUMIHATBHO-TIPABOBI, KPHMiHAIBHO-TIPOIECYalIbHi, KPUMIHATICTUYHI
Ta iH(pOpPMAIiIHO-aHAITHYHI KOMIOHEHTH. 3alpONOHOBAHUIA MiJIXiJ] JTO3BOJISE
PO3IIISIIaTH JETEeKTUBHY IISUIBHICTH HE JIMIIE SK CYKYMHICTh OKPEMHX CIIIUUX I,
a K CTPATEeriYHO OPraHi30BaHWH IPOLEC JOKYMEHTYBaHHS BOEHHUX 3JIOYMHIB
i3 BUKOPUCTAHHSIM Cy4aCHHX TEXHOJIOTIH Ta MDKHAPOJHUX CTAaHAAPTIB 1OKA3yBaHHSI.

JocmimkeHHs crupsMoBaHe Ha (GOpPMyBaHHS HAyKOBO OOTPYHTOBaHOI MoZemi
JIETEKTUBHOI AisTBHOCTI, 3AaTHOT 3a0e3mednTr eh)eKTHBHE PO3CIiAyBaHHs, (iKcalito
Ta NPUTATHEHHS 10 BIATIOBINANBHOCTI 0Ci0, BUHHUX Y BUMHCHHI BOEHHUX 3JI0UMHIB,
B YMOBaX Cy4acHHX BHKJIHKIB 1 TpaHC(hOpManiii KpEMIHAIEHOTO TIPaBOCY IS
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1. 3arajabHa XapaKkTepuCcTHKA JeTeKTUBHOI TislJIbHOCTI
y BilicbkoBiii kpumiHamicTHui

JleTekTMBHAa ~ AiISUTBHICTH Y  BIMCHKOBIM  KPUMIHANICTUII €  CKIAJHOIO
MDKIUCIUIUTIHAPHOIO (HOPMOIO TpodeciiiHol TisUTBHOCTI, IO MOENHYE Mi3HABaJbHI,
AQHANITHYHI Ta TPAKTHYHI KOMIIOHEHTH, CIPSIMOBaHI Ha BHSBICHHS, (ikcamilo,
JOCII/UKEHHS # BHKOpPHCTaHHS iH(GOpMamii Ipo BOEHHI Ta IOB’s3aHI 3 HHUMH
31m04nHH. BoHa 31iiicHIOETECSI B yMOBaX 30poHHOr0 KOHQUIIKTY Ta BOEHHOTO CTaHY,
IO 3yMOBJIOE IIiJBUIEHI BHMMOTHM JO OIEPAaTHBHOCTi, OE3MEeKH, 0Ka30BOi
HaJIIHHOCTI Ta MDKHAPOIHOI CYMICHOCTI pe3yJbTaTiB TaKoi AisIbHOCTI 1234,

3a CBO€IO CYTHICTIO AETEKTHUBHA [isJbHICTh HE 3BOJUTHCS BHUKIIOUHO [0
HPOLIECYaTBFHOTO JIOCYJIOBOTO PO3CIiAyBaHHS YH ONEPAaTHBHO-PO3IIYKOBOI POOOTH.
Bona Mae iHTerpaTHMBHHMI XapakTep 1 OXOIUIFOE CYKYIHICTb IPOLECYalIbHO
BPETYJIBOBAaHMX Ta MO3aMpPOLECYANbHIX [iif, aHATITHYHY 00pOOKY BEIMKHUX MACHBIB
JTAaHUX, BUKOPUCTAHHS CIENiaIbHUX 3HAaHb, KPUMIHAIICTUYHUX METOIMK, IU(PPOBUX
TEXHOJIOTIH, a TaKOX €JIEMEHTIB KPMMIHAJIBHOTO aHali3y Ta IporHo3yBaHHs. Came
Taka KOMIUICKCHICTh JI03BOJsIE ©()CKTUBHO BCTAHOBIIOBATH (akTHYHI JaHi B
KPHUMIHAIBHHUX NPOBAPKEHHSX I10JJ0 BOEHHUX 3JI0YMHIB 1 3a0e3MeuyBaTH HAISKHUI
piBeHb [OKa3yBaHHS $SK Ha HAI[lOHAIFHOMY, TaK 1 Ha MDKHapOJHOMY DIBHSX.
30KkpeMa y CHiBBIJHOIIEHHI 31 CIIAUOI0 Ta OMNEPATUBHO-PO3IIYKOBOIO IiSUIBHICTIO
JCTCKTHBHA JAISUIBHICTh BUCTYIAE 5K y3arajlbHIOBaJbHA i KOOPAMHYIOYA KaTEropis.
Crhimya misTBHICTH Ma€ 9iTKO BU3HAYCHI MPOILECYalbHI MEXi Ta CIpsIMOBaHA Ha
30MpaHHs, MEepeBipKy W OLIHKY JOKa3iB y MeXaxX KPUMiHAJIBHOTO IPOBAKEHHS.
OmnepaTHBHO-PO3IIYKOBA JIISUTBHICTh, CBOEI0 YEProro, 30pi€HTOBaHA Ha HETJIAaCHE
3000y TTs iHpopMaILii, HOMepeKeHHs Ta IPUITMHEHHS 3JI04YHHIB, BCTAHOBJICHHS OCi0,
IPUYETHUX [0 iX BUMHEHHs. JIeTCKTHBHA [isUIBHICT MOEAHYE I CKJIAJO0Bi
3 aHAJITUYHUMHE TIPOIEAYPAaMH, KPUMIHATICTHYHIM MOJETIOBAHHAM TOJii 3704HHY,
BCTaHOBJICHHSIM MPUXOBAHUX 3B’SI3KiB MIX Cy0’€KTaMu, NOIISIMU Ta MPOIECaMH, II0
0coONMMBO BaXIMBO B yMoBax BiifHM. Crenmdika BOEHHOTO CTaHy ICTOTHO
TpaHchopMye 3MicT i Gopmu neTeKTHBHOI AisutbHOCTI. OOMexeHuit abo MOBHICTIO
BIJICYTHId JOCTYH A0 MICIlb TMOJiH, aKTHBHI OOWOBi Jii, MiHYBaHHS TEPUTOPIH,
pyiHYBaHHS iHQPACTPYKTYpH, MACOBICTh 3IOYMHIB Ta 3HAUHA KUIbKICTh MTOTEPIIIMX
i CBIKIB YCKJIAJHIOIOTh TPAJMIIHI KPUMIHATICTHYHI MpoLUeAypH. Y TaKUX yMOBax
0COOJIMBOro 3HAa4YeHHs HAOyBalOTh IUCTAHILIHHI crocoOu 30upaHHs iH(pOpMaii,
BUKOPUCTAHHA CYIMYTHUKOBUX 3HIMKiB, O€3MIIOTHUX JITAaJbHUX Aamlaparis,
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3704MHIB B YKpaiHi B yMOBax BOEHHOTO CTaHy. Haykosuil eichux Yoceopoocvkozo mayio-
Hanvro2o ynisepcumemy. Cepist: IIpaso. 2025. T. 4. Ne 91. DOI: https://doi.org/10.24144/2307-
3322.2025.91.4.46.

4 Toropina C. I. Bukopucranus OSINT-TeXHOIOTH y PO3CIiyBaHHI BOCHHHX 3IOYHHIB:
CYJacHHIi CTaH i IepCIEKTHBH. AKmyanshi npobaemu cy4acHoi HayKu 6 00CIIONHCEHHAX MOTOOUX
yuenux. Binaung : XHYBC, 2025. C. 346-348. dspace.univd.edu.ua.

130



TEONOKAiMHIX JaHWX, BIKPUTHX kepenl iH(opmamii, a TakoX MIKHAPOIHUX
MexaHi3MiB dikcanii Ta 30epexeHHs noka3iB. KpiM TOro, mAeTeKTHBHA MisUIBHICTH
y nepiox BiHHM Mae SICKpaBO BHPaXEHHH MDKHapogHUII BHMIp. JIOKyMeHTyBaHHS
BOEHHUX 3JIOYMHIB 3IHCHIOETBCS 3 ypaxyBaHHSIM CTaHIAPTIiB MDKHApPOIHOTO
TyMaHITapHOTO Ta KPUMIHAIBFHOTO NpaBa, 10 3yMOBIIIOE HEOOXITHICTh 3a0e3MeueHHs
HaJIS)KHOI SIKOCT1 JI0Ka3iB, IXHBOI aBTEHTUYHOCTI, 30€peXEHHs JaHIIora BOJOIIHHS
Ta MOXJIMBOCTI MOJAJIBIIOT0 BUKOPUCTAHHS B MIKHAPOAHUX CYJIOBHUX 1HCTHTYLIfX.
Y IbOMYy KOHTEKCTi NETEKTUBHA IiSUIBHICTH BHXOAWUTH 32 MEXI CYTO HamiOHAIBHOL
MPaBO3aCTOCOBHOI TPAKTHKH Ta CTA€ CKIAZOBOK IJIOOAIBHOI CHCTEMH MPOTHIIL
HANTSKIMM MDKHAPOIHIM 310UHHAM .

OTxe, AeTeKTHBHA IiSUTBHICTH y BIHCHKOBIH KPUMIHAJICTHINI B YMOBax BIHHH €
CaMOCTIMHMM, KOMIUICKCHHUM BHJOM mpodeciiiHOl MisIbHOCTI, SKHH 3abe3neuye
e(eKTUBHE MMOETHAHHS IPOIECYAIBHNX, ONEPATHBHO-PO3IIYKOBUX Ta aHATITHYHHX
IHCTPYMEHTIB, aJaNTOBaHUX IO EKCTPEMaJbHUX YMOB 30pOMHOrO KOHQIIIKTY.
fi 3HaveHHs MoNATaE He MUINE y BCTAHOBIEHHI 0GCTABHH KOHKPETHHX KPHMiHANBHHX
HPaBOIOPYILICHb, a i y GOpMyBaHHI J0Ka30BOI 0a3u A HPUTATHEHHS BUHHUX 1O
BiJIIIOBiTaTbHOCTI, BiTHOBJIEHHS CIPAaBEIIMBOCTI Ta 3a0E3MEYCHHS 1CTOPUYHOL
HpaBI¥ PO 3TOYMHU BilfHU.

2. CucreMa cy0’€KTIiB 1eTeKTUBHOI AiSlJILHOCTI
y cripaBax Npo BOEHHI 3JI0YUHU

Cucrema cy0’eKTiB JETEKTHBHOI MISUTIBHOCTI Yy CIpaBax PO BOEHHI 3JI0YHHH
B YMOBax 30pOHHOr0 KOHQIIIKTY Ta BOEHHOTO CTaHy € CKJIaJHOI0, 0araTopiBHEBOIO Ta
MiKIHCTUTYIIHHORO. [i  QopMyBaHHS —3yMOBJeHe SK BHYTDIilIHHOIEPKABHUMU
norpebaMu e(heKTHBHOTO KPUMIHAIBHOTO IepeciifyBaHHs 0ci0, BUHHUX Y BUMHEHHI
BOEHHMX 1 TOB’S3aHMX 13 HUMH 3JI0YMHIB, TaK 1 MDKHapOAHUMH 3000B’S3aHHSAMHU
Yxpainn y chepi MDKHAPOJHOTO TYMaHITapHOTO Ta MIDXHAPOJHOTO KPUMiHAIBEHOTO
mpaBa. KitodoBy pomb y 3mifiCHEHHI AETEKTHBHOI MisUIHOCTI BIMITParoTh CIII4i
OpTraHiB JIOCYZ0OBOTO PO3CIiAyBaHHS, MepeayciM ciiadi opraniB HamionamsHoT momitii
VYxpainu, [lepxkaBHoro O6ropo posciinyBanb Ta Ciyx0u Oe3nekn YKpailHu y Mexax ix
npenMetHol mifciigHocTi. Came Ha [UX CYO’€KTIB TMOKIAJCHO OCHOBHHH 00CSAT
TPOLIECyaIbHO PErJIAMEHTOBAHOI AiSUTBHOCTI 11010 BUSIBJICHHS, (hiKcallil, BUIy4YeHHs Ta
MIEPBUHHOI OLIIHKH JJOKa3iB BOEHHUX 3JI04MHIB. B yMOBax BiiiHu iX AisuTbHICTH HaOyBae
0co0MMBOi CTICIM(IKH, OCKLTBKU 3IHCHIOETHCS 32 OOMEKEHOr0 JOCTYIy IO MiCIb
MOMiH, 3a HAasBHOCTI 3arpo3 JKUTTIO Ta 3J0pPOB’I0, a TaKOX 3a HEOOXiIHOCTI

5 Kyninoe C. C., llexaBuoB P. M. OcoGmuBocTi opraHizaiii po3ciiyBaHHS BOEHHHX
37M0YMHIB B YKpaiHi B yMOBax BOEHHOrO cTaHy. Haykosuil gicnux Yoceopoocvkozo
HayionanvHoeo yHisepcumeny. Cepis: Ilpaso. 2025. T. 4. Ne 91. DOI: https://doi.org/10.24144/
2307-3322.2025.91.4.46.

® IMoropenpkuii M. A. JIOKyMEHTYBaHHS i JOKa3yBaHHS MiKHAPOIHHX 3I0UYHHIB B YKpaiHi:
IPOIeCYaIbHO-KPUMIHANICTHYHI  Ta [U(POBI  CTaHAAPTH NPUHHATHOCTI JOKa3iB UL
MiXKHapOJHOTO KPUMIHATIBHOTO CyIy Ta CIeLiajbHOTO BiCHKOBOrO TpHOYHAIY. Ananimuyno-
nopisnsibre npagosiascmeo. 2025. T. 3. Ne 6. C. 94-114. DOI: https://doi.org/10.24144/2788-
6018.2025.06.3.94.

Tumomxo B. B. BuxopucTaHHs cremialbHUX 3HaHb IIiJ 4Yac JOKyMEHTYBaHHS Ta
PO3CIiyBaHHs BOCHHHUX 3I0YHMHIB. Bichuk kpuminonoziunoi acoyiayii Yrpainu. 2026. Ne 31(1).
C. 307-314. DOI: https://doi.org/10.24144/vca.2026.31.1.307.
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JIOKyMEHTYBAHHS 3JI0YMHIB, YIMHEHHX y MEKax MacITaOHUX 1 CHCTEMHUX 30pOHHHX
nii. BaxummBe Micme B cHcTeMi Cy0’€KTIB JETEKTHBHOI [ISTIBHOCTI MOCIHAIOTh
HPOKYPOpPH, SIKi BIINOBIIHO 1O KPHUMIHAJIGHOTO IPOIECYaJbHOTO 3aKOHOJABCTBA
VYKpaiHu 3AiHCHIOIOTH MpOIecyanbHe KEepiBHUITBO JOCYJOBHM PO3CIiyBaHHSIM.
VY crpaBaXx NpoO BOEHHI 3JI0YMHU POJIb HPOKYpOpa BUXOAUTH 33 MEXi KIACHYHOIO
NPOLECYATPHOr0  KOHTPONIO Ta BKIOYae (OpMyBaHHS —3arajbHOI — cTpareril
pO3CITiiyBaHHs, BU3HAYEHHSA HOrO MpIOPUTETIB, KOOPAMHALIIO i MDK Ppi3HUMH
NPAaBOOXOPOHHUMH OpPraHaMH, a TAKOX 3a0€3MEYCHHS IOTPUMAHHS MDKHAPOIHHX
CTaHNApTiB JoKa3yBaHHA. OCOONMBOTO 3HAUCHHS HaOyBae Opi€HTALis MPOKYPOpiB Ha
CTaHmapTH MIDKHApPOJHOTO KPHMIHAJBHOTO CyAy, 30KpeMa IIOAO JOBEICHHS
KOHTEKCTY 30pOHHOro KOH(IIKTY, HAsSBHOCTI JIAHIIOTa KOMAaH/yBaHHS, €JEMEHTIB
KOMaHIHOI BiIMOBIMATBHOCTI Ta CHCTEMHOCTI BUMHCHHS 3JI0YMHIB. Y PEICBAHTHUX
KPUMIHAIPHUX TPOBA/DKCHHSAX Cy0’€KTaMHM JICTCKTHBHOI JiSUIBHOCTI  MOXYTh
BUCTYIIATH TaKOX AETEKTHBU HaIrlloHanpHOTro aHTHKOPYIIIKHOTO Oropo YKpaiHu Ta
Bropo exoHoMiuHOi Ge3nekn Yipainn. X ydacTs € 06rpyHTOBAHOIO y BHIAAKAX, KOIH
BOEHHI 3JIOYMHH TIOEAHYIOTHCS 3 KOPYNLIHHUMH, €KOHOMIYHUMH a00 CIIy>KOOBUMHU
MPABONOPYIICHHSAMH, 30KpeMa pPO3KpalaHHAM BifiChKOBOrO MaifHa, 370BXXHUBAaHHAM
CIIy’)kOOBUM CTAQHOBHIIIEM B YMOBaX BO€HHOIO CTaHy, HE3aKOHHMM BHKOPHCTAHHSIM
MDKHapoiHOI TyMaHIiTapHOI JIONOMOTH. Y TakMX IIPOBAa/PKCHHSAX JETEKTHBHA
IUSUTBHICTE  Ha0yBa€ KOMIUIGKCHOTO —XapakTepy, HOEAHYIOUH KPUMIHATiCTUYHI,
(hiHAHCOBO-aHATITUYHI Ta ONEPAaTUBHO-PO3LIYKOBI Mertomu. OkpeMy, Haa3BHYaliHO
BOXJIMBY TPyNy cyO’€KTiB NETEKTHBHOI MisUIBHOCTI CTAHOBJIATH MIKHAPOIHI CIIiTdi
TPpynH Ta TPEICTAaBHUKM MDKHApPOOHHMX OpraHi3amii, sKi 3alydaroTbCs [0
JIOKYMEHTYBaHHSI BOEHHHX 3I0YHMHIB. MJeThcs, 30kpema, Mpo CHitbHI crigdai rpymm
(Joint Investigation Teams), cTBOpeHi 3a ydacTI0O VYKpaiHH, JepKaB-wWICHIB
€spomneiicerkoro Corosy, €BporocTy, a Takox mpo cmiBmpaio 3 Odicom mpoxypopa
MiXXHapoTHOTO KPUMIHAIBHOTO Cyny. JlisUIBHICTH TakuxX cy0’€KTIB CHpsIMOBaHA HE
oume Ha 30ip JoKa3iB, a W Ha iX aHANITHYHYy CHCTEMAaTH3alIlilo, MHepeBipKy
BIMOBIAHOCTI MDKHApOJAHMM CTaHIApTaM Ta MiATOTOBKY MaTepiajiB s MOXIHBOTO
MDKHAPOTHOIO KPHMIHAJIBHOTO IepeciifiyBanHs. EQekTuBHICTh wi€l ismbHOCTI
0e3rmocepe;HbO  3ANICKUTH  Bi  Y3TOUKEHOCTI [T yciX CyO’€KTiB, YITKOTrO
PO3MEXyBaHHS IX MOBHOBa)KEHB, & TAKOX CIILIBHOTO PO3YMIHHS LiNEH po3CiiayBaHHS
BOEHHMX 3JIOYHMHIB SK Ha PIiBHI HAIIOHABHOTO TPABOCYIUIS, TaK i B KOHTEKCTI
MDKHAPOAHOT KPHUMiHATBHOT }ocnzlui'fsg.

® Pumchkuii craTyT MiKHAPOAHOrO KpHUMiHANBHOTO cyxy Bim 17 mumas 1998 p. Pada.
Bepxoena Paoda Ykpainu. 3axonodascmeo Vipainu. URL : https://zakon.rada.gov.ua/laws/
show/995_588#Text.

o Yepueupka O. B. MixHaponHe CHiBpOOITHHLTBO Iifi 4ac pPO3CIiJyBaHHS BOEHHHX
KPUMIHQJIPHUX [PaBONOpYLICHb. IpriHChKHMI ropuauunuii  dacommc. 2025.  Ne 2(19).
C. 266-273. DOI: https://doi.org/10.33244/2617-4154-2(19)-2025-266-273.
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3. BcraHOBJIEHHS 0CcO0H 3JIOYMHUA Ta TOKYMEHTYBaHHSA
KOMAaH/IHOI BiANoBigaILHOCTI

BcraHoBieHHsT 0COOM 3JI0YHMHISL y CHOpaBaX IPO BOEHHI 3JI0YMHH € OJHUM
i3 HAMOLIBII CKIAIHUX 1 BOAHOYAC HPHMHLMIIOBO BAKIIMBUX 3aBJaHb NETCKTHBHOL
IISUTBHOCTI y BiHCHKOBIN KpuMiHamicTuni. Crienndika 1iboro 3aBlaHHS 3yMOBIICHA SIK
0COOJIMBUMH yMOBaMH BYHMHEHHs 3JIOYMHIB I 9ac 30poifHOro KOHQIIKTY, Tak i
KOJICKTUBHUM, i€papXiYHUM XapaKTepoM BifiCBKOBOI MisUIBHOCTi, Y MeXax sKoi
NPOTHIIPABHI JiSIHHS YacTO peali3yloThcsli HE 130JbOBaHO, a SK EIEMEHT
OpraHi30BaHOi CHCTEMHM KOMAaHIyBaHHS Ta MiANOPsSAKyBaHHA. Ha BinMmiHy Bin
«3BHYAMHUX» KPUMIHATBHUX MPABOMOPYLIEHb, Y BOEHHUX 3JI0YMHAX iIeHTH]iKaIis
0cO0HM 3JIOYMHIT HE OOMEKYEThCS BCTAHOBICHHSM 0€3M0CEPEIHBOTO BHKOHABLIS.
JleTeKTHBHA IisUTbHICTD CIIPSMOBYETHCS Ha 3°SCYBaHHS MOBHOTO KOJIa MPHYETHHX
oci0, BKJIIOYAIOYM THX, XTO BiJJaBaB Hakas3w, 3a0e3medyBaB YMOBH Ui iX
BUKOHAHHS, 3JIIICHIOBAB KOHTPOJb a00 CBIZIOMO HE 3amo0ir 3JIOYMHHHM JIisIM.
VY 1IbOMy KOHTEKCTI OCOONMBOTO 3HAUCHHS HAOyBa€ KOHIICMINS 1HIHMBIITyanbHOL
KpPUMIHAIBHOT BiINOBINAMBHOCTI Y MIDKHapoOJHOMY TyMaHITapHOMY IMpaBi, IO
nependayae BiNOBITANBHICTS SIK 32 MPsIME BYMHEHHS 3JI0YHHY, TaK i 3a CIIBY4acTh,
migOyproBaHHs, MOCOOHUITBO ab0 KOMaHAHY Oe3isulbHICTh. [meHTHdikaris
BiCHKOBOCITYKOOBLIB K NOTEHUIHHUX Cy0’€KTIB BOEHHUX 3JIOYHMHIB 31 CHIOETHCS
i3 3aCTOCYBaHHSIM KOMIUICKCY KPHUMIiHANICTHYHHX, iHPOpMAIiHHO-aHATITHYHUX Ta
TEXHIYHUX 3aco0iB. [0 TpamumiiHUX IHKepen imeHTH]iKamii Hamexarb CIyXKO00Bi
JIOKYMEHTH, BifiCKOBI KBHUTKH, XCTOHH, (OPMEHHI OJST, PO3Mi3HABAJIbHI 3HAKH,
NICBPOHH, CUMBOJIKAa MiJPO3MIiNiB, a TAaKOX JaHi BifickkoBOro o0miky. BomHowac
y Cy4acHHX yMOBax 30poifHOro KOH(QIIKTY Aeiaii OibLIIOro 3Ha4YeHHs HaOyBalOTh
poBi CigM IisUTBHOCTI BilicbkoBoCTy)OOBIiB. [0 Takux CrHigiB HajexaTb
Matepiamu (oTo- Ta Bimeodikcarii, 3amucu 3 OE3MUIOTHMX JITATbHUX Aamlaparis,
CYIyTHUKOBI 3HIMKH, ZJaHi MOOUTFHOTO 3B 53Ky, IeOJIOKaIliifHa iHpOpMAIIis, a TAKOK
KOHTEHT 13 COLIaNbHUX MepexX 1 MeceHmkepiB. JleTeKTHBHA MisIBHICTH Y IBOMY
acmleKTi TMojsirac He Jumie y 30WpaHHI 3a3HAYeHWX JMJaHUX, a ¥ y iXHid
cucTeMarusamii, CIiBcTaBieHHI Ta Bepudikamii 3 METOI0  JIOCTOBIPHOTO
BCTAHOBJICHHSI OCOOM KOHKPETHOTO BilCHKOBOCIY)KOOBIISI, HOTO HAaJEXHOCTI IO
HIEBHOTO MiIpo3/iiy Ta HaKTUIHOT IPUCYTHOCTI y Miclli BYNHEHHS 310unHy. OJHi€0
3 KJIIOYOBHX OCOOJIMBOCTEIl AETEKTHBHOI IisUTBHOCTI Y BIHCHKOBIH KPUMIiHATICTHII €
HEOOXiNHICTh  BCTAaHOBICHHSA JIaHIfora koMmaHgyBaHHA. lllo  mepenbauae
PEKOHCTPYKLIIO CTPYKTYpPH BIMCBKOBOTO MigpO3JAiTy, BH3HAYCHHS II0CAJOBUX
000B’s13KiB KOXKHOT 0COOH, aHai3 CITyKOOBHX HaKa3iB, PalloOPTiB, )KypHAIiB OOHOBUX
Iiif, a TakoXX HeQopMaNbHUX KaHaNiB ympaBiiHHA. OcoOiMBe 3HAYEHHS Mae
3’ICyBaHHs TOTO, YM YCBIZOMIIIOBAJM KOMAaHIMPH 3JIOYMHHHUH XapakTep BiJaHHX
HaKa3iB, Y1 MaJIM BOHU peajibHy MOXKJIMBICTH 3al0O0IrTH BYMHEHHIO 3JI0YHHY Ta YU
BXKMBAJIH JJIsI [IbOTO HEOOXiMHHUX 3aXO[iB. Y IIbOMY acIeKTi JACTEKTHBHA AisUIbHICTh
TICHO NOB’s3aHa 3 JOKTPHHOIO KOMAaHIHOI BiMOBIiZalbHOCTI, 10 BH3HAETHCS SIK
HAIlIOHAJbHUM  KPHUMIHAIGHHAM TIPaBOM, TaK 1 TIPaKTHKOI MDKHAPOIHHX
KPUMIHAIBHUX CyNOBHUX I1HCTUTYLiH. JleTekTMBM Ta cCHigyi MaioTh HE JHUIIE
BCTAaHOBUTH (DOPMANIBHY MiANOPSAAKOBAHICTh, a U JOBecTH (JaKTUYHHN KOHTPOIb
KOMaHJMpa HaJ TiUIETJIUMH, IO € BUpPIMIAIbHUM JUIs KBamidikamii foro niit abo
6e3nispHOCTI. HalickimaqHimMM eJIeMEeHTOM JIeTeKTHBHOI JisIBHOCTI y cIpaBax Mpo
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BOEHHI 3JI0YMHU € JOBEACHHS MEPCOHAIBHOI y4acTi KOHKPETHOI OCOOM Y 3JIOYHMHI.
VineThcst He MM PO BCTAHOBIEHHs (Di3HUHOI MPUCYTHOCTI 0COOM Ha Micwi Hoxii, a
i mpo noBeneHHs i1 akTHBHOI poili, (OpMH BHHM, HaMipy Ta YCBIIOMIICHHS
HNPOTHIIPAaBHOTO XapakTepy BIAacHUX [iii ab0 oTpuMaHUX HakasiB. JleTekThBHa
IUSUTBHICTE y I[bOMY HAampsiMi 0a3y€eThCsi Ha KOMIUIEKCHOMY aHalli3i JoKa3iB pi3HOT
OPUPOAX: TOKa3aHb CBIAKIB 1 MOTepmHinNx, MmarepianiB Bigeodikcaumii, mudpoBux
CIiIiB, CIyOOBUX ITOKYMEHTIB, pe3yJbTaTiB EKCIEPTHUX HOCHiIKeHb. OcOoOIHBY
pONb BiAirpae KpUMIHANICTUYHHKA aHANi3 TMOBEOIHKH OCOOH, IO JO3BOJIIE
BCTaHOBHTH TIOCIIIOBHICTH 11 Jiif, MOTHBALIIO Ta CTYIIHb yCBiJOMJICHHS HACIi/IKiB.
CaMe KOMIUICKCHICTh JIO3BOJISIE 3a0€3MEUUTH 1HIUBIMyami3aiilo KpPHUMiHAIBHOT
BiJITIOBITaTEHOCTI Ta YHUKHYTH KOJIEKTHBHOTO a00 a0CTPaKTHOTO MOKJIaJaHHS BUHH.
Crerudika JOETEKTHBHOT MisUTBHOCTI IIOJO BCTAHOBJICHHS OCOOW 3JOYMHI Y
BIICHKOBIM KPHUMIHAIICTHII TMOJISATaE y MOEIHAHHI 1MCHTU(IKAIHHIX, aHATITHYHIX
Ta JIOKAa30BUX MPOLENYyp, CIPSAMOBAaHUX Ha BceOidHE BiATBOPEHHS POJIi KOXKHOTO
y4acHHKa BO€HHOro 3i10uuHy. Lle 3abe3medye BiAMOBIOHICTH PO3CHiAYBaHb SK
BHMOTaM HaI[lOHAJIBHOTO KPUMIHAJIBEHOTO MPOLECY, TaK i CTaHIapTaM MDKHAPOJHOTO
KPHMiHANBHOTO mpaBocy s 2,

4. AHATITHYHA 1eTeKTUBHA TisUIbHICTh Y CTPYKTYpi
BilicbKOBOI KpUMiHATICTHKH

AHaNiTHYHA JETeKTHBHA [iSUTGHICTH TIOCINA€ KIIFOUOBE Micle Y CTPYKTYpi
BIICEKOBOT KPUMIHQJIICTUKM Ta € BHU3HAYAIBHAUM YHHHUKOM e(EeKTUBHOCTI
PO3CIiflyBaHHSI BOEHHMX 3JOYMHIB. i 3HAYeHHs 3yMOBJEHE HacaMmrepen
MAcCIITA0HICTIO Ta CKJIAJHICTIO TAKUX 3JI0YHMHIB, MHOXKHHHICTIO JpKepen iHpopmaii,
KOJICKTHBHUM  XapakTepoM  MpOTHIIPAaBHOI  JisUIBHOCTI Ta  HEOOXiTHICTIO
BCTAHOBJICHHSI CHCTEMHHX 3aKOHOMIPHOCTEH 3/IOYMHHOI MOBEJIHKM B YMOBax
30poitHoro kKoH(}mikTy. Ha BigmiHy Bix kimacnmyHuX (OpM CHiA4HOi AisTBHOCTI,
OpI€HTOBAaHWX MEPEBAXHO Ha aHANI3 OKPEMOTO eIMi30[1y, aHAJNITHYHA JETEKTHBHA
IISUTBHICTE Ma€ KOMIDIEKCHHMHM 1 cTpaTeriyHuii xapaktep. BoHa cmpsmoBana Ha
00pOOKy, y3araJlbHEHHsI Ta IHTEpIPETAlil0 BEIUKUX MACHBIB PI3HOPITHUX ITaHUX
3 METOIO BHSIBIICHHS NPUXOBAHUX 3B’SI3KIB, NPHYMHHO-HACITIKOBUX 3aJIe)KHOCTEH 1
MOBTOPIOBAHMX MoOJeeil 37I0YMHHOI TOBeNiHKH. B ymoBax cywacHoi BiliHK
JIETCKTUBHA isJIbHICTh 3IIMCHIOETHCS B CEPEIOBHUINI HAI3BHYAHHO BEIHUKUX
iH(pOpMaIiiiHUX NOTOKIB. Jl0 HUX HaleXxaTh MMOKa3aHHS BEIUKOI KiNBKOCTI CBIJIKIB i
MOTEPIUINX, MaTepiaii KpUMIHATBHUX HPOBaPKeHb, IMU(POBI JaHI 3 MOOLIBHUX
npUcTpoiB, iHGopMmanmis 3 Bigkputux mkepen (OSINT), cymyTHHKOBI 3HIMKH,
MaTepiajay M>KHApOIHHX MPAaBO3aXUCHHUX OpTaHi3alliif, 3BiTH MOHITOPHHTOBUX MICii,
a TaKOXK AHAIITHYHI IPOAYKTH CHUIBHHX CIIJUUX TPYyI. AHaIITHYHA JETEKTHBHA

 Freeman L. Digital Evidence and War Crimes Prosecutions: The Impact of New
Technologies on International Criminal Investigations. Cambridge : Cambridge University
Press, 2020. 350 p.

" International Criminal Court, Office of the Prosecutor. Strategic Plan 2023-2025.
The Hague : ICC, 2023. 40 p. URL : https://www.icc-cpi.int/sites/default/files/2023-07/2023-
2025-Strategic-Plan.pdf.

12 Mettraux G. The Law of Command Responsibility. Oxford : Oxford University Press,
2009. 522 p.
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IiSUTBHICTD y IIBOMY KOHTEKCTI MOJSATae He JIUIe y 30MpaHHI 3a3HAYCHHUX JaHHX, a
HacamIiepen y IX CTpyKTypusauii, kiacugikamii Ta iHTerpanii. BuxopucranHS
METOJIB aHali3y BeNMKHX MacuBiB nanux (Big Data) nossomse 00’exHyBaté
pO3pi3HeHi (aKkTH B €IUHY AHAIITHYHY CHCTEMY, BHSBISITH IMOBTOPIOBaHI MOAii,
THUIIOBI CIIeHapii 37I0YMHHOT IisUTBHOCTI, @ TAKOX MPOCTOPOBO-YACOBI 3aKOHOMIPHOCTI
BYMHEHHS BOEHHHX 37104HHIB. Oco0IMBOro 3HaUeHHs HaOyBae KOPENALIMHUI aHai3,
SIKMHA JT03BOJISIE BCTAHOBIIOBATH 3B SI3KM MK MOIISIMH, OCOOaMH Ta MiApO3AiIaMH,
HaBITh 3a BiJCYTHOCTI MpPAMHUX AoKa3iB. Takuil mioxin € HaJA3BHYaHO BaKIHMBHM
Y CHUTYyaIlisIX, KOJH JOCTYII 10 Miclsl mofii oOMexxeHni abo BiACYTHiH, a JOKa3oBa
6aza QopMyeTbCs 3a paxyHOK HempsMHX 1 Im¢ppoBux mkepen. OmHuM i3
HEeHTPATbHUX 3aBAaHb TaKOi aHATITUYHOI JETEKTHBHOI MisUIGHOCTI € BCTaHOBJICHHS
MoJieleil 3OYHHHOI TOBEIiHKM y BOEHHHMX 3IIOYHHAX. VJEThCS HPO BHSABICHHS
MOBTOPIOBAHUX CITOCOOIB i, TUIIOBUX ()OPM HACHIBCTBA, OJHAKOBHX IiIXOIIB 10
BUOOPY JKEPTB, a TAKOXK XapaKTEPHUX O3HAK OpraHizallii Ta BUKOHAHHS 3JIOYMHHHX
Haka3iB. BilicbkoBa KpHMiHAJIICTUKAa BHUXOJHUTH 3 TOTO, IO BOEHHI 3JI0YMHHU PiAKO
MalOTh BHUIIQJIKOBHH Xapakrep. HaBmaku, BOHH YacTO € €IEMEHTOM CHCTEMHOL
MOJITHKA 200 TPAKTHKH, MI0 PEalli3yeThCs UYepe3 KOHKPETHI BIMHCHKOBI MigpO3ILITH,
KOMAaHJIMPIiB 1 BUKOHABIIB. AHAIIITHYHA JETCKTUBHA MisUTbHICTH JTO3BOJISE BUSBUTH
Taki CHCTEMHI PHCH, IO Ma€ BHUpIlIaJbHE 3HA4YeHHS JUI IOBEICHHS HE JINIIE
OKpeMHUX emi30[iB, a I 3arajJbHOrO 3JIOYMHHOTO KOHTEKCTY. MozentoBaHHs
3JIOYMHHOI OBEMIHKM BKJIIOYAE aHaII3 CIOCO0IB MiArOTOBKY Ta BUMHEHHS 3JI0YMHIB,
BUKOPHUCTAHHUX 3aco0iB i METOMiB, peakiii BUKOHABIIB Ha 30BHIIIHI 0OCTaBHHH, a
TAaKOXXK IXHIO TOBENiHKY IICIs BUMHEHHS 3/04MHY. Ha OCHOBI Takoro aHamisy
(hopMyIOThCA y3araJbHEeH! KpUMIHATICTHYHI MOJIEN, SKi JO3BOJISIOTh MPOTHO3YBATH
MOJANbINi il 3J0YMHIIB, BH3HAYATH HAWOUIBII IMOBIPHHX CyO0’€KTiB 3J0YHHY Ta
ONITUMI3yBaTH TaKTHYHI PIIEHHS AETEKTHBIB 1 cimimqunxX. KpuMiHamicTnaHuit aHai3 €
METOJIOJIOTIYHOI0 OCHOBOIO AQHAIITHYHOI JIETEKTHBHOI MisUIGHOCTI y BiliChKOBIi
KpuMiHanicTui. BiH noeaHye JorivHi, CTATUCTHYHI, IICHXOJIOTIUHI Ta iH(opMariiHi
METOAM JOCII/UKEHHs, CIIPIMOBaHi Ha Mi3HAHHS MeXaHi3MYy 3JI0YMHHOI TisUTBHOCTI y
fi mimicHocti. Y cmpaBax TNpPO BOEHHI 3J0YMHM KPUMIHANICTHYHHNA aHaji3
3aCTOCOBY€EThCS JJISl BiJHOBJIEHHI MOJii, BCTAHOBJIEHHS pOJIEHl OKpeMHX oci0,
aHai3y KOMaHIHHUX DIIIEHb Ta OIHKM X BIAMOBIAHOCTI HOPMaM MiXHApOIHOTO
rymaHiTapHoro mpasa. OcoOnuBy poib Bifirpae aHami3 CyKyHMHOCTI JOKa3iB, KOJIH
KOXEH OKpPEeMHil JI0Ka3 MOXKE MaTH OOMEXeHy [0Ka30By CHIy, alie B IO€JHAHHI
3 IHIOMMH YTBOPIOE JIOTIYHO Y3TO/DKEHY Ta HEPEeKOHINBY CHCTEMY. AHaliTHYHA
JICTEKTUBHA JISUTbHICTh TaKOXK IMepeadayae BUKOPUCTAHHS MPOQLUIIOBaHHSA 0cCi0,
NPUYETHUX JI0 BOEHHHUX 3JIOYMHIB, 3 YpaxyBaHHSAM IXHIX mocagoBux (QyHKLii,
MONEPEHbOr0 IOCBiLy, CTHJIIO YMPAaBIiHHA Ta MOBEIIiHKOBHX XapaKTEPHCTHK.
Le no3Bossie  OiMbII TOYHO BW3HAYATH CTYMiHb IXHBOI BIAMOBIZaNBHOCTI Ta
IUQEpeHIIIOBaTH pPOJb BHUKOHABIIB 1 KOMAaHAUPIB. AHATITHYHA [ETEKTUBHA
JISUTBHICT y BIHCHKOBIH KPUMIHAIIICTHIN B TAKOMY CEHCI BUCTYIIa€ HE JOTIOMIXHUM,
a CHCTEMOYTBODIOIOUMM €JIEMEHTOM pO3CIiJyBaHHS BOEHHHMX 3JI04MHIB. BoHa
3abe3mneuye nepexija BiJ pparMeHTapHOro 30MpaHHs (GaKTiB 0 MITICHOTO PO3YMIHHS
3JIOYMHHOI JIsTTBHOCTI SIK COIiaJbHO-TIPABOBOTO Ta OprauisaiiiiHoro seuma. Came
3aBJIIKH aHAJTITUYHOMY ITIIXOAY CTa€ MOXJIMBUM JOBEACHHS CHUCTEMHOCTI BOEHHHX
370YMHIB, BCTAHOBJCHHS IPUYMHHO-HACIIAKOBUX 3B’SI3KIB  MDK  PpIilICHHSIMH
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KOMaHIyBaHHsA Ta [IisIMH BHKOHABILIB, a TaKoX (opMyBaHHA H0Ka30Boi 0asw,

HPUATHOI IUIsi BUKOPHCTAaHHS SIK Y HaliOHAJIBHUX CyAaX, TaK 1 B MDKHApOTHHX
. . 1314151617181920

CYIOBHX IHCTHTYIIISIX .

5. Buxopuctanust OSINT y neTekTuBHIM AislibHOCTI
100 BOCHHUX 3JI0YMHIB

3a3Ha4MMO, 110 CHOTOIHI BUKOPUCTAHHS BIAKPUTHUX Kepel iHpopmanii (Open
Source Intelligence, OSINT) y cyuacHiii IETCKTHUBHIN MisSUIBHOCTI CTal0 OJHUM
13 KJIFOYOBHUX IHCTPYMEHTIB BiCHKOBOi KPHMIHAJTICTHKH. Y KOHTEKCTi 30pOWHOrO
KoHOmiKTy Ta BoeHHOTo cTany OSINT naOyBae 0cOOMMBOro 3HAYEHHS, OCKIIBKU
IO3BOJISIE OTPUMYBATH, ITIEPEBIPATH Ta aHANi3yBaTH iH(OpMAIil0 MPO BOEHHL
3MI0OYMHH 32 YMOB OOMEXKEHOTO JOCTYmy IO MicHsd TOZii, BiACYTHOCTI
6e31ocepe/IHFOr0 KOHTPONIIO HAJA TEPUTOPisIME ab0 HEMOXKIMBOCTI HEraifHOro
npoBeneHHs ciigunx (posmrykoBmx) nidf. CytHicts BukopuctanHi OSINT y
JNETeKTUBHIA IISUIBHOCTI IOJISra€ B CUCTEMHOMY 300pi Ta aHANITHYHIA 0OpoOIi
iHdQopMarlii, IO MICTUThCS Y BIIKPUTHX 1 3araJbHOJOCTYIHHX JDKEpenax, 3
MOJANbIINM ii IpOLeCyaJbHUM 3aKPIiIJICHHSIM Ta BUKOPHUCTAHHIM y JTOKa3yBaHHI.
Ha BiaMiHy Bim omepaTtuBHO-po3mykoBuxX 3axofiB, OSINT He mnepenbauae
HETJIACHOTO BTPYYaHHS Yy IpPUBATHE JXMTTSA, OJHAK NOTPeOy€e BHCOKOTO DiBHS
METOJMYHOI MiATOTOBKM Ta KPUTHYHOIO MHCICHHS 3 OOKy IpPaBOOXOPOHIIB
(cmigunx, merekTUBiB Tomo). CoIliaNbHI Mepexi € OTHHM i3 HAHMOTYKHIMHX
mkepen  OSINT y  poscmimyBaHHI  BOEHHUX  3704mHiB.  [lyOmikarii
BilCHKOBOCITYK0OBIIIB, OUEeBH/IIIIB, MiCIIeBHX JKUTEIIB, XKYPHAIIICTIB

3 Eurojust. Core International Crimes Casework Report 2023. The Hague : Eurojust, 2023.
52 p. URL : https://www.eurojust.europa.eu/publication/core-international-crimes-casework-
report-2023.

¥ European Union Agency for Criminal Justice Cooperation (Eurojust). Guidelines for
Prosecuting Core International Crimes. The Hague : Eurojust, 2023. 78 p. URL
https://www.eurojust.europa.eu/publication/guidelines-prosecuting-core-international-crimes.

5 International Criminal Court. Policy on Case Selection and Prioritisation. The Hague :
International Criminal Court, 2023. 28 p. URL : https://www.icc-cpi.int/sites/default/files/2023-
02/2023-Policy-on-Case-Selection-and-Prioritisation.pdf.

8 International Criminal Court. Prosecutor v. Jean-Pierre Bemba Gombo. Judgment
pursuant to Article 74 of the Statute. 1CC-01/05-01/08-3343. 21 March 2016. URL :
https://www.icc-cpi.int/court-record/icc-01/05-01/08-3343.

7 United Nations Independent International Commission of Inquiry on Ukraine. Report of
the Independent International Commission of Inquiry on Ukraine. Geneva : United Nations,
2023. URL : https://www.ohchr.org/en/hr-bodies/hrc/iicihr-ukraine.

8 United Nations. Berkeley Protocol on Digital Open Source Investigations. New York ;
Geneva : United Nations, 2022. 132 p. URL : https://www.ohchr.org/en/publications/policy-
and-methodological-publications/berkeley-protocol-digital-open-source.

%% United Nations. Manual on the Effective Investigation and Documentation of Torture and
Other Cruel, Inhuman or Degrading Treatment or Punishment (Istanbul Protocol). 2022 revised
edition. New York : United Nations, 2022. 224 p. URL : https://www.ohchr.org/en/
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2 Werle G., JeBberger F. Principles of International Criminal Law. 4th ed. Oxford : Oxford
University Press, 2023. 711 p.
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Ta IPONAaraHANCTCHKUX PECYpCiB HEPIAKO MICTATH BIAOMOCTI MpO dYac, MICHE Ta
0o0CTaBUHHM BUYMHEHHS 3J0YMHIB, y4acTh KOHKpPETHHX oci0 abo mizpo3ximis, a
TaKoX IPO JAHIIOT KOMaHAyBaHHS. Y JCTEKTUBHINH MisUTBHOCTI iH(popMamis i3
COLIAJIbHUX MEpEeX BHKOPUCTOBYETHCS UIs: ineHTHdikauii ocid, MpUYeTHHX IO
BOEHHHX 3JI0YMHIB; BCTAaHOBIICHHS iXHBOTO Micls IepeOyBaHHS y BU3HAUCHUI
NPOMDKOK 4acy; MiATBEPIKCHHS HAJNEKHOCTI J0 KOHKPETHOTO BifCHKOBOTO
Migpo3Aiy; BIATBOpPEHHS WO Ta mepeBipkM IOKa3aHb CBiAKiB. BomHouac
COIaNIbHI MEpeXki € CepeIOBHUIIEM BHCOKOTO PIiBHS ne3iH(dopMarii, MaHIMyIAMii
Ta TMMOCTAHOBOYHHX MaTepiamiB. Y 3B’S3Ky 3 IIMM JETEKTHUBHA AiIsUTBHICTD Y cdepi
OSINT mepenbadae 000B’S3KOBY IEpeBipKy aBTEHTHYHOCTI aKayHTIB, dacy Ta
Micus myOunikamii, adHami3 MeTagaHuX, 3iCTaBiIeHHS iH(opmamii 3 IHIIMMHK
JDKEpenaMH Ta BUKOPHCTAHHS NMPHHIMITY MHOKMHHOTO MiITBep/XKeHHs. Bineo- ta
(doromaTepiany, OTpUMaHi 3 BIAKPUTUX JXKEpel, BiJirpaloTh OCOOINBO BaXKIHBY
poNb y IOKYMEHTYBaHHI BOEHHUX 3J0YMHIB. BOHH [03BOJNSIOTH (hiKCyBaTH
Hachmifku oOCTpimiB, aBiayJgapiB, 3HHUIICHHS UHUBIIBHOI  iHPACTPYKTYpH,
HOBOJKCHHS 3 BifiCHKOBOIIOJOHEHHMH Ta LUBIJIBHUM HACEICHHAM. Y JCTEKTHBHIH
IISTTPHOCTI Taki MaTepiald BUKOPHCTOBYIOTBCS [IJIS: BCTAHOBIICHHS (akTy
BUMHECHHS 3JI0YMHY;, BH3HAUCHHS THITy 3aCTOCOBAHOTO 030pO€HHS; imeHTH(iKaril
0ci0, TEXHIKM Ta CHUMBOIIKH WiAPO3JALTIB; BIATBOPCHHS MOCTITOBHOCTI TMOJIiil.
Oco6nrBe 3HAa4YCHHS Ma€ KPUMIHAIICTHYHMN aHaii3 300pa)keHb, SKUH BKIIOYAE
nepeBipKy LidicHOCTI (aiiniB, aHami3 TiHel, MOroJHUX YMOB, 00’ €KTIB MiCLIEBOCTI,
3iCTaBJIeHHA 3 IHIIMMH Bimeo- Ta (oTomaHUMH. [leTeKTHBHA AISUIBHICTD y il
cthepi BuMarae 3amydeHHsS CHEUiaJbHUX 3HAHb 1 EKCIIEPTiB, a TaKOX YiTKOTO
JIOTPUMAaHHS BUMOT MpOIecyalbHOro o¢hopMieHHS N0Ka3iB. CymyTHHKOBI 3HIMKH
Ta reoJIOKaIilHI JaHl € OJHUM 13 HAUOLIBII 00’ €KTHBHUX 1 MEPEKOHIUBUX JKEPET
OSINT y po3ciigyBaHHI BOEHHUX 37104MHIB. BoHH H03BONSIOTH (hikCyBaTH 3MiHI
MICIIEBOCTI, TEPEMIIICHHs BiMCHKOBOT TEXHIKM, HACIiIKA OOWOBHX Jiif Ta
pyHHYBaHHS LUBUIBHMX OO’€KTIB y JAWMHAMINi (HaHi BHKOPUCTOBYIOTBCS JUISL:
MiATBEPXKEHHA Miclld 1 4Yacy BYMHEHHS 3/I0YMHY; BCTAaHOBJECHHS MapLIpyTiB
HepeMillleHHsT MiAPO3MaiMaiB;, 3iCTaBJICHHS IOKa3aHb CBIiAKIB 3 00 €KTUBHHUMHU
JAaHUMH; JOBEJCHHS CHCTEMHOI'0 XapakTepy 3J0YMHHOI MisIbHOCTI. I'eonokamiiiHi
IIaHi, OTpUMaHi 3 THPPOBHUX MPHUCTPOIB, 3aCTOCOBYIOTHCS JUISI BCTAHOBJICHHS MICIIS
nepeOyBaHHS KOHKPETHHX OCi0 y KPUTHYHHH MOMEHT, IO Ma€ BUpINIabHE
3HAYEHHS IS JOBEJCHHs MEPCOHAIBbHOI y4acTi Y BOEHHOMY 3704uHi. KirouoBoio
ocobnuBicTio BukopuctanHs OSINT y JeTeKTHBHIN NisJIBHOCTI € HEOOXiTHICTh
HOro HAJIEKHOTO MPOLECYaTbHOTO 3aKpimieHHs. [HpopMallis 3 BIAKPUTHX JKEpeE
cama 1o cobi He 3aBX/IU Mae€ CTaTyc J0Ka3y, OJHAK MOXKE CIYryBaTH IiJCTaBOIO
JUI TPOBECHHS CIiguux (pO3IMIyKOBUX) Aid, (GopMyBaHHsS CiIiguux Bepciit Ta
OTPUMAaHHS MPOIECYAIbHO JOIMyCTUMUX JOKa3iB. B3arami, y MixkHapogHOMY BUMIpi
OSINT pemani axTHBHIIIE BHUKOPUCTOBYETHCA Yy TPAKTHI MIKHAPOAHUX
KPUMiHAJIBHUX TPUOYHATIB i MiXKHAPOAHOTO KPUMIHAIBHOTO CYAY, IO 3YMOBIIIOE
HEOOXINHICTh JOTPHMAaHHA BHCOKHX CTaHIAapTiB BepHdikamii, 30epekeHH
JIAHIIOTa JJOKAa3iB Ta JOKYMEHTYBaHHs Jukepen noxokenHs indopmanii. OSINT y
JNETEKTUBHIH JisTIbHOCTI Y BiMICBKOBIi KpUMIHAIICTHII — [1€ CTPATETriYHO BaXKJIMBUI
IHCTPYMEHT BCTAQHOBJCHHS (aKTHMYHUX AAHMX Y CIIPaBax PO BOEHHI 3JI0YHHH.
Moro edexTHBHICTH 3aNeXHTh Bil OEAHAHHS TEXHIYHMX MOXKIHBOCTEH,

137



AHANITUIHOTO MHCICHHS Ta YITKOrO JOTPUMAHHS MNPOLECYyaTbHUX 1 ETHYHHX
CTaHI[apTiB21222324.

6. Oco0MBOCTI IeTEKTHBHOI AiSlIbHOCTI
HA TUMY2C0BO OKYIIOBAHMX TEPUTOPIsIX

JleTekTnBHA AISUIBHICTD y CHpaBax IPO BOEHHI 3JI0YMHM, BUMHEHI Ha THMYacOBO
OKYNOBaHMX  TEPHTOPISIX,  XapaKTepH3yeThCS  OCOOJMBOIO  CKIAAHICTIO  Ta
crienniYHIME yMOBaMH 37iHiCHEHHs. BincyTHICTh e)eKTHBHOTO KOHTPOJIO 3 OOKY
JIep’kaBHUX OpraHiB YkpaiHu, oOMexeHuil a0 MOBHICTIO BiACYTHIM JOCTYII 10 MiCIA
Nofii, MOCTil{Ha 3arpo3a JKUTTIO Ta Oe3meni ocid, a TaKoXK aKTHBHA MPOTUALSL 3 OOKY
OKYHAIlIHUX aJMiHICTpamiii 3yMOBIIOIOTh HEOOXiJHICTh 3aCTOCYBaHHS HETpaIu-
OIMHUX MAXOmiB A0 300py Ta aHami3y IOKa30BOi iH(opMmamii. Y Takux ymoBax
JIETEKTUBHA JisUTbHICTh BUXOJHUTH 33 MEXI1 KITaCHYHOI MOJIeNi 0€3M0CEePEIHBOTO OISy
MicIIg 1ofii Ta MPOBEeeHHs ClTiTUnX (PO3MIyKoBHX) Aiil. Bona HaOyBae BimkiiageHoro,
JIMCTAHIIIHHOTO Ta 6araTOpiBHEBOTO XapaKTepy, HOEAHYIOUH eJIeMEHTH KpUMIiHAIICTHY-
HOTO aHaji3y, aHaJITHYHOI pPOOOTH, BUKOPHCTAHHS LHM(POBUX TEXHOJNOTIH Ta
MiKHApoOAHOI cmiBmpari. OIHiI€I0 3 KIIOYOBHX MPOOIEM OCTEKTUBHOI MisUTBHOCTI
Ha TUMYacOBO OKYIOBAaHHX TEPUTOPIAX € (aKTHYHA HEMOMJIMBICTH CBOE€YACHOTO Ta
MOBHOIIIHHOTO OIJIITy Micid moxii. JleTekTuBM Ta ciigdi Mo30aBieHi MOMKIHUBOCTI
Oe3mocepeqHbO (BiKCYyBATH CIIIM 3IOYHHY, BITyYaTH PEUIOBi JOKA3U, IPOBOJHUTH CIIiT4i
EKCIIEpUMEHTH Ta iHIII TPOIeCyalibHi il Y MOMEHT BUMHCHHS 3JI0YMHY a0o onpasy
micast HbOTO. Y 3B’S3KYy 3 MM OCOOJMBOTO 3HAUCHHS HaOyBae KPUMIHATICTHYHE
BIATBOPEHHs! (PEKOHCTPYKIis) IOJIH, IO IPYHTYEThCS Ha aHA3l HENPSMUX JIOKas3iB,
1M(POBUX CHiiB, MaTepiaiiB BiIKPUTHUX [DKEPEN Ta CBIAYEHBb OCI0, SIKi 3aIHIIAIN
OKYINOBaHy TepuTOpito. JleTeKTHBHA AISUIBHICTb Y TaKUX YMOBaX OpIEHTYETbCA HE
CTUIBKM Ha (iKCaIlilo OKPEMHX CIiJiB, CKIJIbKM Ha BIITBOPEHHS 3arajbHOI KapTUHU
3JI0YMHY 3 YpaxyBaHHSAM YaCOBHUX, POCTOPOBHX 1 MOBEAIHKOBUX YHHHHKIB. BaskBUM
HAIpPSMOM JIETEKTHUBHOI TisSTTBHOCTI Ha THMYACOBO OKYIOBaHUX TEPUTOPISX € poboTa 3
BHYTPIIIHBO MEPEMIlIEHUMH 0Cc0o0aMH, ODKEHIAMH Ta IHIIMMH CBiJKaMH, SKi
3aMIIIM 30Hy okymanii. Came mi ocoOM 4acTO BHCTYNAlOTh OCHOBHHUM JDKEPEIOM
NepBUHHOI iH(popManil Mpo BUMHEHI BOEHHI 3JI0YMHY, IXHIX BUKOHABIIIB Ta 0OCTABHHH.
OcOONHUBICTIO JIONMUTY TAKUX CBIOKIB € IXHifl NICHXOJIOTIYHMH CTaH, 3yMOBIICHHMIi
HEePSKUTHM HACWIILCTBOM, TPHBAJIMM IepeOyBaHHAM y 30HI OoifoBux i, crpaxom
perpeciii OO0 POAMYIB, SKi 3aIMINIINCS HAa OKYNOBaHi Tepuropii. JlerekTmBHa
ISUTBHICTE Y IIbOMY KOHTEKCTI MOTpeOy€e 3acTOCYyBaHHS CIIEIIIbHUX TAKTHYHHUX

2 Eurojust. Core International Crimes Casework Report 2023. The Hague : Eurojust, 2023.
52 p. URL : https://www.eurojust.europa.eu/publication/core-international-crimes-casework-
report-2023.

2 International Criminal Court. Prosecutor v. Jean-Pierre Bemba Gombo. Judgment
pursuant to Article 74 of the Statute. I1CC-01/05-01/08-3343. 21 March 2016.
URL : https://www.icc-cpi.int/court-record/icc-01/05-01/08-3343.

2 United Nations Independent International Commission of Inquiry on Ukraine. Report of
the Independent International Commission of Inquiry on Ukraine. Geneva : United Nations,
2023. URL : https://lwww.ohchr.org/en/hr-bodies/hrc/iicihr-ukraine.

2 United Nations. Berkeley Protocol on Digital Open Source Investigations. New York ;
Geneva : United Nations, 2022. 132 p. URL : https://www.ohchr.org/en/publications/policy-
and-methodological-publications/berkeley-protocol-digital-open-source.
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MPUITOMIB, COPSMOBAHMX HA MiHIMI3allil0 MOBTOPHOI TpaBMaTH3aLii, 3a0e3MedeHHs
Oe3neky CBiIKIB Ta OTPHMAaHHS MAaKCHUMaJIBHO IIOBHHX 1 JIOCTOBIPHUX IIOKa3aHb.
3Ha4yHy poJb BiJirpae Takox (hikcaris mokasanb y (GopMi, IPUIATHIH IS OAAIBIIOr0
BUKOPHCTAHHS Yy CYyIOBHX IIPOBa/DKEHHSX, 30KpeMa B MDKHAPOIHHX CYAOBUX
iHcTuTyUisix. e BUMarae NOTpUMaHHsS CTaHAAPTIB JOKYMEHTYBaHHsI, HeperOaueHux
MDKHAPOJHUM TyMaHITAPHUM IIPABOM 1 MPAKTHKOI MiKXHApOJHOTO KPUMiHAJIBHOTO
Cydy. YMOBH THMYAacOBOi OKyHalii 3yMOBIIOIOTh IIMPOKE 3aCTOCYBAaHHSA
JMCTaHLIHHOrO JOKyMEHTYBAaHHS BOEHHHMX 3JIOYHHIB SIK OIHOTO 3 KIIOYOBHX
iHCTPYMEHTIB JIeTeKTHBHOI MisuTbHOCTI. MeThest mpo 30MpaHHs Ta aHami3 indopmarii
6e3 (i3ndHOI MPUCYTHOCTI Ha MicHi HOJI{, 3 BUKOPUCTAHHAM LH(POBUX TEXHOJOTIH,
OSINT, cynyTHHKOBHX 3HIMKIB, Bimeo- Ta (hoToMarepiamiB, a TaKOXX MarepiasiB
MDKHapOHMX i HEypsIOBUX opraHizamiil. J{McTaHIiiHe NOKYMEHTYBaHHS JO3BOJISIE
¢ixcyBaTu (haKkTH 3I0YMHIB Y PEKUMI peasIbHOTO Yacy abo 3 MiHIMaJIbHOIO 3aTPUMKOIO,
30epiraTd JOKa3d O MOMEHTY JACOKymauii TepuTopiii Ta (opMyBaTéd NEpBHHHY
Joka3oBy 0Oasy. Ilpu mpoMy IeTeKTHBHA MisUTBHICTH NMOBHHHA OYTH CHPSMOBaHa Ha
3a0e3neyeHHs aBTEeHTUYHOCTI, IIUTICHOCTI Ta TEPEBIPIOBAHOCTI TAKUX MaTEpialliB, IO
Mae BHpilIabHE 3HAYCHHS U8 1X IIOJAIBIIONO IMPOLECYaIbHOTO BHKOPHCTAHHS.
OcoONMBICTIO JIETEKTHBHOI IISUTBHOCTI HA TUMYAcOBO OKYIOBaHHX TEPUTOPILIX € 1i
BifKaieHnit xapakrep. [lepBuHHE HOKyMEHTYBaHHS 3JI0YHMHIB 31iHCHIOETBCS 3a04YHO,
TOMI SK TMOBHOIIIHHE IOCYIOBE PO3CIiAyBaHHs, BKIIOUHO 3 OIJISAIOM Micls IO,
eKCIIePTHUMH JIOCTI/DKCHHSAMH Ta BWIYYCHHSM PEYOBHX MIOKa3iB, 4acTO MOJKIIHBE
JIMIIE TICNs IeoKymnamii BianoBigHoi Tepuropii. Takuid miaxin BUMarae cTpaTeriqaHoro
IUIAHYBaHHSA JETEKTHBHOI [IisUTBHOCTI, 30€peXeHHS Ta CcHCTeMarusauii 3i0paHoi
iH(opMalIii, a TaKOX MiATOTOBKH A0 MOBTOPHOTO a00 J0JATKOBOTO JOKYMEHTYBaHHS
3M0YMHIB Yy MaiOyTHrOMY. BonHouac BiH mo3BOisie 3a0e3mednTH Oe3repepBHICTH
PO3CITiTyBaHHS Ta HEJOMYIICHHS BTPATH JOKa3iB HABITH 32 BiJICYTHOCTI OCTYILy IO
Micis noxii. MoxkHa ckasaTy, 1o, JeTeKTHBHA JisUTbHICTh Ha THMYAacOBO OKYIOBAaHHUX
TEPHUTOPISIX BHUCTYIIA€ CAMOCTIHHUM i HaJ3BHYAiHO CKJIAIHMM HAlpsMOM BiHCHKOBOI
KpUMiHanicTHKU. BOHa moeaHye eleMeHTH KpUMiHaICTHYHOTO aHali3y, ICHXOJIOTiI,
MGPOBUX  TEXHONOTif Ta MDKHAPOTHOTO  CHIBPOOITHUITBA, 3a0e3Meuyoun
MOXJIMBICTh TOKyMEHTYBAaHHSI BOEHHUX 3JIOYMHIB HaBITh y HAaHCKIAIHIIINX YMOBAaX.
A eeKTHBHICTH Takoi IisIBHOCTI Ma€ BHUpIMIAIBHE 3HAYCHHS HE JIMIIE IS
MPUTSATHEHHS] BUHHUX OCi0 IO KPUMIHAJBHOI BiJIITOBINAIBHOCTI, a M 11 BITHOBJICHHS
ICTOPHYHOI CIPABETHBOCTI, 3aXHCTy IPaB MOTEPHUINX Ta (HOPMYBaHHS JIOKa30BOI
6a3u T MDKHApOIHOT KPUMiHAIBEHOT FOCTHITIT
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2023. URL : https://www.ohchr.org/en/hr-bodies/hrc/iicihr-ukraine.

2" United Nations. Berkeley Protocol on Digital Open Source Investigations. New York ;
Geneva : United Nations, 2022. 132 p. URL : https://www.ohchr.org/en/publications/policy-
and-methodological-publications/berkeley-protocol-digital-open-source.

% United Nations. Manual on the Effective Investigation and Documentation of Torture and
Other Cruel, Inhuman or Degrading Treatment or Punishment (Istanbul Protocol). 2022 revised
edition. New York : United Nations, 2022. 224 p. URL : https://www.ohchr.org/en/publications/
policy-and-methodological-publications/istanbul-protocol.
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7. MizkHapoaHA 1eTeKTHBHA CHiBIIPAIs

MixHapoaHa AeTEKTHBHA CIIBOpAI y cdepi po3ciiLyBaHHS BOEHHHX 3JI0YHHIB
€ HEBiI' €MHOI0 CKJIQJIOBOIO CYYacHOi BiHCHKOBOI KPHUMIHANICTHKH Ta 3yMOBJICHA
TpaHCHALIOHAJBHUM XapaKTepoM TAaKUX IPaBONOPYIIEHb, MAacIITa0HICTIO IX
HACNIJKIB, a TaKo)X HEOOXIMHICTIO JOTPHMMaHHSA MDKHApOAHHX CTaHAApPTIB
JoKa3zyBaHHsS. B ymoBax 30poitHMX KOHQUIIKTIB HAI[iOHAIbHI NPaBOOXOPOHHI OpraHu
00’€KTHBHO TOTPeOYIOTh KOOPAMHAIII 3 MDKHAPOAHMMH IHCTUTYLISIMH, IO
BOJIOJIIOTh  CHEIiaJbHAMH  MaHIaTaMH, JOCBiIOM Ta  pecypcamMu  Uis
JIOKYMEHTYBaHHA 1 TpaBOBOi OI[HKM BOEHHUX 3J04MHIB. OnHi€0 3 HaWOUIbII
epexTHBHUX (OPM TakKoi B3a€EMOJii € CTBOPEHHS CHUIBHUX ciiguux Tpymn (Joint
Investigation Teams - JIT). IX nmisyeHiCTE HO3BONSIE 06’ €mMHATH 3yCHILIS
MPaBOOXOPOHHMX OpPTraHiB KUIBKOX JepxaB, 3a0e3NeduTH ONepaTHBHHH OOMIH
iHpopMalli€lo, CIiNbHE IUIAHYBaHHS CIITYAX Ta MAETEKTHBHUX MiH, a TaKoxX
Y3ro/pKeHe BUKOPUCTAHHS J0Ka3iB y HAI[IOHATBHUX Ta MDKHAPOIHHUX KPUMiHAJIBHUX
npoBamkeHHsx. Y Mexax JIT dopmyerses equuuit miaxix mo 36opy, dikcarii ta
30eperkeHHA JOKa3iB, 0 Ma€ 0COOIMBE 3HAUCHHS AT MOJABIIOTO IX BUKOPHCTaHHS
B MDKHApOOHHMX CYIOBUX IHCTaHLIAX. BaXIMBUM HampsMOM MDKHApOIHOL
JIETEKTUBHOI CHIBIpami € B3aeMofis 3 MiKHaApOOHHM KpUMiHANEHUM cyaoM. BoHa
OXOIUTIOE TIepeady MarepialiB KPHMIiHAIBHUX IPOBAKCHb, aHANITHYHHAX 3BITIB,
pe3yIbTaTiB  EKCIIEPTHUX JOCHIDKCHb, a TaKOX KOOPAMHAINI i 1010
ineHTHdiKamii  ocid, SAKi MOXYTh HECTH IHIWBIAyaJbHy  KPUMIHQJIBHY
BI/IMOBIIAJIBHICTD 32 BOEHHI 31m04nHHU. [Ipy 1[bOMy HalliOHaJbHI OpraHy JIOCYAO0BOTO
pO3CITilyBaHHs ~ aNanTylOTh CBOIO JAETCKTHBHY [JiSUIBHICTD /IO  CTaHAApTIB
JIOKa3yBaHHs, 10 3acTocoByloThcss MKC, 30Kkpema IIOJO JOBEJCHHS JIAHIIOra
KOMaH/lyBaHHs, HasBHOCTI yMHCIy Ta YCBiJOMJICHHS IPOTHIPABHOTO XapakTepy
BUMHEHHX Aifl. OOMIH 10Ka30BOIO iH(OPMAIi€o MiX AepKaBaMU Ta MDKHAPOJAHIMHI
OpraHi3aIlisiMi CTaHOBUTH OKPEMHU HAaNpsM MIDKHAPOIHOI NETEKTHBHOI CITiBIpAIi.
Bin Brutouae nepenady marepiaiiB ¢orto- i Bimeodikcarii, CymyTHUKOBUX 3HIMKIB,
mudposux maHux, pesynsratie OSINT-nocnimKeHb, a TAKOXK CBIAYEHb MOTEPILINX,
CBifKiB Ta oueBHAUiB. Takuii 0OMiH MOTpeOye AOTPUMAHHS HPHHIMIIB HAJCKHOT
nporecyansHoi  GopMmu, 3aXHCTy TNEpCOHANBHHX JaHUX Ta 3a0e3nedyeHHs
ABTEHTHYHOCTI JOKa3iB, MI0 € KPHUTUYHO BAKIUBUM NS iX TMOAAIBLIOI MPAaBOBOI
OIIHKH. 3arajioM Mi>KHapOJHa AETEKTHBHA CIHIBMpans Cpuse yHidikamii miaxoais 10
pO3CIiTyBaHHS BOEHHUX 3JI0YMHIB, MiABHIIYE €()EKTHBHICTh JTOKYMECHTYBaHHS
MIKHapO/HHX 3JI0YMHIB Ta CTBOPIOE MEPEJLYyMOBH I HEBiIBOPOTHOCTI MOKapaHHs
0ci0, BUHHHUX y TpyOHX MOPYMIEHHSX HOPM MIXKHApOTHOTO T'YMaHITapHOTO IIpaBa.
YV KOHTEKCTi BilfichKOBOi KPHMIHANICTHKH BOHA BHUCTYINA€ BAKINBUM IHCTPYMEHTOM
iHTerpamii HalmioHaJbHUX 1 MDKHapOJHUX MEXaHi3MIB NpPaBOCYIJS Ta 3MILHEHHS
MDKHapOIHOT KPUMIHAIBHOT FOCTHIIIT 3arajiom

2 Bantekas I., Nash S. International Criminal Law. London ; New York : Routledge, 2022. 384 p.

% Schmitt M. N. (ed.) Tallinn Manual 2.0 on the International Law Applicable to Cyber
Operations. Cambridge : Cambridge University Press, 2017. xli, 598 p. DOI: https://doi.org/
10.1017/9781316822524.

®# United Nations Office on Drugs and Crime (UNODC). Manual on Mutual Legal
Assistance and Extradition. Vienna : United Nations Office on Drugs and Crime, 2018. 456 p.
URL : https://www.unodc.org/documents/organized-crime/MLA_Manual_E.pdf.
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TakTnyHi TpUHOMH JETEKTHBHOI IisNIBHOCTI y BIHCHKOBIH KpHUMIiHATICTHII
CTaHOBIIATH CYKYITHICTh CIENialbHUX METO/IB 1 CIIOCOOIB OpraHi3amii Ta 3IiiCHeHHS
CHIMYMX 1 AHANITHYHUX IiH, CIPSIMOBAaHMX HA E(QEKTHUBHE BUKPHUTTS BOEHHHUX
3I04MHIB Ta BCTAHOBIEHHsS OCi0, MPUYETHMX 10 iX BUMHEHHS. IX 3aCTOCYBAaHHS
3YMOBJICHE CKJIJHICTIO BiMCHKOBHUX 3JI0YMHIB, 0araTOpiBHEBICTIO KOMAaHIHUX
CTPYKTYp, MaCKyBaHHSM NPOTHUIIPABHOI AiSUIBHOCTI Ta aKTUBHOIO MPOTHUII€IO 3 OOKY
OpraHi3oBaHUX BiHChKOBUX (opMmyBaHb. OpHielo 3 0a30BUX OCOOIUBOCTEH
TaKTUYHUX NPUIOMIB Y BIHCHKOBIH KPUMIHANICTHII € iX CIIPSIMOBAHICTh HE JIMIIE HA
(hikcaIliro OKpeMoro 3JI0YMHHOTO JAiSHHS, @ ¥ Ha BiATBOPCHHS IUTICHOTO MEXaHi3My
3]I0YMHY, IO BKIIOYA€ IIJTOTOBKY, HPUHHATTS pillleHb, BiIJaHHA HakasiB,
BUKOHAHHSI Ta MPUXOBYBaHHS HACII/IKIB. ¥ IIbOMY KOHTEKCTi JIETEKTUBHA JISUTEHICTh
BUXOJWTh 3a MEXi KIACHYHOTO BCTAHOBJIEHHS (akTy 3/0YMHYy Ta HaOyBae
CHCTEMHOTO XapakTepy, OpIEHTOBAaHOTO Ha BHKPHUTTSI OPTaHi30BaHOI Ta iepapxiuyHO
BUOYAyBaHOI 3MOYMHHOI MOBeAIHKU. OIHUM 13 KIIOYOBHX TAKTUYHUX HPUHOMIB €
NpPUXOBaHe BCTAHOBJICHHS 0COOM 3IIOYMHIIA, sIKe Iepeadayae moeTamnHe HaKOMUUeHHS
IoKa30Boi iH(opmamii 0e3 mepeauyacHOr0 PO3KPUTTS IHTEPECy IPaBOOXOPOHHUX
OpraHiB 70 KOHKpeTHOi ocoOu. Takwii MmiAXix H03BOJSE 3amo0irTH 3HHUIICHHIO
JTOKa3iB, Y3TO/DKEHHIO TOKa3aHb MK CITIBy4acHHKaMH Ta BTEYi ITiIO3PIOBAHHUX.
[MpuxoBana imeHTHGIKAIIS 3IOYMHINB 3MIHCHIOETHCS MUISXOM KOMIUIEKCHOTO
aHanizy UMQPOBUX CIHiniB, MarepiamiB Bimkputux mkepen inpopmanii (OSINT),
ciyx0oBUX 1 OOHOBMX JOKYMEHTIB, (oTO- Ta BimeomarepialiB, MEPEXOIIICHHX
KOMYHiKamil, a TAKOX IUIIXOM 3icTaBleHHS (PaKTHYHUX JaHUX 13 BIJOMOCTSIMHU IPO
CTPYKTYpY, MiINOPSOKOBAHICTE 1 MUCIOKALiI0 BIMCHKOBHX migpo3aimiB. Takuit
TaKTUYHHHA TPUAOM JIO3BOJIIE TOCTYIOBO 3BYKYBAaTH KOJIO TNPHYETHUX OCi0 i
MEPEXOIUTH [0 TPOIIECYaTbHUX i JIMIIE 32 HASBHOCTI JOCTATHBOI JOKA30BOI Oa3m.

OcobmuBe Mice y CHCTeMi TaKTHYHMX HPHHOMIB TOCiTae JTOKyMEHTYBaHHS
KOMaHJHOI BiIIOBINAMBHOCTI, IO € OAHIEI0 3 BH3HAYAJIBHUX PHC PO3CIiTyBaHHS
BOEHHHUX 3JIOYMHIB. JIeTeKTMBHA MisUIBHICTH y I[bOMY HampsMi CHpsIMOBaHa Ha
BCTAHOBJICHHS HE JIMIIEC Oe3MoCepe/iHiX BUKOHABIIB MPOTUIPABHHUX i, a W 0cib
KOMaH/IHOTO Ta KePiBHOTO CKJIaJy, SKi BiJIaBay 3J0YMHHI HaKa3W, CAaHKI[IOHYBaJIH
iX BUKOHaHHS, CTBOPIOBAJM YMOBH Ui BYMHEHHS 3JI0YMHIB a00 CBiIOMO He
BXHBAJIM  3aXOMiB Ui iX [OpuUOHHEHHA. J[OKyMEHTyBaHHS  KOMaHIHOI
BIJIMOBIATBHOCTI TOTPeOye pPETeNBPHOrO aHaNi3y JIAHIIora KOMaHJIyBaHHS,
dopmanbHOTO 1 (PAKTUYHOTO MIiAMOPSAKYBAHHSA, TIOPSAKY TPHUHHATTS pIlICHb,
XapakTepy Ta 3MICTY BIIJIAHUX HaKa3iB, a TaKOXX BCTAHOBJICHHS OOI3HAHOCTI
KOMaHJIMPIB IIO/I0 MPOTHUIIPABHOTO XapaKTepy MiH MiJUTEerINX i MOXIIMBUX HACIiJIKIB
Takux Iiif. Y 1bOMY KOHTEKCTi TaKTHYHI HPUHOMH JETEKTUBHOI IisTIBHOCTI MarOTh
BIAMOBIAaTH MDKHApOJAHUM CTaHAApTaM [JOBEICHHsS, 30KpeMa MPUHLHUIIAM
IHAMBIAyaJIbHOI KPUMIHAIBHOI BiIIOBIZAaIBHOCTI Ta BiAMOBINAIFHOCTI KOMaHIUPIB,
cOpPMYJIbOBaHUM Y TPaKTHII MDKHApPOTHHX KPHMIiHANbHUX TPHOYHATiB i
Mi>XHApOIHOTO KPUMIHAIBHOTO Cyy. BaxkiInBOI0 YMOBOIO €()eKTUBHOCTI TAKTUIHHUX
MPUHOMIB € MOEIHAHHS CIIYMX 1 aHATITHYHUX METOMIB JCTEKTHBHOI IisSUIEHOCTI.
KiracuyHi ciipgi mii — TONWUTH, OTJISLIH, OOLIYKH, €KCIIEPTH3U, THMYACOBUH JOCTYI
JI0 peueii 1 JTOKYMEHTIB — JIOTIOBHIOIOTHCS KPUMIHATICTUYHAM aHATi30M BEIHKUX
MacuBiB iH(opMmaLii, MoOyI0BOI0 aHATITUYHUX MOJENCH, PEKOHCTPYKIUIEI MOii
y poCTOpi ¥ Yaci, BCTAHOBJICHHSIM THUIOBHX CXEM Ta IIOBTOPIOBAHHMX EJICMCHTIB
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37I0YMHHOI MOBEAiHKH. Takuii CHHTE3 JO3BOJISIE HE JHIIC (iKCYyBAaTH OKPEMi TOKA3H,
a # ¢QopmyBaTH ILiJTiCHY J0Ka30By KOHIIENNII0 KPHMIHAJIGHOTO HPOBAKEHHS.
Oxpemy yBary B MeXaxX TaKTHUHHX IPUHOMIB TPHOIIEHO YypaxyBaHHIO
MCHXOJIOTIYHUX OCOOJIMBOCTEH MiJIO3PIOBAaHMX, CBIAKIB i moTepmninux. Po3ymiHHsS
MOTHBAlii, pIiBHA MiJIOPSIIKOBAHOCTI, CTPaxy BiJIMOBIJAJBHOCTI, TPYNOBOL
JOSUTBHOCTI 200 11eooriyHoi 0OyMOBJICHOCTI HOBEAIHKH OCi0, MNPUYETHHX [0
BOEHHHX 3JI0YMHIB, JO3BOJIIE OOWMpaTH HaHOLIBII €(PEeKTUBHI TAaKTHYHI NPHAOMHU
KOMYHiKaii, IOMUTY, TepeBIpKM IMOKa3aHb 1 BUKPHUTTS HEMPaBIUBOi iH(OpMaii.
3aranoM TaKTHYHI MPUHOMH ETEKTUBHOI MIsIIBHOCTI y BIMCHKOBIA KPHMiHATICTHII
MaloTh KOMIUICKCHHH, OaraTopiBHeBHH 1 MDKAMCHMIDTIHApHHH XapakTtep. Bonun
CIpsIMOBaHI Ha JOCATHEHHS TOJIOBHOI METH PO3CIiAyBaHHS — IOBHE, BceOiuHe i
00’€KTHBHE BCTAaHOBJICHHS OOCTAaBHH BOEHHOTO 3JI0YHHY, POJIi KOXKHOTO YYaCHHUKA Ta
3a0e3neyeHHs. HEeBiIBOPOTHOCTI KPUMIHAIBHOI BiJIIOBIJaJBHOCTI 3 IOTPUMAaHHIM
HaIllOHAJBHUX 1 MDKHAPOAHUX CTaHAAPTIB KPUMiHAIIBHOTO HpOBaL[)KeHH5132333435.

8. [IpodsieMu Ta nmepcneKTHBU PO3BUTKY AeTeKTHBHOIL AiSVILHOCTI

Bzarami, meTekTHMBHa MisUIbHICTH y cdepi po3CimyBaHHS BOEHHUX 3JI0YHHIB
XapaKTePU3y€EThCSl BUCOKUM DPIBHEM CKJIAZHOCTI, IO 3YMOBJCHO K 00 €KTUBHHMHU
yMOBaMH 30pOWHOT0 KOH(MIIIKTY, TaKk i HEAOCKOHAIICTIO HOPMAaTHUBHO-TIPABOBOTO Ta
OprasizamiiHoro 3a0e3medcHHs. AHaN3 MPOONEM 1 TMEPCIeKTHB ii PO3BUTKY Mae
BaKJIMBE 3HAUCHHS 111 GOpMyBaHHS e(DeKTUBHOI MO/ BiiiCbKOBOT KPUMiHATICTUKH,
3[aTHOI BIANOBIJATH CYyYaCHUM BHKJIMKaM BifHM Ta ITCISIBOEHHOIO MPaBOCYAMS.
Cepen KITIOUOBHX HPoOJieM ETEKTHBHOI AisUIBHOCTI HacaMIepe MO)KHa BUOKPEMHUTH
MpaBoBi 0OMeXEHHs, OB’ s13aHi 3 ()parMEeHTApHICTIO HAIiOHABHOTO 3aKOHOJIABCTBA Y
cdepi po3ciiyBaHHS BOEHHUX 3JI0YHHIB Ta HOT'O HEMOBHOIO Y3TOKEHICTIO 3 HOPMaMH
MDKHAPOJHOTO TYMaHITapHOTO 1 KpPHMIHANRHOTO TpaBa. UYWHHI TpolecyalbHi
MEXaHI3MH He 3aBXKIU BPaxOBYIOTH CHEIU(]IKy MAaCOBHX 3II0YHHIB, BANHEHUX Y 30HI
0oifoBHX Jili a00 HAa TUMYACOBO OKYIOBAaHHX TEPHUTOPIAX, IO YCKIAHIOE HAJICIKHE
30upaHHsl, (ikcallito Ta 30epeKeHHs oKa3iB. J[01aTKOBOIO MPOOIEMOIO € CKIIATHICTh
peanizamii MiDKHApPOJHOI IOPHCIMKIII, 30KpeMa y BHIIa[KaX, KOJM IIiJ03pIOBaHi
nepeOyBaloTh 32 MEXaMH JIOCSHKHOCTI HaIiOHaJbHHUX TPaBOOXOPOHHHX OpraHiB ado
KOPHCTYIOTBCSI (paKTHYHHAM IMYHITETOM, 3yMOBJICHHM BiHCHKOBHM YH TMOJITHYHHM
cratycoM. OkxpeMmy Trpymy mpoOJieM CTaHOBIATH €TWYHI [AWIEMH JETEKTHBHOL
JUSUTBHOCTI, sIKi OCOGIIMBO 3arOCTPIOIOTECS B yMOBaX BilHH. MeThest, 30kpema, Tpo
OaaHc MK HEOOXiTHICTIO e(EKTHBHOTO JOKYMEHTYBaHHS BOEHHHX 3JIOYHHIB 1

¥ Ambos K. Treatise on International Criminal Law. Volume 111: International Criminal
Procedure. 2nd ed. Oxford : Oxford University Press, 2024. 912 p. DOI: https://doi.org/
10.1093/1aw/9780192844262.001.0001.

% Cryer R., Friman H., Robinson D., Wilmshurst E. An Introduction to International
Criminal Law and Procedure. 4th ed. Cambridge : Cambridge University Press, 2019. 536 p.
DOI: https://doi.org/10.1017/9781108689279.

% International Criminal Court. Policy on Case Selection and Prioritisation. The Hague :
Office of the Prosecutor, ICC, 2023. 28 p. URL : https://www.icc-cpi.int/sites/default/files/
2023-02/2023-Policy-on-Case-Selection-and-Prioritisation.pdf.

% Sluiter G., Harnisch C., Buisman C., Zahar A. International Criminal Procedure:
Principles and Rules. Oxford : Oxford University Press, 2013. 1176 p. DOI: https://doi.org/
10.1093/1aw/9780199658022.001.0001.
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JOTPUMAHHSAM TIpaB JIIOAWHM, 3aXHCTOM IPHUBAaTHOCTI MOTEPIUINX, CBiAKIB Ta
MiJIO3pIOBaHMX, A TAKOXK IIPO MOMYCTUMI MeXi BHKOPUCTaHHA LU(POBUX IaHHX,
MarepiayiB i3 COWIaIbHUX MepeX, CYIyTHUKOBHX 3HIMKIB 1 IEpeXOIUICHHX
KOMyHiKkauiil. BukopucraHHs Takux mkepen iHopmarii, 3 oxHoro OOKy, 3Ha4HO
miBHIye eheKTHBHICTD PO3CIIAYBaHHs, a 3 IHIIOTO — IMTOPODKYE PH3UKH MOPYIICHHS
MPUHLIIB 3aKOHHOCTI, MPOMOPIIHHOCTI Ta HEJOMYLIEHHS BTOPHHHOI BiKTHMIi3allii
notepninux. He MeHImI cyTTeBUMHU € opraHizamiiiHi Ta KaapoBi mpoOiiemu, 30Kpema
nedimuT creniani3oBaHUX NETEKTHBIB 1 aHANITHKIB, HEJOCTATHIM PIBEHBb IMiATOTOBKH
KaJpiB y cepi MKHAPOJHOTO KPUMIHAJIBHOTO MpaBa Ta BiiicbKOBOI KPpUMiHATIICTUKH, &
TaKo)K OOMEXEHICTh TeXHIYHHX 1 (hiHaHCOBHX pecypciB. B ymMoBax BiliHM 1l ipobiemn
MOCHITIOIOTHCS TIOCTIHHOIO 3arpo30r0 Ge3rell MpariBHUKIB IPABOOXOPOHHHX OPTaHiB i
HEOOXIJHICTIO OIepaTHBHOTO pearyBaHHs Ha BEJIHMKY KUIBKICTh KpPHMiHAJIBHHX
HpoBapKeHb. BoJHOYAC MEPCIeKTHBH PO3BHTKY ACTEKTHBHOI AISUIBHOCTI y CIpaBax
PO BOEHHI 3JI0YMHH TIOB’S3aHI HacamIepea 3 YJOCKOHAIEHHSM 3aKOHOJABCTBAa Ta
MPAKTUKA HOTO 3acCTOCYBaHHS. AKTYaJbHUM € TIOJAJble TapMOHI3yBaHHA HAIIio-
HAJIBHOTO KPHMIHAIBHOTO 1 KPHMIHAJIBHOTO IIPOLIECYalbHOTO 3aKOHOJABCTBA
3 HOpPMaMH MDKHApOJHOTO TYMaHITapHOTO IpaBa Ta CTaHAapTaMd MiKHapOIHOro
KPUMIHAIBHOTO CyJy, 30KpeMa II0J0 BH3HAYEHHS CKIAJIIB BOEHHHX 3JI0YHHIB, (HOpM
BIIIOBIJAIBHOCTI Ta TPaBWI JOKa3yBaHHA. BakKIMBUM HampsiMOM € HOpMAaTHBHE
BPETYJIIOBaHHS BUKOPHCTAHHS IM(poBHX mgoka3iB i pesymnprariB OSINT-anamizy
3METO0 3a0e3MeueHHs X JOMyCTUMOCTI Ta HAaJiHHOCTI Yy KpHMiHAIBHOMY
npoBa/uKeHHI. [IepCrieKTHBHMM  HANpsMOM PO3BUTKY € TaKOX BIPOBAJUKEHHS
CYYaCHUX aHAJITHYHUX 1 iHGOPMAIIHHUX TEXHOJOTiH, BKIIOYAIOUN CHCTEMH 00pOOKH
BEJIMKMX MACHBIB [aHWX, INTyYHWH IHTENEKT, TeoiHpopMaliifHi cucremu Ta
KPUMIHAIICTHYHE MOJETIOBaHHA. Taki I1HCTPYMEHTH 3[aTHI iICTOTHO IIiJBHIIUTH
e(eKTHBHICTh  JIETEKTUBHOI MiSTIBHOCTI, CIPHATH BCTAHOBJICHHIO CHCTEMHHX
3JI0YMHHUX TPAKTUK i BHSBJICHHIO NPUXOBAHHWX 3B’SI3KIB MK MOAISIMH, ocobamu Ta
BIIICbKOBMMHM Miipo3/iamMy. BupimaneHe 3Ha4YeHHS JUIS MOJAJIBIIONO PO3BHUTKY
JICTEKTHBHOI JAISUTBHOCTI Ma€ PO3LIMPEHHs MIDXHAPOIHOI CITIBIIpali, 30KpeMa yd4acTh
y COITBHUX CIIYUX Tpynax, oOMiH J0Ka30BOIO Ta aHANITHYHONIO iH(OpMAILli€o,
3alydeHHs eKCIIepTHOI MiATPUMKHA MDKHApOJHMX opradizamiid. Taka B3aemomis He
JIMIIE TiIBHIIYE SKICTh PO3CIiTyBaHHS BOEHHHX 3JIOYMHIB, @ W CTBOPIOE MiATPYHTS
IUTs eDEKTUBHOTO MPUTSTHEHHSI BUHHUX OCI0 /IO BiJITOBINATBHOCTI Ha HAIIOHATBHOMY
Ta MDKHapOJHOMY PIBHSX, 10 € B)KJIMBHM €JIEMEHTOM BiJHOBJICHHS CIIPAaBEIIMBOCTI
Ta BEpPXOBEHCTBA IIpaBa B yMOBax 30pOMHOrO KOHQUIIKTYy 1 MICISBOEHHOTO
nepiony*57%,

% Eurojust. Joint Investigation Teams — Practical Guide. 2nd ed. The Hague : Eurojust,
2023. 88 p. URL : https://www.eurojust.europa.eu/publication/joint-investigation-teams-
practical-guide.

% International Criminal Court, Office of the Prosecutor. Strategic Plan 2023-2025.
The Hague : ICC, 2023. 40 p. URL : https://www.icc-cpi.int/sites/default/files/2023-07/2023-
2025-Strategic-Plan.pdf.

% United Nations Office on Drugs and Crime (UNODC). Handbook on Complementarity:
An Introduction to the Role of National Courts and the ICC in Prosecuting International Crimes.
Vienna : United Nations, 2023. 132 p. URL : https://www.unodc.org/documents/justice-and-
prison-reform/Handbook_on_Complementarity.pdf.
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BHUCHOBKH

VY pesynbTaTi IPOBENEHOrO MOCTIKEHHS C(HOPMOBAHO IIUTICHE TEOPETHKO-
HpHUKIIaHe OaueHHS JIETeKTUBHOI JISUTBHOCTI y cdepi BIHCHKOBOT KPUMIHANICTHKH SIK
KOMIUIEKCHOT0, 0araTOpiBHEBOTO Ta iHTErpaTHMBHOTO BUIY MpOQeciitHOl AisIbHOCTI,
CIIPSIMOBAHOTO Ha e(eKTHBHE OKYMCHTYBAaHHs], PO3CIiIyBaHHS Ta OKa3yBaHHSI
BOEHHHX 3JI0YMHIB B yMOBax 30poifHOro KoH(miKTy. JloBeaeHo, 1o cydacHa MOJENb
JIETEKTUBHOI IiSUIBHOCTI BHUXOAWTHh 33 MEXI TPaAMLINHOTO PO3YMIHHS CIiAYOL
pobotn Ta HaOyBa€ CTPaTEridvHOIO XapakTepy, MHOETHYIOUH IIPOIECyallbHi,
aQHANITHYHI, TEXHOJIOT1YHI Ta MI>XXHAPOIHO-KOOTIEpaNiliHi KOMIIOHEHTH.

OOrpyHTOBaHO, IO BOEHHI 3JIOYMHHM MAlOTh CIeIU(IYHy NpaBOBY Ta KpHMi-
HAJIICTUYHY TPHUPOIY, sIKa 3yMOBIIIOE OCOONMBOCTI iX JokasyBaHHs. Ha BimMmiHy Bin
3araJlbHOKpUMIHAIBHUX NPABOIOPYIIEHb, Y CIpaBax MPO BOEHHI 3I0YMHU HEOOXiTHO
BCTAHOBJIIOBATH KOHTEKCT 30pOWHOr0 KOHQUIIKTY, 3B’SI30K IisSIHHS 3 BOEHHUMH [iSIMH,
a TaKOX BiAMOBIAHICTH MOBEAIHKH Cy0’€KTa O3HAKaM MIKHApOIHOTO I'yMaHITapHOTO
npasa. Lle oOyMOBIIO€ MiABUILEHI BUMOTH [0 AHANITHYHOI pOOOTH, CHCTeMaTH3allii
JIOKa3iB 1 BIATBOPEHHS NOBHOI KapTWHH mofii y 1i MOMITHYHOMY, BiiCEKOBOMY
Ta COLiaJIbHOMY BHMIpi.

BcranoBneHo, mo cuctemMa Cy0’€KTIB NETEKTUBHOI AIsUIBHOCTI y CHpaBax Mpo
BOEHHI 3JIOYMHM Ma€ CKJIAIHUH IHCTHTYLiHMI xapakrep. Bona oxommoe
HalliOHAJIbHI OpraHW JIOCYJOBOTO PO3CIiTyBaHHS, IIPOKYPOpIB, CIIemianizoBaHi
MiPO3/iMH, eKCIepPTHI YCTaHOBH, AaHAJITHUYHI LEHTPH, a TaKOX MDKHApPOIHI
IHCTUTYLIT Ta MApTHEPCHKi CTPYKTYypH. EdeKTuBHICTD TaKol MisTIBHOCTI 3aJISKHUTh BiJ
HaJIOKHOI KOOpAMHAIII MK LMK Cy0 €KTaMH, PO3MEKyBaHHS KOMIIETCHLIl Ta
yHidikanii cTaHAapTiB T0Ka3yBaHHS BiAMOBIIHO 10 MXKHAPOJHUX BHMOT.

OxpeMy yBary MNpUAUIGHO NpoOIeMaTHIli BCTAHOBIEHHS OCOOM HEBIZOMOTO
3JI0YHHI Ta JOKYMEHTYBAaHHS KOMAHIHOI BiIIOBifaIbHOCTI. JloBE/IeHO, 10 B yMOBax
iepapxi4HOl BiHCHKOBOI Oprasizamii KJIFOYOBOTO 3HAUCHHS HaOyBae PEKOHCTPYKIiS
BEPTUKANI YIPABIIHHSA, BCTAHOBJICHHA (DAKTUYHOrO KOHTPOJIO KOMAaHIMpa Haz
HiJJISTIMMY, aHali3 Haka3iB, KOMyHikamliii i moBeniHkoBuX Mojeneil. Lle morpedye
BUKOPHCTaHHS KOMIUIGKCHMX KPUMIHATICTHYHHX METOMIB, BKJIIOYAIOUM KPUMi-
HaJIICTHYHE MOJICTIFOBaHHS, aHaNI3 BEJIMKUX MAaCHBIB JAHUX Ta MU(POBHUX CIIi/IiB TOIIO.

Y poboTi apryMeHTOBaHO, IIO AaHAJNITHYHA JETEKTHBHA MisJIBHICTH €
CHCTEMOYTBOPIOIOUMM €JIEMEHTOM CydJacHOI BiCHKOBOI KpHMiHamicTHKH. BoHa
3a0e3meuye IHTErpalio po3pi3HEHHX JIO0Ka3iB, (OPMyBaHHS JIOTIYHUX 3B’A3KIB MiX
OKpEeMHMH €IIi30J]aMH, BHSBJICHHS 3aKOHOMIPHOCTEH 3JI0YMHHOI IOBENIHKH Ta
ineHTHdiKamio mpudeTHUX oci6. OcoONUBY poib y IBOMY MPOIECi BiIirparoTh
iH(popMaLifiHO-aHAIITHYHI TEXHOJOTIi, 30KkpeMa 00poOKa BENMKHX MAacHBIB JIaHUX,
reonpocTopoBuil anamis, iuppoBa Bepudikaiiss MmaTepianiB Ta BHKOPUCTaHHSI
MeToiB BiakpuToi po3Bigku (OSINT).

JoBeneno, mo mu¢poBi T0Ka3M CTAIOTh OJHKUM i3 KIIFOUOBHX JDKepelt iHpopmMartii
y cmpaBax NHpo BoeHHI 310unHHU. CyIyTHHKOBI 3HIMKH, Bigeomarepiaid, maHi
COIIaJbHUX MEpex, reoJIOKaIiiHI KOOPIUHATH, eNeKTPOHHI KOMyHiKanii GpopMyoTh
HOBY JTOKa30BY PCAJIbHICTh, KA MOTpeOye 3a0e3neueHHs aBTCHTHYHOCTI, IIUTICHOCTI
Ta JONYyCTUMOCTI TaKUX MarepiaiB y cygoBoMy mpoueci. BogHouwac ix
BUKOPHCTAHHS CTABUTb IIUTAHHS L0JI0 METOAOJIOTIYHOI CTaHAapTH3aLlil, HAJIGKHOTO
30epeKeHHs Ta eKCIEePTHOI OLiHKH.
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[IpoanamizoBaHO OCOOMMBOCTI 3IifICHEHHA HETEKTHBHOI MisUIFHOCTI Ha THUM-
4acoBO OKYIIOBAaHHMX Ta JCOKYIIOBAaHMX TEPUTOpisx. BcraHoBneHo, mo Taki yMOBH
CTBOPIOIOTH KOMIUICKC JOJATKOBUX PH3HKIB Ta MPOLECyalbHUX TPYAHOILIB,
MOB’sI3aHUX 13 0e3neKoro, 0OMEKEHHM JOCTYNOM IO Micllb MHOJil, pyilHyBaHHAM
MaTepiaJbHUX CIiMiB 1 MCHXOJOTIYHAM CTaHOM moTepniaux. lle 00yMoBiIO€E
HEOOXIHICTh 3aCTOCYBAaHHA IMCTAHUIMHMX (HOpM ITOKYMEHTYBaHHs, HONEpPEIHBOI
(hikcarii iHpopMarlii Ta MOETAITHOrO BiJHOBIICHHS 10Ka30B01 0a3H.

BaKJIMBUM CTpAaTEriYHHUM HAIpPSIMOM PO3BUTKY JAETEKTHUBHOI [isUIBHOCTI
BHU3HAUYEHO MDKHAPOAHY CHIiBHpamoo. bo ydacTs y CHUIBHUX CHITYHX Tpynax, OOMiH
iH(popMaIli€lo 3 IHO3EMHUMH IapTHEPAaMH, B3a€MOJIS 3 MDKHAPOAHHMH CYJOBHMH
IHCTUTYIISIMA ~ CIPUSIOTH  IIJBHIIEHHIO  e(QEKTHBHOCTI  pO3CIifAyBaHb Ta
3a0€3MeUyOTh BiAMOBIAHICTh J0Ka30BO1 0a3uW MiKHAPOJHHUM CTaHAapTaM. Takuii
nigxin Gpopmye nepesyMOBH Ul IPUTSATHEHHS BUHHUX OCI0 10 BiAMOBIAIBHOCTI SIK
y HaIllOHAJIFHUX CyJaX, TaK 1 Ha MDKHAPOAHOMY PiBHI.

V3aranpHIOIOYH Pe3yJIbTaTH AOCIIIKEHHS, MO’KHA CTBEPDKYBATH, 10 JICTEKTUBHA
ISUTBHICTE Yy cdepi BIHCHKOBOT KPUMIHATICTHKA € CAMOCTIHHIUM KOMIUICKCHUM
HampsMoM TIpodeciiiHoi Ta HAayKOBOI MisUIBHOCTI, SKHH TOTpeOye IOaibIIOro
TEOPETHYHOTO OCMHCIEHHS Ta METOAWYHOro BIOCKOHaNeHHs. [lepcrexTuBu i
PO3BHTKY TIOB’S3aHi 3 YHOCKOHAICHHSM HOPMAaTHBHOTO PpETYJIOBAaHHS, BIIPOBa-
JDKCHHSM CyYacHHMX IM(POBHX TEXHOJIOTiH, MiABUIICHHSAM piBHA mnpodeciitHol
MiZFOTOBKU KaJpiB, a TAaKOX i3 PO3LIMPEHHSIM MiKHAPOIHOI Koomepalii. 3armporo-
HOBaHA KOHIEMIIS NETEeKTUBHOI MisUTBHOCTI CTBOPIOE METOMOJOTIUHE MiIIPYHTS VIS
dopmyBaHHA e(EeKTHBHOI CHUCTEMH pO3CIIAyBaHHA BOEHHHUX 3JIOYMHIB, 31aTHOL
3a0e3MeunTH HAJeKHE JOKYMEHTYBAHHs, JOKa3yBaHHsS Ta IPUTATHEHHA 1O Bimo-
BiZJAIEHOCTI 0Ci0, BUHHUX Y TOPYIICHHI HOPM MIDKHApOJHOTO T'YMaHITapHOTO TpaBa
B YMOBAaX Cy4acHOTO 30pOHHOTr0 KOHQITIKTY.

AHOTANIA

VY pocmimkeHi 3iHCHEHO KOMIUIEKCHE TEOPETHKO-IPHKIAJHE TOCIHiIKESHHS
JETEKTUBHOI JiSUIBHOCTI y cdepi BifiCbKOBOI KPUMIHANICTUKH B YMOBaX Cy4acHOTIO
30pOfHOTO  KOH(QIIKTY. AKTYalbHICTb TEMH 3yMOBJEHa Oe3MpeneeHTHUM
3pOCTaHHAM KUTBKOCTI BOEHHHX 3JI0YMHIB, YCKJIAJHEHHSAM MEXaHi3MiB 1X BUMHEHHS
Ta HEOOXiJHICTIO 3a0e3reveHHs e(QEeKTUBHOTO MTOKYMEHTYBaHHS 1 JIOKa3yBaHHS
BIATIOBITHO 0 HAI[IOHAJIBHUX 1 MDKHAPOJHHUX CTAaHAAPTIB. Y poOOTi 00IpyHTOBAHO,
IO TpajWLidHI MIIXOOM OO KPHUMIHAIICTHYHOrO 3a0e3NedyeHHs J0CYyJIOBOTO
po3cilifyBaHHs MOTPeOYIOTh KOHIENTYalbHOTO OHOBJICHHS 3  YpaxXyBaHHSIM
TPaHCHALlIOHAJILHOTO ~ XapaKkTepy BOEHHUX 3JIOYMHIB, CrHequ(pikd KOMaHIHOT
CTPYKTYpH BiHCBKOBMX (POpMyBaHb Ta aKTMBHOIO BHMKOPUCTaHHA LM(PPOBHX
TEXHOJIOT1H y Cy4acHHX OOMOBHX IisX.

[Ipoanani3oBaHO CYTHICTh JETEKTHBHOI HisIIBHOCTI K 0araTOBUMIPHOI CHCTEMH,
IO MOEJHYE TNPOIeCyalbHi, OpraHisamiiiHi, aHamiTHYHI Ta iHQOpMAaIiiHO-
TEXHOJIOT1YHI KOMIIOHEHTH. Bu3HaueHo, mo ii 3MicT BUXOANUTH 3a MeXi KIIAaCHIHOTO
PO3YMIHHS CJIiJYOi TisSUTBHOCTI Ta BKJIOYAE KOMIUICKC 3aXO[iB i3 BCTAaHOBIICHHS
obcraBuH mopii, imeHtudikamii ocid, NPUYETHUX [O BUMHEHHS 3JIOYHHY,
JOKyMEHTYBaHHS KOMaHIHOI BiJIIOBIiJaJbHOCTI, a TaKOX IHTerpamii qokasiB i3
pisHopinHux mkepen. OcobnuBy yBary MpPUAUICHO BCTAaHOBJICHHIO 1HAWBITyanbHOT
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KPUMiHAJIFHOI BiJIIOBIANEHOCTI B YMOBAaxX i€papXidHoi BifiCEKOBOI opranizamii, mo
nepenbadae PeKOHCTPYKIIIO BEPTHKANII YNpPaBIiHHA, aHANII3 HakasiB, KOMYyHiKamiit
Ta (aKTUIHOTO KOHTPOJIIO HAM i UICTIINMH.

Oxkpemuii 6JIOK JOCHIPKEHHS MPUCBSIUYCHO aHATITHYHIA TETCKTUBHIN MisUTBHOCTI
Ta KPUMIHAJICTHYHOMY MOJCIIOBAHHIO SIK KJIFOYOBUM IHCTPYMEHTaM CHCTEMaTH3aLil
noka3oBoi iHdopmanii. JloBegeHo, 10 BUKOPUCTaHHSA LHU(POBUX AOKa3iB,
TeONPOCTOPOBOTO aHANI3y, BEJIMKUX MACHBIB JaHHUX, MaTepialiB BIIKPUTHX IKepel
(OSINT) i cynyTHHKOBHX 3HIMKIB (JOpMy€ HOBY JIOKa30BY PeajbHICTb, SKa MOTpeOye
HaJE)KHOI METO/OJNIOTIYHOI CTaHAapTu3alii Ta 3abe3ledYeHHs aBTEHTHYHOCTI i
nomyctumocTi iHdopmarii. O6rpyHTOBaHO, M0 IM(POBI3aIisl PO3CIiTyBaHb ICTOTHO
PO3IINPIOE MOKIIMBOCTI JOKYMEHTYBAaHHS BOEHHHX 3JI0YHMHIB, BOJHOYAC BHCYBAIOUN
MiABUIIICHI BUMOTH 110 TIPOdECiifHOT MiArOTOBKU Cy0 €KTIB JCTEKTHUBHOI MisUTHHOCTI.

[poanamnizoBaHo  OCOONMBOCTI  3IIHCHEHHsS pPO3CIiAyBaHb HAa THMYacoBO
OKYIOBAaHHUX 1 JICOKYIIOBAaHUX TEPHUTOPISAX, A€ OOMEKEHHH HOCTYyN O Miclb MOZii,
pYHHYBaHHS MaTepialbHHUX CIIIIB Ta PU3UKHU IS OE3MEKH YYaCHUKIB KPUMiHAIBHOTO
MPOBa/DKEHHA 3YMOBIIIOIOTH HEOOXITHICTh 3aCTOCYBaHHS JUCTAHIIHHUX (opM
JOKyMEHTYBaHHS Ta IOETAIIHOTO BIJHOBIECHHs [OKa30Boi Oa3u. HaromomieHo Ha
CTpaTerivHOMy 3HAYCHHI MDKHApPOIHOI CIIBIPALli, y4acTi y CHUIBHUX CIIJUUX TpyIax
Ta y3ro/pKEeHHI IPoLeyp NOoKa3yBaHHS 3 MDKHAPOIHUMH CTaHJapTaMH, 110 3a0e3nedye
MEPCIICKTURY TPHUTATHEHHS BHHHHUX OCIO JI0 BiMOBIZANbHOCTI SIK HA HAIlIOHATBHOMY,
TaK 1 Ha MDKHApOJIHOMY DiBHSIX.

VY pe3ynbTati JOCTIHKEHHS CPOPMYIHOBAHO KOHIIENTYaNbHy MOJAENH AETEKTHBHOL
ISUTBHOCTI  y  BIMCHKOBI KPHMIHANICTHIN $IK 1HTETPAaTUBHOI CHCTEMH, 3aTHOL
3a0e3neunTH eh)eKTUBHE PO3CIIiTyBaHHS Ta JOKAa3yBaHHS BOEHHUX 3JI0YMHIB B YMOBaxX
CyJacHHX BUKIHKIB. OTpHMaHI BHCHOBKH MOXYTh OyTH BHKOPHCTaHI I BIOCKO-
HAJICHHS TEOPETHYHMX 3acajl KPUMIHAIICTHUKH, PO3BUTKY METOIMK PO3CIiILyBaHHSI
BOEHHMX 3JIOYHMHIB Ta IIJBHIICHHS NPaKTUYHOI e(EeKTHBHOCTI AiSUIBHOCTI IpaBo-
OXOpPOHHHX OpPraHiB.

KirouoBi cioBa: OSINT, BilficbkoBa KPUMIHATICTHKA, BOEHHI 3JI0YHHH,
JIETeKTUBHA AiSUIBHICTD, TOKA3yBaHHS, KOMaHHA BiIIIOBINaJIbHICTh, KPUMIHAIICTUIHE
MOJICIOBAHHS, MIKHapOJHE TyMaHITapHe MPaBo, MI>KHAPOIHA KPUMiHAJIBHA FOCTHILISL.
MDKHapO/IHA CIIBIPALls, CILTBHI CIiTHi TPyTH, IH(POBI TOKa3H.
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CRIMINAL PROCEDURAL AND FORENSIC ASPECTS
OF PROVING HATE SPEECH IN THE DIGITAL ENVIRONMENT

Koval A. A., Kazarian E. H.

INTRODUCTION

Countering hate speech on the Internet, social media platforms, and within the
public sphere constitutes one of the central challenges facing contemporary
democratic societies and represents an important dimension of the implementation of
the 2030 Agenda for Sustainable Development. Hate speech undermines the
fundamental values of the European Union (EU) — respect for human dignity,
equality, freedom, democracy, and the rule of law — and poses a serious threat to
human rights, social cohesion, and public security. For Ukraine, which is confronting
full-scale armed aggression while simultaneously pursuing a strategic course toward
European integration, the issue of hate speech has acquired particular urgency.
The escalation of social tensions, the systematic dissemination of disinformation, and
the active exploitation of digital platforms as instruments of information warfare
contribute to the normalization of hatred and discrimination, thereby directly
endangering human rights, societal resilience, and democratic stability.

Hate speech should be regarded not merely as a socio-communicative
phenomenon but, above all, as a human rights concern requiring clear and effective
legal mechanisms of response. In this regard, European standards developed within
the framework of EU law and the Council of Europe play a pivotal role, including the
case law of the European Court of Human Rights, recommendations of the
Committee of Ministers of the Council of Europe, the work of the European
Commission against Racism and Intolerance, and the EU Code of Conduct on
Countering lllegal Hate Speech Online.

According to data from the Office of the Prosecutor General of Ukraine, the
number of criminal offences recorded under Article 161 of the Criminal Code of
Ukraine between 2019 and 2025 has remained consistently high, ranging from 65 to
123 cases annually *. The overall trend indicates the persistent and systemic nature of
the problem, particularly given the significant latency of such offences.

Accordingly, the detection and investigation of hate speech in the digital
environment, especially on social media platforms, remains an issue of exceptional
relevance. It is directly linked to the protection of human rights, the safeguarding of
information security, the preservation of social harmony, and the effective
functioning of democratic institutions in the face of emerging global challenges.

! Odic Tenepansroro mpokypopa. Odimiiiamii caiir. URL: https://gp.gov.ua/ua/posts/pro-
zareyestrovani-kriminalni-pravoporushennya-ta-rezultati-yih-dosudovogo-rozsliduvannya-2.
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1. Theoretical and Legal Foundations for Countering Hate Speech

In pursuing its European integration trajectory, Ukraine has undertaken
commitments to comply with international standards on equality and non-
discrimination, including the Convention for the Protection of Human Rights and
Fundamental Freedoms 2, the Council of Europe Framework Convention for the
Protection of National Minorities, Recommendation CM/Rec(2022)16 of the
Committee of Ministers to member States on combating hate speech®, and
Recommendation No. R (97) 20 on “hate speech™.

Despite these commitments, the use of hateful rhetoric and incitement to hostility
continues to proliferate. According to data from the National Police of Ukraine and
civil society monitoring organizations, more than 370 instances of public
dissemination of hate speech on social media were recorded in 2024 alone.
Approximately 70% of these cases involved discrimination on the grounds of
nationality, religion, or sexual orientation °.

Hate speech encompasses calls for discrimination, the promotion of the
superiority of one group over another, dehumanization, and the dissemination of
hostile or degrading imagery ©. Its regulation inevitably requires a careful delineation
between the constitutionally protected right to freedom of expression and the
obligation to safeguard the rights and dignity of vulnerable groups. At the same time,
it is worth emphasizing that in everyday communication a significant part of society
does not realize that it uses elements of hate speech with regard to certain groups,
considering such expressions socially acceptable (for example, “Asians,”
“Caucasians,” etc.)7.

Criminal liability for hate speech-related offences in Ukraine is governed, inter
alia, by Article 161 of the Criminal Code — violation of citizens’ equality, Article 300
— distribution of works promoting violence and cruelty, Articles 109 and 110 — public
calls for violent change of government and encroachment upon territorial integrity,
Article 436 — propaganda of war (in cases where hate speech takes the form of
advocating armed aggression or inciting armed conflict), and Article 436-1 —
production and dissemination of communist and National Socialist (Nazi) symbols

? KOHBEHIIii MPO 3aXHCT TpaB JIOAMHH i OCHOBOMOJOXHHX cBOGON : MixkHapomHuit
nokyMeHT Bix 4 https://zakon.rada.gov.ua/laws/show/995004#Text.

® Recommendation CM/Rec(2022)16 of the Committee of Ministers to member States on
combating hate speech. Ogiyitinuii eéebnopman Komimemy Minicmpie Paou €eponu. URL:
https://search.coe.int/cm?i=0900001680a67955.
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Freedom of Expression.
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and propaganda of totalitarian regimes (applicable where hate speech is associated
with the glorification of such regimes or the promotion of their ideologies) ®.

Preventing and countering hate speech and incitement to hatred on the Internet,
particularly on social media platforms, is inherently complex and multidimensional.
A central component of this process is evidentiary activity in criminal proceedings of
this category, aimed at ensuring the criminal accountability of perpetrators.

The digital nature of offences related to incitement to hatred and discrimination
on social media entails a number of specific features.

First, particular attention must be paid to the detection and preservation of digital
traces containing information about the dissemination or incitement of hatred. In
addition to complaints submitted by victims, law enforcement authorities conduct
proactive monitoring of open sources through specialized cybersecurity units across
platforms such as Facebook, X (Twitter), Telegram, TikTok, YouTube, and
Instagram. Since the servers of social media platforms are often located outside
Ukraine, timely access to relevant data may be complicated. Accordingly, it is
essential to employ international legal assistance mechanisms (MLAT requests,
Interpol channels) and cooperation frameworks with digital platforms (for example,
Facebook Transparency Center).

Currently, both European states and Ukraine utilize specialized digital forensic
tools to detect and analyze hate speech in social media. These include data
extraction and forensic analysis software such as FTK (Forensic Toolkit), EnCase,
and X-Ways Forensics, which are applied to examine storage devices and recover
deleted files. Tools such as Cellebrite and Oxygen Forensics are widely used in the
examination of mobile devices, enabling the analysis of text messages, call
records, and geolocation data.

Network traffic analysis is conducted using Wireshark, while Maltego enables
the collection of OSINT data and the mapping of relationships between individuals.
Big data analytics technologies, such as Splunk and the ELK Stack, are applied to
process large volumes of information and identify behavioral patterns among users.
Data decryption tools, including Passware Kit and Elcomsoft, facilitate the recovery
of encrypted files and electronic communications®.

According to international practice, key digital forensic instruments used in the
analysis of social media include the following:

1. Pipl — a service that aggregates data from online archives based on a single
variable (such as an email address or phone number) and provides access to
additional relevant personal information *°.

8 Kpuminanbnuii konexc Ykpainu : 3akon Ykpainu Bix 05.04.2001 p. Ne 2341-11l. URL:
https://zakon.rada.gov.ua/laws/show/2341-14#Text.
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YKpaiHChKOT HAyK.-MPakT. KoH}. (M. Mukoais, 24 xait. 2025 p.). Muxonais : Bug-so YHY
im. ITetpa  Morumn, 2025. C. 60-61. URL: https://dspace.chmnu.edu.ua/jspui/bitstream/
123456789/2794/1/X1%20t0puxununi%20Morunsacbki%20unranss. pdf.
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data protection? Journal of Data Protection & Privacy. 2021. Vol. 5 (1). Pp. 7-25.
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2. WebPreserver — an automated web and social media archiving tool capable of
rapidly collecting online content, expanding hidden replies and comments, and
preserving social media profiles from multiple platforms **,

3. Makeawebsitehub — a resource that regularly updates listings of emerging
social interaction applications, which may assist investigators in expanding web-
based inquiries and identifying lesser-known platforms potentially containing
relevant information 2.

4. TinEye — a reverse image search tool that enables identification of original
images and detection of other websites where the same image has been used, thereby
assisting in tracing the source of visual content shared on social media®.

5. TweetBeaver — a tool designed to extract substantial volumes of data from
public Twitter (X) accounts and to analyze connections between accounts™,

Empirical research conducted by foreign scholars indicates that the BiLSTM
(Bidirectional Long Short-Term Memory) model demonstrates high accuracy in
detecting hate speech. Owing to its enhanced sensitivity to contextual and semantic
features, as well as sequential patterns in textual data such as tweets, BiLSTM proves
particularly effective in identifying the complex and nuanced manifestations of hate
speech™.

Upon detecting publications, comments, videos, or images that may contain
elements of hate speech, the content must be properly preserved by creating
screenshots, screen recordings, and saving relevant metadata (URL address, date and
time of publication, account identifiers, IP address, hashtags, etc.).

Within the framework of contemporary approaches to criminal investigations,
digital forensic tools are acquiring increasing significance in both international and
national practice. Their application facilitates the detection, preservation, and
substantiation of criminal conduct, thereby contributing to the effective
implementation of the principle of inevitability of punishment. Scholarly literature
emphasizes the importance of an integrated use of the following instruments:

— keyword- and hashtag-based search mechanisms, with lists developed
in accordance with thematic or regional focus;

1 Thouvenin F., Hettich P., Burkert H., Gasser U. 4 web archives. In: Remembering and
Forgetting in the Digital Age. Law, Governance and Technology Series. 2018. Vol. 38.
Springer, Cham. Pp. 84-101. DOI: https://doi.org/10.1007/978-3-319-90230-2_6.

12 Spencer J. 101 social networking sites you need to know about in 2022. 2021. URL:
https://makeawebsitehub.com/social-media-sites/.

13 Kondal M., Singh, V. Comparative analysis of tineye and google reverse image search
engines. International Journal of Innovative Science and Research Technology. 2022.
Vol. 7 (1). Pp. 205-207. DOI: https://doi.org/10.5281/zenodo.6378256.
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Amazon fires on social media. In: Mair M., Meckin R., Elliot M. (Eds) Investigative Methods:
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— Big Data technologies for identifying patterns and visualizing information
flows;

— analysis of geolocation data, as well as photo and video materials obtained
from open sources and digital platforms;

— application of image and video processing software to detect falsifications or
confirm authenticity;

— examination of data extracted from electronic devices, including stored files,
messages, and call records;

— identification of users and objects through facial recognition systems combined
with database cross-referencing.

Although technologically sophisticated, these instruments substantially expand
the possibilities of digital evidentiary practice, including in criminal proceedings
related to hate speech offences .

Among the current directions of digital forensic research, the following may also
be distinguished:

— analysis of data stored in cloud environments, including the identification,
extraction, and authentication of information located on remote servers;

— examination of mobile devices, primarily smartphones, aimed at establishing
data structure, communication history, deleted objects, and other relevant artifacts;

— analysis of information exchange applications (messengers, social networks,
encryption software) used on mobile devices and computers;

— investigation of Internet of Things (IoT) devices — network-connected “smart”
devices such as surveillance cameras, trackers, and sensors;

— network forensics, involving the analysis of traffic structure, access logs, IP
addresses, and other digital traces within network environments;

— examination of modern interactive devices and virtual assistants (including
Amazon Alexa, Google Assistant, Siri) capable of storing voice command records
and user activity logs;

— analysis of non-standard data sources not directly related to smartphones, such
as local and online databases, instant messaging systems (e.g., AOL M), operational
memory (including volatile memory), segments of the Darknet, anti-forensic tools,
deleted or fragmented files, flash drives, cryptocurrencies, and related artifacts;

— digital behavioral analysis of individuals or groups, enabling reconstruction of
activity patterns, interactions, social connections, and communication models;

— digital forensic intelligence, including OSINT (open-source intelligence), used
to detect threats, verify facts, and identify offenders within the open information
environment®’.

Taken together, these areas demonstrate the integrated nature of digital forensics
as a field combining legal, technical, linguistic, and social analytical approaches
necessary for the effective investigation of crimes committed in the digital
environment, including those related to hate speech.
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Secondly, a distinct stage of proof involves the technical identification of the
perpetrator and the establishment of a hate motive. Given the possibility of using
anonymous accounts or VPN services, investigators must obtain data from service
providers (including IP addresses and connection timestamps), as well as establish a
link between a specific account and an identified individual through log files, mobile
devices, email accounts, and other digital traces. It is equally essential to ensure the
proper preservation of digital evidence: screenshots must be duly documented and
certified, with accurate recording of the URL, date, and time of capture.

Particular complexity arises in establishing and proving the motive of hatred,
which constitutes a mandatory element of the corpus delicti in relevant criminal
offences. It is not sufficient merely to document the dissemination of offensive or
inciting statements; it must also be demonstrated that the act was committed
specifically out of hatred based on race, nationality, gender, language, religion,
sexual orientation, or other protected characteristics. This requires thorough
contextual analysis of publications, assessment of the frequency and direction of
hostile expressions, and examination of the individual’s profile, including
preferences, subscriptions, and prior statements.

For criminal liability to arise under the relevant provisions of the Criminal Code
of Ukraine, proof of a hate motive is indispensable. This presents challenges for
investigators due to the delicate boundary between constitutionally protected freedom
of expression and unlawful manifestations of intolerance. In this regard, investigators
and judges should take into account the jurisprudence of the European Court
of Human Rights (ECtHR), which clearly distinguishes “protected freedom of
expression” from “hate speech” that falls outside the scope of protection.

In its case law, the ECtHR has repeatedly emphasized that freedom of expression
is not absolute and does not extend to statements that promote hatred, violence, or the
dehumanization of individuals based on race, nationality, religion, or other identity
characteristics. In particular, in Norwood v. the United Kingdom (2004), the Court
declared the applicant’s complaint inadmissible. In that case, Mark Anthony
Norwood, a member of the British National Party, displayed a poster in his window
depicting the burning Twin Towers accompanied by a slogan calling for the
expulsion of Islam. The Court held that such conduct was incompatible with the
values of the Convention and fell within the scope of Article 17 (prohibition of abuse
of rights). The decision underscored that public statements amounting to a general
attack on a religious group and inciting hatred are not protected under Article 10 of
the Convention, even in the absence of explicit calls for violence. The Court
concluded that Norwood’s actions constituted an attack on the values of tolerance
and non-discrimination ",

The ECtHR has consistently held that even in the absence of explicit calls for
physical violence, statements may qualify as hate speech if they create an atmosphere
of intolerance or justify discrimination. In Vejdeland and Others v. Sweden (2012),
the Court found no violation of Article 10 of the Convention. The applicants had

8 Case of Norwood v. the United Kingdom (Applications no. 23131/03): Judgment
European Court of Human Rights, 16 November 2004. URL.: https://hudoc.echr.coe.int/eng?i=
001-67632.
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been convicted for distributing homophobic leaflets in students’ lockers at a
secondary school. Although they argued that their intention was to initiate debate
about educational objectivity, the Court considered the content of the leaflets
excessively offensive, as homosexuality was described as a “sexual deviation,”
alleged to have a “morally destructive effect” on society, and falsely associated with
the spread of HIV/AIDS and the minimization of pedophilia. The Court emphasized
that, even without direct incitement to violence, such allegations were serious and
prejudicial. Particular weight was given to the method of distribution—directly
targeting schoolchildren, a vulnerable audience, within a school to which the
applicants had no lawful access. The sanctions imposed were deemed proportionate
and necessary in a democratic society for the protection of the rights of others®.

The ECtHR further underscores that the decisive factor in assessing alleged hate
speech is context, including the socio-political climate, the role of the speaker, and
the nature of the intended audience. Thus, in Peringek v. Switzerland, on 15 October
2015, the ECtHR found a violation of Article 10 of the European Convention on
Human Rights concerning freedom of expression.

The applicant, Dogu Peringek, had publicly described the events of 1915
concerning the Armenians as an “international lie” and was subsequently convicted
in Switzerland. While the Court acknowledged that the conviction constituted
interference prescribed by law and pursuing a legitimate aim, it concluded that the
restriction was not necessary in a democratic society. The statements concerned a
matter of public interest, did not amount to incitement to hatred or violence, and were
made in a context not characterized by heightened social tension. The penalty was
considered disproportionate, and the Court noted the absence of an international
obligation requiring Switzerland to criminalize such statements. On these grounds,
the ECtHR established a violation of Article 10 of the Convention®.

The ECtHR further recognizes that hate speech may manifest not only in verbal
but also in symbolic forms, including posters, images, metaphors, and ironic
constructions. In 2000, a book by Guillaume Faye entitled La Colonisation de
I’Europe: Discours vrai sur I’immigration et I’Islam was published in France. The
author asserted that Europe was gradually being “colonized” by Muslims, allegedly
leading to an ethnic civil war, which he portrayed as a necessary “solution”. The text
employed expressions such as “ritual rapes” and “territorial partisans”. French courts
found the author and publishers guilty of incitement to hatred, discrimination, or
violence on grounds of origin, race, or religion, imposing fines. The ECtHR held that
there had been no violation of Article 10 (freedom of expression). It emphasized that
numerous passages in the book portrayed entire communities in a negative light and
were capable of arousing feelings of hostility and rejection among readers. The
interference was prescribed by law and pursued the legitimate aim of protecting
public order and the rights of others. Although the French Government relied on
Article 17 of the Convention (prohibition of abuse of rights), the Court opted to
assess the case under Article 10, concluding that while the content was inflammatory,

% Case of Vejdeland and others v. Sweden (Applications no. 1813/07): Judgment European
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it did not reach the threshold required for the complete exclusion of Convention
protection®.

Thirdly, it must be emphasized that in criminal proceedings concerning
incitement to hatred, discrimination, or calls to violence on social media, the
application of specialized knowledge and expert examinations is pivotal for the
correct legal qualification of the act and for substantiating suspicion or indictment.

2. Specific Features of Proving Hate Speech in the Digital Environment
Given the multi-layered nature of digital offences, cases involving hate speech
frequently require complex forensic examinations encompassing several fields of
expertise: linguistic (semantic and textual) analysis to identify elements of hate
speech and incitement to violence; psychological assessment to evaluate the impact
of content on the emotional and volitional sphere of recipients; authorship attribution
to determine the authorship of disputed texts or images; and computer-technical
examination to analyze metadata, IP addresses, timestamps, and sources of upload.

The quality of expert findings largely depends on the precision and correctness of
the questions posed. Typical inquiries include: Does the text contain elements of
incitement to racial, national, or religious hatred? Are the statements aimed at
degrading the dignity of a specific social group? Do the expressions constitute a call
for discrimination? Can the disputed post or comment be attributed to a particular
individual? Improperly formulated questions may result in inconclusive opinions or
necessitate repeated examinations.

For submission of materials for expert analysis, digital evidence must be properly
secured and documented, including electronic storage devices, certified copies of
web pages, and log extracts. The contextual framework of publication — date, time,
platform, user reactions — must be recorded, and a technical specialist or forensic
investigator should verify the authenticity and integrity of the data.

In examining linguistic content potentially containing unlawful elements, it is
essential to rely on forensic linguistic expertise grounded in philological
methodology, particularly linguistics. Specialized linguistic knowledge enables in-
depth analysis of texts to determine the existence of speech-related delicts, their
communicative orientation and function within a specific context, and, where
necessary, the likely author — especially in cases involving anonymous or extremist
communications.

Forensic linguistic examination constitutes a specialized scientific analysis of a
text or other speech product conducted to answer legally relevant questions. Spoken
or written words may, in certain circumstances, acquire legal significance and be
treated as actions entailing legal consequences.

The object of such examination is the text as part of a broader discourse, within
which communicative norms operating in a particular social or informational

2 Case of Soulas and others v. France (Applications no. 15948/03): Judgment European
Court of Human Rights, 10 October 2008. URL: https://globalfreedomofexpression.columbia.
edu/cases/soulas-and-others-v-france/.
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environment are assessed. Deviations from these norms may be interpreted as
unlawful conduct?.

Procedurally, forensic linguistic analysis encompasses both formal linguistic
structures and semantic content. Its purpose is to identify lexical constructions,
stylistic devices, and semantic units that may indicate unlawful expression under
specific provisions of criminal or administrative law?.

In the context of the growing prevalence of information-related offences,
particularly in digital environments, linguistic expertise has evolved from an
occasional evidentiary tool into a systemic component of forensic practice. This is
especially relevant in criminal proceedings involving hate speech, incitement to
violence, discrimination, or threats, where a proper legal assessment of textual
evidence is impossible without specialized philological knowledge?*.

Within the framework of this research topic, it is appropriate to outline the
specific features of expert analysis of linguistic content. Lexical analysis is aimed at
identifying words and phrases that carry negative, degrading, derogatory, or
aggressive semantics directed at an individual or a group defined by particular
characteristics (national, ethnic, religious, social, etc.).

Attention is paid to direct insults and invective language, dehumanizing
designations (such as comparisons with animals, objects, or diseases), as well as
lexical units calling for exclusion, destruction, or restriction of rights. A statement
such as “these [derogatory term] have no right to live among us” contains negatively
marked vocabulary and constructs an exclusionary narrative aimed at removing a
particular group from the social space.

Syntactic constructions. At the syntactic level, expert examination focuses on
identifying forms of linguistic influence, particularly constructions of an imperative
or exhortative nature that encourage action or contain explicit or implicit calls to
aggression. Special consideration is given to the imperative mood of verbs,
rhetorically manipulative questions, and conditional constructions that may justify
violence. For example, a phrase such as “the city must be cleansed of them,” while
not explicitly calling for violence, demonstrates an imperative orientation and may be
interpreted as encouraging hostile action.

Stylistic devices. Linguistic expert examination also encompasses indirect forms
of hostility that may be disguised as humor, irony, or artistic expression. The analysis
focuses on sarcasm and irony that undermine dignity, hyperbole intensifying negative
portrayals, as well as allusions and metaphors understandable to a particular
audience. For instance, the statement “they are, as always, ‘extremely useful’ to

2 Axniok JI. B. JIiHrBicTHYHA eKcriepTH3a K IOPHMJAMUHHI iHCTpyMeHT. Mazcicmepiym.
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society,” when used in a negative discussion context, may carry a sarcastic
connotation and convey contempt without explicit insult.

Context of expression. Contextual analysis is crucial for the accurate
interpretation of a statement, as the meaning of particular phrases may substantially
change depending on their communicative environment. Experts take into account
the author’s preceding and subsequent publications, the general theme of the page or
channel, audience reactions (comments, shares), and the broader socio-political or
informational background. The same phrase may be neutral within an academic
debate but acquire characteristics of hate speech if systematically employed in a
series of publications targeting a specific social group .

Thus, linguistic examination of hate speech is inherently comprehensive in nature
and is based on the combined application of lexical, syntactic, stylistic, and
contextual analysis. It is precisely the cumulative assessment of these elements that
enables a well-reasoned conclusion as to the presence or absence of hate speech
indicators in specific digital content.

Moreover, in the context of the development of the information society, the
examination of digital traces acquires particular significance in the investigation of
hate speech-related offences, as such traces may indicate the presence of a specific
motive — intolerance. Taking into account contemporary scientific approaches to
determining the necessity of forensic examinations in cases of this category, special
emphasis should be placed on the conduct of information and computer forensic
examination (ICFE). This type of examination constitutes a subtype of computer-
technical expertise within the broader category of engineering and technical forensic
examinations. ICFE ensures the identification, preservation, analysis, and
safeguarding of digital evidence that might otherwise remain inaccessible.

Through the application of modern technologies, it becomes possible to analyze
data obtained from computer devices, mobile phones, cloud services, and social
media platforms. This is particularly relevant given that offenders increasingly rely
on digital technologies to plan, coordinate, and disseminate unlawful activities,
thereby complicating the use of traditional investigative methods. In such
circumstances, ICFE often represents the only effective means of obtaining reliable
and admissible information .

ICFE is aimed at establishing circumstances related to the creation, processing, and
storage of information on computer systems and digital media. Its primary task consists
in the search, identification, reconstruction, and technical analysis of data generated
either by a user or by software within a computer system 2’. For this purpose, experts
are provided with various objects of examination, including personal computers, mobile
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phones, tablets, data storage devices (hard drives, flash drives), and other electronic
devices that may contain traces of criminal activity. The expert may determine whether
the submitted object contains information in any form — files, audio, video,
correspondence, social media posts-relevant to establishing indicators of a hate motive.
Additionally, the expert may assess whether the examined device contains deleted files
(graphic, textual, video, audio) and whether such data can be recovered®,

ICFE is conducted to identify, preserve, and analyze data from digital media that
may confirm the preparation or commission of a criminal offence. It plays a pivotal
role in the investigation of crimes motivated by intolerance, as it enables the
identification of a specific motive through the examination of informational content,
electronic correspondence, and communications on social media platforms.

Within the framework of ICFE, specialists analyze computer equipment, mobile
devices, and digital storage media in order to detect files containing extremist content
indicators, as well as to examine correspondence, browser history, messengers (such
as WhatsApp or Telegram), and other sources of digital evidence. The particular
features of this examination stem from the need not only to establish the fact of
unlawful conduct but also to identify a specific hate motive, uncover organized
criminal networks, analyze propaganda materials, and overcome technical barriers
associated with modern data encryption methods .

Where computer data stored in electronic devices have been created or modified
as a result of actions undertaken by an offender or other persons during or in
connection with the commission of a criminal offence, such data acquire evidentiary
value. They may be seized and analyzed as electronic (digital) traces of the offence.
In this context, electronic (digital) traces should be understood as computer
information that has arisen or been modified through user interaction with computer
systems in connection with criminal activity®.

One of the principal objectives of ICFE is the identification of a motive of
intolerance. In many instances, perpetrators leave digital traces reflecting deliberate
actions carried out in the virtual environment aimed at forming, developing, or
implementing an ideological, informational, or organizational foundation for
committing a violent crime motivated by hostility toward a particular group defined
by race, ethnic origin, religion, or worldview. Such traces may include video
recordings, textual documents, social media correspondence, or messenger
communications containing hostile statements or direct threats against specific social,
ethnic, or religious groups. The analysis of such materials makes it possible

% Kazarian E. The use of special knowledge in the investigation of murders motivated by
racial, national or religious intolerance. Véda a perspektivy. 2023. Ne 12 (31). P. 268-269.
DOI: https://doi.org/10.52058/2695-1592-2023-12(31)-260-271.

# Kazarian E. Peculiarities of information and computer forensics in the investigation of
intentional homicides motivated by racial, national, or religious intolerance. Scientific and
Practical Journal "Materials of Scientific Conferences of the Petro Mohyla Black Sea National
University". 2025. Ne 1. P. 48. URL.: https://www.mspc.mk.ua/index.php/journal/article/view/
196. DOI: https://doi.org/10.34132/mspc2025.01.11.10.

% Koganerko A. B. TIOHATTS Ta CyTHICTb €TeKTPOHHUX (LIM(POBUX) CITIIiB KPHMIHABHOIO
MIPAaBONOPYLICHHS. BicHux JIyeancvko2o 0epicasHoeo yHieepcumemy 6HYMPIWHIX CNpag iMeHi
E.O. Jlioopenxa. 2022. Ne4 (100). C. 230. DOI: https://doi.org/10.33766/2524-0323.100.
226-236.

159



to establish a link between the suspect and the ideological platform that inspired or
motivated the commission of the offence.

Particular attention during ICFE is paid to digital evidence related to the
consumption, dissemination, and interaction of a user with extremist content. Such
content may be distributed in open or semi-closed environments, including social media
platforms, specialized Telegram channels, Discord servers, forums, or platforms such as
Reddit. This may involve viewing videos containing violent or propagandistic
narratives, reading and storing texts, memes, manifestos, or similar materials. Typical
digital traces of such activity include search history, browser cache, subscription lists,
“likes,” visited resources, and downloaded files. The identification of these traces
enables investigators to reconstruct stages of an individual’s ideological transformation
— from initial exposure to radical content to the internalization and potential
implementation of hostile attitudes through violent actions.

Electronic traces are of particular value in the investigation of serious crimes,
including intentional homicide, even where such traces are not directly connected to
the moment of the offence. Digital data may contribute to establishing the subjective
element of the crime, including motives, purposes, psychological characteristics of
the offender, and, in some cases, location data. Of special importance is the analysis
of information capable of demonstrating whether the offence was committed on
grounds of intolerance. Such information may be reflected in social media posts,
correspondence, comments, or publications made before or after the offence®.

Digital traces stored on remote information carriers and available in open Internet
sources — for example, on social media platforms or forums containing extremist
content — may be identified and preserved using standard computer tools, including
personal computers and web browsers. Methods of documentation include saving
web pages in *.html format, printing their contents, and screen recording during the
inspection of online resources. Proper documentation is crucial for subsequent
forensic analysis and legal assessment of the suspect’s actions™2.

Another key direction of ICFE is the recovery of previously deleted information
that may hold evidentiary value in criminal proceedings. Through the use of
specialized forensic software, such as EnCase, experts are able to restore deleted
messages, files, and browser history data®.

® Kazarian E. Peculiarities of information and computer forensics in the investigation of
intentional homicides motivated by racial, national, or religious intolerance. Scientific and
Practical Journal "Materials of Scientific Conferences of the Petro Mohyla Black Sea National
University”. 2025. Nel. P. 48. URL: https://www.mspc.mk.ua/index.php/journal/article/
view/196. DOI: https://doi.org/10.34132/mspc2025.01.11.10.

¥ Kazapsu E. Enextpouni (BipTyansHi) choigm B poscHigyBaHHi yMHCHMX yGUBCTB i3
MOTHBIB PacoBOi, HAlliOHAILHOI YU PEITriiHOI HETePIUMOCTI. AKMyanvbHi NUMaHHs cyoo6oi
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HarmionasisHOTO HayKOBOTO IEHTPY «IHCTHTYT CynoBuX excriepTu3 iM. 3aci. npod. M. C. boka-
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2023. C. 169.
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University". 2025. Nel. P. 49. URL: https://www.mspc.mk.ua/index.php/journal/article/
view/196. DOI: https://doi.org/10.34132/mspc2025.01.11.10.
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In addition, forensic specialists conduct comprehensive analyses of social media
activity in order to identify a suspect’s participation in groups promoting violence or
intolerance, examine electronic communications, and establish individuals
responsible for creating or disseminating hostile materials.

Given that content on social media platforms is frequently deleted, the timely
appointment of a forensic examination is of critical importance. Investigators must
ensure the immediate preservation of digital evidence and avoid any delay in
transferring relevant materials to forensic experts.

In Ukraine, the aforementioned examinations are successfully conducted by a
range of expert institutions, including forensic units of the Ministry of Internal
Affairs, Research Institutes of Forensic Examinations under the Ministry of Justice,
as well as duly certified private experts possessing the required qualifications and
licenses. Effective cooperation between investigators and experts must be well-
coordinated and carried out in strict compliance with procedural safeguards and
confidentiality requirements.

It should also be noted that, in the context of martial law in Ukraine, there has
been an observable increase in convictions for offences related to incitement to
hatred and discrimination. In particular, between 2019 and 2024, a total of 45 convic-
tions were delivered under Article 161 of the Criminal Code of Ukraine®.

An analysis of judicial decisions in this category of cases demonstrates that
investigative practice remains selective and uneven. A number of challenges arise
in proving the constituent elements of such offences, including difficulties in
establishing a motive of hatred or discrimination, which complicates the proper legal
qualification of acts under Article 161 of the Criminal Code; inadequate
documentation and preservation of digital evidence, potentially resulting in acquittals
or case dismissals; and judicial difficulties in delineating the boundary between
protected expression and statements that incur criminal liability. These issues
underscore the relevance and practical significance of the present research and
highlight the need for further scholarly development of the identified problems.

CONCLUSIONS

The conducted research made it possible to identify and specify the principal
features of evidentiary processes in criminal proceedings concerning the use of hate
speech in the digital environment. The proliferation of hate speech on the Internet,
particularly on social media platforms, requires a comprehensive response from law
enforcement authorities that combines digital forensic tools, forensic examinations, and
effective legal mechanisms. Digital evidence serves as a key instrument for establishing
the objective truth in such cases; at the same time, it is characterized by increased
vulnerability to loss and alteration, as well as by the complexity of identifying its
source. Particular importance attaches to the timely collection and preservation of
electronic traces, ensuring their procedural admissibility, authenticity, and integrity, and
compliance with standards for the preservation of digital information.

* €nuuuit  nepkaBHH  peecTp  CymOBMX  pimeHb.  Odiuiitumit  caiir. URL:
https://reyestr.court.gov.ua/.
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The effective use of digital evidence in criminal proceedings related to hate
speech necessitates further improvement of the regulatory framework, the
development of unified methodological approaches to the collection and assessment
of digital content, and the enhancement of interdisciplinary cooperation among
investigators, prosecutors, judges, and experts. Establishing the motive of hatred as a
mandatory element of the corpus delicti requires a comprehensive analysis of the
content, the context of its dissemination, the behavioral characteristics of the
individual, and their digital activity. It is also essential to take into account the case-
law of the European Court of Human Rights concerning the assessment of contextual
factors and the balance between freedom of expression and the prohibition of
discrimination, thereby contributing to the consistency of judicial practice and the
safeguarding of the principle of legal certainty.

Based on the findings of the study, it can be concluded that there is a need, first,
to update (develop and refine) guidelines for investigators and experts working with
digital evidence; second, to elaborate uniform approaches to the legal interpretation
of hate speech; and third, to strengthen the specialization and professional training of
participants in criminal proceedings in light of contemporary technological
challenges. The implementation of these measures will enhance the effectiveness of
investigations, ensure the proper substantiation of the motive of intolerance, and
secure effective protection of human rights in the digital environment.

SUMMARY

The study examines the criminal procedural and forensic aspects of proving hate
speech in the digital environment. The relevance of the topic is o0ycmnoBed by the
growing prevalence of discriminatory and xenophobic expressions on the Internet,
particularly on social media platforms, as well as by the complexity of their proper
legal qualification and evidentiary substantiation. The specific features of the
formation and documentation of digital evidence are analyzed, including its
vulnerability to loss or alteration, as well as the challenges associated with
establishing authorship and the motive of intolerance. Particular attention is devoted
to the role of forensic examinations and the application of digital forensic tools in
criminal proceedings of this category. The importance of contextual assessment of
statements and the necessity of maintaining a balance between freedom of expression
and the prohibition of discrimination are also highlighted.

Based on the findings, the study substantiates the need to improve the regulatory
framework, to develop unified methodological approaches to the documentation and
evaluation of digital content, and to enhance interdisciplinary cooperation among
participants in criminal proceedings. Directions are proposed for updating guidelines
for investigators and experts and for elaborating uniform approaches to the legal
interpretation of hate speech in accordance with international standards
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KPUMIHAJIICTUYHI 3ACOBY OTPUMAHHS 3HAYY[O1
TH®OPMAIIIL ITPHA PO3CJIITYBAHHI KPUMIHAJIbHAX
IIPABONIOPYIIEHD Y IU®POBY ENIOXY

Kypman O. B.

BCTYII

VY cydacHMX yMOBax HPakTHYHO He iCHye cep CYCIUIBHOTO KHTTS, Y SKUX He
3aCTOCOBYBaNMCSl O eIeKTpOHHI 3aco0u KoMyHikamii. bBynp-sika aisuibHICTB,
CIIpsIMOBaHa Ha 30epe)KeHHs €pEeKTUBHOCTI Ta KOHKYPEHTOCIIPOMOXKHOCTI, 00’ €KTHBHO
noTpeOy€e aKTUBHOTO BHUKOPHUCTAHHSA Cy4YaCHHX TEXHIYHHX KOMYHIKaTOpiB, IO
3a0e3MeUyIoTh Maibke MHUTTEBE OTPHUMAaHHS, OOpOOJCHHS Ta NepelaBaHHS 3HAYHUX
o0csriB iH(opmarii.

Ccepn nepxkaBHOTO YNPAaBIiHHA, OXOPOHH 3IOpOB’S, Haykdw, OOOpOHH,
MPaBOOXOPOHHOI JISUTHHOCTI, BUPOOHMITBA Ta 3B’SI3KY 3a3HAIM IJIMOOKOI IM(POBOI
Tpancdopmamii, pe3yIbTaTOM SKOI CTAJN0 IIMPOKE BIIPOBADKEHHS EIEKTPOHHOIO
JIOKyMEHTOO00Iry, IM(MPOBUX METOAIB O0OpoOKH, 30epiraHHs ¥ BHKOPHCTAHHS
inpopmanii. B Vkpaini peectpu Ta 0a3M JaHMX OpraHiB Jep)KaBHOi BIaad i
YIpaBIiHHS BXKe NepeBesicHi a00 nepeOyBaroTh Y IPOIEci MepeBeIeHHs Ha eeKTPOHHL
HOCI{ 3 po3MineHHsM iH(opMallii y JoKaIbHUX Mepexax abo 3 OCTYIOM 10 Hei uepe3
rinobansHy Mepexy IHrepHer. IlapanensHo 3 M CTPIMKO 3pocTae piBeHb LU(POBOI
aKTHBHOCTI HACEIICHHS: COTHI MUTBHOHIB KOPUCTYBaviB y Pi3HUX KpaiHaX CBITYy MaroTh
BJIacHi BeOpecypcu abo MepCoHaJbHI CTOPIHKK B COMIATBHUX MEpekax, mo (opmye
HOBHH iH(OpMaLifHUI IPOCTIp i HOBI COLIANIBHI 3B’ I3KH.

V Hamriif kpaiHi 3amylieHo OHJIaHH-CepBiC Aep)KaBHUX Mociyr «[lis» 1 mpoexTn
CJICKTPOHHOI JIep)KaBHOI peecTpaiii peyoBHUX MpaB Ha HEPyXOMe MalHO Ta TXHIX
OOTSDKeHb; Ul IOpUAMYHHMX 1 (isuyHuX oci6 (TMINpUeMIiB i TIPOMaJCHKUX
tdopmyBanp) — e-bizHec; s axTiB mmBimbHOrO crany — e-APALIC; mna umdposoi
TpaHchopmarii Bumoi, (paxoBoi nepeasumioi i npogeciitnoi (mpodecitHo-TEeXHIYHOT)
OCBITH — e-YHIBEPCHTET; I CHCTEMH YIPAaBIiHHS 3allacaMM JIKApChKUX 3aco0iB
1 MEIMYHUX BHPOOIB — CTBOPEHHs/MOJEpHizalis JlepKaBHOTO peecTpy JiKapChKUX
3aco0iB 1 JlepkaBHOTO peecTpy MEIMYHUX BHPOOIB, PO3BHTOK 3aCTOCYBAaHHS
CJIEKTPOHHUX PELIeTITIB.

3arajpHOBIIOME MPHUCITIB’SI PO Te, LIO XTO Bosozie iHdopMalliero, Toi Bonoie
CBITOM, XapakTepusye pousib iHpopMalii y cydacHOMy cycrinbeTi. Ha HHHIIIHBOMY
eTami PO3BUTKY CYCIJILCTBA MAacIITaOM 3JI0YMHHUX MOCSATaHb HA KOHQIAEHIHHI
BiOMOCTI pi3ko 3pocnu. IHpopmamis THpo pe3ynbTaTd UYyKHX NPUKIATHUX 1
(yHIaMEHTAIBHHAX IOCHIIKEHb JA€ 3MOTYy 3aOl[aJUTH BIAcHI CHIM W KOIITH Ta
30CEepeaNTH yBary Ha BUPOOHMITBI W MapkeTuHry. [lomanpimmii po3BUTOK HayKOBO-
TEXHIYHOr0 Iporpecy, 30UIbLICHHS IOTOKY INATEHTIB 1 JKOPCTKICTh KOHKYPEHIIT
poOJIATh BHKpaJCHHS Yy)XMX TA€MHHUIB OCOOJIMBO NPHOYTKOBOIO, a TOMY IyKe
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TIEpCIIEKTHBHOIO cripaBoto’. Bee Ginbire BrjiB indopMartii y cydacHOMY CyCIiabeTBi
30epiraeTbcss B ENEKTPOHHOMY BHUIUIAAi. Taki OOCTaBMHHM 3yMOBHJIM IIHPOKE
HOIIUPEHHS TTOPTATHBHUX KOMII'IOTEpPiB, CMapTQOHIB, INIAHIICTIB B YCIX Tally3iX
ISUTBHOCTI JitoiMHU. [IpakTHYHO BCi CydacHi eIeKTPOHHI IMPHUCTPOI MAlOTh IOCTiiHe
YH MepioANYHE MiAKIIOUSHHS 10 eJICKTPOHHUX KOMYHIKaIliHHUX Mepex repeiadi ta
oTpuMaHHs iHdopMalrii.

Taka 3pyuHicTh y 30HMpaHHi, 0OpoOIi Ta BHKOpUCTaHHI iH(OpMAIi CTBOPIOE
BENMKY CIOKYCy HE3aKOHHOTO OTpUMaHHS KOH(DIACHI[IHHUX BiZOMOCTEH Ipo
KOHKpETHy 0c00y, 00’€IHaHHS TPOMajsH, MiANPUEMCTBA, YCTAHOBH 3 METOO
BUKOPUCTAHHS y MOAAIBIIOMY B IIPOTUIIPABHUX ITIIAX".

CporozHi 3’SBIISIIOTECST HOBI, paHille HEBIiZOMI CIOCOOM BYMHEHHS 3JI0YHHIB
y chepi BUKOPHCTaHHS EIEKTPOHHO-OOYMCIIOBAHMX MAIIMH, CUCTEM Ta KOMII 0-
TEPHHUX MEPEeX i MEePekK eIeKTPO3B’SI3KY, Jie IPEIMETOM HOCATaHHS BUCTYIIA€ Pi3HOTO
poxy iHdopMallis, 10 3yMOBIIOE HEOOXIAHICTh PO3pOOICHHS e(EKTUBHUX METOIUK
BUSIBIICHHS i PO3CIiIyBaHHS LUX 3TTOYMHHUX AETIKTiB.

1. IITyynuii inTesieKT y 1ocaigxeHHi nudpoBHUX cainiB:
iHHoBalliliHI MepcneKTHBY Ta MPO06JIeMH BUKOPHUCTAHHS

[omynsapHicte Mepexi IHTepHeT Ta ii cyuinbHE NPOHHKHEHHS y TOBCSKACHHE
JKUTTS CYCIIJIbCTBA 3YMOBHIIM (pOpMYBaHHsS NMPUHIUIIOBO HOBOTO iH(OPMAIIITHOTO
cepefioBHIIa. Y [bOMY CEpEIOBHILNI MPAaKTHYHO OyAb-sKa [isNIBHICTh JIOAWHH —
Bijl eperysiy BeOCTOPIHOK 10 aKTMBHOI B3a€MOAIi B COIUaJIbHUX Mepexax —
CYNPOBOJDKYETECSI CTBOPEHHSM 1 HAaKONMYEeHHSM LudpoBux ciigiB. Taki cuign
MICTSITh iH(pOpMaLio, ika MOXe Oy TH MOBHICTIO BIIKPUTOIO ISl HEOOMEKEHOTO KoJia
oci0, Tak 1 4acTKOBO a00 MOBHICTIO 3aKPUTOIO Y JOCTYIII.

3HauHy Ta MEPCIEeKTUBHY pOJIb Ha CY4YaCHOMY €Talll BiOIrparoTh METOIMKH,
CTpsIMOBaHI Ha aHAII3 HU(POBOTo CiIiy KOPUCTYBadiB. 3a X JOMOMOTOIO CIIEIialiCTH
MOXYTh PEKOHCTPYIOBaTH IOCHIJIOBHICTh [iif 3JIOYMHI[B HABiTh Yy BHUIAJIKaX
HAaBMHCHOTO 3HUINECHHS J0Ka3iB ab0 BHKOpPHCTaHHS 3aco0iB aHOHiMi3amii. 3acto-
COBYIOTBCS METOJM 3BOPOTHOTO aHali3y, IO BKJIIOYAIOTh BiJHOBJICHHS BHIAICHOI
iHdopmanii, 1ociipKeHHs icTopii Opay3epa, CHCTEMHHX JIOTIB i MEepeKeBOI aKTHBHOCTI.
Ile nae 3Mory BCTAQHOBJIOBATH HE JIMILE aBTOpa 3a00pOHEHOro KOHTEHTY, a i ocil,
IPUYETHHX JI0 HOTO MOLIMPEHHs 200 CriBy4YacTi y HH(POBUX 37I0YMHAX.

Ha cyyacHoMy erami pO3BHUTKY KpPHUMIHANICTHYHOI HayKd BigOyBaeThcs
MEPEOCMUCIICHHS] TAKTUYHUX MIAXOMIB JO OpraHizamii Ta MPOBEOCHHS CIiTUUX
(po31IyKoBUX) Aildi. BUKOpUCTAaHHA HOBITHIX JOCATHEHb HAyKH U TEXHIKH CTBOPIOE

1 Kypman O.B. Tumizanist cnoco0iB y4yMHEHHS 3JIOYMHHHX IOCSTaHb Ha BiZOMOCTI, LIO
CTaHOBJIATH KOMEPIiiiHy a00 OaHKIBCbKY TAEMHULIO. Teopis ma npakmuka cy0080i eKcnepmusu
i kpuminanicmuxu: 30ipHMK HaykoBHX mpaub. Bun. 10 / pen. xom: MJL Ilumban,
B.1O. lllenitsko, JI.M. I'onoBuenko Ta in. Xapkis: IIpaso, 2010. C. 62.

Kypman O.B. Crnoco0HM HECaHKI[IOHOBAaHOTO BTPY4YaHHS B pOOOTY EJIEKTPOHHO-
00YMCIIIOBAaHUX MAIIMH (KOMIT'FOTEpIB), aBTOMAaTU30BaHMX CHCTEM, KOMII'FOTEPHHX MEPEx
YU MEPEeXK  NIEKTPO3B’s3Ky. [lpaso i cycnineemeo. 2017. Ned4. C. 245, URL:
http://pravoisuspilstvo.org.ua/archive/2017/4_2017/part_1/44.pdf
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MepeayMOBH UIS MiABUIIEHHS pPE3YyJIbTaTHBHOCTI POOOTH OpraHiB JOCYAOBOTO
PO3CIIiTyBaHHS Ta ITOCHJICHHS PIiBHS 3aXUCTY TpaB 1 Oe3IIeKy TPOMaIsIH .

3 KOXXHUM POKOM 3pPOCTalOTh MOTPeOM NPaBOOXOPOHHUX OPTaHiB B e()eKTUBHUX
IHCTpyMEHTaxX BHSBJICHHS, BHJIYYCHHS, JOCHI/KEHHS Ta BHKOPHCTAHHS B JIOKa3y-
BaHHI IIM(POBUX J0KAa3iB. Y KPUMIHAIICTUYHIN HayILli OCTaHHIX JECATUIIThH HU(poBa
KPUMIHATICTHKA € OJHHM i3 HAMOLIBII aKTyaNbHHX HANpPAMiB po3BHTKY®. CydacHa
nuQpoBa KpUMIHATICTUKA PO3BHBAETHCS B YMOBaX CTPIMKOTO TEXHOJIOTIYHOTO
mporpecy, II0 3yMOBIIOE paJMKalbHI 3MIHM B IIAXOHaX IO PO3CIHiJyBaHHS
[PaBONOPYIICHb.

Cy4acHa 3/I0YMHHA MiSUTBHICTH A€Nalli YacTillle XapaKTepH3yeThCS YTBOPEHHSIM
3HaYHMX MacuBiB 1mudpoBoi iHdopMmamii, 30kpema JOr-ailiTiB, eIEeKTPOHHMX
MOBiIOMJICHb, TpadiyHUX 1 BigeoMmarepiaiiB, METaJaHUX, a TaKOX BIJIOMOCTEH, IO
30epiratoThCsl HA MOOUTBPHHUX Ta IHIINX ENEKTPOHHHUX MPUCTPOSIX. 3a HASBHOCTI TaKOTO
o0cary # pi3HOMAHITTS HM(POBHX CIiiB BUKOPUCTAHHS TPATULIHHUX AHATITHIHHX
migxoniB He 3a0e3medye HAJCKHOI ONMEPaTUBHOCTI Ta Pe3yNbTaTHBHOCTI W MOTpedye
3HAaYHUX PECYPCHUX BUTpAT. Y IbOMY KOHTEKCTi 3aCTOCYBAHHS TEXHOJOTIH IITY4HOIO
IHTENEKTy i1 OOpOoOKHM Ta aHai3y HH(POBHX CIITIB IOCTAE SIK TIEPCIICKTHBHHMA
HAayKOBO-TIDAaKTWYHHMI HAmpsiM, 3IaTHHH CYTTEBO BIUIMHYTH Ha OpraHizamiio
JIOCYJIOBOTO PO3CIiyBaHHS Ta IPOLEC JOKa3yBaHHs Y KPHMIHATEHOMY IIPOBAKEHHI.

BongHouac Ha cy4acHOMy eTami MOHSTTS «UU(POBI CIiAW» HE BiJ3HAYAETHCS
CIHICTIO MiAXOMiB J0 MOro BU3HAYEHHS Ta 3MICTOBHOIO HAINOBHEHHSA. Y MeXax
KPUMIHQJIICTHYHOI TEXHIKM TPHBAa€E HAayKOBa IUCKYCiSl LIOAO CYTHOCTI HU(PPOBHX
CIiIB, iX XapaKTEPHUX O3HAK, a TAKOXXK MOXKIIMBHX MiACTaB IS Kitacudikaii.

Tak, . KonecHikoBa HaBOAWTH BH3HAYEHHS HU(POBHUX CIIJIB Yepe3 CYKyIHICTh
iX XapakTepHHX BiactuBocTeil. 3okpema: 1) mmdposi ciign — e iHbopmaris, 1o
MICTUTBCSI HA MaTepialbHUX MU(PPOBUX MPHUCTPOSIX; 2) LIS aHAIi3y Takoi iHopmarril
HEOOXi/IHI CreniaibHI KPUMIHANICTHYHI 3HAHHS 13 3aCTOCYBaHHSIM KOMII FOTEPHHX
TexHOJIOriH; 3) 1ubpoBi chaign sk iHGOpMaUidHUNA pecypc MICTATH BiIOMOCTI Hpo
BUMHEHI KpPHUMiHaNBHI HpaBomopyiieHHs . o OCHOBHHMX BIAacTHUBOCTEHl HU(POBHX
CITifIiB, 32 aBTOPKOIO, HAJIEXKAaTh: BiICYTHICTh HEPO3PHUBHOTO 3B’SI3KY 3 MaTepiallbHUM
HOCiEM; JAWHAMIYHICTB, TOOTO 3JaTHICTE JO TNPOCTOPOBOTO MEPEMILCHHS;
MOXJIMBICTh iX MHUTTEBOTO 3HMINEHHS, a TAKOX 3AaTHICTh CTBOPIOBATH iTEHTHYHI
Korii 6e3 BTpaTH 3micty’.

® Kypman O. TIpaBoBi Ta MpaKTHUHI acIeKTH BUKOPHCTAHHS MOMirpaa y KpHUMiHATLHOMY
npoBapkeHHI Ykpainu. Cyuwachuii 0oceio eukopucmannsa noiicpaga y cghepi nayionanvnoi
besnexu i 0boponu Ykpainu 6 ymosax 60ennux 3acpos: 30. MaTepialliB MaHeN. AUCKYCIi:
IX XapkiB. mixHap. opun. ¢opym, M. Xapkis, 26 Bepec. 2025 p. / [penxon.: A. I'erbMaH,
B. Kypasens, B. IlleBuyk Ta in.] ; Ham. ropua. yH-T iMm. SpocimaBa Mynaporo, Kad.
KpuMiHamicTuku; Ham. akan. mpaB. Hayk Ykpainu; Beeykp. acou. mnomirpadomnoris [Ta iH.].
Xapkis: IIpaso, 2025. C. 76. URL: https://dspace.nlu.edu.ua/jspui/handle/123456789/20575

4 Crenamiox P. JI, Tepnin C. I. Ilupposa kpuMiHamicTHKa i yJOCKOHANEHHS CHCTEMH
KpUMiHANICTUYHOI TexHiKH B YkpaiHi. Bicnux JIJYVBC im. E. O. Jioopenka. 2022. Bum. 3 (99).
C. 283. URL: https://dspace.univd.edu.ua/items/b174d57a-bf4b-47f9-9211-aeb715b61844

Konecnikoa 1. A. LludpoBi ciuigum: MOHATTA Ta iX 3HAUEHHS NpPH PO3CIITyBaHHI

KPUMiHAJIBHUX MPaBONOPYWIEeHb. FOpuouunuii Haykosuil enexmponnuti scypran. 2023. Ne 10.
C. 473. URL: http://lsej.org.ua/10_2023/114.pdf
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I'. ABaeeBa Bu3Hauae OUQPOBI CIigM SK MaTepialbHI HEBHAWUMI CIiAH, IO
MICTATh KPHUMIHAJIICTHYHO 3Ha4YyIlly iH(opMmamiio (BimoMocri, maHi), 3adikcoBany
B udpoBiii ¢opmi Ha MaTepialbHHX HOCISX, SKI MOXYTh OyTH BHSBICHI,
3adikcoBaHi Ta JOCH/KEHI i3 3acTOCYBaHHSIM BiJIOBIIHUX LUPPOBUX
an/ICTpo'l'Be.

€. JlemunoBa monae Bu3HaueHHSA HMUGPOBUX CIiAIB 4epe3 Hepellik iX O3HaK, a
came: 1) HasBHICTP wUUQpoBOi ¢GopMH IiCHYBaHHA (BIACYTHICTh TpaIuLiHHOL
MaTepianbHOi (opmu); 2) BHHHKHCHHS BHACHIIJOK B3a€EMOJIi IEBHOTO 00’€KTa
3 UUPPOBUMH TPUCTPOSIMH, TEXHOJOTIAIMH abo iH(QoOpMamiiHIMU MepeKaMu;
3) nokamizauist B udpoBoMy mpocTopi (cepBepi, KoM 'roTepi, cMapTdoHi ToIIo);
4) MOXKIIMBICTh iX BUSIBJIEHHS Ta JOCHIDKEHHS 3 BUKOPHUCTAHHSIM BiJIIMOBIJIHOTO
o0nagHaHHs Ta/abo CIeIiaai30BaHOro MPOrpaMHOro 3a0e3MeUeHHs; 5) 3MaTHICTh 10
KOMIIOBaHHS (BUTOTOBJICHHS AyOunikaTiB) 0e3 BTpaTH SKOCTi, Y TOMY 4HCIHI
JWCTAHIIIHHO; 6) MOXKIHBICTb TUCTAHIIHHOTO MOXH(DiKyBAHHS a60 SHHILECHHS .

Hudposa tpaHchopMalis CyCHUIBHHX HpPOLECiB 1 CMOCO0IB YyYHMHEHHA
KPUMiHaJIbHUX NPABOIOPYLICHb CYNPOBOIKYETHCS IHTEHCHBHUM 301IbLICHHIM
KUTBKOCTI Ta pi3HOBHIAIB HH(PPOBUX CHiAiB, MmO 00 €KTHBHO BHUMArae
3alydeHHs Cy4acHUX IHTENEeKTyaJbHHX TEXHOJIOTiH, CIIPOMOKHHX 3MiHCHIOBATH
aHaJi3 3HAYHUX 32 00CATOM i pI3HOPITHHUX iHGOpPMAIHUX MAaCHBIB y CTHCIHX
YaCOBUX MEXax.

VY cydacHHX peajisx B rany3i KpUMIiHQJICTHYHOI TEXHIKHM HPOCTEKYETHCS
TEH/ICHIIIA aKTHBHUX IOIIYKIiB IOA0 PO3POOJICHHS Ta BIPOBA/KCHHS 1HHOBAIIIHUX
KPUMIHQIICTHYHAX TPOAYKTIB, CIPSAMOBAHMX Ha ONTHMI3AI[l0 PO3CIiAyBaHHS
37I0YMHIB Ta CYyJOBOTO pO3MIAAY. SIK 3a3HAYa€eTbes, 0 TaKUX IHHOBAIIMHUX
MPOIYKTIB MO’KHA BiTHECTH HOBI PO3pOOJIeHI ab0 MPHIAMTOBaHI 10 TOTped ciimadol
(CcynoBOi) TpPaKTHKW TEXHIKO-KPUMIHATICTHYHI 3aco0u, cydacHi iH(opMariiHi
TEXHOJIOT1, eNeKTPOHHI 0a3W 3HaHb, METOU (DiKcallil, aHai3y Ta OIIHKH JTOKa30BOi
iH(popMmarrii Ta in®.

VYV posp’s3aHHi Takux 3aBaaHp came LI Moxe BimirpaTé KIIOYOBY PpOJIb.
[IpoGnemaruili BHUKOPHCTAHHS IITY4YHOTO IHTENEKTY B CyAOBiii Ta mpaBo-
OXOPOHHIA  [JISNTBPHOCTI NPHOUIAETbCS 3HA4YHAa YyBara 3 OOKy HAayKOBIIIB-
mpaBo3HaBLiB. CBoi HaykoBi mTpami Wi TeMaTUIl  HPUCBATWIM  Taki
nocmigaukd, sk bemoBa M. B., bemos [I. M., Pymax I. B9., Kapuescokuit M. B.,

® Aneepa I'. CyTHiCTh IHMQPOBUX CITIIB y KpUMIHANICTHII. AKmyansHi numanns cy0oeoi
excnepmusu ma xpuminaricmuxu. 2018. C. 91. URL: https://dspace.nlu.edu.ua/bitstream/
123456789/15677/1/Avdeeva_90-93.pdf
JemunoBa €. €. LudpoBi ciigm KpUMIHAJIGHOTO NPABOMOPYLICHHS: IOHATTS Ta
ocobuBocTi. Haykosuil ichuk Youczopoocekozo Hayionanwhozo yrieepcumenty. Cepis IIpago.
2024. Bun. 85, u. 4. C. 75. URL: https://visnyk-juris-uzhnu.com/wp-content/uploads/2024/
11/12-3.pdf
® Illenitsko B. FO., XKypasens B. A., Apneesa I'. K. TunoBamii B kpumisamicTHii Ta
X BOPOBA/KEHHS] B [JiSUIBHICTH OpraHiB JOCYIOBOrO ciifactBa. [lumanns 6opomvbu
31 3104unHicmio: 30. Hayk. npans. Xapkis: IIpaso, 2011. Bum. 21. C. 40.
benosa M. B., benor [I. M., Pymak I. B. LIry4Huii iHTEleKT y HOCYIOBOMY
pO3CIiyBaHHI KPUMiHAJIBHUX CHpPaB: OKPEMi MHUTaHHS MDKHApPOJIHOI NMPAKTUKU. AHANIMUYHO
nopiensnohe npasosnascmeo. 2025. Ne 1. C. 818-824. URL: https://doi.org/10.24144/2788-
6018.2025.01.136
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Kyxosurers JI. 0.2, HerpeGeupkuii B. B.*, Ilnaxornik O. B*., Uepseko K. 0" ma
iHmi. 3 ommgy Ha CTPIMKY IWHAMIKYy PO3BHTKY INTYYHOTO IHTENIEKTY, HOTO
AKTUBHE BIIPOBAHKEHHS Yy TPAKTUKY [isUIBHOCTI IPAaBOOXOPOHHMX Ta EKCIEPTHUX
OpraHiB, a TakoX MOB’sI3aHI 3 I[MM BUKIIMKU Ta NPOOJEMH, LIl HampsiM HayKOBHX
KPUMIHANICTHYHUX JOCITI/PKEHb IOTpedye IOCTIHHOrO BHBYEHHS, OHOBJCHHS Ta
BIockoHaneHHs. B. IlleBuyk chpaBeiMBO HArojonrye Ha HEOOXiJHOCTI aKTHBi3allii
3yCWJIb IOJO 3aCTOCYBAaHHS INTYYHOrO IHTENEKTY 3 METOI0  PO3B’S3aHHA
MPAKTUYHIX 3aBAaHb 5K Y cepi IpaBo3acTOCyBaHHA, TaK i B 0OpOTHOi 31 3MOYNHHICTIO
B yMOBaXx BiffHH™,

TexHoNOTii ITYYHOTO IHTENEKTy MOXKYTh BHKOPHCTOBYBATHCS VIS 3[IHCHEHHS
ABTOMATH30BAaHOTO BHSBIICHHS IU(POBHUX CIIIB y PI3HOMaHITHHX iH(OpMaIiiHUX
CepelOBUIIAX, 30KpeMa Ha MOOITBHHX IMPUCTPOSIX, MEPCOHAIBHUX KOMII IOTepax,
Yy XMapHHX CXOBHIIAX, COI[aJbHUX MepekaX 1 MeceHkepax. 3acTOCyBaHHSI
IHTENIEKTyaJIbHUX aJTOPUTMIB MOIIyKy Ta ¢inpTpamii 3a0e3nedye MOXKIMBICTH
BU3HAUEHHS MOTEHIIHO 3Hauynux (ailliB, eIEKTPOHHUX MOBiAOMIICHD, rpadidHuX
MaTepiajiB 1 JKypHaJiB MO Ha IIICTaBI aHANi3y KIOYOBHX CJiB, YaCOBUX
XapaKTEePHCTHK, TEOJNOKAliHUX BIiTOMOCTEH Ta OCOOJNHBOCTEl KOHTEKCTY IX
Bukopuctanus. L{udposi ciian nepeBakHO XapaKTepH3yIOTHCSI HECTPYKTYPOBAHICTIO
Ta NpeCTaBiIeH] y pi3HUX iHpopManiiiHuX Gopmarax, 30KpeMa y BUIIISAI TEKCTOBUX
JOKYMEHTIB, MyJIBTHMEIIHHIX MaTepialiB i CHCTEMHUX >XypHaliB. Bukopucranus
ITOPUTMIB MAIIMHHOTO HABYaHHS W TEXHOJOTIH OOpPOOKHM MPUPOIHOI MOBH Ja€e
3MOTY CHCTEMaM IITYYHOTO iHTENEKTy 3AIMCHIOBaTH KIacHU(iKalilo TAKUX JaHUX 32
BU3HAYEHNMH O3HAKaMH, BCTAHOBITIOBATH B3a€EMO3B’SI3KH MK OKpPEMUMHU 00’ €KTaMu
(3okpema IP-anpecamu, OONMiKOBHMH 3ammcamMH Ta AiIMH KOPHCTYBadiB), a TaKOX
(opMmyBaTH BIOPSAIKOBaHI iH(POPMAIiifHI CTPYKTYpH, MPUAATHI U1 MOAAIBIIOTO
QHAIITUYHOTO OIPAIFOBAHHSL.

BukopucTaHHs TEXHOJOTIH ITYyYHOrO IHTENEKTY, 30KpeMa aJrOpPUTMIB 4acoBOI
aHANIITHKH, CTBOPIOE MOXJIMBOCTI JUIi PEKOHCTPYKINI MOCTITOBHOCTI Jiii MEBHOT
0co0H, BUSIBIICHHS] HETHIIOBUX a00 MOTEHLIHHO NPOTHIIPABHUX (OpPM aKTUBHOCTI Ta
BIITBOPEHHS MPUYMNHHO-HACIIIKOBOTO 3B’ 3Ky MK OKPEMHMH MOMISIMH, TAKUMH 5K
aBTOPH3ALlis B CHCTEMI, KOMIIOBaHHS iHQOPMAIIHHUX pecypciB 1 momanbi cripodu

0 Kapueschkmii M. B., Kyxopumemp J|. O. BHKOPHCTAHHS TEXHOIOTiH IITYyYHOTO
IHTEJIEKTy NPAaBOOXOPOHHHMH Ta CYJOBUMHU OpraHAMH: CBITOBHH JOCBIJ Ta HAIPSIMH PO3BHTKY
HAI[{OHAIBHOTO 3aKOHOMABCTBA. [lumanms 6Gopomsou 3i 3nouunnicmio. 2023. Bum. 46. C. 21-31.
URL: http://pbz.nlu.edu.ua/issue/view/17882

" HerpeGeupkuii B. B. BHKOPHCTAHHS CHMCTEM IUTY4HOTO iHTEJIEKTYy y GOpoTHGi 3i
3IO0YMHHICTIO: OIVI Ta NEPCHeKTHBHU. Ykpailcbka noniyeicmuxa: meopis, 3aKOHOOABCHIBO,
npaxkmuxa. 2024. Ne 1 (9). C. 66-70. URL: DOI: https://doi.org/10.32782/2709-9261-2024-1-9-13

2 Tnaxornik O. B. ITpakTHUHE 3aCTOCYBAHHS IITYYHOTO iHTENEKTY Y KPHMiHAIbHOMY
MPOBADKCHHI.  Bichux  Kpuminaavhoeo cydouuncmea. 2019. Ned, C. 45-57. URL:
https://vkslaw.com.ua/index.php/journal/article/view/222

B Yeperko K. O., Jlynenxko L. T. IlITyuHuii iHTENeKT 5K iHCTPYMEHT NPOTHAIIT 3MOYHHHOCTI.
Bicnux  Kpuminonoeiunoi  acoyiayii  VYxpainu. 2023. Nel. C. 124-133. URL: DOI:
https://vca.univd.edu.ua/index.php/vca/article/view/43

* Shevchuk V. M. Development trends in criminalistics in the era of digitalization. Modern
knowledge: research and discoveries: | International Scientific and Practical Conference
(May 19-20, 2023; Vancouver, Canada). 2023. Pp. 198. URL.: https://archive.interconf.center/
index.php/2709-4685/issue/view/19-20.05.2023/165
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NPUXOBYBaHHI NHGPOBUX ciigiB. 3a3HaueHWH miAxix HaOyBae OCOOIHBOL
3HAYYNIOCTI IIJ dYac pO3CTiAyBaHHS KPHMIHANGHHX IIPaBOIOpYIIEHb y cdepi
iH(pOpMAIIHIX TEXHOJIOTiH, BUTOKIB KOH(}ineHIiHHOI iHpopManii, a Takox (akTiB
HECAHKILIOHOBAHOTO JIOCTYITy A0 iHPOPMAIIfHIX CHCTEM.

BukopucTaHHsS TEXHOJOTIH KOMI'IOTEPHOIO 30py B CHCTEMax MLITyYHOTO
IHTENeKTy 3abe3neuye MOXIIMBICTH ABTOMATH30BAHOTO PO3Mi3HABaHHSA OOJIUY,
peecTpaliifiHuX HOMEpIB TPAHCHOPTHHX 3ac00iB, OKpeMux O00’€KTiB 1 Mojemnei
moBeiHKH Ha (OTOo- Ta Bigeomarepianax, OTPHUMAaHHX Yy XOIi IOCYIOBOTO
po3ciigyBaHHS. 3aCTOCYBaHHS TaKHX IHCTPYMEHTIB CIIPHSE BCTAHOBJICHHIO
MICIIE3HAXO/KCHHS 0c00H, aHamizy ii JMilf y MEBHHI MPOMIXKOK Yacy, 3iCTaBICHHIO
30BHIIIHIX O3HAK i3 BIZOMOCTSMH 3 IHIIMX iHGOPMAIiHHHUX JKEpeN, a TaKoX
BUSIBJICHHIO O3HAaK MOXKJIMBOTO BTPYy4YaHHS B LU(POBI BileojaHi, y TOMy 4HCIHI
HIIIXOM AeTekiil Texuouorii deepfake.

OKpiM LIBOTO, INTYYHUH 1HTEIEKT MOXKE 3aTydaTHCs 0 aHaJi3y 3HaYHUX 00CHTiB
TekcToBoi  iHpoOpMamii, 30KpeMa eIeKTPOHHOTO JIMCTYyBaHHS, IIOBiJOMIICHB
y MECCH/DKepax 1 MarepialiB, ONPUIIOJHCHUX y COLIAIBHHX MEpekKax, 3 METOHo
BHOKPEMJICHHSI KJIIOYOBHX CMHCIIOBHX TEM, BCTAHOBJICHHS MOXKIIMBHUX HaMipiB Ta
ineHTHdiKamii 0ci0, MPUYETHUX IO 3JOYMHHOI TisUTBHOCTI. 3aCTOCYBaHHS METOJIIB
CEeMaHTHYHOTO aHAJIi3y Ja€ 3MOTY OILIHIOBATH €MOIlilfHe HAllOBHEHHS ITOBiOMJICHB,
BUSIBIITY BHKOPHCTaHHS YMOBHHX a00 KOIOBaHMX ITO3HAYEHb, a TAKOX (iKCyBaTH
NPUXOBaHI KOMYHIKaTHUBHI 3arpo3u

CucreMH INTYYHOTO 1IHTENEKTY MOXYTh OyTH IHTErpoBaHI 3 HasBHUMH
KPUMIHATICTUYHIMH 1HPOPMALIfHUMH pecypcaMy, 30KpeMa TAaKTHJIOCKOIMIYHUMH Ta
TEHOTHITIYHUMH OOJIIKaMH, BileOapXiBaMH, pPEeCTpaMH BHKPAJCHUX TPAHCHOPTHUX
3aco00iB, 30poi, MOOUTEHIX MPUCTPOIB Ta IHIINMU CIEiali30BaHUMHU 0a3aMH JaHUX, 3
METOI0 3[ICHEHHS aBTOMATH30BAaHOTO IOPIBHSUIHOTO aHai3y IM(QpPOBUX CIIIiB
i3 B)KE€ HAKOITMYCHOK iH(opMalli€ro. 3acTOCYBaHHS TakKOro MiaXody 3abe3medye
CKOPOYCHHS CTPOKIB ineHTH(IKaIii 0coOM, CHpHse BCTAHOBICHHIO CEPiHHOCTI
KPUMIHAJIBHUX TIPaBOMOPYIICHb, a TAKOXX CTBOPIOE MIiAIPYHTS Uil (OpMyBaHHS
podiNio MPaBoOMOPYIIHHKA.

[lix 9ac BUKOPHUCTAaHHS IITYYHOTO IHTENEKTY Y pOOOTi 3 HU(PPOBHMH CiiaMH
BUHHKAa€ HH3Ka MpoOJeM 1 BHKIHKIB, SKi MOXYTb ICTOTHO BIUTUHYTH
Ha JIOITYCTHUMICTh, JOCTOBIPHICTH Ta €()EeKTHBHICTh 3aCTOCYBAaHHS TAKUX TEXHOJOTIH
Y KpUMIHATBHOMY CYJOYHHCTBI.

Cy4acHi CHCTEMH IUTYYHOTO iHTEJIEKTY, 30KpeMa MoOyJI0BaHi Ha OCHOBI METO[iB
I7TMOOKOT0 HaBYAHHS, XapaKTePHU3YIOTHCS BHCOKOIO PE3yJbTATHBHICTIO Ta TOYHICTIO
miJ 4yac OoOpoOJeHHs 3HAa4YHMX MacHuBiB LM(PoBHX AaHWX. Pa3oMm i3 TUM opHier0
3 KJIIOYOBHMX HPOOJIeM IX BUKOPHMCTAaHHS 3aJIUIIAETHCSA HEIOCTATHIH PiBEHb MOSCHEHb
OTPUMAaHHX pe3yNbTaTiB, M0 HaOyBae OCOONMBOI Barm y KOHTEKCTI KPUMiHAJIBHOTO
npoBakeHHA. OOMe)eHa Tpo30picTh (YHKIIOHYBAaHHS AITOPUTMIB YHEMOMIIHBIIOE
HaJIeKHE OOIPYHTYBaHHS IPHYMH, 3 SKUX CHCTeMa AiilIyIa IEBHOIO BHCHOBKY a0o
copMyBana BIANOBIOHE pIOIEHHS, IO, CBOEIO YEPror, YCKIAIHIOE IEPeBipKy
JIOCTOBIPHOCTI Ta OOIPYHTOBAHOCTI TaKMX BHCHOBKIB 1 0€3MOCEpPEHHO BIUIMBAE HA
MUTaHHS JIOMyCTHMOCTI Ta HAJCKHOCTI JIOKa3iB y CyJOBOMY po3riisimdi. JlomaTkoBo
BIICYTHICTh YITKO BH3HAUYCHUX KPUTEPIiB 1 MpOLELYp KOHTPOIIO CTBOPIOE DPHU3HMKH
3JI0BXKUBaHb, Y TOMY YMCIIi IUISIXOM CBIJIOMOTO KOPHI'YBaHHS [TapaMeTpPiB aJrOPHTMIB 3
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METOI0 OTPUMAHHS Hamepes 3alaHOro pe3yJbTaTy, L0 CYNepedYUTh MPHHLUIIAM
3MarajbHOCTi, 00’ €KTHBHOCTI Ta CHPABEIUINBOCTI KPIMIHAJIBHOTO TIPOLIECY.

HesBakatoun Ha 3Ha4YHI TEXHIYHI MOXJIMBOCTI, 3aCTOCYBAHHSI CHCTEM IITYYHOTO
IHTEJIEKTY CYIIPOBOKYETHCS HU3KOI OOMEXEHb, 3MaTHUX ITO3HAYATHCS Ha TOUYHOCTI i
HaJiHHOCTI aHaNi3y U(POBHX CIINIB y MEKaxX KPUMIHAJIGHOTO MpoBapKeHHs . OTHUM
i3 KIIOYOBUX PH3UKIB € (OpPMYBaHHS XHUOHOMO3ZUTHBHHX a00 XHOHOHEraTUBHHX
PE3yJIBTATIB, L0 MOXE MPOSBIATUCS, 30KpEMa, y MOMHIJIKOBOMY TIyMAu€HHi 3MICTy
TEKCTOBUX TMOBiIOMJICHb, HETOYHIH ifeHTHGiKamii oO0MMY 9M IHmMUX [HGOPOBHX
00’exTiB. [TomiOHI MOXMOKH MOTEHIIHO CIIOTBOPIOIOTH BUCHOBKH OpPraHiB JJOCYI0OBOTO
pO3CITilyBaHHsS Ta ICTOTHO BIUTMBAIOTh HA MOAAIBINY OIHKY JOKa3iB I dYac
JIOCITIIKCHHS B CY/Ii.

Oxkpemuit 070K mpoOieM TMOB’sA3aHMA 3 OOMEXKCHOI 3IaTHICTIO CHCTEM
IITYYHOTO IHTENIEKTy aJeKBaTHO BPaxOBYBAaTH KOMYHIKaTMBHHMH 1 CHTyauidHWii
KOHTEKCT MOBiJJOMJICHb, OCOOJMBO Yy BHIAJKaxX BHKOPHUCTaHHS HECTPYKTYypPOBAaHOI
JIEKCUKH, TPO(MECiHHOrO CIEeHry, ipoHIYHMX a00 IBO3HAYHHX BHCJIOBIIOBAHb.
3a TakMX YMOB iCHy€ HMOBIPHICTH CYTTE€BOTO BHKPHUBJICHHS 3MICTy aHaJi30BaHOI
iH(popMaIlii, o10, CBOEI0 YEProl0, MiJBHUINYE PU3UK (POPMYBaHHS IMOMHIKOBUX 200
HEOOTPYHTOBaHUX BUCHOBKIB.

JlomaTKoBO CHCTEMH INTYYHOTO IHTENIEKTY XapaKTepH3YIOTHCS BPas3MBICTIO 1O
LJIECTIPSIMOBAHOTO 30BHIIIHBOIO BILIMBY, 30KpeMa IUIIXOM 3aCTOCYBAaHHS TaK 3BaHHX
adversarial examples — cnemianbHO MOAM(IKOBAHUX BXIAHMX JaHMX, sKi 3a
MiHIMQJIBHUX 1 MPAKTUYHO HETMOMITHUX ISl JIFOMMHH 3MiH MOXXYTh TPHU3BOJHUTH IO
ICTOTHUX BHKPHBJIEHb PE3yJIbTATIB aHami3y. HasBHICTD TakWX ypa3lMBOCTEH CTaBUTH
M CyMHIB HaIiifHICTP BHKOPHUCTAHHS TEXHOJIOTIH INTYYHOTO iHTENEKTy Wi dbac
po60TH 3 I(POBUMH CITiIaMH, OCOOIMBO B YMOBAX 3MarajbHOCTI CYI0OBOTO IPOIIECY .

AHati3 YHHHOTO 3aKOHO/IABCTBa YKpaiHM 3aCBiquy€ BiJICYTHICTh KOMILJIEKCHOTO
Ta CHCTEMHOTO HOPMATHBHOTO PETYIIOBAaHHS KIIOYOBHX IIMTaHb 3aCTOCYBaHHS
CHCTEM INTYYHOTO IHTENEKTY Yy cdepi KpHMIiHaNIBbHOTO mpoBajkeHHs. I[lomiOHa
IpaBOBa HEBHM3HAUYCHICTh CHOCTEPIraeThCs W y CYMDKHHX Tajly3sxX Mpasa, II0
3yMOBJIIOE€ MDKAMCHUMILTIHAPHUI XapakTep 3a3HaueHol MpoOieMaTHKH Ta MOoTpedy
y BUPOOJICHH] Y3TO/PKEHHX MiAXOAIB 10 11 BUPIlICHHS.

[To-nepire, Ha 3aKOHOJABUYOMY PiBHI BiZICyTHE BH3HAYCHHS MPABOBOTO CTaTYCy
pe3yJbTaTiB, OTPUMAHMX i3 BHKOPHUCTAHHSAM CHCTEM INTYYHOTO iHTeNeKkTy. Taka
obctaBuHa (OpMye TIPaBOBY HEBH3HAYCHICTh IIOJ0 MOXIMBOCTI BH3HAHHSI
BiJIMIOBITHOT iH(pOpMAIlT HAJIGKHUMH, JOMYCTHMUMH, JOCTOBIPHHMH Ta JOCTATHIMU
JIOKa3aMH y KpUMiHAJLHOMY NpOBaJKeHHi. HeBperyiapoBaHICTh KPHUTEPIlB OLIHKH
(haKTHYHO YHEMOXKIIMBIIIOE MOBHOLIHHE MpOLeCyajbHe BUKOPUCTAHHS BiIOMOCTEH,
copmoBanux abo 0OpoOICHUX i3 3aCTOCYBaHHSIM TEXHOJIOTIH IITYYHOTO IHTEICKTY.

[lo-gpyre, 4WHHE 3aKOHOAABCTBO HE IMepexdadae yHiI(DIKOBAHUX MPOLEIYD
nepeBipku (Bepudikaunii) mudpoBux ciimiB, ki Oyim 3i0paHi, igeHTH(IKOBaHI YK
MpOaHATi30BaHi 3a JOIOMOIOI0 AaBTOMATH30BAaHMX CHCTEM Ha OCHOBI IITYYHOTO
inTenekty. Lle iCTOTHO yCKIamHIOE OWIHKY IX JOCTOBIPHOCTI Ta CTBOPIOE PH3UKH
BUKOPUCTAHHS JIOKa3iB, 1[0 HE BiJNIOBiJal0Th BUMOTaM HAyKOBOi OOIPYHTOBaHOCTI,
BIZITBOPIOBAHOCTI 1 00’ €KTUBHOCTI.

ITo-Tpere, 3aKOHOJABYO HE BPETYJIBOBAHO MNMTAHHSA PO3NOALTY HOPUANYHOIL
BIAMOBIAANBHOCTI y BHUINAJAKaX MOMHJIOK a00 TEXHIYHHMX 300iB, 110 BHHUKAIOTH ITi[
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Yac BUKOPHCTAHHS CHUCTEM IITYYHOTO IHTENEKTY y MPOIeCci MPUUHATTA pilieHb. Y
3B’S3KY 3 UM 3QIIUIIAETHCS BIIKPHUTUM IHTAHHS MIONO Cy0’€KTa BiAMOBITAIBHOCTI
3a HACIIIKHW TaKOTO0 BHKOPHCTaHHSI — PO3pOOHHMKA IPOTpaMHOro 3abe3nedeHHS,
omepaTropa CHUCTEMH, eKCIIepTa, SKHHA 3aCTOCOBYBAaB IHCTPYMEHTH IITYYHOI'O
IHTENEKTY, UM CIIITY0TO, SIKMH ITOKJIaaBCsl Ha BIAMOBIIHI pe3ysIbTaTH NPHU yXBaJICHHI
nporuecyanbHuX pimeHb. [logiOHa HeBH3HAUeHICTh Mae Oe3mocepenHiil BIUIMB Ha
3a0e3MedYeHHs rapaHTiil ClIpaBeAIMBOTO CyI0BOTO PO3IIIAAY, peallizalliio MpaB CTOPiH
KPHUMIHAJIBFHOTO MIPOBAKEHHS Ta e()eKTUBHHI 3aXHCT BiJl MOXKINBHX TEXHIYHHX 200
HPOLEAYPHHX 3TOBXKUBAHb.

BuxopucTaHHS CHCTEM IITYYHOTO iHTEIEKTy Y KPUMiHAJIEHOMY IPOBAJDKCHHI 32
BIICYTHOCTI HaJIe)KHOTO KOHTPOMIO a00 YiTKO BH3HAYCHHX IIPOLECYAIBHHX TapaHTiit
MOJXXEe IPHU3BOJUTH 1O ICTOTHUX MOPYLICHB MPaB YYaCHUKIB KPHUMIHAJIBHOTO TIPOLIECY.
Hacamnepen 11e CTOCY€ThCSl PU3HKIB, OB’ I3aHUX i3 JOTPUMaHHIM (yHIaAMEHTAIBHIX
NPHHIMIIB KPUMIHAIBHOTO CYI0UMHCTBA Ta CTaHJIAPTIB CHPABEIMBOrO HMPABOCYAMS.
VY curyarisx, KOMM CTOPOHI 3aXHCTy He 3abe3rnedeHo NocTyn Ao iHdopmarii mpo
apXITEKTypy aJrOpUTMy, MapaMeTpH Horo HaBYaHHS 4M METOAM 00poOieHHs uudpo-
BHX CIiJiB, BHHHKAE peallbHa 3arpo3a 0OMEKEHHs IpaBa Ha 3aXHCT, 30KpeMa MOKIIH-
BOCTI e()eKTHBHOTO OCKapKEHHs JJOKa3iB, IIOKJIACHNX B OCHOBY OOBHHYBaUYCHHL.

JlomaTKOBMM JUKEPENIOM PHU3HKIB € 3aCTOCYBAaHHS aJTOPHTMIB, HAaBUAHHS SKHX
3IiiCHIOBAIOCS Ha YHEpeMKEeHHX abo Hepenpe3eHTAaTUBHUX MacHBaX JaHUX, LI0
MOJKE 3yMOBIIOBAaTH ()OPMYBaHHS AMCKPUMIHALIHUX UM CTEPEOTHITHUX BHCHOBKIB.
[onibni mpoGiieMu Bke 3HAXOMIM BiIOOpaKEHHS Yy MIKHApOIHIM IMpPaBO3acTo-
COBHIMf TNpAaKTUIl, 30KpeMa y BHIIAQJKaX, KOIM CHUCTEMH IITyYHOTO IHTEIEKTY
JIEMOHCTPYBAJI CTATUCTHYHY CXWIBHICTH 710 ()OpPMyBaHHS OOBHHYBAIBHUX PE3yiib-
TaTiB CTOCOBHO MPEACTAaBHHUKIB OKPEMHUX €THIYHHX, COIaJbHUX 200 JeMorpadiqHux
rpyn. Tak, y XOMi >KYpHaIiCTCHKHX PO3CIIiIyBaHb OYyJI0 3aI0KyMEHTOBAaHO I[OHAM-
MeHIIIe BiciM (aKkTiB HENPaBOMIpHUX apelmTiB y pi3Hux mrarax CIIA, cnpuunHeHnx
XHOHUMH pe3yJibTaTaMH aJTOPUTMIB PO3IMi3HaBaHHS OOJNMY, MPUUOMY IEpeBaKHA
OIMBIIICTh TMOCTPAXKAAIUX Halexada 10 adpoaMepHKaHCHKOI CIUIBHOTH, IO
CBITYUTP PO HASIBHICTH CHCTEMHO] aJITOPUTMIYHOI YIEPEIKEHOCTI .

Ockinbku (QYHKIIOHYBaHHS CHCTEM INTYYHOTO IHTENEKTY IPYHTYETHCS Ha aHaMi3i
HasSBHUX MAacCHBIB JaHHWX, BHUKOPUCTaHHS CIIOTBOPEHHX, (ajabCcU(iKOBaHUX abo
OTPMMAHHUX 13 MOPYLIEHHSAM BHMOT 3aKOHOJABCTBAa NM(POBHX CIJiB HEMHHYyYe
3yMOBIIIOE ()OpMyBaHHS XHMOHHX a00 HEIOCTOBIPHMX BHCHOBKIB. BogHouac Moxxim-
BOCTI CYYacHHX CHCTEM IUTY4YHOTO IHTENIEKTY IIOJO BiIMEXYBaHHS aBTCHTHYHHX
IMGPOBUX CIiTIiB BiJ IITYYHO CTBOPEHHX UM MOIM(IKOBAHUX 3aJIMIIAOTHCS
00ME)KeHHMH, OCOOJIMBO Y BHIIQJKaX 3aCTOCYBAaHHS BHCOKOTEXHOJOTIYHHX METO/IB
¢danbeudikarii, y ToMy 4YMcli i3 3alydEeHHSAM THUX CaMHX AITOPUTMIB IUTYYHOTO
IHTENEKTy. 3a TaKMX YMOB BHHHUKAIOTh CYTTE€BI PH3HKH Ui 3a0€3ME€UeHHs TOYHOCTI,
JIOCTOBIPHOCTI Ta MPOIECYabHOI JOIMYCTHMOCTI JIOKa3iB, OTPHMAHUX Y pe3yJIbTaTi
ABTOMATH30BaHOTO aHaJIi3y I(ppoBoi iHdopmarii.

* MacMillan D. Arrested by Al: Police ignore standards after facial recognition matches.
The Washington Post. 13 ciuas 2025. URL: https://www.washingtonpost.com/
business/interactive/2025/police-artificial-intelligence-facial-recognition/ ~ (zara  3BepHeHHs:
20.01.2026).
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BukopuCcTaHHS TEXHOJOTiH MTYYHOTO 1HTENEKTY Y KPUMIHATICTHYHIN TisSITBHOCTL
CTQaHOBUTH IIEPCIICKTHBHHUH HANpsM pPO3BHTKY, SKHH PpO3IIMPIOE MOXKIUBOCTI
HiIBUINEHHS  ©(QEeKTMBHOCTI  PO3KPUTTS Ta  PO3CIIAYBaHHA  KPHMIiHAJIBHUX
MPaBOIOPYIICHb, ABTOMATH3allii THIOBHX aHANITHYHHMX 1 TEXHIYHHX MPOLEAYp,
MPOTHO3YBAHHS 3TOYMHHOI aKTHBHOCTI, 8 TAKOX OINpALOBAHHS 3HAYHHX 32 00CSArOM
MacuBiB iH(popmartii. Pi3Hi Bapiamii ITy4HOro iHTENIEKTY, 30KpeMa METOIU MALlTMHHOTO
i rMOOKOro HaBUaHHS, OOpPOOKU MPUPOJHOI MOBH Ta KOMII IOTEPHOTO 30pYy, BiKe
aKTHBHO BIIPOBAKYIOTHCS y HH3LI HANPSIMIB KPAMIHATICTUYIHHUX JOCIIDKEHD .

CHCTeMH LITYYHOTO IHTEJIEKTY CTBOPIOIOTH MOXIIMBOCTI Ul aBTOMAaTH3aLii
IpOIeciB BUSBJIEHHS, CHCTEMaTH3allii Ta aHAJITUYHOTO TIyMadeHHS IU(poBUX
CIIIAIB 13 BHCOKUM piBHEM TOYHOCTI. BOHM CIpOMOXXHI BCTQHOBIIIOBATH IPHXOBaHI
B32a€EMO3B’SI3KM MDK OKpPeMHMH 00’eKTaMH, (IiKCyBaTH aHOMAJIbHI MPOSBU Yy
MOBEiHII 0Ci0, PEKOHCTPYIOBATH MOCIIIOBHICT MOfiH i popMyBaTH 0OIpyHTOBaHI
JIOKA30Bi TIMOTEe3U Ha OCHOBI KOMIUIEKCHOTO aHami3y Iu¢poBoi iHpopmarii. Okpim
[IbOTO, TEXHOJOIil IITYYHOrO IHTEJIEKTY MOXYTh IHTEIPYBAaTHCS y IIPOLELYpPH
CY/IOBO-CKCIIEPTHHUX JOCII/DKEHb, iICTOTHO CKOPOYYIOYM CTPOKH OIpPALOBAHHS Ta
iHTepHpeTanii THPPOBHUX JOKA3iB.

Bonnouac, mompy 3HaYHMI IOTEHINia]d 3aCTOCYBAaHHS HITYYHOTO IHTENEKTY Y
chepi aHamizy OUPPOBHX CIiiB, HOrO BIPOBAHKECHHS CYIPOBOJKYETHCS HHU3KOIO
ICTOTHHX pPH3HKIB 1 TIpoOieMm, IO 3yMOBJIIOIOTh HEOOXiJHICTh KOMIUICKCHOTO
HOPMAaTHBHO-TIPABOBOTO  PETY/IOBaHHS, (OPMyBaHHS  €THYHHX  CTaHIApTiB
BUKOPUCTAHHA BIAMOBITHUX TEXHOJIOTiM, a TaKOX MiABHIICHHS PiBHA LUPPOBOI
KOMIIETEHTHOCTI BCiX YYaCHHUKIB KPUMiHAJIBHOTO MPOBAKEHHS.

YHpoBamkeHHS TEXHOJIOTiM IITyYyHOTO IHTENEKTY B MPAaKTHYHY AisUTBHICTD
CYIPOBOJDKYETHCS KOMILUIEKCOM CYTTEBHX PU3HKIB 1 poOIeM, cepel] sIKUX 0co0InBe
MICIIe TIOCIJAI0Th aJTOPUTMIYHA YIEPeKEHICTh, OOMEXEHa MPO30PIiCTh IMPOIECiB
YXBaJICHHs. pillleHb, €TWYHI Ta IPaBOBI BHKIMKH, a TaKOX HAasBHI TEXHIUHI
oOMeXeHHs i piBeHb TOTOBHOCTI MPABHUYOI'O CEPEOBHIIA JIO BUKOPHCTAHHS TaKHX
iHCTpyMeHTiB. 3 MeTOI MiHiMi3alil 3a3HaYeHHX PH3HMKIB 1 MiJABUIICHHSI
Pe3yJIbTaTUBHOCTI 3aCTOCYBAHHSI IITYYHOTO iHTEIEKTY B KPUMIHAICTUUHIH PaKTHIII
HEOOXiHUM € (OpPMyBaHHS YITKHX €THYHHUX 1 MPaBOBUX CTAaHAAPTiB, 3a0e3MeUeHHS
MPO30POCTi Ta MiA3BITHOCTI aNTOPUTMIUHHX PIllIeHb, a TAKOX YAOCKOHAJICHHS SKOCTI
fl penpe3eHTaTHBHOCTI HABYAJIbHUX JJAHHX.

JouinbHUM BOAa4YaeThCsi IOETAHE Ta BHBAXKCHE BIPOBA/DKCHHS CHCTEM
IITYYHOTO IHTENEKTy Yy KPUMIHAJIICTHYHY TIPaKTHUKY 32 YMOBH 30€peKeHHs
BU3HAYAIBHOI POJi JIIOAWHM Yy NPUHHATTI OCTATOYHHMX IPOIECYaIbHHUX PpIlIeHb i
3 ypaxyBaHHSM MOTEHI[IHHOTO BIUTHBY BiJIMTOBITHUX TEXHOJIOTiH Ha MpaBa JIOJUHH Ta
HPHHLMUIY CIIPaBEUIMBOTO CYZI0YMHCTBA. 3a BiICYTHOCTI HAJICKHOIO HOPMAaTHBHOT'O
i IHCTHTYLIHHOTO BpPETYNIOBaHHA HEOOIPYHTOBaHE Ta IIUPOKOMAcIITaOHE
BUKOPUCTAHHA IUTYYHOTO iHTENEKTY y cdepi KpUMIHAIEHOTO CYJOYMHCTBA 3JIaTHE
MOCTaBUTH MiJ 3arpo3y (yHIaMEHTaJbHI 3acajd KPUMIHAJIBHOTO MpOIECy, IO €
anpiopi HEMPHUITYCTUMHUM.

8 Yeppannona I, A., Kypman O. B. 3acTOCYBaHHS IITYYHOTO iHTENEKTY B KPHMiHATICTHIIi:
MEPCIIEKTUBU Ta PU3MKU. Ananimuyno-nopienanbne npasosnaécmeo. 2025. Ne 3. U.3. C.215.
https://app-journal.in.ua/wp-content/uploads/2025/06/33-2.pdf
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2. HIngposi caign MobiIbLHUX 32C00iB 3B’ A3KY
Y KpUMiHAJICTHYHINA npakTHIi

PO3BHTOK HayKOBO-TEXHIYHOI'O IPOrPECy, BUKOPUCTAHHS LITYYHOIO IHTEIEKTY,
YIPOBA/UKEHHS CYYacHHX [OCATHEHb HAyKM 1 TEXHIKM B MPAaKTHKY BYMHEHHS
KPUMIHAJIBHHUX INIPaBONOPYIIEHb 3YMOBIIOE HEOOXITHICTh BJOCKOHAJIEHHS HAyKOBO-
METOJUYHOTO Ta TEXHIKO-KPHMIHANICTHYHOTO 3a0e3MedeHHsT  PO3CIiIyBaHHS
3JI0YMHIB, OHUM i3 IPIOPUTETHUX HAIPSIMIB SIKOTO CTa€ BUKOPHCTAHHS CIIEI[iaIbHIX
3HAHb 1 CHeLiabHOI KPUMIHATICTHYHOT TEXHIKH.

OfHUM 13 HAMMOIIMPEHININX BUAIB TEXHIYHUX 3aC001B, [0 BUKOPUCTOBYIOTHCS
370YMHIIMA il Yac BYMHEHHS MPaBOIMOpPYILICHb, € MOOUTbHI TeiehoHu (cMapt-
(oHH), 3a JOMOMOrOK SIKMX Y3TOJUKYIOTBCS Ta KOOPAMHYIOTbCS 3JIOYMHHI [l
CHIBYYaCHHKIB, BUCYBAIOThCS IOTPO3H 1 3MiHCHIOETHCS BUMAraHHs TPOIIOBHUX KOIITIB
abo MaifHa, OiANIYKyIOTh Ta BepOyIOTP HOBHX BHKOHABIIIB, BH3HAYAIOTH Iil
CHUJIBHUKIB 13 MIATOTOBKM Ta IPUXOBYBAHHS 3JIOYMHHOI MiSUTBHOCTI, 30HparoTh
iHpopMarifo moxo MaiOyTHIX »epTB, (IKCYIOTh pe3yJNbTaTH CBOIX [IiH It
3BITYBaHHS, PEANi3yIOTh INAXpaiChKi CXEMH 3aBOJIOAIHHS YyXXKMM MAaifHOM TOIIO.
CyyacHi MOXIIMBOCTI 3aco0iB MOOUIBHOTO 3B’SI3Ky JAlOTh 3MOTY 3MiHCHIOBATH
JI3BIHKU Ta OOMIHIOBATHCA MOBIIOMJICHHSIMH 3a JAOTIOMOTOIO CTIJIBHUKOBOTO 3B’SI3KY,
MpOBOAMTH (OTO Ta Bileo 3HOMKY, CHUIKYyBaTHUCS Ta NepeJaBaTH BeNuKi 00’eMu
inopmariii uepes mecenmkepu (Telegram, WhatsApp, Viber, Signal tomo),
MOHITOPHTH COLIATBEHI MEPEXi Ta IHTEPHET-TIPOCTIp.

MexaHi3M CIIiTOyTBOPEHHS MiJl Yac BUKOPUCTAHHS 3aC00iB MOOIIEHOTO 3B’SI3KY
Ma€e CBOIO cHenudiky, OCKUIBKM YTBOPEHI HMMH CIiIH, Maioud iHpopManiiHmit
XapakTep, He BimoOpaxkaloThcsi y  30BHIilIHIM  MarepiaibHiii  00OcTaHOBII.
BuKoOpUCTaHHS CHelialnbHUX 3HaHb MiJ Yac pPO3CIiAyBaHHS KPHUMiHAIBHHX
MPaBOMOPYLICHs Ja€ 3MOTY HE TIIbKH BHSBHTH W 3adiKCyBaTH 3aiUIICHI 32
JIOTIOMOTOI0  MOOITBHMX 3ac00iB  CTUIBHUKOBOTO 3B SI3KYy  CHIAM  3JIOYHMHHOL
ISUTBHOCTI, ae W BCTAaHOBUTH MiCIE3HAXOKCHHS 3JIOYMHI a00 IOTEpIILIOro,
BU3HAYMTH MapUIPyT IXHBOTO MEPEMIllIEHHS, BITHOBUTH TEKCTOBY 1 MyJbTHMEIiHHY
iHpopMarifo, TepeaHy 3a JONOMOTOI0 MOOUIBHOTO MPHUCTPOIO, 3’sCYyBaTH
NPUHAISKHICTh NePeaHuX JaHHX KOHKPETHil 0co0i.

Crign, MO YyTBOPIOIOThCS MiJ 4Yac BYMHEHHS 3JI0YMHIB 13 BHKOPHCTaHHIM
MOOINBEHHX 3ac00iB 3B 513Ky — 1€ iHdopMmaris, sika 3adikcoBana B 11ppoBy Gopmari,
MICTHTBCSI B PI3HOTO poxy HH(GPOBUX MPUCTPOAX 31 CTBOPEHHS, OOpOOJICHHS,
30epekeHHS Ta Tepenadi Imiei iHdopmamii, NPUYMHHO TMOB’sA3aHA 3 TOMIEI0
KPUMIHAIBHOTO MPABONOPYIICHHS, Ta Ja€ 3MOTYy BCTAHOBUTH SIK OOCTaBHHH
BYHMHEHOT'O 3JI0YHHY, TaK i 0cO0Y 3JI0YHHISL. [HIIMMH CIIOBaMH TaKi CIIiIH OTPUMAIIH
Ha3By LU(POBHX, MiJ SKAUMH DPO3YMIIOTh JaHi, IO 3aJHIIAIOTECS B IHU(POBOMY
HNPOCTOpi  BHACHINOK BHKOPHCTaHHS LU(PPOBHX IPHUCTPOIB, TEXHOJIOTIH Ta
iHpOpMALIIIHUX Mepex, sKi MOXyTh OyTH BHKOPHUCTaHI B KpPHMiHAIbHOMY
IIPOBAPKEHH] i Cy104MHCTBI .

Iadopmaris (uupposi ciimu), sika 30epiracTbes y omeparopiB Ta MpoBaiinepis
TEJIEKOMYHIKalil, Biirpae BaXXIMBY POJIb Yy MPOIECi KPUMIHATBHOTO MPOBaKECHHS.

Y Kpuminanictuka: migpyunnk / B. M. Illesuyk, B. A. Xypagens, B. 0. IlleniTbko Ta iH.;
3a pea. B. M. IlleBuyka. Xapkis: [IpaBo, 2024. C. 396.
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BcranoBneHHs 0c00HM, IO KOpPHCTYBajacs MOCIyraMd MOOUTBHOTO 3B’S3KY, Hamae
MOXJIMBICTh OpraHaM JOCYJOBOTO pO3CIiIyBaHHS OTPUMAaTH BIJOMOCTI IIpO
HMOBIPHOTO TIPaBONOPYIIHMKA, HOTO COLialbHI 3B’SI3KM, a TaKOXK Xapakrep 1
00CTaBUHHU MPOTHIIPABHOI MisUTBHOCTI. ByIb-sfKki mil 3I0YMHI, MOTEPIINIOT0 YH
iHIIMX 0ci0, SKi KOPUCTYIOThCS IIOCIyraMd MOOIIBHOTO 3B’SI3KY, 3HAXOAATh
BifOOpakeHHS Ha cepBepax orneparopa.

Taxwuii npouec 30upaHHs, aHaNI3 Ta CUCTeMaTu3alii iHpopMallii OTpuMaB Ha3By —
OimiHr. B cy4YacHHX TeNeKOMYHIKAIlIfHUX KOMITaHisSX OUTIHT — Ie CKJIaJHuH
KOMIUICKC TpOTrpaM, SKHAH O3BOJISLE pealli3yBaTH Iporec 300py iHpopmarii mpo
BUKOPUCTAHHS TEJICKOMYHIKAI[IHHUX MOCIYT, Tapr(iKamilo, BUCTAaBICHHS PaXyHKiB it
00pOOKy TIIaTeXKiB CHOKMUBAYIB MOCIYT (PiKCOBAHOTO i MOOLITEHOTO 3B SI3KY, IOCTYITY
10 Mepexi [uteprer, inTepuer-renedonii™.

Omnepatopd MOOUTBHOTO 3B’S3Ky B IpOIECi HaTaHHSA TEJICKOMYHIKAI[IHUX
MOCHyT  3OIMCHIOITH  OesmepepBHY  (ikcamiro  TEeXHIYHHMX  MapaMeTpiB
(hyHKUIIOHYBaHHS MOOUTPHUX IMPUCTPOIB A0OHEHTIB IIUISIXOM BUKOPHCTAHHS PEECTPIiB
MICIIe3HAXO/KCHHS Ta MEpEeMIleHHsl. Y pe3yNbTaTi Takol isTBHOCTI Ha cepBepax
omeparopa ¢GopmyeTbcs 0a3a OUTIHTOBHX JaHUX, SIKA MICTHTh BiJOMOCTI IIpO
ineHTHQIKaiiHI XapaKTepUCTHKH aOOHEHTa Ta MapaMeTpH 3’€IHaHb, 30Kpema: 1)
HoMep SIM-kapTkm aGoHeHTa; 2) MDKHApOTHMH ifeHTH]IKAIIHHINA HOMep
MobinpHoro obnanHanus (IMEI); 3) nary, 4ac Ta TpHBaNiCTh TelECKOMYyHiKaliifHOro
3’enHaHHsA; 4) HOMep aOOHEHTa, SIKUH IHIIF0E BUKIIMK; 5) HOMEp abOHEHTaA, 3 IKUM
BCTaHOBIIOETHCS 3’ €THAHHS; 6) iM’s1 a0OHEHTa, 3aKpiIUIeHEe 32 BiAMOBITHUM HOMEPOM
y pasi Horo Bepudikawii; 7) BapTiCTh HaZaHUX MOCIYT 3B’s3KYy; 8) imeHTH(IKATOD
0a30Boi cTaHIil, Yepe3 Ky 3AIHCHEHO MOYaTOK 3’ €MHaHHS; 9) ineHTHudikarop 6a30B01
CTaHIIi1, Yepe3 SKy 3aBepIICHO 3’ €AHAHHS.

BcraHoBieHHS Miclle3HaXOKEHHS MiI03PIOBAHOTO, OTEPILIOro abo Oyab-sSKoi
1HIIOT 0COOM MOXE 3IIMCHIOBATUCS 34 JOIIOMOI'OI0 MOKJIMBOCTEH TEXHIYHMX 3ac00iB
onepaTopiB  CTITBHUKOBOTO 3B’A3Ky a00 JK i3 BHUKOPUCTAHHSIM  CIITYHMHU
CreliaTi30BaHOi KPHUMIHANICTUYHOI TEXHiKM. SIK TMpaBWiO, Ha eTami BiJKPUTTS
KPUMIHAJIBHOTO TPOBA/DKEHHS IiJJO3PIOBAaHUM HEBIJOMHH 1, 3ampoCHBIIN JaHi
OinmiHry, cuimuuii OTpHUMye€ MacHB IAaHUX TNPO 3JiHCHEHI 3’€THaHHS aOOHEHTIB 3a
BKa3aHUI MepioJ yacy B Meax BiAMOBigHOI 0a30Boi craHmii O Miclsl BUMHEHHS
KPUMIHAIBHOTO TIPABOIOPYILIECHHS. Y MOAAIBIIOMY, CIIi UM, aHATI3yI04H OTPUMaHi
JlaHi, BUJLISE 30IirH 32 JaTOK0, MICIIEM 1 YacOM, MiCJIsI YOTO 3/IiHCHIOEThCS MepeBipKa
koHKpeTHHX SIM- ta IMEI-HOMEpIB.

3a3HaueHi BiJOMOCTI MOXKYTb OyTH OTPHMaHi CIILTYUM ITiJ] 4ac MPOBEJEHHS TaKOro
3axofy 3abe3neyeHHs] KPUMiHaJIbHOTO MPOBA/DKEHHS, IK THMYACOBHIl JOCTYII 10 peyeit
i JoKyMmeHTIiB. BimmoBimHa yxBajga CIig4oro Cymui HaACHIAETHCS  OIEpaTopy
MOOLITBHOTO 3B 513Ky, Y BOJIOJIHHI SIKOTO 1epedyBae HeoOXiaHa iHpOpMaLis, mcis 90ro
YIOBHOBa)kE€Ha CITyk00Ba ocoba 3000B’s13aHa 3a0€3MEUNTH TUMYACOBUI JOCTYII 10 Hel
3 METOIO BIUTy4YeHHs a00 BUTOTOBJICHHSI HAICKHUM YMHOM 3acBifueHux kxomidd. Hamani
OTpUMaHU{ MAacHB JAHUX IIOJO KOHKPETHOTO abOHEHTCHKOIO HOMepa oleparopa

8 Ceprudixamis  Gimimrosux cmcrem B VYkpaimi. URL: http://oniis.org/ukr/

poslugi/sertifikaciya-obladnannya-zvyazku/sertifikaciya-bilingovih-sistem-v-ukraini (nata
3BepHeHHs: 20.01.2026)
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MOOUTBHOTO 3B’SI3KY MIUITAE aHAITUYHOMY OIPAIfOBaHHIO. Y pa3i BHHUKHEHHS
HOTpeOu B OJIepXKaHHI JOJATKOBHX BIOMOCTEH, IO MArOTh 3HAYCHHS U KPUMi-
HAJIBHOTO IIPOBA/UKEHHS, MOMJIMBE IPOBEJEHHS HETTIACHUX CILIYUX (PO3IIYKOBHX)
I, 30kpeMa 3HATTS iHpopMamil 3 eNCeKTPOHHIX KOMYHIKaliifHUX MepeX BiOIOBiTHO
1o cratti 263 KIIK Ykpainu ab0 BCTaHOBJICHHS MICIIE3HAXOHKCHHS pa1ioo0iaTHaAHHS
(panmioeneKTpoHHOro 3aco0y) 3rigHo 3i crarrero 268 KIIK YKpa'l'Hnlg. [onoxenusimu
crareit 159 ta 162 KIIK Ykpainu nepenbaueHa MOKIMBICTE OTPUMAHHS CIIT4UM a00
MPOKYpOPOM  BIIOMOCTEHl TPO TENEKOMYHIKALIfHI 3’€qHAaHHSA, IO Majd MicIe
y MUHYJIOMY (mOcT(hakTyMm), 30KpeMa iHpopMamii mOoA0 MiCIe3HaXOLKEHHS pasio-
@JIEKTPOHHOT0 3aco0y y BH3Ha4YEHHMIT IPOMDKOK Jacy. BinmoBigHo no gacTunmM mepmoi
crarti 165 KIIK Ykpainm ocoba, sika 3a3HaycHa B yXBaji CIIIIOro cyu abo cymy
IPO HaJaHH THUMYAcOBOIO NOCTYIy 1O pedel i JNOKYMEHTIB sIK iX BOJOJLIeIpb,
3000B’s13aHa 3a0€3MEUUTH HAJJAHHS TAKOTO JIOCTYITY JI0 BU3HAYEHUX B yXBaJli 00’ €KTiB
0co0i, 3a3HayeHil y BiANOBIAHOMY CYJOBOMY pillleHHi, a00 iHIII YHOBHOBa)KeHil
0c00i, sIKa /i€ Ha MiJCTaBi JOPYUEHHS CIiAYOro” .

Bigmoeimro mo m. 1 cr. 159 KIIK TuM4acoBWil HOCTYN 1O €JIEKTPOHHHX
iHpopMaLiifHUX cucTeM abo0 iX YacTHH, MOOUTPHMX TEPMIHATIB CHUCTEM 3B’SI3KY
3MIHCHIOETHCS IUIIXOM 3HSTTS KOMii iH(popMarii, o MICTHTBCS B TAKHX EJIEKTPOHHUX
iHopManiifHuX cucTemMax abo IX YacTHHAX, MOOLTPHMX TepMiHaJaX CHCTEM 3B’SI3KY,
6e3 ix BuiIyueHHs. BigmosigHo 10 m. 2 4.2, 3 cr. 168 KIIK THMYacoBe BUIYYEHHS
CJIIEKTPOHHUX 1H(OPMAIIHHIX cHCTeM abo TX YacTHH, MOOUTHPHHUX TEPMIHATIB CHCTEM
3B’SI3KY HE JIOIYCKA€THCS, 32 BUHATKOM BHIIQIKIB, KOJIM HaJaHHS BIIMOBITHUX 00 €KTIB
pasoMm 3 iH(popMaIli€ro, 0 Ha HUX 30epiraeThbes, € HEOOXiTHOI YMOBOIO MPOBEICHHS
EKCIIEPTHOTO JIOCHIKEHHA, a00 KOMM Taki 00’€KTH OynM OTpHMaHi BHACITiJOK
BUMHEHHSI KPHUMIHAJIGHOTO TIPABOINOPYIICHHS UM BHKOPHUCTOBYBAIHCS SIK 3aci0
a0 3HapsiII MOTO BUMHEHHS, a TAaKOX Yy CHTYyalliiX, KONM JOCTYH JO HHX
OOMEXYETHCSI  BIIACHUKOM, BOJOAUIBIIEM YW yTpHMyBadeM a0o OB s3aHMI
i3 HEOOXITHICTIO TIO/IONIAHHS CUCTEM JIOTTYHOTO 3aXUCTy. Y pasi moTpeOu ciiruuit abo
IPOKYpOp 3IilCHIOE KomitoBaHHs iH(poOpMalli, 10 MiCTHThCs B iH(GOpMaLiHUX
(aBTOMaTH30BaHMX), TEJICKOMYHIKALIfHUX YH iH(pOpMALiHHO-TeNeKOMYHIKaLiTHIX
CcHCTeMaX, a TaKOX Y IX HEBII'€MHHX CKJIAaJOBHX dYacTHHax. KomiroBaHHA Takoi
iH(opMaLi] TPOBOIUTHCA i3 3aJyIEHHSM CIIEIIiaTiCTa 3 METO0 3a0e3MeYeHHs HalIeKHO1
TIOBHOTH, TOYHOCT] Ta 36ePeKEHHS LITICHOCT] A(POBHX TaHAX "

OO6pobmnenHst 1M(pPOBUX JOKa3iB 3MIHCHIOETbCS 3 ypaxyBaHHSIM BHMOT,
suknagennx B JICTY ISO/IEC 27037:2017 «Iudopmaniiiai texHonorii. Metonu

19 KysyGosa T. O. PO3BHTOK 3aKOHOJABUHX TOJIOXKEHb, O PErIAMEHTYIOTh THMUYACOBMIl
IOCTYI 0 pedeid 1 mokyMmeHTiB B Ykpaiuu. Bicuux JIJYBC im. E.O. Hdioopenka. 2017. Ne 2.
C. 118. URL.: https://dspace.univd.edu.ua/items/d6ab6f17-2a01-407a-a288-d51d5ee4488b

% BukopucTanHs iH(OpMaIii, IO 3HAXOXMTECS B OINEPATOPiB Ta MpoBaiiepiB
TeNeKOMYHIKaliil y KpHMiHAIBHOMY IpoBapKeHHi: MeTox. pek. / O.B. Tapan, O.M. bpuckos-
cbka, O.C. Tapacenko, A.A. Bosuiok Ta iH. Kuis: Har. akan. BHyTp. cmpas, 2021. C. 13. URL:
https://elar.naiau.kiev.ua/bitstreams/28ffc35c-c1e5-4583-8e16-2954c8bdd641/download

2l KpuMinanbHuil TpolecyalnbHUH Kojekc Ykpainm: 3akon VYkpaimm Bim 13.04.2012
Ne 4651 — VI URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text
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3axucty. HactanoBu mns inmeHtudikaiii, 30mpanHHs, 3700yTTS Ta 30epexeHHS
H(bPOBHX T0KA3iB»2,

Ipouec imentudikarmii cxramaeTbest 3 MONIYKY, PO3Mi3HABAHHA Ta JOKYMEHTY-
BaHHS TOTeHUiiiHOro 1m¢poBoro mokasy. B mpoueci inenTH¢ikanii mpaniBHUKA
MPaBOOXOPOHHOTO OpraHy ITOBMHHI BH3HAYUTH HOCIH iHpopMarii, iuppoBi naHi Ha
SIKOMY ITOTPiOHO 30eperTH y SKOCTi JOKa3y, a TaKOX MPHCTpoi o0poOku iHdopmarii,
SIKI MOXKYTh MICTUTH MOTEHUIKHHI HH(POBI T0Ka3H, MO CTOCYIOTHCS KPUMIHAIBHOTO
NpaBoINOpyIIeHHsS. 30upaHHs Tependayae BUIIYYCHHS MPUCTPOIB, SKI MOXKYTh
MicTHTH UMQPOBI MOKAa3M 3 METOK iX MOAAIBLIOrO OMNISLY Ta IIPOBEACHHS
EKCIIEPTHUX JOCIIIKEHB .

Ha cranii BUMHEHHS KpHUMIHAJIBFHOTO IIPaBONOPYIICHHS Ta Oe3MNOocepeHBOTO
MPUXOBYBaHHSA HOTO CIigiB 1 HACHIIKIB MpHYCTHA 0coba MOXE 3IiMCHIOBATH ii,
CIPsIMOBaHI Ha 3HUIEHHS, MoHDiKallifo a00 YHEMOXIIMBICHHS JOCTYITy 10 IU(PpPOBOT
iHpopMarii, mo 30epiraeTbcsi Ha MOOUIBHOMY mHpHcTpoi. [lo Takux niif, 30kpema,
HaJIeXKATh BUAJICHHS €JIEKTPOHHOTO JINCTYBaHHs, OTO- i BieomaTepianiB, OUHIICHHS
icTopii BeOmeperysiay, 3acTOCyBaHHA 3aco0iB IMH(pyBaHHA, a TaKoXK OJOKYBaHHS
JOCTYITy IO BIATIOBIAHUX JaHUX HAa MOOUTEHOMY Tele(oHi.

3 MeTol0 3a0e3MedeHHs] CBOEYACHOTO Ta HAJIEKHOTO BIUIYYEHHS EJIEeKTPOHHO-
UQPOBHUX CINIB y KPUMIHANICTUYHIA TPAKTHII 3aCTOCOBYIOTHCS CIIEIliali3oBaHi
amapaTHO-TIPOrpaMHi KOMIUIEKCH MOOUIBHOI KpUMiHATICTHKH. J[Jsi OTpUMaHHS Ta
aHaiizy iHpopMmalii 3 MOOITBHUX TEPMiHANIB MiAPO3/IIIH IPABOOXOPOHHUX OpPraHiB
YkpaiHu IUPOKO BUKOPUCTOBYIOTH BIINOBIHI TEXHI4HI 3aCO0H, 30KpeMa anapaTHO-
nporpamui komrekcu «Cellebrite UFED Touch 2 Ultimate» ta «Cellebrite UFED 4
PC Physical Analyzer». 3okpema, Taki KOMIUIEKCH BUKOPHCTOBYIOTh Y CBOTH poGOTI
ornepaTUBHO-TEXHIUHI migpo3ainu Hamionamsroi nomnimii Yxpainu ta JHAEKL] MBC
YKpa’iHI/I24 i 9ac TpoBeAcHHS: 1) BIAMOBIAHUX ONMEPAaTHBHO-TEXHIYHUX 3aXOMIB Ta
HETJIACHUX CIITYUX (PO3IIYKOBHX) [ii 31 3HATTA iHpOpMaLil 3 eNeKTPOHHHX
iHpopMamiifHuX cucteMm; 2) ciigdol (po3mIykoBoi) Aii SK-TO: OISR MICLEBOCTI,
MPUMIIIEHHSI, PedYeH, TOKYMEHTIB Ta KOMI foTepHUX aanux (ct. 237 KIIK Vkpainn),
UL Oy MOOITBHOrO TepMiHany (CTUIBHHMKOBOTO paniorenedoHny) ta/abo SIM-
KapTKH, BHUSBIECHHX HAa Micli BYMHEHHS KPUMIHAJIBHOTO TPABONOPYILIEHHS;

2 Ingopmaniiini TexHonorii. MeTomu 3axucty. HacTanoBu ans izenTudikarii, 36upanns,
3m00yTTs Ta 36epexenus undposux mokazis: JCTY ISO/IEC 27037:2017. Ha 3aminy JACTY
ISO/IEC 27037:2016 (ISO/IEC

27037:2012, IDT); Yununuit Bix 2019-01-01. Kuis: YkpHHILI, 2018. VI, 31 c. URL:
https://www.ksv.biz.ua/GOST/DSTY_ALL/DSTUS5/DSTU_ISO_IEC_27037-2017.pdf

% Mi>kHApO/IHI CTAHIAPTH T NPABOBA PErAMEHTALs H(POBHX (CIEKTPOHHHX) JOKA3iB Y
KpHUMiHATbHOMY aHalli3i: HayKOBO-METOJHYHI pekoMeHzanii / po3podH. Mamxkaii O.B., Hocos
B.B., Mansuer B.B., Porosmii A.Il/ 3a pen. Byrko P.IO. Xapkis: XHYBC, 2024. C. 29.
URL: https://dspace.univd.edu.ua/server/api/core/bitstreams/10ad6bf2-b7d4-45d1-9923-
34e9acc0d785/content?trackerld=5e9e04034bf21dff

KobGeup M. B. Amnaparno-nporpamuuii komiuiekc «Cellebrite UFED» sk 3aci6
oTpuMaHHA iHpopMamii 3 MOOUTPHUX TEepMIHANIB. AKkmyanvhi Numanns ma NePCneKmusu
BUKOPUCIAHHS ONEPAMUSHO-DOZUYKOBUX 3AC00I8 Y POSKPUMMI 310YUHIE 6 YMOBAX BOEHHOZO
cmaHy: Matep. MKBIIOU. HayK.-nipakT. KoHdepenuii (M. Kuis, 30 6epes. 2023 p.). Kuis: Hau.
akajx. BHyTp. copas. 2023. C. 71. URL: https://elar.navs.edu.ua/items/71ba959b-a48b-468d-
a611-cad52e202482
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3) 00mIyKy JKMTJIA Y IHIIOrO BOJOMIHHS 0co0M, oOmyky ocobu (ct. 236 KIIK
VYkpaiHu) s IOCTyNmy J0 KOMI'IOTEPHHX CHCTeM abo iX YacTHH, MOOUIBHUX
TepMiHaiB (CTLIBHUKOBHX pagioTeneonis) Ta/a6o SIM-kapTox®,

3a3HayeHi armapaTHO-NIPOrpaMHi KOMIUIEKCH 3a0€3Me4yI0Th MOXKIIHBICTD HOIIYKY,
BUJTyYCHHS Ta aHaTi3y iH(pOopMaIlii, o 30epiracTbcss Ha MOOLTBHUX 1 KOMIT FOTEPHHUX
OPHUCTPOSIX, & TaKOK Yy XMapHMX cxoBumax manux (3okpema iCloud, Google,
Dropbox), y ToMmy uucni y BuMajakax, KOJIHM BiIMOBiIHMIT MpHUCTpiii nepeOysae
y 3a0oxoBaHOMy craHi. [IporpaMHi 3aco0M IO3BOJNAIOTHE OTPHUMYBATH MHaHI SIK
Oe3mocepeqHRO 3 MOOUTBHUX TEpMIiHANIB, TakK 1 3 IX pe3epBHUX KON HE3aJe:KHO
BiZl 0COONIMBOCTEH BCTAHOBJICHOI ONEpaIiifHOI cHcTeMHU. Y pe3yJsIbTaTi 3aCTOCYBaHHS
TaKOro TIporpaMHOro 3abe3medeHHS (opMyeThcs NOBHHI IUQpoBHHA 00pa3
JOCITIKYBaHOTO IPUCTPOO, BKIIIOYHO 3 iH(poOpMali€ero i3 3amudpoBaHUX 3acTo-
CYHKIB, sIKa BUSIBISIETBCS Ta, 3@ HASIBHOCTI TEXHIYHOI MOMIJIMBOCTI, pO3IIU(pPO-
BYETBCSI Y MaKCHMaJbHO HOBHOMY O0CA31 Il BIANOBiZa€ AaHUM, IO MiCTHIMCS
Ha OpUTiHAIIEHOMY IPHUCTPO].

BaroMoro mepeBaror0  3a3HAuYCHHX ~ alapaTHO-TPOrPAMHUX  KOMIUIEKCIB €
MOXJIMBICTh JOCIIDKEHHS MOOLUTBHHX IPHCTPOIB, IO MepeOyBarOTh Y HEPOOOTIOMY
CTaHi, 30KpeMa BHACIIJIOK TPUBAIOTO BIUIMBY BOJM a00 MEXaHIYHHX YIIKOIKEHb.
Okpim cmaprdoniB Ha 6a3i omepauiiinux cucreM iOS Ta Android, mporpamue
3a0e3MeueHHsT MiATPUMYE TAaKOK MEHII mommpeHi miatrdopmu, Taki sk Windows
Phone, BlackBerry OS Tomto. IlpioputerauM Hampsimom (yHkitionyBaruss UFED e
BUSBJICHHS Ta BIJIy4eHHS iH(OpMaIii 3 MpuxoBaHUX a0 BUAATECHHUX DKEPEN, 30KpemMa
CJIEKTPOHHOTO JIMCTYBAaHHS Yy MECECH/DKepaX, KOHTAKTHHUX MAaHHX, ¢oTorpadiid i
BizeoszanmciB. KpiM Toro, mporpaMHi iHCTpyMEHTH JO3BOJISIOTH BiJHOBIIOBATH Ta
aHANTI3yBaTH TEOJIOKAIMHI JaHi, mo 30epirajiucs Ha MPUCTPOi MiJg Yac HOro
BHKOPHCTAHHSI, 3 METOIO BCTAHOBJICHHSI MapIIPYTy HEPEMIIlleHHs! KOPUCTyBayva.

Po3kpHTTS Ta po3ciigyBaHHS KPUMIHAIBHHAX MPABOIOPYIIEHb, IO BYMHSIOTHCS
3 BUKOPUCTAHHSAM MOOUTBHHX 3aco0iB 3B’SI3Ky, BUMara€ HasBHOCTI CHELiaJbHUX
3HaHb | HABUYOK Y JOCIIPKeHHI 1H)OPMAIiHHOTO MPOCTOPY BHIIyYEHOTO HPHCTPOIO.
SIkuro cnmiguuii mpuitMae pilieHHS 3MIHCHUTH OTJISA CaMOCTINHO, BiH TOBHHEH
JIOTPUMYBATHCS TIEBHUX KPUMiHATICTUYHUX PEKOMEH/IAIIH.

Crigunii ormsag MoOiIbHOTO 3aco0y 3B°sI3Ky mepeabadae IBi CTafil — CTaTUYHY
Ta quHamiuny?, [IpoBeJeHHS CHig4oi Mii IOYMHAETHCS i3 3aradbHOTO OLISILY
MOOUTFHOTO TPHUCTPOIO, PE3YJIbTAaTH SKOTO MiJIATAOTh OO0OB’SA3KOBIil  (ikcamii
y mpotokoyi. Y HBOMY, 30KpeMa, 3a3HA4aloThCs MOJeNb cMapToHa, Horo
KOHCTPYKTHBHI 0coOsuBocCTi ((hopMma, Koiip, rabaputn), HaiiMeHyBaHHS Ta HasBHICTh
ineHTHdiKaLiiiHUX MO3Ha4YeHb (JIOTOTHIIB), a TaKOX iH(GOPMALs PO OCHAIICHHS
HOpPUCTPOI0 BOYZOBaHMMH (HOTO- UM BificOKaMepaMH 3 JINIBOBOTO Ta THIBHOIO OOKY.

% Tixonos C. B., KoGeup M. B. 3acTocyBaHHS amapaTHO-IPOIPAMHOIO KOMILIEKCY
«Cellebrite UFED» mijg yac BHSBIEHHS Ta PO3CIiAyBaHHS KPHMIHAIBHUX IPABOIOPYIICHB:
Merox. pekomenmauii. KwiB: Hau. akag. Buytp. cmpas, 2023. C. 6. URL:
https://elar.navs.edu.ua/items/eb658e56-3060-413b-9e01-6f797ce3e731

% Kypman O.B. MoGinbni TenexomyHikamiithi 3acobu sk HOCii BaMIHBOI JOKa30BOI
iHpopManii: MEepPCHeKTUBHICTH Ta MNPOOIEeMH  JOCHIUKEHHS.  AHanimuuHO-nopieHsibHe
npasosnascmeo. 2023. Ne5. C. 533. URL: https://app-journal.in.ua/wp-content/uploads/
2023/10/APP_05_2023_FINAL.pdf
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Kpim Toro, y mnporokom BimoOpaxaeTbcs poO3TallyBaHHSA (YHKIIOHATBHUAX 1
CCHCOPHHX CJICMEHTIB KepyBaHHS, a TAaKOXK HASBHICTh TEXHIYHHX PO3’€MIB, 30KpeMa
micro-USB a6o Type-C, npusHauyeHuUX I HiJKIFOYCHHS 3apsIHUX IMPUCTPOIB,
CTepPEOHABYIIIHUKIB, a TAKO)X OTBOPIB JUIsl TUHAMIKIB 1 MikpodoHa.

3a HasBHOCTI TEXHIYHOI MOJMIIMBOCTI Ta 3 ypaxyBaHHSIM KOHKPETHOI CJiquoi
CUTyauii CJIiYOMy JOIIFHO 3aJIyyaTd CHeLialicTa i BUKOPUCTOBYBATH BiIIOBiAHI
TEXHIKO-KPHUMIHAIICTUYHI 3acOo0M A PO30JIOKYBaHHS MOOUIBHOTO IPUCTPOIO Yy
BHUIAJIKaX, KOJIU HAa HBOMY 3aCTOCOBAHO OJIMH i3 3ac00iB 3aXHCTy, 30KpeMa OyKBEHO-
mudposuit maponb, PIN-xon, rpadiunmit xmrou, GiomeTpuuHy imeHTH(]iKaLio 3a
obimmausim (Face ID) abo inmmi noxiGHI MeXaHi3MHUL.

VY mpoTokoii Oy Ciimuui 3000B’s3aHUN JeTanbHO 3adikCyBaTH IPOLENypy
PO30JIOKYBaHHsSI MOOIUTBHOTO MPUCTPOIO (CcMapT(oHa), a TaKOK YCi MOAANBIN il
y 4iTKiil XpoHOoJOTiuHiil mocimoBHOCTI. [licis oTpuMaHHS JOCTYIY A0 MPHCTPOIO
3OIACHIOETBCST  omuc rpadiyHUX 1 TEKCTOBHX eNIeMEHTIB iHTepdelicy, 110
BiOOpakaroThesl Y IIGHTPAJIBHOMY BiKHI €KpaHa Ta IOAATKOBHX CHCTEMHHX abo
NPHUKJIAJHAX BiKHAX.

BusiBieHHS KpUMIHAMICTHYHO 3HAUYYHIOi iH(pOPMAIii 3OIHCHIOETBCS MUITXOM
aHaNi3y BMICTy MOOUIBHOTO IPUCTPOIO, 30KpeMa >KYpHAIy BXIJHUX 1 BUXITHHX
I3BiHKIB, SMS-TIOBiJOMIJICHb, €JCKTPOHHOI Ta TOJOCOBOI TIOINTH, iCTOPIii
KOpHCTYyBaHHs BeOOpaysepom (y TOoMy 4uumcii BMicTy KaTanoriB «BubGpaney,
«XKypnan», «Cookies», «Temporary Internet Files»), maHux MeceHIKepiB
(WhatsApp, Viber, Telegram Ttomo), ¢orto- # BigeomarepiamiB, ayIio3amHCiB
IUKTO(OHA, a TaKoX iH(OpMAIii, MO MICTUTBCS B OpraHaisepi, 3 ypaxyBaHHIM
TEXHIYHUX 0COOIIMBOCTEH KOHKPETHOI MOZIEeTi cMapTQoHa.

[Tig gac orsany BMiCTy MOOLTEHOTO 3acO0y 3B’SI3Ky CHEMIaNicT 32 JIOPYUYCHHSIM
CIQYIOTO  3MAIHCHIOE TOETamHy JeTanbHy  (oTo3iiomMKy  300pakeHb, IO
BiZTOOpa)XaroThCsS Ha €KpaHi MOOIIBHOTO NMPUCTPOIO, 3 MeTOI0 (ikcamii BizoMocTeH,
SIKi MAIOTh 3HAYEHHS U KPUMiHAJIBHOTO IIPOBAJKEHHSL.

VY Bumagkax, Koiau oOcCsr iHpOpMAIlil, 10 MICTUThCS B MaM’sATi TEXHIYHOTO
IPUCTPOIO, € 3HAYHUM, JOLUUIBHMM € 3aCTOCYBaHHS METOAIB 1 mpuiiomiB
KPUMIHQJIICTHYHOTO Bifeo3amucy s 3a0e3nedyeHHs MOBHOI Ta HaoyHO! Qikcarii
BIMOBIIHMX JMaHHUX. 32 TaKUX YMOB CIigUUil 3000B’s3aHUN 3MIMCHIOBATH YCHHH
KOMEHTap ycix il 1 MaHIMmyJsidifl, CIpsMOBaHMX Ha OJIEPXKAaHHS KOHKPETHUX
BiJOMOCTEeH 13 MOOUIPHOTO MPHCTPOI (cMapTdoHa), MO 3a0e3redye HaJeKHY
MpoIleCyanbHy (iKCallito X0Iy Ta Pe3yJIbTaTiB OIS LY.

BopHouac citiji KOHCTaTyBaTH HAassBHICTh HU3KU TEXHIYHAX OOMEKEHB 1 IpoOIIeM,
MOB’SI3aHUX 13 3aCTOCYBaHHSM KPUMIHQJIICTUYHHUX IPOTPAMHO-TEXHIYHUX KOMII-
JeKciB MOOLTbHOT KpuMiHamicTHKA. OAHUM i3 OCHOBHHX 3aBJaHb CIIIT40Oro 3a
YYacTIO CHELialiCTa € OTPUMaHHA NOCTYIy A0 iHpopmarii, mo 30epiraerbcs Ha
3aXHMIICHUX MOOUIBHUX TPHUCTPOsiX abo mepedyBae y 3amm(ppoBAHOMY BHTIISAL.
OpHak 3aco0M 3aXHMCTy CyYacHHX CMapT(OHIB MOCTIHHO yJOCKOHATIOIOTHCS, IO,
Yy CBOIO 4Yepry, ICTOTHO YCKJIAQAHIOE IpOLEeC IX pPO30JIOKYBaHHS Ta BHIIyYCHHS
mudpoBuX TaHuX. Y pasi BIPOBADKCHHS BHPOOHMKAMH HOBUX a00 OHOBJIEHHX
npoToKOJIiB Oe3neku onepariiinux cucrem iOS ta Android i TX BcTaHOBIICHHS Ha
MOOIIBHI MPHUCTPOI BHHHUKAIOTH TPY/IHOLII 3 peali3aliclo MOBHOrO (yHKIiOHATY
BIAMOBIAHUX MPOTrPaMHO-AaNapaTHUX KOMIUIEKCIB, @ B OKPEMUX BHIAJKaX — i MOBHA

180



HEMOXXJIMBICTh pO3MH(PYBaHHA JOaHHX. 3a TaKUX YMOB BiI pPO3POOHUKIB
KPUMIHAJICTHYHUX  [POrPaMHO-TEXHIYHMX  3ac0o0iB  BUMAaraersCs  IIOCTiifHE
OHOBJIEHHS 3HaHb IOZI0 XapaKTEPHCTHK HOBUX MOJENeH MPHUCTPOiB, ocobnmBocTeit
orepanifHuX CHCTEM Ta CyYacHHX MeTOoJiB ImQpyBaHHs. BomgHowac Ha mpaxTuii
iHCTpyMeHTapiif, IO TPONOHYETHCS, HE 3aBKAM € CYMICHAM 3 OCTaHHIMH
MOKOJIIHHAMU MOOUTFHUX MPUCTPOiB 200 3 UUCIICHHUMH BapialliiMH iX periOHaNbHUX
Y1 OMEePaTOPCHKUX MOAUDIKALLIi.

BUCHOBKH

[Mudposizamis cycHninmbHUX BIXHOCHH 1 MacoBe BHKOPHCTaHHS EIEKTPOHHUX
TEeXHOJIOTIH  KOMyHIiKamii  3yMOBWIM  (OpMyBaHHS  INPHHIOMIIOBO  HOBOTO
iH(popMaLifHOTO cepeloBHIa, Y MeKax SKOTro Maibke KOXHA [isl JIIOAWHH 3aJIHIIAE
mudposi cnign. OcobnuBe Miclie cepel] TEXHIYHUX 3ac00iB, [0 BUKOPHCTOBYIOTHCS
SIK Y TOBCSKACHHOMY JKHTTi, TaK 1 B 3JIOYMHHIM OiSUIBHOCTI, MOCiAal0Th MOOLIBHI
Tenedorn (cMmapTdonu). Ix 6araTodyHKIiOHATBHICT, MOCTiHE MiJKITIOUEHHS 1O
MEpeX EJIEKTPO3B’A3Ky Ta 3IaTHICTh aKyMYJIOBaTH 3HAa4YHI OOCSTH Pi3HOPiTHOT
iHpopMaIii poOATh Wi MPHUCTPOi OTHUM i3 KIIOUOBHX KEPEN KPUMIHATICTHYHO
3HauyImux gaHux. Came depe3 MOOLITBHI 3aCO0H 3B’ SI3KY 3MIHCHIOETHCS KOOPIUHALIS
3JI0YMHHUX [iH, NepeaBaHHs BKa3iBOK, ITOTPO3, peanizalis MaxpalChbKHX CXeM, a
TaKoX (hiKcallis Ta IPUXOBYBAHHS PE3yIIbTATiB IPOTUIIPABHOI JIsTTBHOCTI.

MexaHi3M CIiIOyTBOPEHHS MiJ Yac BUKOPUCTAHHS MOOUTBHHUX HPHCTPOIB Mae
crnetudiunuil  iHQopMaliifHMN XapakTep 1 He MpPOSBISIETHCA Y TpaauuiiiHii
MatepianbHid Qopmi. Lludposi cmimm JoKamizyroTbes y BHYTPIOIHIA 1am’sTi
MPUCTPOiB, XMApHHUX CXOBHIIAX, a TAKOXK y 0a3zax JaHUX ONEpaTopiB i1 MmpoBaiaepiB
TEJIeKOMYHiKaIlii. Ix BusBICHHS, (hikcarist Ta JOCTIHKEHHS MOXKIIMBI BHKITFOYHO 32
YMOBH 3aCTOCYBAaHHS CIEI[iaJbHIX KPUMIHANICTHYHUX 3HaHb 1 Cy4acHHX TEXHIKO-
KPUMIHATICTHYHHAX 3ac00iB. AHami3 TakuX CIHiJiB J03BOJSE BCTAHOBIIOBATU
0o0CTaBMHM BYMHEHHS KPHMIHAJIHHOTO NPaBONOPYIICHHS, ifeHTH]iKyBaTH oOCiO,
IPUYETHUX O HBOTO, BiJHOBIIOBATH MAapUIPYTH [EPEMIlleHHs, YacOBY
TOCJIi IOBHICTh MO, KOJIO KOHTAKTIB 1 XapakTep KOMYHiKaliii.

Baxnuee wmicne y mporeci okasyBaHHSA 3aiimMae iHopmamis OumiHTYy, IO
HAKOTIMYY€ETHCS HA CepBepax OINepaTtopiB MOOLTEHOTO 3B’s3Ky. Bimomocti mpo SIM-
kaptky, IMEI-HOMepn, mapamerpu 3’eiHaHb 1 JaHi 0a30BHX CTaHIH JAalOTh 3MOTY
PEKOHCTPYIOBATH TIOJil, SKi BiAOyBaJHCs y KOHKPETHHI 4Yac i B MEBHOMY MICIIi, a
TaKOJ 3BY3UTH KOJIO HMOBIPHHX MiZ0o3proBaHuX. [IponecyabHi MexaHi3MH OTPUMAaHHS
Takol iH(opMmanii, mepenbadeHi KPUMIHAJIBHUM IPOLECYalIbHUM 3aKOHOJABCTBOM
VYKkpaiHu, CTBOPIOIOTH HEOOXi/HI MPaBOBI YMOBHU sl il BUKOPHCTaHHS SIK JJOKa3y 3a
YMOBH JAOTPHUMaHHS BUMOT 3aKOHHOCTI, HAJISKHOCTI Ta JAOIYCTHMOCTI.

Bopnouac ctpiMke 3pocTaHHs 00csTiB TH(POBUX JaHUX 1 IX HECTPYKTYpPOBaHHMA
XapakTep ICTOTHO YCKJIAIHIOIOTH 3aCTOCYBaHHSA TPaOWLiHHMX METOMIB aHali3y.
VY 1pOMy KOHTEKCTi IITYYHUH IHTENEKT IIOCTa€ SK HEPCHEKTUBHUH IHCTPYMEHT
onTHMi3amii MHpoleciB BUSBICHHSA, CHCTeMaTH3alil Ta iHTepmperamii oudpoBHX
cnifiB. BukopucTaHHsS aNropuTMIB MAaIIMHHOTO HaBYaHHS, OOpPOOKM HpPUPOIHOL
MOBH Ta KOMII'IOTEPHOT'0 30py JO3BOJISI€ aBTOMAaTU3yBaTH aHAJIi3 BEIMKHUX MacUBIB
iH(opMaLlil, BiJHOBIIOBATH XPOHOJIOTIIO MO/ii, BUSBISTH NPUXOBaHi B3a€MO3B’I3KU
MiX 00’ekTamu Ta (GopMyBaTH OOIPYyHTOBaHI Z0Ka30Bi rinoTesu. IHTerparmis Takux
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TEXHOJIOTIH Yy MiSUIBHICTh CIIAYUX 1 EKCHepTHUX MiIPO3AUIIB 34aTHa CYTTEBO
HiBUIUTH €(EKTUBHICTD PO3CIIAyBaHHS 3JI0YMHIB, YYNHEHHX i3 BUKOPHUCTAHHSIM
iH(pOpPMAIIITHIX TEXHOJIOTIH.

VY Toif ke dYac BIPOBA/DKCHHs IITYYHOTO IHTENEKTY Ta CyYacHHX arapaTHo-
HNPOrpaMHUX KOMIUICKCIB MOOUTBHOI KPHUMIHAIICTHKH CYHPOBO/DKYETBCS HHU3KOIO
CYTTeBHX TpobieM i pusukiB. Cepelq HUX — CKIAQAHICTh BCTAHOBJICHHS NPHYMHHO-
HACTIZKOBHX 3B’SI3KIB MDXK BXITHUMHU JaHUMHU Ta OTPUMAHUMH pe3yJbTaTaMy aHali3y,
IMOBIpHICTh TIOMWJIKOBUX PE3YJbTAaTiB, YPa3IMBICTh JO TEXHIYHHX arak, a TaKoX
MOCTiiHE BIOCKOHAJIEHHS 3acO0iB 3aXHCTy OINEpalifHUX CHCTEM 1 METOMIB
mmQpyBaHHs, MO YCKJIAJHIOE JOCTYH 10 AaHuX. KpiM Toro, BiACYTHICTH HIiTKOrO
HOPMAaTHBHO-TIPABOBOTO ~ BPETYJIOBAHHS ~CTaTyCy pe3yJibTaTiB, OTPUMaHUX i3
BUKOPHCTAHHSM IHTEIEKTyalbHUX TEXHOJIOTIH, CTBOPIOE PHU3UKH IOPYILICHHS IIpaB
YYaCHHUKIB KPUMiHAJIBHOTO IIPOBAKEHHS Ta IPUHIMIIB CIIPABEUTUBOTO CYAOYNHCTBA.

VY3arajapHIOIYM BHUKJIAJCHE, MOXKHA TIHTH BHCHOBKY, IO €(EKTUBHE PO3CIiY-
BaHHS KPUMiHAJBHUX MPABOMOPYILEH Y IM(PPOBOMY CEpEeIOBHII MOXIIHBE JIUIIE 32
YMOBH KOMILICKCHOTO IMOEAHAHHS MPOLECYalTbHUX MEXaHI3MIB, CHELiaJbHUX 3HaHb,
CYyJaCHHX TEXHIKO-KPHMIHANICTUYHHX 3acO0iB 1 KOHTPOJBOBAHOTO BHUKOPHCTAHHS
TEXHOJIOTIH MTy4HOro iHTenekTy. [lomampmmii pPO3BUTOK KPHMIHAIICTHYHOI HAayKH
BIbOMY HampsiMi Mae OyTH CHpSIMOBaHMH Ha BJIOCKOHAJIEHHS METOIHK pPOOOTH
3 HU(POBUMH CITiTaMH, aJaNTaIlif0 TEXHIYHAX IHCTPYMEHTIB JI0 HOBHX TEXHOJOTIUHHX
BHUKJIMKIB, ()OPMyBaHHS UITKMX MPAaBOBHMX i €TMYHMX CTaHAApTiB 3actocyBaHs LI
Ta 3a0e3neyeHHs OanaHcy MK €pEeKTHBHICTIO pO3CIHiAyBaHHSA i JOTPHMaHHSAM IpaB i
CBOOO JIFOTHHHL.

AHOTAIIA

VY HaykoBiff poOOTi JOCTIIKEHO CydacHi KPHMIHATICTHYHI 3aCO0M OTpHUMAaHHS
3Havymoi iHdopMamii 11 po3ciigyBaHHS KPUMIHAIEHUX NTPAaBONOPYIIEHh B YMOBax
udpoBizanil CycriIbHUX BiJHOCHH. PO3KPHUTO CyTHICTB i 0COOMMBOCTI ()OpMyBaHHS
bpOBUX CIIMIB SK pe3ylbTaTy BHKOPHCTaHHs iH(OpMaIiiiHO-KOMYyHIKaIliHHUX
TEXHOJIOTIH y MOBCSKICHHIM Ta 3704MHHIA aAisuibHOCTI. [IpoaHanizoBaHO HayKOBi
MiAXOAW [0 BU3HAYCHHS IOHATTS, O3HAaK 1 Kiacudikamii mudpoBUX cHixiB y
kpuMiHanmicTuii. OKkpeMy yBary NMpHIICHO AOCTIKEHHIO posli MOOLTBHUX 3ac00iB
3B’S3KY SIK OJTHOTO 3 KIIFOUOBHUX JKepeN NU(PPOBHX J0Ka3iB. BUCBITICHO MeXaHI3MH
CITIJOyTBOPEHHS i Yac BHKOPUCTAHHSI MOOLTBHUX IMPHUCTPOIB T2 MOMIHBOCTI X
JIOCHIJDKEHHSI 3 3aCTOCYBaHHSM CIEIiAIbHUX KPUMIHATICTHYHUX 3HAHb 1 TEXHIYHUX
3aco0iB. Po3risHYyTO mMOTEHIiad BHKOPUCTaHHS INTYYHOTO IHTENEKTY JUIS
aBTOMAaTHM30BaHOTO BHSBJICHHS, aHamizy Ta iHTepmperauii LudpoBHX CIixiB.
[MpoaHani3oBaHO OCHOBHI TEXHIYHi, MPaBOBI Ta €THYHI MPOOJIEMH BIPOBAKCHHSI
IHTETIEKTyaJIbHUX TEXHOJIOTIH Y KPUMIHANICTHYHY IisTbHICTE. OKpECICHO PHU3HKH,
MOB’513aHi 3 TOCTOBIPHICTIO, AOMYCTUMICTIO Ta 3aKOHHICTIO pe3yJbTaTiB, OTPUMAaHUX
3a JIONOMOTOI0 CHUCTEM INTYYHOTO IHTENEKTy. 3alpONOHOBAHO  HAIPSIMHU
BIOCKOHAJICHHSI KPUMIHAQJICTUYHAX METOJUK poOOTH 3 HU(GPOBUMH CIiJaMH 3
ypaxyBaHHSIM CY4acHHX TEXHOJIOTTYHUX BHKJIHKIB.
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CYYACHI BUKJIMKA KPUMIHAJIBHO-ITPABOBOI'O
PEI'YJIIOBAHHSA KIBEP3JIOYNMHHOCTI:
HAIIOHAJIbHUI TA MIDKHAPOJJTHU BUMIPHA

Jlapuenko M. O.

BCTYII

CrpiMKuH pO3BHTOK LU(POBUX TEXHONOTIH Ta riobarmizamis KiGeprnpocTopy
3yMOBIJIM HOBI 3arpo3d Oesreli JepikaB, CYCHIJIbCTBA Ta OKPEMHX YKPaTHCHKUX
rpomajstH. KibepsmounHHiCTh HaOyBae Bce OLIBIIOI OpraHi3oBaHOCTI, a ii HACTIAKA
MOXYTh MaTH KPUTHYHHIM BIUIMB Ha (YHKI[IOHYBaHHS iH(POpPMAUIHUX CHCTEM,
(hiHAHCOBOTO CEKTOPY, KPUTUYHOI 1H(PPACTPYKTYpU Ta HABITh HAIIOHAIBHOI OE3MEKH.
KpHMiHaNIbHO-TIPABOBE  PETYIIIOBAaHHS KiOCpP3JIOYMHHOCTI CTHKAETHCS 3  HH3KOIO
BUKIIUKIB, cepell SKUX: IIBUIKA EBOJIONiS CHOCOOIB BYMHEHHS KiOEp3IOYHHIB,
CKJIAJHICTH 1IeHTH(IKaMil PaBONOPYIIHUKIB, poOIeMH KBali(ikarii OKpeMHX JisTHb
Ta iX BiMEXyBaHHS BiJl CYMDKHHX IIPaBOIOPYIIEHb, BIACYTHICTh €IMHUX CTaHIApTIiB
BIIMIOBIJATBHOCTI Ha MDKHapOJHOMY PpiBHI, a TaKoX HEe()eKTHBHICTb JESIKUX
MEXaHi3MiB IPaBO3aCTOCYBaHHs. 3BaKaloud Ha TIIOOANBHUI XapakTep Kibep3io-
YUHHOCTI, 0COOJIMBOI yBaru nmotrpedye MUTaHHSI MI>XHAPOJHOTO CIIBPOOITHUITBA Y IIiK
chepi. HesBakarounm Ha ICHyBaHHS TaKMX MDKHAapOIHMX TIPaBOBUX AaKTiB, SIK
BynaremTcbka KOHBEHIIS MPO KiOEP3JIOYMHHICTB, MpoOieMa TapMOHI3alii 3aKOHO-
JTABCTBAa Ta KOOPIHHAIII Miif 1epkaB y OOpoTBOiI 3 KiOep3IoYMHAMHU 3aJIMIIAETHCS
aKTyaJIbHOIO. Y IIbOMY KOHTEKCTI BHHHMKA€ HEOOXiJHICTh KOMIDUIEKCHOTO aHawi3y
KPUMIHAIBHO-TIPABOBOTO ~ PETyJIIOBaHHA  KiOEp3NMOYMHHOCTI, BH3HA4YEHHS  HOro
CYYaCHHX BHKJIHKIB Ha HAaLliOHAJbHOMY Ta MDKHApOJHOMY PIBHAX, a TAaKOX IMOILIyKYy
LIUTXIB YZIOCKOHATICHHSI 3aKOHOIaBCTBA Ta PABO3aCTOCOBHOT PAKTHKH.

1. BUHUKHEHHS NepeayMOB MPodJjeMu Ta (popMYJIIOBAHHS POOIEeMH

HocnimkenHs npoOieMu  KiOEp3JMOYMHHOCTI  OCTaHHIM  9acoM  MOCTIHHO
MPOBOAMTECS HAa MDKHapOTHOMY Ta HAI[lOHAIFHOMY pIBHSAX. 3HAYHHII BHECOK Yy
PO3BHTOK IIi€1 TEeMaTHKH 3pOOWIIN TaKi HayKoBli, sk AHimyk B. B. Ta 3umux C. T,
SIKI aHAJI3YIOTh METOW MPOTHIT KiOep3IounHaM uepe3 MiXKHAPOAHY CITIBIIPALIO, a
takok Crenmanenko H. B., IlimnyOnmit JI. ., mo IOCHiKyroTh mpoOiieMaTHKy
KPHUMiHAJILHO-TIPABOBOI KBaTi(iKaiii aTak Ha KPUTHUHY iHPPACTPYKTYpy. 30Kpema,
HAroJIOLIYEThCs, L0 3amobiraHHs Ta Ooporsba 3 KiOep3IOYMHHICTIO BUMAarae
KOMIUICKCHOTO  IMiIXOMy, LI0 MOEJHYE T[PABOBE PETYNIIOBaHHS], TEXHOJIOTIUHI
pilleHHS, MDKHApPOAHE CIIBPOOITHULTBO Ta KiOEprpaMOTHICTb, WAETHCS 1 MpO
HEOOXIIHICTh PO3BUTKY HAIIOHAJBHOTO 3aKOHOABCTBA y cdepi kibepOesmeku Ta

! Amimyx B. B., 3umuk C. I'. TIpo6nema mpoTupii KiGep3nodMHHOCTI: MOPiBHSIBHO-
npaBoBuii amami3. Haykoeutl eicnux Yoceopoocvkoco Hayionanvrnozo Yuigepcumemy. 2024.
Cepis IIPABO. Bumyck 83: wacrmna 3, C. 19-23. DOI https://doi.org/10.24144/2307-
3322.2024.83.3.2
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KiOep3JI0YMHHOCTI BiAMIOBITHO 10 Mi>KHAPOJHUX CTaH,E[apTiBz. Bapanenxo P. B. ana-
JIi3y€ 0COONMBOCTI 3aCTOCYBAHHS CIIEIiaNbHOI TEPMIHOJIOTII, aHANi3yl04n HAayKOBi
mpami BITYM3HSHUX Ta 3apyODKHMX JIOCHIAHHKIB i3 HHTaHb NpOTUAIl Kibep3io-
anHHOCTI,

Psn aBTopiB, 30kpema: ABneesa I'. Ta )KuBynpka-Kosnosceka E., Pomaniok B. B.
ta Abnamcekuii C. €., I'apacumi O. 1., Mapko C. L. ta Pamko O. B. ananizyooTts
npoOiIeMH BHUKOPUCTAHHA IM(POBUX [OKa3iB y KPHUMIHAJIBHOMY CYAOYHMHCTBI
CYZIOBOI IIPAKTHKH HAa CY4aCHOMY €Tarli. Ba)kIMBHM € Tako) MDKHApOAHHI TOCBIT y
wiit cepi, K 1me TMOTPiGHO BUBYATH Ta aHANI3yBaTH".

Y 3apyOikHIl HayIi KiOEp3IIOYHHHICTh BUBYAKOTH TOCHTH TJIHOOKO 1 BXKE TPHBATHI
yac. 3okpema, Bapto 3razatu pobory Sergiu Cernomoret ta Andrei Nastas, siki
3BEPTAlOTh yBary caMe Ha TOPIBHAIBHHN aHali3 KiOCp3JOYMHHOCTI B CHCTEMI
KPUMIHAJIFHOTO TpaBa Ta HEOOXiHICTh yHi(iKalii HalliOHATBHUX MPABOBUX CUCTEM Y
3a3HAueHiH chepi’. AKTYaNbHEM IpeACTaBIsEThCA Hocimkenns Murshal Senjaya, e
HIeThCs TPo KiOep3IOYMHHICTD 1 KpHMIiHATIBHE TPAaBO B €MOXY INTYYHOTO iHTENCKTY.
3okpema, mpoOJIeMH B MPABOOXOPOHHHUX OpraHax [HmoHe3ii Ta 1HIIMX aHai30BaHUX
aBTOPOM KpaiH, ITOB’3aHi 3 HENPaBOMIPHUM BHKOPHUCTAHHSAM IITYYHOTO iHTENIEKTY, €
JIOCUTB CKJIATHUMH, OCOOJIBO Yepe3 BiJICYyTHICTh KOHKPETHUX HOPM, SIKi O peryioBain
HOro BHKOPHCTaHHS B KOHTEKCTi KiOep3IO4YMHHOCTI. ICHyroui HOpMM dYacTo He
OXOIUTIOIOTh HOBI  CHTyallii, IO 3HIKYE e(QEeKTUBHICTh HpaBOSaCTOCyBaHHﬂe.
VY migcymky Bapto 3razatu Ajoy P. B., axuil kpuTHYHO aHami3ylouu e(eKTHBHICTH
KPUMIHAIFHOTO TIpaBa B 0OpoTHOi 3 KiOEp3JMOYMHHICTIO, 3a3Hayae, M0 iCHye Oarato
(axTopiB, SKi CHOPUAIOTH HECIPOMOXKHOCTI KPHUMIHAJIBHOTO TIpaBa IIOBHICTIO
KOHTPOJIOBaTH KiOep3nounHHIcTh. Lli ¢akropu BKIOYAIOTH MpoOiieMH, MOB’s3aHI 3
AQHOHIMHICTIO,  IOPUCIUKIIIEI0, EKCTPAJUINEI0, MPABOOXOPOHHAM  MEXaHi3MOM;

? Cremamenko H. B., Ilimny6mmit JI. JI. Cyuachi mpoGiemu 3amoGirammus i mpoTumii
3MoYMHHOCTI y cdepi imdopmaniiinux Ttexuororiit. Legal Bulletin. 2024, 73-81.
https://doi.org/10.31732/2708-339X-2024-14-A10

® Bapanenxo P. B. KibepamounH, KOMITIOTEPHHII 3MOYMH 4H KiGEpHpaBONMOpYIICHH:?
Awnaniz 0co0IHMBOCTeH 3acToCyBaHHs TepMiHonoril. Bicmux HTYY “KIII” Ilonimonocis.
Coyionozis. Ilpaso. Ne1(49) (2021). DOI: https://doi.org/10.20535/2308-5053.2021.1(49).
233023

* Aspneesa, T., Kusyipka-Kosnoscoka, E. TTpoGiemu BuKOpHCTaHHS IM(POBUX J0Ka3iB
y KpuMiHaiabHOMY cynouMHCTBI Ykpainu 1a CIIA. Teopia ma npakmuxa cyoosoi exkchepmusu
i kpuminaricmuxu, Bum. 1 (30), 2023. 126-143. https://doi.org/10.32353/khrife.1.2023.07;
Pomantok B. B., A6namcekuii C. €. Kpurepii nomyctumocti iupoBHUX (€IEKTPOHHUX) TOKa3iB
y KpHMiHameHOMY mpoueci. [Ipaso i 6Gesnexa, 2 (93), 2024. 140-150. https://doi.org/
10.32631/pb.2024.2.13; T'apacumis O. 1., Mapko C. L., Psuuko O. B. L{udposi mokasu: nesxi
npoOIeMHI NMUTaHHA IOAO iX IOHATTS Ta BHKOPHCTAHHS y KPUMIHAIbHOMY CYJOYHHCTBI.
Haykosuil gichux Yoceopoocvrkoeo Hayionanenozo Vuisepcumemy, Cepis ITPABO. Bun. 75:
4. 2. 2023. 158-162. https://doi.org/10.24144/2307-3322.2022.75.2.25

® Sergiu Cernomoret & Andrei Nastas. Comparative Analysis of Cybercrime in the
Criminal Law System. International Academic Publisher. Bucharest, Paris, Calgary 2023. 82 p.
URL: https://www.adjuris.ro/books/cacc/Comparative%20Analysis%200f%20Cybercrime%
20in%20the%20Criminal%20Law%?20System.pdf

® Senjaya, Murshal. Cyber Crime And Criminal Law In The Era Of Atrtificial Intelligence.
International Journal of Law and Society. 1, 2024. 268-276. DOI: https://doi.org/10.62951/
ijls.v1i4.210
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BiZICYTHICTh JIAaHUX, IIO CTOCYIOThCS KiOEpP3IIOYMHHOCTI, BKIIIOYAIOUN HETIOBITOMIICHHS
mpo KiOep3IIoYMHY, TPYJHOLI 3 iACHTU(IKAIIE€I0, BH3HAYCHHSIM MiCIIE3HAXOIKCHHS
Ta aperuToM KiOep3JoduMHIIB, BiJCYTHICT €KCIIEpTiB, MpoOIeMH, OB SI3aHI 3 TEXHO-
JIOTISIME, Mi’>KHAPOJIHIM IIPABOM TOLLO .

[Monpu 3HauHy KiJIBKICTh CY4aCHHX YKPaiHCHKUX Ta 3aKOPIOHHHX JOCITiIKEHb, 1I1e
OiiblIle MUTaHb 3ATUIIAIOThCS HeBHpimeHuMu. Cepen HuX: 1) HemocTaTHs yHiikaris
KPUMIHAIFHO-TIPAaBOBHX HOPM IIOAO BiQNOBIJAIBHOCTI 32 KiOEp3IOYMHH Ha
MDKHApOIHOMY piBHi; 2) mpoOiieMu ieHTH KAl 37TIOYNHIIIB, SKi JIOTh Y HTHPPOBOMY
MPOCTOPI, Ta 0COOIMBOCTI 300py JOKA3iB; 3) BIACYTHICTh IEBUX MEXaHI3MiB CITiBIIpaIli
MDK JiepxaBaMH y cdepi eKCTpamuiii Ta CIUIBHOTO PO3CHiTyBaHHS KiOep3JIOUMHIB;
4) BUKOPUCTAHHS KPUNTOBAIIOT, AHOHIMHHMX Mepex, Darknet(y), 10 YCKIaIHIOE
BHUSIBJICHHSI 3JIOYHHIB 1 BiICTS)KCHH (JiIHAHCOBUX TTOTOKIB.

MeTor0 JOCIiKEHHS € KOMIUIEKCHHH aHaji3 Cy4aCHUX BHUKIIUKIB KPUMiHAIBHO-
MPAaBOBOTO PETYIIIOBAHHS KiOEp3TOYMHHOCTI HAa HALIOHAIBHOMY Ta MIKHApOIHOMY
piBHAX, 30KpeMa MpoOieM MpaBO3acTOCYBaHHSA LIOJ0 KibepaTak Ha KPUTHYHY
iHQPACTPYKTYpY, KPHMIiHAIBHOI BiINOBITAJBHOCTI 32 PO3MOBCIOKCHHS IKiIIH-
BOTO HPOTPAaMHOr0 3a0e3IECUCHHs, a TAaKOX OCOOIMBOCTEH MIKHAPOIHOTO CIiBPO-
OiTHUITBA Y cdepi O0poTHOM 3 KiOEp3IOUMHHICTIO. J[OCTiKEHHS CIpSIMOBaHE Ha
BUSIBJICHHSI TIPOTAJIMH y YHHHOMY 3aKOHOIABCTBI Ta IIPAaBO3aCTOCOBHII IpaKTHI,
BU3HAYEHHSI MIEPCIIEKTHB X YCYHEHHs, @ TAKOXK OLIHKY e(eKTHBHOCTI MXKHAPOJHHX
MeXaHi3MiB IPOTHAIi Kibep3mounHaM.

2. ITpo6sieMn npaBo3acTocyBaHHs 1010 KiGepaTak
HAa KPUTHYHY iHPpPACTPYKTYpY

Kpurnuna iHdpacTpykTypa € ofHi€l0 3 HalBamMBiMX cep Hal[ioHATBHOT
Oesmekn Oymap-skoi nepxaBu, a i 3aXWCT BiA KibepaTak HaOyBae aenani OuThIIOL
aKTyaJIbHOCTI. ATaku Ha CHEPreTHYHI CHUCTEMHM, TPAHCIOPTHI Mepexi, (iHaHCOBi
YCTaHOBH Ta JieprkaBHi iH(OpMAIIiiiHi pecypcH MOXKYTh MaTh KatacTpodidHi HacIiIKy,
BKJTFOYAIOYH TOPYIICHHS (YHKIIOHYBaHHS KHTTEBO BaXKIMBUX CEPBICIB, EKOHOMIiYHI
30MTKH Ta 3arpo3y JIIOJICEKUM XHUTTSM. [IpoTe mpakTka mpaBo3acTocyBaHHS y cdepi
60pOoTHOM 3 TakMMH KiOEep3IOYMHAMH CTHKA€THCS 3 HU3KOI BHKIMKIB, IOB’S3aHUX
i3 MDKHAPOJHOK ~ FOPHCAMKINE0, mpobiemamu  igeHTHGiKalii  3JTOBMHCHUKIB,
JIOKa3yBaHHSM Ta aJICKBATHICTIO HAI[IOHAILHOTO 3aKOHO/IaBCTBRA.

Opnieto 3 0a30BHX MpoOJeM € BH3HAYCHHS MPABOBOTO CTAaTyCy Kibeparak Ha
KPUTHYHY 1HQPacTpyKTypy. Y pi3HHX KpaiHax Taki 3JI0YMHH MOXYTh KBaJIi(hiKyBaTUCS
HO-PI3HOMY: SIK HE3aKOHHE BTPYy4YaHHS B KOMIT'IOTEPHI CHCTEMH, TEpPOPUCTHYHA
ISUTBHICTE a00 HaBiTh akT KiOepBiiiHH. B YkpaiHi kpiMiHaiIbHA BiIIOBITANTBHICTE 32
kibeparaku nependadyena KpumiHaabHEM KOJEKCOM YKpaiHH, 30KpeMa cTaTTsiMu 361
(«HecankiiionoBane BTpy4aHHs B po0OTy iH(pOpMaLidHUX (aBTOMAaTH30BaHUX),
CJICKTPOHHUX KOMYHIKAI[IHHNX, iH(pOpMaLiiiHO-KOMYHIKAIIHHUX CHUCTEM, EJICKTPOH-
HUX KOMYHIKAIliIHHUX Mepex»), 3611 («CTBOpEHHSI 3 METOI0 INPOTUIPABHOTO

" Ajoy P. B. Effectiveness of Criminal Law in Tackling Cybercrime: A Critical Analysis
(March 20, 2022). Ajoy P. B. Effectiveness of Criminal Law in Tackling Cybercrime: A Critical
Analysis. Sch Int J Law Crime Justice, 5(2), 2022. 74-79. http://dx.doi.org/10.2139/
ssrn.4061947
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BUKOPHCTAHHS, PO3MOBCIODKEHHS a00 30yTy IIKIAIMBUX MPOTPaMHHUX M TEXHIYHUX
3aco0iB, a TAKOX iX PO3MOBCIOMKEHHS a60 36yT»), 3617 («HecankiioHoBami 36yT
a00 pO3MOBCIOKCHHS iHpOpMalii 3 OOMEKCHHM JIOCTYIIOM, sKa 30epiraeTbcs
B €ICKTPOHHO-O0YNCITIOBAJIGHUX ~ MallMHaX  (KOMIT'IOTepax),  aBTOMAaTH30BaHHX
cHCTEeMaX, KOMIT'IOTepHHX Mepekax abo Ha Hocisx Takoi iHdopmamii») Ta
363" («IlepemkoKaHas  poOOTi  EIEKTPOHHO-OGUHMCTIOBATBHAX MAIIHH  (KOMIT 0-
TepiB), ABTOMATH30BAaHHX CHCTEM, KOMIT IOTEPHHX MEPEeX YU MEpeX EIeKTpo-
3B’S13KY IIIIXOM MACOBOTO PO3MOBCIOKCHHS TIOBIIOMICHS elIeKTpo3s’s3ky»)®. IIpote
BU3HAYCHHS «Ki0OepaTakw» 3aJMIIA€TbCS HEYITKMM, IO CTBOPIOE TPYIHOLIL
JUTS IPaBO3aCTOCOBHUX OPTaHiB.

Ockinbku OUTBIIICTH KibepaTak 3IHCHIOIOTHCS 3-32 KOPJOHY, IPaBO3aCTOCOBHI
OpraHy YacTO CTHKAIOTHCS 3 TPYIHOIIAMH Y BCTAHOBJICHHI Ta NPHUTATHEHHI BUHHHX
10 BiAmoBiganbHOCTI. KITFOYOBHMMH Mi>KHAPOJHUMH IHCTPYMEHTaMH Ui OOpOTHOH
3 Kibep3nounHHICTIO € BymanemTcbka KoHBEeHLIs mpo kibepsmounuHicTs (2001) Ta
nupextuBu €Bpomnelicbkoro Corozy y cdepi kibepbesneku. OgHak epeKTHBHICTH
MDKHAPOIHOTO CIIBPOOITHHUIITBA 3aJISKUTD Bifl PIBHA B3a€MHOI IPAaBOBOi JOTIOMOTH
MK Jep)KaBaMH, IO MOXE YCKJIaJHIOBATHCS MOJNITHYHHMH YHHHHKAMH Ta
BIICYTHICTIO €IMHHMX CTaHAAPTIB KPHUMIHAJIBHO-TIPABOBOTO  IIE€PECIiyBaHHS
kibepanounHIiB. Jloxnaaninie B Tabmmi 1.

Tabmums 1
INopiBHAHHSA MPaBOBUX PEKUMIB Yy Pi3HHX KpaiHax
moa0 kBatidikanii kidepaTak
Kpaiua OcHOBHI 3aK0HHM Kpanigikauia MakcumajibHe
Ta KOJEKCH KidepaTak TMOKAPAHHSHA
KpuMikamsauii HeSaK,OHHe BIPYYaHHs B
.. KOZIeKC YKpaiH! KOMIT FOTEPHI CHCTEMH, o 10 poki
Yipaira (ct. 361, 361-1 TOIHPCHHA 1030aBJICHHS BOJI
361-2 3363-1)1 IIKiJUTHBOTO 113,
' KibepraxpaiictBo
Computer Fraud KBﬁﬁngﬁg‘;ﬁ{;ﬂK Jlo moBivuHOTO
)
cua | FEANERS | i v, | YA e
A, TepopusM abo b
ct IHTYHCTBO JIFOJICBKI )KEPTBH)
HecankiioHoBaHMi . .
HNpPEKTHBa Big mrpadis no
(3ar€:§bﬂi )125)13/40/EL€J,C JIOCTYTL, MOPYHICHHA II10 I‘fofﬁg 8
JIaHUX, .
npaBuja) GDPR KiGepmaxpaicTso 11030aBJIEHHS BOJII
. . 0 JOBIYHOTO
Besauka Computer Misuse HecaHKHIOHOB?HHI{I yB’HSB}fCHHﬂ (six110
Bpuranis Act 1990 AOCTY, MORHGiKaLis € cepito3ui
nmaaux, DDoS-arakn .
HACJIIJIKH)

® Bepxosna Pama Ykpaimu. Posgim: 3akoHomaBcTBO VYikpaimm. KpuminamsHuit komexc
VYkpaimn. 5  xBitHs 2001  poky, Ne2341-lll.  Enexmpomnuii  pecypc.  URL:
https://zakon.rada.gov.ua/laws/show/2341-14#Text (nata 3Bepuenus 13.03.2025).
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[ponosxeHHs Tabuui 1
Strafgesetzbuch HecanxkuionoBanuii .
Jo 10 pokiB
Himeuunna (SIGB), FIOCTYIL, TIOPYLICHHA 1mo30aBIEeHHS
Telemediengesetz KOH(]ieHIiHHOCTI, o
(TMG) mkigmse [13
Kibep3nounnu six
Code pénal, Loi KOMIT IOTepHE JTo 7 poxis Ta
. pour la confiance maxpaicTBo abo P
®panuis d " . mrpadu 10
ans 1’économie HOpYLICHHS
o . AV 300 000 eBpo
numérique indopmariiHoi
Oe3neKH
. Jlo cMmepTHO1
Cybersecurity Law, K16e1; :;féﬁr&my“ Kap (y
Kuraii Criminal Law of BHIIaZKaX
LIMUATYHCTBOM 200 "
PRC 3arpo3010 Aepxkoesneni ACPIKABHOL
P fiep ! 3pajm)
Act on the HecankuionoBanuit Hlo 3 pokis
Snonis Prohibition of oCTVIL ﬁo aibikamia M030aBJICHHS
Unauthorized AOCTYIL, aﬂﬁx H BOJI Ta
Computer Access A mrpadu

Ille omuiero cepiio3HOIO TPOOIEMOIO € 30MpaHHS Ta BUKOPHCTAHHS JIOKa3iB
y crpaBax Ipo KibepaTaku. BusBieHHs jmxepena aTaky 4acTo € TeXHIYHO CKIIaJHUM
3aBJIaHHSAM, OCKUIBKM 3JIOYMHIII BHKOPHCTOBYIOTH QHOHIMI3aliifHi TEeXHOJOTII,
OOTHETH Ta BHKpaJeHI OONIKOBI 3amucu. Y CyIOBiH MPaKTHI[ HEPiAKO BHHUKAIOTh
MUTaHHS MO0 JOIyCTUMOCTI HU(POBHUX T0Ka3iB, a TaKOX IXHHOI aBTEHTHYHOCTI
Ta IUTICHOCTI. 3aKOHOJABCTBO YKpaiHM MICTHTh 3arajlbHi IIOJIOKEHHS IIPO
enexTpoHHi fokasu (cT. 99 KIIK Vkpainu «JlokyMeHTH»), a came: JOKyMEHTOM €
CHemialbHO CTBOPEHHMH 3 MeToro 30epexeHHs iH(opMmamii MarepianbHUI 00’€KT,
SIKAH MICTHTB 3a(iKCOBaHI 3a JJONOMOIOI0 NMUCEMOBHX 3HAKIB, 3BYKY, 300pakeHHS
TOIIO BIOMOCTI, SIKI MOXXYTh OyTH BHKOPHCTaHi SIK JOKa3 (akTy YW OOCTaBHH,
II[0 BCTQHOBIIOIOTBCS Ml Yac KPUMIHAJBHOTO MPOBA/UKEHHS , NPOTe MOTpedye
HOJIAJTBIIOT eTalti3anii moao0 crnenudiky JoKka3yBaHHS KiOep3/I04nHiB.

Bapro 3BepHyTH yBary, mo B KIIK B3araini He fizeTscs nmpo nudposi gokasu, 60
BOHHM 30BCIM HE TOTOXHI €JIEKTPOHHUM. SIKIIO i €JIeKTPOHHUMH JOKa3aMH 3aKoH
pO3yMi€ TEBHHUM YHHOM pO3MINIEHy Ha MarepialbHOMy Hocii 1mdpoBy abo
aHaJOTOBY iH(MOPMAIiIo (ayIi0o YM BiJleO 3aIHCH, CKPIHIIOTH MEPENICKH TOMIO), TO
udpoBi JOKa3M Lie 3JNKK (JaMIIM) ONepaTHBHOI ITaM’sITi KOMIT' I0Tepa, JAaHi aHalizy
foro (aiinoBoi cuctemu, icTopis Opaysepa TomO. AHaNi3 IMX O00’€KTIB MOXE
BUCTYNIAaTH INPEAMETOM TEXHIYHOI eKCIEPTH3H, OJHAK, KOJM MoOBa MHze Ipo
KiOep3/MoYnHM, a TaKoK Mpo OaraTo IHIIMX KaTeropiii KpUMiHAIbHUX IPaBO-
MOPYIICHb, SKI BYMHAIOTHCS 3 BHKOPHUCTAHHSAM KOMIT FOTEPIB Ta KOMI IOTEPHHUX

® BepxoBua Pama Vkpaimm. Posgim: 3akomomaBctBo  Vkpaimm. KpuminampHuit

npouecyaipHuii Kojgeke Ykpainu. 13 kBithHs 2012 poky, Ne 4651-VI. Enexmponnuii pecypc.
URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (nata 3BepHenus 13.03.2025).
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MepexX, To caMe Taki Hu(POBI JOKa3M MAalOTh BUPINIAJIbHY CHIIy, 3BICHO HpHU
JOTPHMaHHI TEXHIYHHMX HpaBWI iXx 30WMpaHHs, 30epiranHs Ta aHamizy. OTpuMaHHS
U(POBHUX OKA3IB 3MIHCHIOETHCS BUKIIOUHO i3 JOTPUMaHHIM CTaHAAPTIB IH(PPOBOT
KPHUMIHATICTHKA Ta BIANOBIAHO 10 MDKHApOTHHMX TpakTHK, 30kpema, NIST Ta
ISO 27037:2012% — equumii craHgapr 3 WHOro MUTAHHS, MO O(ILiiHO BH3HAHMIA
B Ykpaini (ACTY 27037:2012). Jlumie BiH HOpMATUBHO PETYIO€ B YKpaiHi TeXHI4H1
acmeKTu 300py, 30epiraHHs Ta aHanizy HU(PPOBHUX JOKA3iB.

BpaxoByroun BHIIe3a3HauCHE, 3aXUCT KPUTHYHOI iH(pacTpyKkTypu Binm kibepartak
6e3yMOBHO BHMAarae KOMIUICKCHOTO IiJIXOAy, IO BKJIIOYAa€ BIOCKOHAJICHHS HaLlio-
HAJIBHOTO 3aKOHOJABCTBA, IOCHJIEHHS MDKHAPOIHOIO CHIBPOOITHHIITBA Ta PO3BHTOK
TeXHIYHUX 3acO0iB 1 METOIIB pO3CIigyBaHHsA. BupimeHHs 3a3HaueHHX NpobieM
MOXKJIMBE LUISXOM aJanTalii KPUMIHAJBHOTO Ta KPHMIHAJIBHOIO IPOLECYaIbHOTO
3aKOHOJABCTBA JI0 HOBITHIX BUKIMKIB y cepi KibepOe3nekn, a Takoxk 4epe3 aKTHBHY
y4acTh YKpaiH{ B MDKHApOAHHX 1HiI[iaTHBaX 100 OOPOTHOH 3 KiOEP3TIOUMHHICTIO.

IIle 0AHMM KPUTHYHO BaXKIMBHUM aCIICKTOM IPaBO3aCTOCYBAaHHS LIOJO KibepaTak
Ha KpUTHYHY 1HQPACTPYKTYpY € MUTAHHS BINNOBITATBHOCTI MPUBATHOTO CEKTOPY.
VY cydacHHX pealisx 3HAYHa YacCTHHA KPUTHYHOI iHQPACTPyKTypH HaJCKHTh abo
00CIIyTOBy€ThCSl NPUBATHUMHM KOMIIAHISIMU, SIKI HE 3aBXAM HAICKHHM YHHOM
IOTPUMYIOThCS ~ CTaHIApTiB  KibepOesnekn. HemocrtaTHilf  piBeHb  3axHCTy
iHpOpMALIIHUX CHCTEM KOMEpUiHHHUX Cy0’€KTiB, sIKi B3a€MOJIIOTH i3 Jep)KaBHUMHU
Mepexamu abo (iHAaHCOBUMH yCTaHOBAaMH, MOXKE CYTTEBO IOCHIIIOBATH PU3HKH
ycminrHocTi Kibepatak. Y 3B’A3Ky 3 MM JesKi KpaiHW, 30KpeMa €BpOmeHChKHA
Cor03, 3ampoBa/KYIOTh MeEXaHI3MH JKOPCTKIIIOTO pEryiIoBaHHS KibepOesmexu
MIPUBATHOTO CEKTOPY, AK-0T upektuBa NIS2, sika BCTaHOBIIIOE BUMOTH 110 Cy0’€KTiB
KPUTUYHOI 1HQPACTPyKTypH IIOJAO VYIpaBIiHHS pU3MKAMH Kibep3arpo3 Ta
000B’s13KOBOT0 OOMiHY 1HPOPMAIII€I0 PO IHIUIACHTH .

OKpiM TpPaBOBOTO AacHeKTy, BAKINBOIO MNPOOJIEMOIO 3aJHIIAECTHCS NUTAHHS
NPEeBEHTHBHHUX 3aXOJiB Ta cCTpaTerid kibepsaxucry. VY 0aratbOX BHIAKax
KibepaTaku Ha KpUTHYHY iH)PACTPYKTYpY BUSBISIIOTHCS JIMIIE MICis X 3AiHCHEHHS,
1[0 BUMAarae KapJHHAJIBHOIO Meperisiay MiaxoiB A0 KibepOesneku Ha JepiKaBHOMY
piBHi. OZHUM i3 TEPCHIEKTHBHUX HAmpsMiB € po30ynoBa HaliOHATBHUX IEHTPIB
pearyBanHs Ha KibepiHmmaeHTH (CERT), siki KOOPIUHYIOTH IiSUTBHICTD JepKaBHUX 1
NpPUBaTHUX CyO’€KTIB y BHNAJKy MacIITAOHHX aTaK. YKpPalHCHKHH YpSA TaKOX
aKTMBHO TMPALIOE€ HaJ MOCWIICHHAM Kibep3axucTy KpuUTHYHOI iH(pacTpyKTypH,
III0 3HAWIIIO CBOE BifoOpakeHHs1 y mpuitHATTI 3akoHy Ykpaium «IIpo ocHOBHI
3acamu 3aGesmeuenns KibepGesmekn Ykpainm»'? Ta crBopenmi HamiomamsHoro
KOOPJMHAIIHHOTO HEHTPY KibepOe3neKH.

1% International Standard ISO/IEC 27037. Information technology — Security techniques —
Guidelines for identification, collection, acquisition, and preservation of digital evidence.
URL: https://www.amnafzar.net/files/1/1S0%2027000/1SO%201EC%2027037-2012.pdf

" H-X. JlupextuBa kiGepbesnexu NIS2. Enexmponnuii pecypc. URL: https://www.
h-x.technology/ua/services/nis-2-cybersecurity-directive-ua

2 BepxoBHa Pana Vkpainm. Posain: 3akoHomaBcTBo VYikpainn. 3akon Ykpainu «IIpo
OCHOBHI 3acagu 3a0e3nedyeHHs KibepOesmeku Ykpainuw». 5  xoBTHS 2017  poky
Ne 2163-VIII. Erexmponnuii pecypc. URL: https://zakon.rada.gov.ua/laws/show/2163-19#Text
(nata 3BepHeHHs 13.03.2025).
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BopHoYyac po3BUTOK MIKHAPOIHOTO CIIBPOOITHUIITBA 3AIMIIAETHCS KIIOYOBUM
eJIEeMEHTOM e(eKTUBHOI OOpOTHOM 3 KibepaTakamMu Ha KPUTHYHY iH(pacTpyKTypy.
VYuacTs y Takux iHiniatusax, sk [mobamsanit Gopym i3 kidepekcneprisu (GFCE) un
IisUTBHICTE 'y Mexkax maptHepctBa 3 HATO (mampukian, y pamkax IIporpamu
PO3LIMPEHUX MOXJIMBOCTEH), Nae YKpaiHi MOXJIMBICTH OTPUMYBATH OIIEPaTHBHY
JIOTIOMOTY, OOMIHIOBaTUCS PO3BiJIaHUMH TIPO HOBI 3aTPO3H Ta BIOCKOHAIIOBATH CBOT
MeToH Kibep3axucrTy.

3 ommimy Ha 3poCTaody KUIBKICTh KibepaTak Ha KpHUTHUHY iH(MpPacTpyKTypy,
MOMAJBIINKA PO3BUTOK IPABO3aCTOCYBAHHS y Il cdepi Mae OpieHTyBaTHCA Ha Taki
KIIOYOBI ~ HANPSMH:  YAOCKOHAICHHS  KPHMIHAIBHOIO  3aKOHOJABCTBA  ILIOJO
KiOep3JI04MHIB, CTBOPEHHS €()eKTHBHUX MEXaHi3MiB PUTSATHEHHS /10 BiITIOBIIaTbHOCTI
Cy0’€eKTiB, IO HEXTYIOTb BHUMOraMH KiOepOe3nmeku, a TaKoX aKTHBHY y4acTh y
MDKHapOJHMX iHIliaTUBaX 3 METOI0 IOCHICHHS TJIOOATBHOI KiGepCTiiKoCTi.
JoxnazHinie: pucyHok 1.

|}

Y/
NP Avaka Ha naHuor

DDoS-ataku  nocrauvaHHs

LndpyBansHUKK

Nanutor kibepartak

_ Ha KPUTHYHY nﬁ;aM":c:gBi
£ iHppacTpykTypy cuctemu

(excnnyartauis

Bpa3nuBOCTeNr) @
°® [

BinnaneHe
CouianbHa
iHXeHepia
ﬁ BukpaneHHs

ynpaeniHHA

Ataka "nioguna KOH®IACHUIiMHOT
nocepeauHi" iHdpmaii

Puc. 1. Jlanmor kidepaTak Ha KPUTUYHY iHPPACTPYKTYPY

3. BiznmoBinaabHicTh 32 pO3NMOBCIOKEHHA MIKiTJIMBOTO
MPOrpaMHOro 3ade3nevyeHHs
Po3noBcropkennst mKimBoro mporpamuoro 3adesneuenss (II13) e ommamm
i3 HAMOLIBIT HEOE3MEeUHUX KiOSP3IOUNHIB, 110 3aBAa€ 3HAYHOI IIKOU K MPUBATHUM
ocobamM, Tak i Jep>kaBHUM ycTaHoBaM Ta 0Oi3Hecy. LIIII3 Moxxe BUKOPUCTOBYBATHCS
UL KPaADKKMA JaHHUX, HECaHKLIOHOBAHOTO IOCTYMy 10 iH(GOpMAaLiiHHX CHUCTEM,
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BHMAaraHHs Ta HaBiTh JJIs 3[iHICHEHHS aTaKk Ha KPUTHYHY iHQpacTpyKTypy. B Ykpaini
KpUMiHQJIIbHA BIAMOBINANBHICTE 3a Taki MOii periJaMeHTyeThcs crarrero 361-1
KpuminaneHOro KOzekcy VYKpaiHM, sika Iepegdadae MOKapaHHS 3a CTBOPEHHS,
PO3MOBCIOKEHHS 200 30yT IIKIAIMBUX IIPOTPaM.

OpHi€r0 3 OCHOBHUX TpoOiieM y 060poThbi 3 posnoscromkennsam III3 e
HEOOXiJHICTh JOBEACHHSI YMHCIy IpaBoNoOpylIHHKa. Hampuxiaa, po3poOka
MIPOrpaMHOTro 3a0e3NeueHHs, IKe MO)Ke OyTH BUKOPHCTAHE B 3MIOYMHHUX IIJIAX, caMa
1o co0i He € 3JI0YMHOM, SKIIO 0co0a He Mayia HaMipy 3aBaaTu mkoau. Ile cTBoproe
3HAa4yHI TPyIHOLI ISl MIPAaBOOXOPOHHHX OpraHiB, OCOOJIMBO 3 OINIAY Ha Te, IO
6ararTo XakepchbKHX IHCTPYMEHTIB MalOTh ITO/IBIHE BUKOPUCTAaHHS.

Ille omHMM BHKIMKOM € TPaHCKOPJOHHUH XapakTep IOTO0 BHUIY KPUMiHAIBHHX
npasonopyiienb. [kixauBe mporpaMHe 3a0e3MnedeHHs] YacToO MOIIUPIOETHCS Yepes
MDKHaposiHi cepBepu abo aHOHIMHI IUIATGOPMHU, IO YCKIAJHIOE BCTAHOBIICHHS
oco0u 370YMHLA Ta MOro MPUTATHEHHSA A0 BiANOBIZaNbHOCTI. BakiuBy poib y
OBOMY Biflirpae MDKHapogHa CIIBIpaLs, 30KpeMa B paMKax bynamemTcbkoi
KOHBEHIII1 Ta IisUIbHOCTI €Bpornoiy i [aTepmony.

[IpaBooxopoHHI opraHu Ta KiOepOe3meKoBi CTPYKTYpH BHKOPHUCTOBYIOTH Di3HI
migxoau 1t 6opoTeou 3 posnocromkeHHsM 1113, cepern sxnx:

1) BUKOPHCTAaHHS aQHATITUYHHX METONIB Ta INTYYHOTO IHTENEKTy JUIs
BIZICTe)KEHHSI HOBHX 3arpos;

2) CTBOpPEHHS 3aKOHO/IaBYMX MEXaHI3MiB Il OJIOKYBaHHS IMIKiIMBOTO KOHTEHTY
Ta IaT(opm, 0 HOro MOMIUPIOIOTH;

3) TmocwieHHS BiANOBiZATBHOCTI 3a KIOEP3NMOYMHM Ta BJAOCKOHAJICHHS
MPaBO3aCTOCOBHHUX MPOLIEIYD.

TakuM YHHOM, 6OpOTHOAa 3 PO3MOBCIOPKEHHSAM IIKIUIHBOTO IMPOrPaMHOrO
3a0e3MeueHHs BUMarae KOMIUIEKCHOTO IiJIXOAy, IO BKIIOYAE sK e(QeKTHBHE
KpHUMIHaJIbHE TepeciligyBaHHsS BHHHHMX OCi0, Tak 1 3alpoOBaPKEHHS NPEBEHTHBHHX
3aXO0/iB, CIIPSIMOBAHUX Ha 3HWKEHHs pU3HKy BuKopucranHs LII13. BaxxmuBy poib y
IIbOMY TpoLieci Bifirpae MiKHApPOAHA CIIBIpPAIl, OCKITBKM ONBIIICT 3arpo3 y
KibeprpocTopi MaroTh rI00ATIBHUN XapakTep.

TakoX BaXJIMBO BPAaxOBYBAaTH, IO €(QEKTUBHICTh KPUMiHAIBHO-TIPABOBOTO
peryiroBaHHS BiANMOBimaNBHOCTI 3a posmoBciomkerHs LT3 3HayHOIO Mipoio
3aJICKUTh BiJ] TapMOHI3allil HAI[lOHATBHOTO 3aKOHOAABCTBA 3 MIXHapOJIHUMH
cTaHmapTamu. 30kpeMa, y Mexax €pomeiickkoro Coro3y mmpektnBa 2013/40/€C
«[Ipo araku Ha iH(pOpMamifiHi CHCTEMH» BCTAHOBIIOE BUMOTH JI0 KpHMiHami3amii
HE3aKOHHOTO BTPYYaHHS B KOMIT'IOTEPHI CHCTEMH, BKJIOYAIOYH CTBOPEHHS Ta
PO3MOBCIOKEHHS IIKiUTUBOTO TPOTPAMHOTO 3a0e3MeUeHHs.

BopaHouac, npakTuka KpUMiHAJIBHOTO HEPecililyBaHHs KiOep3JI04MHIIB CBIIYUTh
PO HEOOXITHICTh 3aMPOBAKEHHS CIICI[ialIbHUX CIITYAX METOMIB, aIalTOBAHUX 0
kibepnpocropy. Hampuknan, y neskux KpaiHaX 3acTOCOBYIOTBCS TaK 3BaHi
«KOHTpOJIBOBaHi orepanii» (controlled delivery), siki JO3BONAIOTH MPABOOXOPOHIISIM
BIZICTEXYBAaTH PO3IOBCIOUKEHHS IIKIIJIMBOTO IPOTPaMHOro 3a0e3ledeHHsT Ta
BUSIBILSITH KIIFOUOBHX (DirypaHTiB KiOEp3JI0UMHHUX yrPyOBaHb.

OxkpeMy mpoOiieMy CTaHOBHTH BiAMOBIJANBHICT 3a po3noBcrokenHs I3
y BUMNAIKaX, KOJM HOro TOMIMPEHHsS 3MAIHCHIOEThCS dYepe3 JACLeHTPasi3oBaHi
mwiarpopmu  abo y Mepexax mgapkHery. Ueped ocoOmuBOCTI aHOHiMi3auil,
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HOPUTATHEHHS OO BIANIOBINANBHOCTI TaKWX 3JIOBMUCHHUKIB CTa€ HaI3BHYANHO
cxmagauM. OmHUM i3 MOXJIMBHX pilleHb y Hiff cdepi € 3acTOCYBaHHS METOJIB
mudpoBoro mpodimIoBaHHS KiOEp3TOYMHINB, IO JJO3BOMSE  iTEHTH(IKYBaTH
MOTEHIIHHUX PABONOPYIIHHUKIB Ha OCHOBI IXHIX MOBEIIHKOBHX IIA0JIOHIB Y MEpexKi.

Ha MixHaposHOMy piBHI BapTO TAaKOX BPaxOBYBATH POJIb NPHUBATHOTO CEKTOPY
y 60poTE0i 3 PO3MOBCIOKEHHSIM IIKIAJMBOTO IPOrpamMHOro 3abesmedyeHHs. Taki
TEXHOJIOT14Hi rirantu, sk Microsoft, Google Ta Amazon, akKTUBHO CIiBIIPAIIOIOThH
i3 MPaBOOXOPOHHHMH OpTaHAMH Yy CIIpaBi OJIOKYBaHHS 3JIOBMHUCHHX CEpBEpIB i
BUJAJICHHS KOHTEHTY, IIOB’S3aHOTO 3 KiOEp3JMOYMHHOK isuTbHICTI0. Hampukman,
y 2020 pomi kopmoparis Microsoft cmineHo 3 ®BP Ta €Bpomonom 3ailicHMIA
ycmimHy omnepariro 3 JikBimamii 6otHery TrickBot, skuii BHKOPHCTOBYBaBCS
JUIS TOLIMPEHHS TPorpaM-BHUMarayis.

3 oy Ha Il BUKIIMKH, YI0OCKOHAJICHHS KPUMiHAJIBHO-IIPABOBOT'O PEryJIIOBaHHS
y chepi posnosciomkenns 1IT13 moTpedye KOMIIIEKCHOTO i IXOIY, 10 BKIIOYAE:

1) ynockoHaneHHs MeXaHI3MiB CIIBIpaIl MiX JAepxaBaMHu y cdepi eKcTpaauLii
Ta 300py HU(PPOBUX TOKA3iB;

2) po3poOKy MIKHApOTHHX CTaHIApTiB KBamidikamii KiOep3MOYHHIB I
yHi(iKamii mIX0AiB 0 KPUMIHAIBHOI BiITOBITATBHOCTI;

3) BUKOPUCTaHHS HOBITHIX TEXHOJIOTiH, BKJIIOYAIOYHM INTYYHHH IHTENEKT, IUIS
BUSIBJICHHS Ta He#rTpamizamii MIKIUIMBUX @porpaM Ha paHHIX eramax ix
PO3MOBCIO/KEHHSL.

Takum uuHOM, O0OpOTHOA 3 PO3MOBCIOHKEHHAM IIKIAJIMBOIO MPOrPAMHOTO
3a0e3neyYeHHd BHXOIUTh 32 MEXI TPaIMIIMHUX MiIXOIiB KPHUMIHAJIBHOTO TpaBa i
BUMarae iHTerparii TeXHOJIOTIYHHX, IPaBO3aCTOCOBHUX Ta MDKHAPOIHUX IHCTPYMEHTIB
IUIst 3a0e3redeHHs €)eKTHBHOTO pearyBaHHs Ha 3arpo3u y KibeprpocTopi.

4. AKTyanbHi Keiicn Mi>KHAPOAHOTO CiIBPOOITHUIITBA
y 00poTh0i 3 Ki0ep3JI0YMHHICTIO
3M0uNHHICTS y KibeprmpocTopi JaBHO mepectana OyTH JIOKAIGHHM SIBHIIEM i
HaOyna TII00ATBHOTO XapakTepy, IO BUMarae BiJ Aep)kaB TICHOI cmiBmpari y cdepi
po3citigyBaHb, 0OOMiHy iH(pOpMali€lo Ta eKCTpaaulli TPaBONOPYIIHUKIB. 3 OISty Ha
CKJIA[HICTh BCTAQHOBJICHHSI OCOOW 3JIOYHMHIIL, TPAHCKOP/IOHHMH XapakTep aTak Ta
AQHOHIMHICTh LU(POBUX TEXHONOTIH, OGOpoTEOa 3 KIOEP3JTOUMHHICTIO € 3HAYHUM
BHKJIMKOM JUISl TIPABOOXOPOHHHUX OpraHiB. BapTo Takox MpoaHalli3yBaTH HalBaXKIIH-
Billli KeHCH MIXKHAPOJHOTO CIIBPOOITHUITBA Y OOpOTHO1 3 KibEep3I0UnHAMH.
1. Omneparis "Bayonet": mikBinaris HaiOIIBIIOr0 HEJNETATLHOTO MapKETIIIEHCY
AlphaBay

OpHuM 13 HaWOLIBII 3HAYYNMX HPHUKIALIB MDKHAPOIHOTO CIIBPOOITHHITBA
CTaJIO 3aKpUTTS JapKHeT-Mapkeriuielicy AlphaBay y 2017 poui. s mmardopma
Jis1a K T100aNbHUE YOPHUH PUHOK JUIS IIPOJIaX<y HapKOTHKIB, BUKPAJCHHUX JAaHHX,
LIKiUTHBOTO MPOTPaMHOT0 3a0e3Me4eHHs] Ta IHIIMX HEe3aKOHHMUX TOBAapiB i MOCIYT.
PoscnmimyBannsam 3aiimanucs mpaBooxoponHi opranm CIIIA, €Bponory, Kanamw,
Benukoi bpuranii, Hizepnauais ta Taimanmy. KmodoBuM QakropoMm ycmixy craio
3aTydeHHS TEXHOJIOTIH aHami3y OJOKYCHH-TPaH3aKIii Ta KOOpAMHALISL MK
KpaiHaMH ILOJO apelTy 3acHOBHMKa caidTy Omnekcannpa Kaseca. Llei kelic

194



JIEMOHCTpY€E €(heKTHBHICTh MIKHAPOIHOI CIiBIpani y 00poTs0i 3 Kibep3iounHaAMH,
II0 BUKOPUCTOBYIOTh KPUITOBAIIOTHI TIIATEXkKI .

2. Onepamis "GHOST": 3arpuMaHHs YYaCHHUKIB KiOEp3JIOYMHHOTO YIPYIIOBAHHS
REvil

I'pyna REvil, Bitoma aTtakamu mporpaM-BuMmaradis (ransomware), y 2020 — 2021
poKax aTaKyBalla HU3KY BEJHMKHMX KOMIIaHiH Ta AEpKaBHHX YCTaHOB, BKJIIOYAIOUH
MOCTayaJIbHUKIB KPUTHYHOI i1HGpacTpykTypu. OIHMM i3 HAWTY4HIIIMX BHIAIKIiB
cTanma aTaka Ha kKoMmmaniro Kaseya, sika BIumHyna Ha moHan 1500 opranizamiil mo
BCHOMY CBITY. Y BiIIOBiZb Ha IIi 3MI0YMHHU OYJIO MPOBEACHO MIXKHAPOAHY OIIEPALII0
"GHOST", opranizoBany ®bP, €BpomonoM Ta MpaBOOXOPOHHUMH OpraHAMU HHU3KH
€BPONEUCHKUX JiepKaB. YHACHIIOK CHUIbHUX Aifl y 2021 pouni Oyno 3aapemroBaHO
KiJIBKOX YYacHHUKIB yrpyrnoBanHs, a cepepu REvil 6ynu BuBeneni 3 nany. Onepartist
cTajla TIOKa30BOKO 3 TOYKH 30py KOOpOMHAIT [iif crenciayx6 Ta oOMiHy
iH(pOpMALIIEr0 MiXK PI3HIMH IOPHCIRKIIAMA,

3. Jlikeigauis 6otHeTy Emotet

Emotet BBakaBcs OOHUM i3 HalfHEOE3MEYHIMIUX OOTHETIB y CBITi, BHKOPHCTO-
BYBaHHM M1 PO3IMOBCIOMKEHHS OaHKIBCBKHX TPOSHIB Ta IPOrpaM-BUMAaradis.
YV 2021 poui BHacHiZOK MDKHApOAHOI orepariii 3a y4acTi NMpaBOOXOPOHHHUX OpTraHiB
CIIA, Himewunnu, Benukoi Bpuranii, Hinepnannis, Kanamm Ta Ykpainu Bramocs
JKBimyBaTH 1eif OOTHET, a TakO)X 3aapeliTyBaTH MNpudYeTHUX ocib. OpHuM
i3 KJIFOYOBHX aCIeKTiB YCIMiXy Oreparil crtajga po3podka Ta BIPOBA/DKEHHS MEXaHi3My
JIe3aKTUBALl IIKIIIMBOTO MPOTPAMHOTO 3a0e3MeUeHHs Ha 3apaKeHUX MPUCTPOSIX, IO
CTAJIO MPEIIEACHTOM Y CBIiTOBIif IpaKTHI GOPOTHGH 3 KiGep3mounHaMi .

[Nompu omucaHi Ta AedKki iHIII yCHIHI KelicH y 60poThOi 3 KiOEp3IOUYHHHICTIO,
MDKHApOJIHE CHIBPOOITHAIITBO CTUKAETHCS 3 HU3KOKO MPOoOIIeM cepel SKHX:

1) ropuanyuHi Oap’epr — BIAMIHHOCTI y KPHMIHAIBHOMY 3aKOHOJABCTBI PI3HUX
KpaiH, 10 MOXYTh YCKJIQJHIOBATH €KCTPAANIIIO Ta MPUTATHEHHS KiOep3JI0YMHIIB 10
Bi/INOBIAILHOCTI;

2) Hecraya oOmepaTMBHOro oOMiHy iH(opMali€ero — He BCi JepKaBH MaioTh
e(eKTUBHI MEXaHi3MH B3aEMO/Ii{ Mi>K TPaBOOXOPOHHUMH OpraHAMH;

3) BUKOpHCTaHHS IOPHCIAMKLIA 3 HU3BKAM pIBHEM peEryJioBaHHA — Oararto
XaKepChKUX YTIPYINOBaHb 0a3ylOThCS B KpaiHax, A€ BiACYTHI CyBOpi 3aKOHH ILIOJO
KiOep3TI0YNHHOCTI.

EdextrBHa GOpoTh0a 3 KiOEpP3TOYMHHICTIO BHMAra€ MOJANbIIOi iHTErpamii
MDKHApOIHHUX 3YCHJIb, PO3IIMPEHHS NMOBHOBAKEHb IHCTHTYIIH, TaKUX sSK €BpoIol,
Inrepnion ta ®BP, a Takox BIOCKOHAJEHHS MEXaHI3MIB CIUIBHOTO pearyBaHHS.
[puknan onepauiii  "Bayonet", "GHOST" ta mixBigaumii Emotet cBiguuTsb

3 CybelAngel. Home. The Impact of Dark Web Marketplace Takedowns [AlphaBay and
Hansa]. September 24, 2024. URL: https://cybelangel.com/alphabay-hansa-two-major-dark-
web-marketplaces-shut/

4 CS0. Home. Security REVvil ransomware explained: A widespread extortion operation.
12 Nov 2021. URL: https://www.csoonline.com/article/570101/revil-ransomware-explained-a-
widespread-extortion-operation.html

' EUROPOL. Home. Media & Press. World’s most dangerous malware EMOTET
disrupted through global action. 27 Jan 2021. URL: https://www.europol.europa.eu/media-
press/newsroom/news/world%E2%80%99s-most-dangerous-malware-emotet-disrupted-
through-global-action
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PO HEOOXIAHICTh KOMIUIEKCHOTO TMIAXOAYy OO MNPOTHAIl Kibep3nounHaM, SKHN
BKJIIOYAE IIPABO3aCTOCOBHI, TEXHIUHI Ta AUIIOMATHIHI IHCTPYMEHTH.

OpHHUM 13 IEPCTICKTUBHUX HANPSMiB MDXHAPOJHOTO CHIBPOOITHHITBA Y 60pOTHO1
3 KiOEp3IOYMHHICTIO € CTBOPEHHS €JMHUX CTAaHIAPTiB JOKa3yBaHHs y KibepcrpaBax,
IO J03BOJIIO O YHHUKHYTH MpoOJeM, MOB’S3aHMAX 13 PI3HUMH MiIXOJaMH [0
kBani¢ikanii THPPOBUX 3M0YKHIB y HALlIOHATBHUX MPAaBOBUX cuctemax. Ha choromui
B pamkax €Bpomeiicbkoro Coro3y Ta OOH axkTHBHO OOTOBOPIOETHCS MHUTAHHS
PO3pO0KH TII00ANFHOTO MEXaHi3My 300py Ta BU3HAHHSA MU(PPOBUX JOKA3iB, IO CTaHE
BaroMHM KPOKOM JI0 TapMOHi3allii CIIiIYiX MPoIeciB y cdepi KibepOe3neku.

KpiM Toro, cydacHi TeHIeHII{ MDKHApOAHOI CIIBIIpali CBIAYATh PO IOCHICHHS
NpPUBATHO-IEPKABHOTO IapTHepcTBa y 0opoTs0i 3 Kibep3moumHHICTIO. Taxi
KommaHii, sk Microsoft, Google, Amazon Ta iHIIli TeXHOJOTiYHI TiraHTH, BCE YaCTIIIIe
OepyTh ydyacTh y pO3CIiIyBaHHI TI00adbHUX Kibep3arpos, 30KkpeMa 4epes3 HaJaHHsS
iHpopMalii mpo Mixo3pidi AKTHBHOCTI, MIATPUMKY iHILIaTUB 13 OJOKyBaHHS
LIKiJIMBUX CEPBEPiB Ta CHLUIbHI MPOEKTH 3 MPABOOXOPOHHUMH OPraHAMH.

OKpeMUM  BHUKIHKOM  3aJHIIAETBCS  PETyJIIOBaHHA  KPHITOBAJIIOTHHX
TpaH3aKIil, sSKi € OCHOBHHM ()IHAHCOBHUM IHCTPYMEHTOM KiOEp3JIOYHHIIIB.
HesBakaroun Ha PO3BUTOK TEXHOJIOTIH BiJCTE)XEHHS IU(POBUX AKTHBIB, TAKHX SIK
Chainalysis a6o TRM Labs, icHye morpeba y CTBOpEHHI €IUHHX MIXHAPOIHHUX
CTaHJAPTiB KOHTPOJIIO 32 HEJIEralbHUMK KpunroomnepauisMu. Jleski aepkaBu Bxke
YXBaJWIM BiAMOBiIHI HOpMaTHBHI akTH, 30kpema y CIIIA 3ampoBamkeHi HOBI
BUMOTH JO pEECTpalii KPHUNTOBATIOTHUX OipXk, IIO AOMOMAararTh 3amodiraTu
(hiHaHCYBaHHIO KiOEp3TTOUYUHHOCTI.

Llle ogHUM HampsIMOM MDKHApOIHOI OOPOTHOM 3 KiOEP3JIOUMHHICTIO € PO3poOKa
CHIJIFHIX MEXaHi3MIB pearyBaHHs Ha aTaky HAa KPUTHYHY iHQpPacTpyKTypy. 30Kpema,
y 2022 pomi HATO 3anouarkyBaino iximiatuBy Cyber Rapid Reaction Teams, mo
nependagae MOXKJIMBICTH IIBHUAKOTO PO3TOPTAHHS EKCIIEPTHUX TPYI UL JOMOMOTH
KpaiHaM-uenaM y pasi MacmraGuux kiGeparax’®. Takuil miaxix Moxke craté
3pa3KoM IS {HIIMX MDKHApOJHUX 00’€HaHb y cdepi Oe3rmeku, ajpke BiH J03BOISE
HE JIMILIe ONepaTHBHO pearyBaTH Ha 3arpo3H, a i HampalboBYBaTH CIIJIbHI MPAKTHKH
nudpoBoi GopeHsikm.

[lompu 3HayHMiI Tmporpec y MDKHApOAHOMY CHiBpOOITHHITBI, Bce wIE
3aJIMIIAITECS HEBUPILICHUMHU TPOOJIEMH MOJITHYHOTO Ta FOPUIMYHOTO XapakTepy.
Bararo kpain Heoxoue AiIATECS iH(QOpMaIi€ero Ipo KidepaTaku, IMOOOIOYHCEH, 10 e
MOXE 3aIKOJMUTU iXHIH HalliOHaNBHIN Oe3meri abo pemytarii. Jlo Toro x, aeski
JIep’)kaBH BUKOPHCTOBYIOTH KiOEpP3IIOYMHHICTD SIK IHCTPYMEHT TriOpuaHOl BilfHH, IO
YCKIJIa/IHIOE TJ100aIbHy KOOPJMHALiI0 Y 60pOTHOI 3 TAKUMH 3arpO3aMH.

3 ormsgy Ha 3a3HaveHe, Mojajiblia e()eKTHBHICTH MIKHAPOIHOTO CIIiBpPO-
OiTHUITBA y cdepi KiOep3TOUNHHOCTI 3a1eKaTUMe Bill YAOCKOHAJICHHS HOPMAaTHBHO-
MpaBoBOi 0a3u, 3MIIIHEHHS MAPTHEPCTBA MK JepKaBaMH Ta IPUBATHAM CEKTOPOM, a
TaKOK AaKTHBHOI'O BIPOBA/DKCHHS IHHOBAIIIMHUX TEXHOJOTIA IS iIeHTU(IKAIi
Ta HeHTpasi3anii KiOep3TOYMHHNX YIPYHIOBaHb.

16 North Atlantic Treaty Organization (NATO). NATO Rapid Reaction Team to fight cyber
attack. 13 Mar. 2012. URL: https://www.nato.int/cps/en/natolive/news_85161.htm
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BUCHOBKH

VY cyudacHux yMmoBax rioOanpHOI HUQpPOBI3amii Ta 3pOCTaHHS 3aleXHOCTI
CYCHiJbCTBAa Bif iH(pOpMaNiiHO-KOMYHIKAIifHUX TEXHOJOTIH KiOep3IounHHICTh
CTala OJHI€I0 3 HaWOUIBII aKTyaJbHUX 3arpo3 HaLiOHANbHIN Ta MiXHApOIHIiif
6esneni. Kibeparaku Ha KpuTHuHYy iHQPaCTPyKTypy, MOIMIMPEHHS MLIKiJUIUBOTO
MPOTrPaMHOTO 3a0e3MeYEeHHS Ta HEOOXIAHICTh MIKHApOJHOTO CHIBpPOOITHHIITBA
y 60poTE0i 3 KiOEp3MOYMHHICTIO € KIIOUYOBUMH BHUKJIMKAMH, LI0 HOTPeOyIOThH
HeBifKIaaHol peakiii 3 OOKy HepKaBHUX OpraHiB, MPaBOOXOPOHHUX CTPYKTYp Ta
MDKHApOIHHUX OpraHi3alii.

Hacammepen, posrisng mpoGiieM IpaBo3acTocyBaHHS y cdepi kibeparak Ha
KPUTHYHY I1H(PacCTpyKTypy 3acBiIUMB, IO YHHHE 3aKOHOJABCTBO YKpaiHH Ta
MDKHApOJHI HOPMATHBHI aKTH HE 3aBKIH BIAMOBIJAIOTH TUHAMIII DPO3BUTKY
kibep3arpo3. HasBHi mpaBoBi MeXaHI3MH YacTO BHSBISIIOTECS HEJIOCTATHHO
e(eKTUBHUMHU [UIsi 3a0€3MEeUCHHs HAJIEKHOTO DIBHS 3aXUCTy 00 €KTIB KPHUTHYHOL
1HQPACTPYKTYPH, IO CTAIOTh MILICHHIO 3JTOBMHCHHKIB. AHaNI3 Cy4yacHOI MPaKTUKU
MPaBO3aCTOCYBAaHHS IEMOHCTPYE€ HEOOXiJHICTh YIOCKOHAJICHHS KPUMiHAIBHOTO
3aKOHO/JABCTBA, 30KpEMa YiTKIIIOr0 BU3HAUCHHS CKJIAIIB 3JI0YHHIB, TOB’I3aHUX 13
KibepaTakaM¥, pO3IIMPEHHS ITOBHOBAXXCHb IPABOOXOPOHHUX OpraHiB y cdepi
po3citifyBaHHS KiOEp3JI0YHHIB, a TAKOXK PO3POOKH €AMHMX CTaHIAPTIB KibepOesmekn
JUTSL KPUTHYHHX 00’ €KTIB.

JlpyruM  BaJIMBMM  aClIeKTOM  JOCHI/DKEHHS €  KPHUMiHAJIbHO-IIPAaBOBa
BIAIMOBITABHICTS 32 PO3MOBCIOMKCHHS IIIKi[UIMBOTO MPOTPaMHOT0 3abe3NeueHHs,
ska nepeabadeHa KpuminansHIM KopekcoM Ykpainu. [Ipore aHami3 3akoHOTaBUMX
HOPM TIOKa3aB, IO iCHye HHM3Ka MpOoOJeM, MOB’S3aHUX 13 JOKa3yBaHHIM YMHCITY
MIPaBOMOPYIIHUKIB, KIacH(IKaIi€l0 MPOrpaMHOro 3a0e3MedeHHs SK MIKiIIHBOTO Ta
BCTaHOBJICHHSIM HOTO peasbHOTO BIUIMBY Ha iHQopMarmiiiHi cuctemu. Kpim Ttoro,
B YMOBaxX aHOHIMHOCTI Ta TPAHCHAIIOHATBHOTO XapaKTepy KiOep3JIOYMHHOCTI iCHYE
CKJIAJIHICTh Y MPUTATHEHHI BUHHHUX OCI0 /10 BiJMOBIIaTbHOCTI, OCOOIMBO SKIIO BOHU
nepeOyBaloTh 1M03a MEXaMH IOpPUCIUKLIT YKpaiHu. Y 3B’S3KYy 3 I[UM aKTyalbHHM €
MOCHJICHHS MDKHapongHoi cmiBmpani y cdepi  kibepOesnekn, rapMmoHizallis
HAI[IOHAJILHOTO 3aKOHOJABCTBA 3 MDKHApPOJHUMH CTaHAAPTAMHU Ta CTBOPEHHS
e(eKTHBHUX MEXaHI3MiB €KCTpaIulii KiOep3I0UnHIIIB.

Oxpemo Oyno pO3MIISTHYTO aKTyalbHI KeHCH MIKHApOAHOTO CIIBPOOITHUITBA Y
00poTh0i 3 KiOEp3MOYHHHICTIO, IO MiATBEPAWIO KIIOYOBY POJb CILIBHUX 3YCHIb
JiepkaB 'y TpoTuaii kibepsarposzam. [IpakTka MisSUTBHOCTI TaKUX OpraHi3allii, sk
Iarepnion, €Bponon, HATO ta OOH, cBimuuth npo e(eKTHBHICT MDKHAPOIHHUX
iHIL[IaTHB, CIIPSIMOBAHUX Ha OOMiH iH(OpPMALIi€l0, IPOBE/ICHHS CIIIHUX PO3CIilyBaHb
Ta po3poOKy IJI00ATPHUX CTAHAAPTIB KibepOesrmeku. 30Kpema, YCmillHi omeparii 3
BUKPUTTS KiOGP3JIOYMHHUX yIpymoBaHb, Takux sk «Emotety Ta «REvily,
MPOJEMOHCTPYBAIN BaXIIHBICTb MIXKHAPOIHOI B3a€MOII] Ta HEOOXiqHICTh PO3LIMPEHHS
JOToBipHOT 6a3u U1t 60POTHOM 3 TPAaHCHALIOHAIBHOIO KiOEP3IIOUNHHICTIO.

TakuM YHHOM, JOCHIDKEHHS 3acBIMYMIO, MO0 OOpoThOa 3 KiOEp3IOYHHHICTIO
BUMara€ KOMIUICKCHOTO MiAXOAy, IO BKJIIOYAE BIOCKOHAJICHHS KPUMiHAJIbHOTO
3aKOHOJJABCTBA, IOCHJICHHS IIPABOOXOPOHHHUX MEXaHi3MiB, 3a0e3MeueHHs HaiifHOro
3aXUCTy KPHUTHUYHOI iHPACTPYKTypH, a TaKOK aKTHBHY MIKHAPOIHY CIiBIPALIO.
Bupimennsi 3as3HaueHux mpobiieM motpedye He JMIIe 3aKOHOAABYMX 3MiH, a i
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3alpoBa/DKEHHS 1HHOBALIMHUX TEXHIYHUX pIlIeHb, MiABUIICHHA PiBHSI HUPPOBOI
TPaMOTHOCTI HAaCEJICHHS Ta CTBOPEHHS €AMHOI Ti1o0aibHOI cTparerii KibepOesnekH.
IMopmanemmii po3BUTOK Ii€i cdepH Mae IPyHTyBaTHUCS Ha INPUHIUNAX IIPABOBOL
BU3HAYCHOCTI, MIKHAPOTHOI CONIJApHOCTI Ta TEXHOJOTIYHOI aJanTHBHOCTI, IO
JI03BOJIMTH €(peKTHBHO MPOTHIIATH KiOep3IouuHaM B YKpaiHi.

AHOTALIA

VY craTTi 37iiiCHEHO KOMIUICKCHHH aHalli3 Cy4acHHUX BHKIMKIB KPUMiHaJbHO-
MPaBOBOTO PETYIIOBaHHS KiOEP3IOUYMHHOCTI B HAIIOHATHHOMY Ta MIKHApOJHOMY
BuMipax. JlociiDkeHO TpobiIeMH NPaBO3acTOCYBaHHS MIONO Kibeparak Ha 00’€KTH
KPUTHYHOI 1H(PACTPYKTypH, 30KpeMa TpyJgHONIl Kpamidikamii Takux JisHB,
0COOIHMBOCTI 300py ¥ BHKOPHCTaHHS ITU(PPOBUX JOKa3iB, a TAKOXK HEIOCKOHATICTh
OKpeMHUX IIOJIOKEHb KPUMIHAQJIBHOTO Ta KPUMIHAIBHOTO  IPOLECYaTbHOTO
3aKOHOAaBCTBa YKpainu. [IpoaHasai3oBaHO MUTaHHS KPUMIHAIBHOI BiIIOBIZaIbHOCTI
32 CTBOPEHHA Ta PO3MOBCIOMKEHHS MLIKIAJIMBOTO MHPOrpaMHOro 3abe3neyeHHs,
aKIIEHTOBAHO yBary Ha MpoOiieMi JOBEJCHHSA YMHCIY Ta IOJBIHHOIO NpU3HAYCHHS
OKpPEMHUX MPOTpaMHUX 3ac00iB. OKpEeMO PO3TISIHYTO aKTyallbHI KEHCH MI>KHAPOIHOTO
criBpobiTHuITBa 'y 60poThOi 3 KibepsnoumnnicTio (miksimamis AlphaBay, REvil,
Emotet), sxi aeMOHCTPYIOTh e(GEKTHBHICTh KOOpAMHALIT MK JepkaBamH,
MDKHApOIHUMH OPTaHi3alisMH Ta IIPUBATHUM CEKTOPOM.

OOrpyHTOBaHO HEOOXiJHICTh YIOCKOHAJCHHs HAlliOHAJBHOTO 3aKOHOJABCTBA 3
ypaxyBaHHSIM MDKHapOJHHUX CTaHIAPTiB, TapMOHI3alil MiIXO/IIB 0 KpUMiHami3awil
KiOep3JI0UnHIB, PO3MHUpPEHHS MeXaHi3MiB MDKHApOTHOI TNPAaBOBOi JJOIMOMOTH Ta
BIIPOBA/DKEHHS CyYacHHUX TEXHOJIOTiH LudpoBoi ¢opeH3iku. 3poOiieHO BHCHOBOK
mpo notpedy (OopMyBaHHS KOMIDIEKCHOI MOJENI MPOTHIIT KiOep3I0YMHHOCTI, IO
MOEHY€E KPUMIiHAIBHO-TIPABOBI, MPOLECYallbHI, OpraHi3aliifHi Ta TEXHOJOTIYHI
IHCTPYMEHTH B YMOBax Ii00ansHO1 nudposizarii.
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OSINT TECHNOLOGIES IN LAW ENFORCEMENT:
INNOVATIONS AND AREAS OF APPLICATION
DURING MARTIAL LAW AND THE COUNTRY’S
POST-WAR RECOVERY

Nehrebetskyi V.V.

INTRODUCTION

Modern armed conflicts have radically transformed not only the conduct of
hostilities but also the ways in which they are documented and proved in criminal
proceedings. The digitalization of communications; the mass availability of mobile
devices with cameras, livestreams, and geolocation services; the development of
satellite observation; and the emergence of new data-sharing platforms have created
an unprecedentedly dense information environment. In such an environment, open
sources — social networks, video hosting platforms, web archives, satellite platforms,
state registers, and other digital resources — become a fully-fledged basis for building
the evidentiary record.

Since the start of the full-scale war, the intensity and diversity of digital traces of
war crimes have increased sharply. Videos and photos of the aftermath of shelling,
fragments of live broadcasts from the scene, eyewitness accounts on social media,
Telegram channels, and arrays of satellite observation have, in near-real time, formed
a new evidentiary base for law enforcement agencies. The search for reliable tools to
identify those involved in war crimes, to localize the places where they were
committed, and to verify causal links naturally directed domestic law enforcement
agencies to OSINT as a practice-tested, systematized approach to working with open
digital data.

A key advantage of OSINT is the speed and scalability of event capture. This is
not only about the “first alert” from social networks, but also about the ability to build
spatio-temporal reconstructions: geolocating frames by distinctive terrain features;
comparing them with before/after satellite series; overlaying them with air-raid
chronicles or systematic time stamps to narrow the ‘time window’ to procedurally
acceptable limits. Given the limited access to crime scenes in active combat zones,
these methods have become a bridge between operational response and subsequent
‘classic’ investigative and procedural actions.

OSINT has catalyzed interagency interaction and international cooperation. Joint
analytical projects, consolidation of verified geolocations in open databases, and the
exchange of methodologies and tools with civic initiatives and academic centers have
created an ‘ecosystem of trust’ in which quality standards are gradually being
unified®. Thus, the turn to OSINT has not been a situational response to the lack of
access to scenes, but an element of the structural modernization of law enforcement

! OSINT-possinka y po6orti sxypranicris. URL: https://youcontrol.com.ua/articles/osint-in-
journalists-work/
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in the digital era, ensuring both promptness and legal viability of evidence during
wartime and the post-war period.

The use of modern information technologies, including open-source information
gathering, in criminal proceedings has been the focus of academic events and the
works of many legal scholars as G. K. Avdeeva, V. S. Batyrgareeva, V. |. Borisov,
T. Ya.Gnidets, O. M. Borshchevskaya, S. S. Voznyuk, V. I. Grishko, Yu. I. Dmitrik,
I. V. Zhukevich, I. O. Osnova, K. V. Dubonos, N. M. Dyachenko, V. A. Zhuravel,
V. P. Zakharov, A. O. Ignatovich, O. Ya. Kovalchuk, R. S. Kozyakov, V. O. Kono-
valova, T. M. Lemekha, a.m. Lysenko, O. A. Lokhmatov, T. V. Ognevyuk,
O. S. Mel-nik, A. O. Moroz, I. V. Oleshko, Yu.V.Osadchaya, O. V. Plahotnik,
Yu. S. Razmetaeva, O. V. Rybalsky, V. I. Rudeshko, V. I. Solovyov, L. I. Sopilnik,
A.V. Stolitny, I. O. Suprun, E. A. Timoshenko, V. I. Teremetsky, V. V. Topchy,
A.O. Fesenko, V. G. Khakhanovsky, L. M. Khmelnichy, R. Yu. Tsarev,
V. A. Shvets, V. M. Shevchuk, V. Yu. Shepitko, and others?.

It should be noted that OSINT technologies for detecting and collecting evidentiary
information have been covered in the literature from different angles. However, in our
view, it is crucial and timely to comprehensively explore the possibilities of
implementing OSINT technologies into the procedural activities of criminal justice
bodies, considering their innovative potential, functional capabilities, and application
areas specifically under the conditions of war in Ukraine. Therefore, studying the trends
and potential of OSINT technologies in the applied aspect for the activities of criminal
justice authorities and the security and defense sector of Ukraine in investigating and
preventing criminal offenses requires further consideration. Given the war, the use of
OSINT in investigative units to increase the effectiveness of investigating war crimes
and crimes of aggression is particularly urgent.

Accordingly, examining international experience in using OSINT is relevant and,
given the need to improve regulatory frameworks in Ukraine, fully justified.

1. Challenges of Regulating the Use of Digital Evidence
Technologies During Wartime
From the outset of the full-scale war against Ukraine, the search for tools to
identify the perpetrators of war crimes, the locations of such crimes, and information
that had surfaced online led domestic law enforcement to OSINT.
The efforts of the Prosecutor General’s Office, the Security Service of Ukraine, the
National Police of Ukraine, as well as scholars and human rights defenders aimed at

2 Tpaucgopmarlis 3aBaHb KPUMIHATICTHKH B yMOBaX BOEHHOrO CTaHy Ta €BPOIHTErpa-
LIMHKUX MpoLeciB : 30. MaTepiaiB HayK.-IPAKT. KOH(). IPUCBIY. aM AT J-pa IOpH. HayK, Ipod.
B.O. KonoBanopoi,m. Xapkis, 28 Gepe3. 2024 p. Hair. ropun. yH-T iM. SpocnaBa Myuporo, Kag.
KpuMiHaJicTuky ; Ham. akajn. npas. Hayk Ykpainu ; H/II BuBY. npoGniem 31m04uHHOCTI iM. akaz. B.
B. Crammca Hau. akan. mpaB. Hayk Ykpainu. Xapkis: IIpaBo, 2024; Memodonoeiuni 3acadu
Kpuminanicmuxu: mpaouyii ma Hoeayii : 30. wMarepiamiB KpHMiHaIICTHYHHX 4YUTaHb,
npucssa.mam’ati akax. B. O. Konosanosoi, M. Xapkis, 28 Oepes. 2025 p. Ham. ropun. yH-T iM.
SIpocnaBa Mynaporo,Kad. kpuminanictuky; Hau. akan. npas. Hayk Ykpainn; HJII BuB4. nmpoGnem
37104MHHOCTI iM. akan. B. B.Crammca Hau. akaz. npas. Hayk Ykpainu. Xapkis: [IpaBo, 2025; Poxb
OSINT-0ocrioocens y niosuwgenti pieHsi HayionaibHoi besneku Ykpaiwu : Matepiald Kpyrioro
crony (M. JIbBiB,7 TpaBHs 2025 p.) JIesis: JIsB/IYBC, 2025.
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introducing OSINT into the practice of detecting and investigating war crimes deserve
positive assessment. On 12-13 January 2026, in cooperation with the Training Center
for Prosecutors of Ukraine and the National School of Judges, with the support of the
Council of Europe’s CyberUA project, a specialized training on the use of open sources
(OSINT) and electronic evidence in criminal proceedings — focused on cases
concerning war crimes and gross human rights violations — was held®.

First of all, the requirements for electronic evidence under national criminal
procedure law and international standards — particularly the Berkeley Protocol —
were discussed. The participants reviewed typical categories of open sources and
types of electronic evidence and examined procedures for ensuring the chain of
custody for electronic evidence in detail.

In 2020, the Office of the UN High Commissioner for Human Rights and the
Human Rights Center at UC Berkeley presented a «practical guide on the effective
use of digital open-source information for investigating violations of international
criminal, human rights, and humanitarian law» that sets out standards and
methodological approaches for the collection, preservation, and analysis of open-
source information that may be presented as evidence in criminal proceedings®.
Unfortunately, Ukraine’s Criminal Procedure Code does not provide a separate
category of digital evidence. It lacks a definition of «digital evidence» and a detailed
procedure for its seizure, examination, recording, and storage. Investigators and
judges often face difficulties collecting and assessing digital evidence due to the
absence of definitions and procedures in Ukrainian law, which may lead to errors and
inadmissibility in court®.

Therefore, leveraging the experience of leading European countries — engaging
specialized research institutions and legal experts — to align current criminal
procedure law with the demands of the digital era is essential.

The participants also discussed the role of a specialist in OSINT investigations:
from proper acquisition and recording of data to explaining technical aspects to the
court (metadata, hash values, file validation, detection of editing, etc.). It was
emphasized that proper documentation of specialist involvement during inspection
when using OSINT in criminal proceedings is important.

Of particular interest was the block on expedited preservation of data under
Articles 16-17 of the Budapest Convention on Cybercrime, which allows electronic
data to be preserved prior to obtaining proper procedural access. The network of
24/7 contact points, drafting preservation requests, and using mutual legal assistance
mechanisms (MLA) to obtain electronic evidence were also discussed.

® OSINT Ta eNeKTpOHHi [0Ka3W: IOPMIMYHI BUMOTM Ta TPAKTHKA 3aCTOCYBAHHS Y
KPUMIiHAJIBHUX IPOBA/UKEHHSAX IOJO0 BOEHHUX 3/104MHIB B Ykpaini. 14.01.2026. URL:
https://www.coe.int/uk/web/kyiv/-/osint-and-electronic-evidence-legal-requirements-and-
practical-application-in-criminal-proceedings-on-war-crimes-in-ukraine

Iporokon bBepxm. URL: https://www.law.berkeley.edu/wp-content/uploads/2022/
03/Berkeley-Protocol-Ukrainian.pdf.

Tanuna AsBpeeBa, EnpxOera JKusynpka-Kozmosceka. IIpoGnemu BUKOpUCTaHHS
I(ppPOBUX JIOKa3iB y KpUMiHAIBHOMY Cyno4mHCTBI Ykpaimm Ta CIIA (2023). URL:
https://khrife-journal.org/index.php/journal/article/download/564/633.
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Practice-oriented trainings were also conducted within the Ministry of Internal
Affairs system. In October 2025, investigators and operatives of the National Police
of Ukraine were trained to master the skills of collecting and using information from
publicly available sources in proving war crimes®. As part of implementing
the UN-Ukraine framework to prevent and combat conflict-related sexual violence,
the MIA Human Rights Monitoring Office organized two two-day offline trainings
for investigators and operatives on «Using OSINT to Prove Command Responsibility
for International Crimes: Theory and Practice».

OSINT not only enables the collection of evidence under conditions of limited
access, but also creates the foundation for building evidentiary records in cases
concerning war crimes and crimes against humanity, consistent with national and
international investigative standards.

The training was organized by the Human Rights Monitoring Department of the
Ministry of Internal Affairs of Ukraine and the National Police of Ukraine with the
support of the United Nations Development Programme (UNDP) within the
framework of the UNDP project «Joint Programme for Ukraine on conflict-related
sexual violence Issuesy», which is funded by the European Union.

During war, the arsenal of traditional forensic tools and forms of collecting
evidence of war crimes in Ukraine is significantly limited due to danger to all
participants in investigative actions and the impossibility of direct access to the
scene’, necessitating the use of artificial intelligence technologies. Moreover, the
European vector of development of forensics and forensic examination in Ukraine is
evidenced by the application of European standards of proof during criminal
proceedings®.

By Presidential Decree No. 273/2023 of 11 May 2023, a Comprehensive
Strategic Plan for Reforming Law Enforcement Agencies as part of the Security and
Defense Sector for 2023-2027 was approved®. «Every element of the state system —
law enforcement agencies, first of all — must work so that people really feel safe and
secure, so that people really feel justice, so that it is guaranteed at the level of
institutions, at the level of the everyday work of those by whom people judge the
state. Trust in the state, trust in the state are formed from trust in those who act on
behalf of the state. Law enforcement officers, the prosecutor’s office system are key

® Bukopucranus OSINT y nokasyBaHHI KOMAHAHOI BiITOBIZANBHOCTI 3a MiXKHAPOIHI
3mounHu: HaBuaHHs HITY. 08.10.2025.URL: https://npu.gov.ua/news/vykorystannia-osint-u-
dokazuvanni-komandnoi-vidpovidalnosti-za-mizhnarodni-zlochyny-navchannia-npu

" ydentox O. Po3citilyBaHHs BOCHHMX 3JI0YHHIB: JIOTICTHYHI, KPUMiHANICTHYHI Ta CyI0BO-
MenuuHi nuTaHHs. FOpuouunuil naykosutl enexkmpounnuti dcypuan. 2022. Ne 4. C. 369-374.
DOI: 10.32782/2524—-0374/2022-4/88

® Illenitbko B. 0. ®opMyBaHHsS JOKTPHHH KPUMiHATICTHKH Ta CYHOBOi eKCHepTH3H
B YKpaiHi — HUISIX 0 €AWHOTO €BPONEHCHKOr0 KPHMIHAIICTHYHOrO mpoctopy. IIpaso Vkpainu.
2022. Ne 2. C. 87.

Ilpo KommnekcHuii crpareriunuii iaH pedOpMyBaHHS OpraHiB MPaBOMOPSIAKY SK
YaCTHHH CeKTopy Oe3neku i oOopoHu Ykpainu Ha 2023 — 2027 poku: Yka3 mpesuaeHTa
Vpainu Bix 11.05.2023 Ne 273/2023. URL: https://www.president.gov.ua/documents/2732023-
46733.
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in this. Of course, together with everyone else who works in the state apparatus,»
emphasized President Volodymyr Zelenskyy™°.

The document was jointly developed by an interagency group, which included
the heads of the Prosecutor General’s Office, the Ministry of Internal Affairs, the
Ministry of Justice, the Security Service of Ukraine, the State Bureau of
Investigation, the National Police, the State Border Service, the Border Guard
Service, the State Customs Service, as well as representatives of the Office of the
President of Ukraine, the Cabinet of Ministers of Ukraine, international experts from
the Council of Europe Office in Ukraine, the EUAM, the EU project «<PRAVO-
JUSTICEp, the Law Enforcement Affairs Department of the US Embassy in Ukraine,
and the International Development Law Organization (IDLO).

The main goal of the developers of the Plan was to put the focus of the law
enforcement, security and defense sectors on the person, his life, health, honor and
dignity, rights and legally protected interests. Every Ukrainian should be sure that he
lives in safety, has freedom and can count on the mechanisms of justice.

The plan identifies six strategic priorities that will allow modernizing the security
sector and bringing it into line with the standards that Ukraine must achieve on its
path to EU membership, including:

1. Effectiveness and efficiency of law enforcement agencies and the prosecutor’s
office as an integral part of the security and defense sector, within which they ensure
the national security of Ukraine, including public safety and order, and combat crime,
taking into account strategic goals and in accordance with the standards of human
rights and fundamental freedoms, including ensuring gender equality.

2. Consistent criminal policy, the priority of which is the prevention of crime, the
inevitability of liability, the protection of the individual, society and the state from
criminal offenses, and the protection of the interests of the victim.

3. Efficiency of criminal proceedings in compliance with international standards
and the rule of law.

4. A result-oriented management system in accordance with established
priorities.

5. Comprehensive digital transformation.

6. Openness, transparency, accountability and independence.

The plan provides for a comprehensive digital transformation, in particular:

1. Implementation of a consolidated phased digital transformation of law
enforcement agencies and the prosecutor’s office based on strategic management
tools that comply with EU best practices.

2. Further introduction of innovative technological achievements into the
activities of law enforcement agencies and the prosecutor’s office that ensure
flexibility of operational processes, IT solutions, digital ability to respond promptly
to events and changes and achieve results focused on the interests of society.

3. Phased implementation of an electronic system for managing criminal
proceedings through comprehensive replacement and modernization of equipment,

0 IMpesunent Yipainu cxpamup KoMIuTekcHuit cTpateriunmii mian ped)opMyBaHHs OpraHis
npasonopsiiky (12.05.2023). URL: https://www.gp.gov.ua/ua/posts/prezident-ukrayini-sxvaliv-
kompleksnii-strategicnii-plan-reformuvannya-organiv-pravoporyadku.
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ensuring compatibility of 1T systems, uninterrupted operation, access of all
participants in criminal proceedings and interoperability.

4. Increasing the efficiency of law enforcement agencies and the prosecutor’s
office by ensuring greater accessibility and completeness of information,
development and implementation of services on the Unified State Web Portal of
Electronic Services.

5. Implementation of security and personal data protection measures in
accordance with EU standards.

6. Improvement and implementation of more secure, flexible, capable and
accessible communication systems between all law enforcement agencies and other
emergency services (including digital radio: voice communication and broadband
data transmission).

7. Implementation of a unified personal authentication system and biometric
matching system in all law enforcement agencies and prosecutors’ offices, gradually
ensuring its compatibility with European systems. Widespread use of artificial
intelligence, blockchain, cloud computing and other innovative solutions in pre-trial
investigations, as well as for data processing and analytical activities of law
enforcement agencies and prosecutors’ offices.

8. Updating operational processes using IT systems suitable for data exchange
with EU institutions in accordance with EU standards.

9. Granting law enforcement agencies and prosecutors the right to direct shared
access to automated information and reference systems, registers and databases, the
holder (administrator) of which is other state bodies, to ensure the performance of
their functions™.

2. Using Digital Technologies and Open-Source Data
in Investigating War Crimes

In today’s realities of war and global threats, all practitioners in the field of
international criminal justice must improve their technical understanding of cutting-
edge Al technologies and cultivate a deeper, up-to-date understanding of how social
networks, geolocations, mobile communications, computer information, and other
digital traces and communications are used in conflict zones'2. Given the aggressor
state’s actions in Ukraine — mass killings, rapes, looting — the problem of collecting
evidence of war crimes is acute and requires greater use of Al technologies in detecting,
documenting, and investigating war crimes, crimes against humanity, and genocide.

The investigation and documentation of war crimes in Ukraine is the most
important line of work for criminal justice bodies. Decisive factors include
professional, high-quality, complete, comprehensive, admissible, timely, and proper

" TIpo KommexcHuii crpaTeriunmii mmaH pedOpMyBaHHS OpPraHiB MPABOIOPSIKY SK
YaCTUHU CeKTopy Oesmeku i obopoHH Ykpainm Ha 2023 — 2027 pokm: Yka3 npesujeHTa
Vkpainu Big 11.05.2023 Ne 273/2023. URL: https://www.president.gov.ua/documents/2732023-
46733.

2 Apsieera I'. K. TIpo6GieMn BHKOPHCTAHHS CHCTEM ILITYYHOIO iHTEIEKTY B POOOTI Opramin
KpUMiHaNbHOI IOCTULIl. Bukopucmanus mexHON02il WMyYHo20 I[Hmenekny y npomuoii
37104uKKHOCMI: MAT-TH HayK.-IPakT. OHJNaiH-ceminapy (Xapkis, 05.11.2020). Xapkis, 2020.
C. 6-10.
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documentation of all elements of a war crime. As of 20 January 2026, the Prosecutor
General’s Office has registered over 216,000 instances of crimes of aggression and
war crimes committed during the full-scale invasion, with numerous cases of
destruction of residential infrastructure, killings of civilians, looting, and violence
documented®®. The collected evidence will later make it possible not only to prove
that these crimes were committed, but also to connect them to specific individuals,
bring well-founded charges, and hold perpetrators accountable. Personal accounts of
people who suffered violence and inhuman treatment, widely documented and
disseminated, draw public attention to the intolerable armed conflict and enable the
development of new recommendations and mechanisms for human rights protection.

OSINT plays a major role in documenting gross human rights violations and war
crimes. Non-governmental organizations such as Bellingcat**, Amnesty International,
and Human Rights Watch have become pioneers in using open data to investigate
events in conflict zones where access for official investigators is limited or
impossible. By analyzing satellite imagery, social media videos, and public registers,
these organizations have debunked official narratives and provided evidence for
international courts.

A milestone that legitimized OSINT as an evidentiary tool was the judgment of
the European Court of Human Rights in Ukraine and the Netherlands v. Russia
(2022). In this decision, the Court for the first time recognized data obtained from
open sources (in particular, Bellingcat’s investigation of the downing of flight
MH17) as full-fledged and reliable evidence.

The court formulated three key criteria for assessing such evidence:

—the authority and experience of the source (the research team must have
recognized competence in the relevantl field);

— transparency of the methodology (a clear description of how the information
was collected, verified and stored);

— consistency with other evidence (coincidence of OSINT data with official
investigation results, eyewitness accounts or other materials)®.

National courts have repeatedly referred to OSINT materials as a means of
obtaining information necessary for investigating criminal offenses.Thus, in the
Ivano-Frankivsk City Court, OSINT was used to prove guilt in collaboration
activities (case No. 344/19008/24). The court referred to the report of the operational
officer, which indicated the analysis of information from open sources, in particular
the social network «Vkontaktey, to establish the fact of cooperation of a person with
the occupation authorities. The verdict noted: “...during the implementation of
counterintelligence activities, information was obtained regarding the unlawful
actions of a citizen of Ukraine PERSON 7... acting to the detriment of
sovereignty... went over to the enemy’s side under martial law... according to the
OSINT analysis of materials about the individual N 4/1-2350 dated 09/29/2022, she

*® 35j0umHN, BUMHEH] B MepioJ MOBHOMACIITAGHOrO BTOprHeHHs pd craHoM Ha 20.02.26.
URL.: https://www.gp.gov.ua/

4 Bellingcat. URL: https://www.bellingcat.com/

8 Pageiiko P. I. Inctpymenrapii OSINT y ropuauuHiii MeTOZONOrIi: TeOpeTHUHi OCHOBHU Ta
MpaKTUYHE 3acTOCyBaHHA. Haykosi zanucku JIbgiecbkozo yHigepcumemy 0OizHecy ma npasa.
Cepis opuouuna. 2024. Bum. 43. C. 400-410. DOI:_https://doi.org/10.5281/zenodo.15648723
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was a cadet of the Luhansk State University of Internal Affairs, worked as a police
officer in the response sector of the patrol police at ADDRESS 2” (Verdict dated
05/12/2024 No. 344/19008/24 Ivano-Frankivsk City Court)™.

2. In the Osnovyanskyi District Court of Kharkiv, the term OSINT was directly
used to designate a method of identifying a person who transmitted the coordinates of
the Armed Forces of Ukraine to the enemy (case No. 643/6925/24). The verdict
states: “...who is registered to the number of the Ukrainian mobile operator
NUMBER_Z and belongs to a citizen of Ukraine PERSON_5... whose identity was
established using the capabilities of OSINT analytics” (Verdict of the Osnovyanskyi
District Court of Kharkiv dated June 10, 2025 in case No. 643/6925/24)".

Analysis of these decisions shows that OSINT results are presented in criminal
proceedings as OSINT-analysis memos, extracts from open-source intelligence,
OSINT dossiers on individuals, and protocols of computer data inspection. In most
decisions, references are made not to a document as the source of OSINT data, but to
the results or sources gathered through OSINT. This practice arises from the lack of
a definition of OSINT as a tool for obtaining information on the circumstances of a
criminal offense in current legislation, which, in our view, contradicts the principle of
legal certainty in criminal procedure and in the activities of authorized bodies for
detecting and investigating criminal offenses.

In today’s realities of war and global threats, all practitioners in international
criminal justice must improve their technical understanding of emerging artificial
intelligence technologies and must cultivate a deeper contemporary understanding of
the applications of how social media, geolocation, mobile phone conversations,
computer information, and other digital traces and communications are used in war
zones™. Given the military aggression on the territory of Ukraine and the
commission of mass murders, rapes, and looting, the problem of collecting evidence
of war crimes is acute today. This requires the activation and expansion of the use of
artificial intelligence technologies in the detection, documentation, and investigation
of war crimes, crimes against humanity, and genocide.

The use of OSINT technologies in the investigation of war crimes in Ukraine can
be useful in many aspects. The main areas in which this technology can be used are
as follows:

16 Bupok IBano-PpaHKiBCHKOro Michkoro cyay Ipano-®paHKiBchkoi oGmacTi Bia 05 rpymHs
2024 poxky y cmpaBi Ne 344/19008/24. URL: https://reyestr.court.gov.ua/Review/
123535737

" Bupox OcHOB'SHCBKOr0 paiioHHOro cymy Micta Xapkosa Bix 10 uepsHs 2025 poky
y cn?aBi Ne 643/6925/24. URL.: https://reyestr.court.gov.ua/Review/127999232.

8 Kyninos C. C., Illexapior P. M. [TpaBoBe peryoBaHHs BHKOPHCTAaHHS osint Ta HOro
pe3yNbTaTiB MijJi 4ac BCTAHOBJIEHHS OOCTaBUH KPHMIHAJIBHUX IPaBONOPYIIEHb. Haykosuil
sichuk JIb8I6CHKO20 0epicaHO20 YHigepcumeny HympiuHix cnpae (cepis opuduuna). 2025.
Ne 3. C. 126-133. URL.: https://doi.org/10.32782/2311-8040/2025-3-14. http://journals.lvduvs.
Iviv.ua/index.php/law/article/view/1013

% Apsieera I'. K. TIpo6GieMn BHKOPHCTAHHS CHCTEM LITYYHOrO iHTEEKTY B POOOTI Opramis
KpUMiHaNbHOI IOCTULIl. Bukopucmanus mexHON02il WMyYHo20 I[Hmenekny y npomuoii
37104uKKHOCMI: MAT-TH HayK.-IPakT. OHJAaiH-ceminapy (Xapkis, 05.11.2020). Xapkis, 2020.
C. 6-10.
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Satellite imagery analysis. Artificial intelligence can help analyze large volumes
of satellite imagery to identify changes in the landscape, including buildings, roads,
and infrastructure, that may be linked to war crimes, as well as help identify locations
where the bodies of war crimes victims may be buried?:;

Video and photo analysis. Artificial intelligence can be used to analyze large
volumes of video and photo materials that were filmed at war crimes sites, which, in
turn, can help identify suspects and witnesses, as well as determine whether they
depict objects that may contain forensically significant information for investigating
such crimes?!;

Audio processing. In telephone recordings and during the processing of audio
materials for war crimes investigations, artificial intelligence can help identify voices
contained in such media, as well as determine the places where these conversations
took place;

Social media analysis??. By analyzing social media, Al can help uncover
connections between suspects who may be involved in war crimes and identify
individuals who may have witnessed or had information about war crimes?;

analysis of data from medical institutions. Artificial intelligence can help in
identifying the bodies of war crime victims, establishing the cause of death,
identifying prisoners of war, war criminals and searching for them based on disease
data and information about their identification features that help in identifying a
specific person*;

Facial recognition. Artificial intelligence can be used to recognize faces in
photos and videos from war crimes scenes. This can help identify suspects involved
in committing such crimes and identify witnesses who can provide important
information about the war crime event under investigation;

Textual information analysis. Aurtificial intelligence analysis of textual
information (e.g., social media posts and other sources) related to war crimes will

% Mawmenos T'. Iludposa kpuminamicTuka. SIK e JOMOMOTIO 3i6paTh JOKa3H 3/OUHHIB
y Byui? / New Voice. 08.06.2022. URL: https://nv.ua/ukr/opinion/viyna-v-ukrajini-yakcifrova-
kriminalistika-vikrivaye-zlochini-rf-v-ukrajini-novini-ukrajini-50248411.html

2 IlItyunnit isTenekr MiHuuppu BUKPHB OKyNaHTa, AKMil MOTPAamuB y TOCHITANb
B KpuBomy Posi — noBunm VYkpainum, — LIGA.net URL: https://tech.liga.net/ua/ukraine/
novosti/iskusstvennyy-intellekt-mintsifry-razoblachil-okkupanta-popavshego-v-gospitalv-
krivom-roge

2 TNydentok O. M. BUKOPHCTaHHS COUiaIbHAX MEPEK Yy MPOTHJIl 3MOYMHHOCTI — HOBi
BHKJIUKU 1 HOBI MOXIHBOCTL. Kpuminanene ma Kpuminaibhe npoyecyaivbhe 3aKOHOOAECHBO
V KOHmeKcmi peghopmu KpuMiHaibHoi rocmuyii: Matepiaan HayKOBO-TIIPAKTHYHOIO CeMiHapy
(22 tpasust 2020 p.). JIssiB: JIeJIYBC, 2020. C. 56-61.

Ileuyk B. M. Bukopucranus indopmamii i3 couiaIbHUX IHTEpHET-MEPEX IpU
po3ciiyBaHi KiOep3JIOYHMHIB: KPUMIHAIICTHYHI TIpoOIeMu. Kpuminanohi 3a2posu 6 cekmopi
be3nexu: npakmuku epexmusno2o peacyeanns: Matepianu maHenbHoi guckycii I Xapkis.
MiKHap. opugudaHoro ¢dopymy (M. Xapkis, 26 BepecHs 2019 p.); Ham. ropun. yHiBepcuTeT
im. Hg)ocnaBa Mynporo. X.: IIpaso, 2019. C.142-146.

% iz I310MOM 3HAMILTH GPATChKY MOTHIY YKPATHCHKHX BifiChKOBHX Ta moHaj 460 HOBHX
noxoBanb. URL:. https://hromadske.ua/posts/pid-izyumom-znajshli-bratsku-mogiluukrayinskih-
vijskovih-ta-ponad-460-novih-mogil-foto
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help identify suspects and witnesses and uncover forensically significant information
about war crimes under investigation®.

Modern approaches to the investigation of war crimes make it possible to identify
sources of digital information that determine the directions of collecting and studying
digital traces to obtain information: from mobile devices, phones seized from
participants in criminal proceedings; from personal computers of individuals and
legal entities; from servers and other information storage devices in organizations
and institutions; from radio frequency identifiers, GPS trackers, sensors, stationary
and mobile measuring devices using geolocation, video surveillance and positioning
systems; from network services that provide voice and video communication between
computers via the Internet (ICQ, Skype, WhatsApp, Viber, Telegram, etc.); from
banking systems on digital media (HDD, SSD, flash cards, etc.); from cellular
operators regarding the detailing of subscriber communication and determining the
location of the subscriber using geolocation; from recordings of video surveillance
cameras of commercial and government structures; from the cameras and video
cameras seized from the participants in the criminal proceedings.

By the same algorithm, OSINT debunks myths about the so-called «special
operation» and «invincible» soldiers. Technologies recognize the faces of deceased
occupiers and locate their social media profiles; autodialers inform relatives of their
deaths. Ukraine’s Ministry of Defense has also begun using Clearview Al facial
recognition to identify Russian attackers, combat disinformation, and identify the
dead and war criminals®. In the military realities of a full-scale war on the territory
of Ukraine, digital forensics tools significantly assist in the detection, disclosure, and
investigation of war crimes.

Geo-OSINT is a subtype of open-source intelligence that specializes in
collecting, processing, analyzing, and interpreting geospatial data obtained from open
sources. In contemporary forensics, security, intelligence work, and investigative
journalism, Geo-OSINT is gaining strategic importance as a tool for obtaining
evidence, verifying information, and building situational awareness. Unlike «classic»
OSINT, which covers a wide spectrum of open information, Geo-OSINT focuses on
data with a geographic reference.

Sources include:

— satellite imagery (Sentinel, Landsat, Maxar);

— digital maps (Google Maps, OpenStreetMap, Bing Maps);

— image/video geotags (EXIF);

— route data (GPS tracks, AlS, ADS-B);

— geolocated social media (Twitter, Instagram, TikTok);

— crowdsourcing platforms (Mapillary, Wikimapia);

% LLlquyK B.M. HepcneKTan HanpsiMU BUKOPUCTAHHS TEXHOJIOTIH IITYyYHOTO 1HTeJ‘IeKTy
B PO3CIIilyBaHHI KPHMiHAIBHUX NPABONOPYINEHb. [HHOSAYIliHI MemOoOu ma yupposi mexnonozii
6 Kpuminanicmuyi ma cyoogiu excnepmusi: Monorpadis / B. 0. Lleniteko, I'. K. ABneesa,
B. M. IlleBuyk Ta iH. ; 3a 3ar. pen. B. }O. lllemiteka ; Han. akan. mpas. Hayk Yxpainu, H/II
BHUBY. IPoOJIeM 3J0YHHHOCTI iM. akan. B. B. Craummca. Xapkis : [IpaBo, 2024. 208 c. C. 89.
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— open GIS databases ’.

Geo-OSINT consists in identifying spatial relationships among objects, events,
and actions based on location, time of capture, and context. For example, combining
a satellite image with a geotagged social media video allows one to confirm an event
or track the movement of equipment, people, and weapons. Scientifically, Geo-
OSINT combines elements of geoinformatics, forensics, digital forensics,
information analytics, and law.

With Geo-OSINT, investigators can:

- track routes of suspects and vehicles;

- identify crime scenes;

- establish links among locations, events, and objects;

- reconstruct chronologies from geolocation data;

- monitor changes in terrain using satellite imagery over time?,

In forensics, Geo-OSINT can:

- verify testimony (e.g., confirming a person’s presence at a specific place);

- track criminal groups via their digital footprints in public space;

- create crime maps to analyze hot spots;

- model scenarios in space and time®.

Geo-OSINT commonly uses:

- satellite visualization services (Sentinel Hub, Google Earth Pro, Zoom Earth);

- geoanalytical platforms (ArcGIS, QGIS, Mapinfo);

- tools for extracting coordinates from images (ExifTool, FotoForensics);

- social media monitoring systems with geotag filtering (GeoSocial Footprint,
Hootsuite, Maltego)®°.

Geo-OSINT has become popular among military analysts, investigators and
detectives, and the State Border Guard Service, particularly in war-crimes
investigations. For example, geolocation analysis of social media photos allowed
Bellingcat investigators to confirm movements of military equipment during armed
conflicts.

%" Baranos €. A. Cyuacui moxmmBocti Texuonorii «OSINT» y KpuMiHATEHOMY aHami3i
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3. Ensuring Authenticity and Admissibility of Digital Open-Source
Evidence in Criminal Justice

Proper handling of the evidentiary base — detection, collection, documentation,
and investigation of war crimes — must be carried out with due regard to international
experience and European standards of proof®!. At the same time, one problem in
using OSINT during pre-trial investigation is the risk of human-rights infringements
(privacy and data protection). We should not overstate the potential and advantages
of these technologies and must pay attention to their drawbacks. OSINT is acceptable
in law enforcement and justice only if fundamental rights and rule-of-law principles
are strictly respected — human dignity, equality before the law and the court,
adversarial process, transparency, proportionality, fairness, and impartiality.

Using open sources in investigating war crimes is accompanied by complex
ethical, legal, and procedural challenges that demand a particularly cautious
approach. Unlike traditional methods, OSINT relies on data created, disseminated, or
collected beyond state procedural control — by private individuals, journalists,
volunteers, or even actors pursuing propaganda goals. This increases evidentiary
potential but simultaneously creates risks of privacy breaches, exposure of witnesses,
dissemination of traumatic content, and the spread of unverified or manipulative
materials. For this reason, the Berkeley Protocol emphasizes the need to adhere to
professional, methodological, and ethical principles when working with open
sources, especially in the context of international crimes.

A single key postulate for the admissibility of open-source data is the protection
of the accused’s rights and a fair trial (para. 55 of the Berkeley Protocol)®.
The Protocol is a practical guide developed by UC Berkeley School of Law together
with the UN, setting international standards for online investigations into alleged
violations of international human rights, humanitarian, and criminal law, and
providing guidance on methodologies and procedures for the collection, analysis,
and preservation of digital information in a professional, legal, and ethical manner.
The Berkeley Protocol was developed with input from individuals with diverse
professional perspectives, legal and cultural backgrounds, gender and nationality, and
involved over 150 expert consultations and input from key stakeholders, including
UN human rights investigators. Building on this collaborative approach, the Berkeley
Protocol includes international standards for conducting online investigations into
alleged violations of international human rights law, international humanitarian law
and criminal law. It also provides guidance on methodologies and procedures for
collecting, analyzing and preserving digital information in a professional, legal and
ethical manner.

® I1leBuyk B. M. LludpoBi TexHoMOrii Ta €BpONEHCHKHiT BEKTOP POBBUTKY KPHMIHAIICTHKI
mijg 4ac BiHU. BuxopucmauHs yugposux mexnono2ii y Kpuminanicmuyi ma cyo0osii
excnepmu3i : MaTepiald MDKHAp. HayK.-IIPaKT. KPYIJIoro croiy, M. Xapkis, 11 rpya. 2023 p.:
eNeKTpoH. Hayk. BuA. / [pexkon.: B. 10. Ilemnitsko, I'. K . ABaeesa] ; Ham. akan. mpaB. Hayk
Vkpainu ; HJI BuB4. mpoGuem 3mounnHocTi iM. akai. B. B. C rtammca HAIIpH VYkpainu.
Xapkis: IIpaBo, 2024. C. 133-136.
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In this context, Articles 6(2) and 8 of the European Convention on Human Rights
are fundamental®. Ogunm i3 KTIOwOBHX eTHUHMX BUMIpIB € IIUTaHHS NPUSAMHOCHI
ta nponopyitinocmi. One key ethical dimension is privacy and proportionality. An
OSINT researcher inevitably deals with data that may contain personal information:
faces, voices, locations, household details, behaviors, and social ties. The use of such
material must be necessary to achieve a specific procedural purpose, and the
intrusion must be proportionate. If identifying a person is not critical, it is appropriate
to limit oneself to group or role attribution; if content contains data that may
endanger an individual, depersonalization, blurring, or partial redaction should be
used. These approaches are reflected in the Berkeley Protocol, which underscores
that safeguarding the digital, physical, and psychological security of all involved
must prevail over research interests.

An equally important aspect is the vulnerability of victims and witnesses. Open-
source materials often depict violence, the aftermath of attacks, and the dead or
injured. Such content can retraumatize not only victims’ relatives but also analysts
who process large volumes of imagery. The Protocol therefore calls for ethical filters:
limiting access to graphic material, providing psychological support, labeling
content, and using procedures that minimize harm. Researchers should refrain from
copying and storing unnecessary files lacking evidentiary value to reduce leakage
and unauthorized access risks.

Legal aspects include ensuring authenticity, integrity, and admissibility. Evidence
must have established provenance, be obtained by a proper subject or in a manner not
contrary to law, and remain unchanged from discovery to presentation in court.
Documenting the chain of custody — time of receipt, source, technical parameters,
software versions, and any transformations — is crucial. The Berkeley Protocol
provides a structure for such procedures, and technical transparency is a condition of
judicial acceptability.

Authorial context and intent also matter. Social media materials may be created
by civilians, military personnel, journalists, or hostile information structures. It is
important to assess whether the author had access to the scene, whether third-party
rights are violated, and whether the content is part of an influence operation.
The fact that material was published by a private person does not preclude its
procedural use — provided proper verification and compliance with international
standards. However, courts often evaluate not only the content, but also the method
of obtaining evidence — therefore, procedural discipline becomes no less important
than the content of the material itself.

A separate legal challenge is the problem of manipulation and disinformation.
The digital space is saturated with fakes, edited videos, fake metadata, and content
taken out of context. That is why triangulation of independent sources, analysis of the
history of content appearance, reverse image search, installation of early copies, and
work with primary files are mandatory components of OSINT investigation.
The Berkeley Protocol defines procedures for working with digital evidence from

¥ Convention for the Protection of Human Rights and Fundamental Freedoms : Council
of Europe Convention of 04.11.1950 : as of 1 August 2021. URL: https://zakon.rada.gov.ua/
laws/show/995_004#Text.
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open sources as basic methodological standards that ensure reproducibility and
independent verification of the reliability of materials®.

Ethical dilemmas also arise in public communication of results. OSINT
investigations often unfold with interim results being actively disseminated in the
media or on social networks. Premature disclosures can hinder official investigations,
endanger witnesses, or jeopardize procedural steps. Researchers must balance the
public interest in access to information with the interests of justice and adhere to a
principle of minimum sufficiency — publishing only what will not harm the
proceedings or persons involved. These requirements resonate with the ethical
principles for the safe use of digital resources contained in the Berkeley Protocol.

Legal assessment of OSINT materials occurs within international humanitarian
and criminal law. To qualify an event as a war crime, one must establish not only the
fact of attack or destruction but also the status of the object (civilian or military),
proportionality of force, mens rea or gross negligence, and causation. Digital
evidence may be necessary but insufficient; it must be aligned with other evidence:
witness testimony, expert examinations, crime scene inspections, and official
sources. Properly collected and verified OSINT materials, however, can uniquely
reconstruct events where direct access is limited or dangerous.

In conclusion, we would like to emphasize that the legal and ethical aspects of
using OSINT are not limited to the technical quality of the files. They cover issues of
privacy, security, reliability, legal status of the material, balance of intervention,
responsibility for the consequences of publication, and methodological transparency.
It is precisely adherence to these principles, formulated in the Berkeley Protocol on
Digital Open Source Investigations, that allows turning digital open sources into a
full-fledged evidentiary base in the investigation of war crimes and ensuring
the compatibility of the results with international standards of justice.

CONCLUSIONS

Systematic integration of OSINT into war-crimes investigations has
demonstrated the ability of open digital sources to ensure rapid event detection,
construct spatio-temporal narratives, and produce persuasive analytical findings
compatible with procedural standards. Practice has confirmed that it is the
combination of various OSINT technologies that gives the highest evidentiary return:
imagery, satellite images, geospatial layers, and the content of social networks
mutually reinforce each other, making it possible to narrow the «time windowsy,
increase the accuracy of geolocation, and identify the object by unique features.

Correct work with the evidence base, in particular, detection, collection,
documentation, investigation of war criminal offenses, must be carried out taking
into account international experience and European standards of evidence.
Technologies for working with open data impose requirements for ethical prudence
on law enforcement officers: protection of privacy, minimization of harm to victims
and witnesses, careful work with traumatic content, responsible public

¥ Tnosiok I.B Omiuka pesynsratie OSINT y cymosiit mpakTwii: Okpemi MHTaHHS.
Haykosuii gichux Yoiczopodcvkozo Hayionanvhoeo Yuigepcumemy, 2025. Bum. 91. T. 4.
C. 251-259. DOI: https://doi.org/10.24144/2307-3322.2025.91.4.35
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communication of intermediate results. Given the influence of digital data, it is the
balance between probative value and people’s safety that should determine the limits
of information processing and disclosure.

The Berkeley Protocol emphasizes the need to observe professional,
methodological and ethical principles when working with open sources, especially in
the context of international crimes. The only key postulate for the admissibility of
data from open sources in evidence is the protection of the rights of the accused and a
fair trial (clause 55 of the Berkeley Protocol). One of the key ethical dimensions is
the issue of privacy and proportionality. The provisions of the Berkeley Protocol
emphasize that the protection of the digital, physical and psychological safety of all
persons involved must take precedence over research interests.

A separate legal challenge is the problem of manipulation and disinformation. The
Berkeley Protocol defines procedures for working with digital evidence from open
sources as basic methodological standards that ensure reproducibility and independent
verification of the reliability of materials. At the same time, the methodological
requirement — triangulation (verification) of sources, work with primary copies,
description of tools and software versions, conducting an «audit track» — is an
indispensable condition for the admissibility and reliability of digital evidence.

From the standpoint of the strategic development of criminal justice, the
priorities are the institutionalization of uniform national protocols for working with
digital open sources, the development of an interdepartmental OSINT ecosystem, the
training of investigators, prosecutors and judges to work with digital evidence, as
well as the integration of tools and procedures compatible with international practice.
In such a configuration, OSINT ceases to be an «auxiliary» tool and becomes a full-
fledged technology for collecting digital evidence, capable of significantly increasing
the effectiveness of the investigation of war crimes in the war and post-war periods
and strengthening public confidence in justice.

SUMMARY

The article is devoted to the study of the possibilities of using OSINT
technologies for the investigation of war crimes and crimes of aggression in the
conditions of modern armed conflicts in the activities of law enforcement agencies of
Ukraine. Emphasis is placed on innovative possibilities of technologies for working
with open digital sources and methods of their practical use in procedural proof of
violations of international humanitarian law. The theoretical and legal principles of
OSINT application are revealed and algorithms for working with visual materials,
satellite images, geospatial data, social networks and other public digital resources
are given. Considerable attention is paid to the peculiarities of recording digital traces
during investigative (search) actions, issues of authenticity and admissibility of
digital evidence, documentation of the chain of preservation, use of professional
approaches to geolocation and chronology of events, as well as methods of
identification of involved persons and military equipment. Ethical and legal aspects
of technologies for working with open data are separately covered. Emphasis is
placed on protecting privacy, minimizing the risks of retraumatization, preventing
manipulation, and ensuring compliance with international standards, including the
Berkeley Protocol on Digital Open Source Investigations. First of all, such
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technologies expand the possibilities of timely notification of offenses, search and
identification of criminals. Based on the analysis of global trends in the digital
transformation of the activities of criminal justice bodies, a systematic approach to
the implementation of the use of OSINT technologies in this direction in the war and
post-war periods is proposed. The work pays attention to the issue of consistency of
the process with the trends of European integration. The author came to the
conclusion that the complex use of digital technologies for working with open data in
the investigation of war crimes contributes to increasing the efficiency of law
enforcement activities and the judicial process, expands evidentiary possibilities and
provides more complete documentation of the circumstances of criminal offenses.

Key words: OSINT, technologization, innovations, war crimes, criminal justice,
digital evidence, open sources of information, Budapest Convention on Cybercrime,
satellite images, geolocation, chronology, verification, chain of preservation,
Berkeley Protocol, propaganda, procedural proof.
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EJIEKTPOHHI JOKA3H B IUBIJIBHOMY CYJOYUHCTBI:
KOHHOEINTYAJIBHI 3BACAJIH TA ITPOLHECYAJIBHI BUMOI'

IHepynosa O. M.

BCTYII

CrpiMKUH pPO3BHTOK iH(GOpPMALIHHUX TEXHONOTIH Ta HU(POBI3ALS CYCHIIBHHUX
BIIHOCHUH ICTOTHO TpaHc(hOpMyBana TpaauLiiHI ysBISHHS Mpo crmocodu dikcarii,
30epexkeHHss Ta mepenanss iHpopmarii. 1li mporecu Ge3nocepenHbO BIUIMHYIH i
Ha cepy LMBIUIBHOTO CyJOYMHCTBA, 3YMOBMBIIM IIOSBY HOBHX (OPM JIOKa30BOI
iH(popMaliil, 30KpeMa eNeKTPOHHHUX IIOKa3iB. Y CYYacHHX YMOBax caMe eJIEKTPOHHI
HOCI{ Jieaii 9acTilie CTafoTh OCHOBHHUM 3aC000M BioOpakeHHS FOPHIMYHO 3HAYYIINX
(hakTiB, 10 BUHUKAIOTH y MPOIIECi IHBUILHOIO 000POTY, KOMYHIKaIli MK Cy0’€KTaMu
npaBa, peaiizarii MaifHOBHX i HEeMalfHOBHX IpaB Ta BUKOHAHHS 3000B’I3aHb.

Ci1iJ miIKPECINTH, IO eISKTPOHHI JOKa3H BUPIZHIIOTHCS OCOOIMBOIO MPABOBOIO
HOPUPOOI0, WO Binpi3HsA€ X BiJ KIACHYHUX NUCHMOBUX YH PEYOBHX JIOKA3iB.
Ix yHnikanpHicTs TONATac y HemaTepianbHili (opMi iCHYBaHHS, 3aNeKHOCTI Binx
TEXHIYHUX 3aC00iB BiATBOPEHHS, M MOXKJIMBOCTI IIBHJIKOTO KOMiIOBaHHA 0€3 BTpaTH
3MICTy, @ TaKOX Yy cHelu(iYHNX XapaKTePHCTHKAaX aBTCHTHYHOCTi, LUTICHOCTI Ta
noctoBipHOCTL. OTXE, Taki OCOOJIMBOCTI 3yMOBIIOIOTH HEOOXiTHICTE BHPOOIICHHS
CHCMiaTbHUX TPONECYATbHUX TIJIXOMIB JIO OIIHKH EJIeKTPOHHHX JIOKa3iB Ta
BU3HAYEHHs X HAJISKHOCTI H TOCTYIHOCTI Y IUBIIBHOMY CYJXOYHHCTBI.

Tak, HEOOXiJHICTh AaKTHBHOTO BHKOPHCTAHHSI €JICKTPOHHHX JOKa3iB y LUBIIb-
HOMy TIporieci OOyMOBIeHAa HE JIHIIe TEXHIYHHM IIPOrpecoM, a W 3MiHaMH
y crocofax peaiizalii NMBIIHHUX TNpaB. BHHUKAIOTH TakMM YHHOM, TaK 3BaHi
€JIEKTPOHHI TPAaBOYMHH, LU(PPOBI CEPBICH, ENEKTPOHHE JHMCTYBAaHHS, COLIANbHI
MepeXi, XMapHi TeXHOJOTrii Ta iHmm GopMu HUQPPOBOI B3aEMOJIi CTBOPIOIOTH HOBY
peabHICTh, y SKIH TpaJuiiiiHi 3aco0M MOKa3yBaHHS HE 3aBXKAW 3/1aTHI MOBHOIO
MIpoIO BiZIOOpa3UTH OOCTaBHHH CIIPaBH. Y I[bOMY KOHTEKCTi €JIEKTPOHHI JIOKa3d
MOCTAIOTh He SIK (haKyJIbTaTHBHHH, a SIK HEOOXITHHH eeMEHT e()eKTUBHOTO 3aXHUCTy
IpaB Ta iHTEPeCiB YYaCHUKIB IUBIJILHOTO MPOLIECY.

Alne, CcHim TaKoX 3ayBakKWTH, IO 3alpOBA/PKCHHS EJICKTPOHHHMX JIOKa3iB
y MPaKTHKy LHUBUJIHHOTO CYJOYMHCTBA CYIPOBODKYETHCS HU3KOIO AMCKYCIMHHX Ta
npobneMHux nmuTaHb. Cepel HUX OCOOJMMBE Micle IO cifgae mpodieMa rOTOBHOCTI
CYZIOBOI CHCTEMH 10 TIOBHOLIHHOTO CIIPUHMHSATTS Ta BUKOPUCTAHHS TaKUX JOKA3iB.
VneThes sk Ipo TexHiuHe 3a0e3leueH s Cy B, TaK i IIpo PiBeHb CIEliaTbHUX 3HAHD
CYIJIB Ta iHIIMX yYacHHKIB IIPoIeCy IMI0A0 O0COOIMBOCTEH elNeKTpOHHOI iHpopMaii,
crioco0iB 11 oTprMaHHs, 30epexkeHHs Ta nepeBipku. HemocraTs yHidikanis cymgoBoi
MPaKTUKH, BiICYTHICTh CTAUX MiIXOJIB J0 OI[IHKH EJICKTPOHHUX JOKAa3iB, a TAaKOXK
pm3uku  danbcudikanii uyum BTpaTH LUDPOBHX MAAHUX IOCHIIOIOTH IIPABOBY
HeBH3HAYCHICTh y wiil chepi. CHipHUM 3alMIIAETHCS | MUTAHHS CIIiBBIIHOIICHHS
CJIEKTPOHHUX [IOKA3iB 3 IHIIMMHU BUAAMH JIOKa3iB y IMBIIBHOMY MpOILECi, 30KpeMa
10710 1X T0Ka30BOi CHIIH 3 MiABUILECHUM PiBHEM 00EPEXHOCTI, II0 MOXKE PU3BOJUTH
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10 HEOOTPYHTOBAHOTO OOMEKEHHS X BUKOPHCTaHHS a00 (OPManbHOTO MiIXOAy IO
ix omimku. Taka mNpakTHKa CBITYHTH NP0 TOTPedy NOAAIBIIOrO HAayKOBOTO
OCMHCIICHHSI IIPaBOBOI IPUPOAM EJICKTPOHHUX JIOKA3iB Ta BIOCKOHAJICHHS
HpoLeCcyalbHUX MEXaHi3MiB iX 3aCTOCYBaHHSL.

Pazom i3 TMM mnopambmie po3mUpeHHS chepd BHKOPHCTAHHS EJIEKTPOHHUX
JIOKa3iB y LUBUIPHOMY CYIOYMHCTBI € 00’€KTUBHOTO HeMHHYy4yHM. Llndposizamis
MPaBOCYAJsl, PO3BUTOK EJIEKTPOHHOTO CyAdy, iHTerpauis iHGOpPMaIiifHUX CHCTEM Ta
nocrynmoBe  ¢opMyBaHHA  IU(POBOI  MPaBOBOI  KyIbTYpH  3yMOBIIOIOTH
TpaHc(OpMaIilo JOKA30BOTO TIpomecy. B mmx yMoBax eNeKTpOHHI JIOKa3d
HaOyBaroOTh HE JIMIIE JOTIIOMDKHOTO, @ i CHCTEMO YTBOPIOIOYOTO 3HAYEHHS, CTAIOUN
OJTHHM 13 KTFOUOBUX IHCTPYMCHTIB BCTAHOBJICHHSI ICTHHU Y IIUBLUTEHUX CIIPaBaXx.

TakuM YHHOM, JOCHI/DKCHHS YHIKaJbHOCTI CIICKTPOHHUX JIOKa3iB, iX
HpoLeCyalbHUX BUMOT, 3HA4YeHHS Ta MpOOJNeM 3acTOCYBaHHS B IIMBUIBHOMY
CYIOYHMHCTBI € BKpail aKkTyaJbHHUM 3aBAaHHSIM CY4acHOI IMBLIBHOI MpPOLECYaIbHOT
HaykH. KoMIiekcHui aHani3 UX MUTaHb JA03BOJISIE HE JIUIIE OKPECTUTH TEOPETUUHI
3acaJ¥ BAKOPUCTaHHS €IeKTPOHHMX JOKa3iB, a ¥ CIpusT (OPMYBaHHIO e(heKTUBHOL
Ta CIPaBEAINBOI CyI0BOT IPAKTUKH, aJallTOBAHOI 10 BUKJIUKIB IU(POBOI ETIOXH.

1. IToHATTS e1eKTPOHHHX I0KA3iB Y HUBIILHOMY CyAIOYHHCTBI

Bimnosigao 10 4. 1 ct. 76 HIIK Ykpainu «mxoka3zamu € Oynb-sKi (GakTHUHI JaHi,
Ha TJCTaBi SIKMX CyJl BCTAHOBIIOE HAsBHICTH ab0 BiNCYTHICTH oOcraBHH ((akTiB),
110 OOIPYHTOBYIOTH BHMOTH i 3allepeueHHs] yYacHHUKIB CIPaBH, Ta iHIINX OOCTaBHH,
SIKI MAIOTh 3HAYEHHS [UISl BUPILICHHS CIIPaBI .

Crix 3a3HaymMTH, IO HayKa sBISiE COOOIO 3MICT 1 PO3BHTOK MEBHUX SBUIL, SIKi
CTaHOBIIATH 1HTEpEC y KOHKPETHiH ramysi abo HampsMi, HE BHHATKOM € PO3BHTOK i
3aCTOCYBaHHS MPAKTUYHO TaK 3BaHUX IOpUAWYHUX (akTiB (IOKa3iB), 0e3 SKUX
Ha CHOTOJJHI MU HE MUCIIMMO PO3TJISTY LHBIUIBHOI CIPAaBH Ta BUHECEHHS 3aKOHHOTO #
OOTPYHTOBAaHOTO CYAOBOTO pillleHHS. BuKopucTaHHS Takux (akTiB HE TLIBKH
Ha0OyBa€ BENHMKOTO 3HAYEHHS JUIS YYAaCHUKIB LMBUIBHOIO IIpOLECY, ane W Mae
3Ha4YeHHs Uil apryMmeHTanii npaBocyaas. OQopMiIioodr KOXKHY LUBIIBHY CIpaBy,
CyI y TpOIeCyalbHUX aKTaxX-IOKyMeHTax odimiiiHo Qikcye xapaktep i MpaBOBY
HPHUPOJY CHOPY, LIO € YHIKaJbHUMM CaMe JUlsl IIbOr0 MPOBaPKEHHS. TakuM YMHOM
BU3HAYAETHCS IHAMBIAYAIbHHH BHUIIAL CHpPaBH, SKUH BigoOpaskae ocoOmmBocTi ii
nporecyansHoi GopMu, 3MicTy it IpeaMeTa CyJOBOTO PO3IIIsY, 10, Y CBOKO 4epry,
3a0e3mneuye HaC)KHY MPABOBY KBaNi(ikamilo i ymoOpsAKOBaHICTh yCIiX IMOJANBIINX
HPOLECyaTbHUX M.

VY cyuacunx ymoBax LIIIK Ykpainu 3akpimmroe mmpoxy kiacudikariro gokasis,
II0 MOXYTHb OyTH BHMKOPHCTaHI B IpoLeci po3MIsAy LUBUIBHUX crpaB. Jlo Takux
HaJIekKATh MHCHMOBI, PEUOBI Ta ENEKTPOHHI J0Ka3M, BUCHOBKH CKCIEPTIB, a TAKOK
MOKa3aHHs CBiAKIB. 3TiAHO 3 MPOLECYaIbHUMH TNPUIHCAMH O0OB’S30K IIOJAHHS
JIOKa3iB MOKJIQJIEHO Ha CTOPOHM Ta IHIIMX YYaCHHUKIB CYZOBOT'O MPOBaKeHHs. [Ipu
IOMY OKa30Ba iH(opMallis MOBUHHA CIMPATUCS Ha 00’ €KTUBHI, JOCTOBIpHI (aKTH,
a He mpumynieHHs. OIHIEI0 3 OCHOBOIIOJIOKHUX BUMOT IIMBLIEHOTO CYJOYMHCTBA €

IluBineHuii nponecyansHuil kojekc VYkpainu: 3akoH VYkpaimum Bix 18.03.2004
Ne 1618-1V.
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CYMITIHHICTB 1 T0OOPOCOBICHICTh MOBEAIHKH YYaCHUKIB MPOIIECY MPU MOAaHHI JOKa3iB,
o crpusie 3a0e3MeYeHHIO TX HaIeXXHOCTI, JOIyCTUMOCTI Ta JOCTOBIPHOCTI B MeXax
CYZOBOTO PO3TIISIAY.

CynoBi Joka3u — I JiaJiekKTHYHe MoenHaHHs iHdopmarii (3micty) Ta ii
nporiecyanbHoi hopmu. [HopMaltis, o BioOpakaeThCs y 10Ka3ax, € MPEIMETHOIO,
OCKUJTBKM BOHA CTOCYETbCS OOCTaBMH IMBUIBHOI CHpaBH. AJie Mi3HATH [aHy
iH(pOpMaILIiI0 MOJKHA TINBKU Yepes il Hocis%.

Hes3Bakaroun Ha BCIO PI3HOMAHITHICTh BUKOPHCTAHHS Pi3HUX BUJIB IOPUANTHUX
(hakTiB, HaC IIKABUTH 3aCTOCYBAHHS CaMe EJIIEKTPOHHOTO (hOpMaTy NOKa30BOi 0a3H,
OCKUTPKM Ha CHOTOIHIIIHIA JCHb PO3IINIA] 1 BHUPIMICHHS IMBUIBHUX CIPaB MOXE
BimOyBaTHCA SIK y KJIacHYHOMY (opMmari BeIeHHsS mporecyansHol ¢opmu, Tak i
B opMaTi  eNeKTpOHHOro cyay —  €aumHOl  cynoBoi  iH(opmauiitHo-
TENEKOMYHIKaIiHOT CUCTEMHU.

B o000x mnmx BapiaHTax BEICHHS LMBUIBHOTO CYIOYHMHCTBA CYA MOXKE
BUKOPHUCTOBYBAaTH caMe IOpUAWYHI (PaKTH y BUIJIAII €NCKTPOHHOI JOKa30Boi 6asu i
KOPUCTYBATHCS HEIO ISl BUHECCHHS CYJIOBOI ITOCTAHOBH P BHPIIICHHI CYIOBOTO
CcIiopy.

Crix 3a3HaYMTH, IO CYYacHHH PO3BUTOK IMBIIBHOTO CYJOYMHCTBA HEMOXKIIHBO
PO3MIIIATH 11032 KOHTEKCTOM TaKOTO SIBUINA, K IU(pPOBi3alis cyaoBoi cucremu. Bona
mocTae sIK CTiliKa TeHJeHILis MojepHisalii Ta dopmyBaHHA MailOyTHBOI Moperi
CYZIOBOTO PO3IJISIAY, IO 3YMOBIIOE TpaHC(HOPMALIO TPaaHLiiHOI mporecyalbHol
topmu. Taka Tpancdopmaris cpsiMOBaHa Ha MOCTYTIOBE BIIPOBAPKEHHS €IEKTPOHHUX
3aco0iB (ikcyBaHHs, 0OMiHy Ta 30epiraHHs MpouecyaabHOi iH(OpMaIlii, BAKOPUCTaHHS
JIUCTaHIIHHUX (OpPMATIB y4acTi y NPOBAPKEHHI, ENEKTPOHHOTO JOKYMEHTOOOIry,
a TaKOXK 3aCTOCYBaHHs 3acO0iB KOMYyHiKalii, 30KpeMa eNeKTPOHHOTO JIMCTYBaHHS,
TEKCTOBHX Y1 F'OJIOCOBUX MOBIOMJICHb MiXK YUaCHHKaMH TIPOLIECY.

3 ypaxyBaHHSIM 3a3HAYCHOrO IU(POBi3allis MMOCTAE HE JHIIEC SK TEXHIYHE
OHOBJIEHHS Cy/I0BO{ JTisITBHOCTI, @ SIK SIKICHa 3MiHa caMoi KyJbTYpH IPOIeCyabHOT
B3a€MOJIi, 10 BiAKpHBaEe HOBI BUMipH €()EeKTHBHOCTI, JOCTYITHOCTI Ta IPO30POCTi
npaBocy il B yMoBax iH(OpMaliifHOTo CyCITiIbCTBA.

OTxe, MiAKpeCINMO, IO BHUKOPHUCTAHHS €JIEKTPOHHUX JIOKa3iB, OCOOIHBO
y ¢opMaTi ITUCTAaHIIKHHOTO PO3IIISIAY CHpaB, CYTTEBO BIUIMBAE Ha TpaHcdopmaliro
3MicTy Ta GOpMH LMBUIBHOTO Cymo4MHCTBA. Lle 3yMOBIEHO THM, IO EJIEKTPOHHI
JTIOKAa3H MAalOTh CHEUU(IUHY TPHUPOIY, SKA BiIPI3HAETHCS BiJ TPaIUIIHHUX 3ac00iB
nokasyBaHHs. HaykoBmi-npaBosHaBii, cepen skux FO. C. IlaBnosa, 1. B. Bepuu-
ny6os i C. O. benikoBa, O.O.IlomyHiHa ¥ iH., y CBOIX HpamsiX akIEHTYIOTh
Ha 0COOJMBOCTSX iX MPaBOBOIO CTaTycy, croco0ax MoJaHHs, aBTeHTH(IKalii Ta
OLIHIOBaHHS, L0 IIATBEPXKYE CKIAAHICTh 1 BOAHOYAC MEPCIEKTHBHICTH 1X
3aCTOCYBaHHS B Cy4aCHOMY HPOLIECYaIbHOMY CEPEIOBHILI.

10. C.[laBmoBa nmocmiguna [JOCBiN BUKOPHCTaHHS EJNEKTPOHHUX JJOKa3iB
y CHCTeMi INIPEeIeJIEHTHOTO Ta POMaHO-TepPMaHCHKOTO NHpaBa. BoHa Haromomrye, 1o
y KpaiHax NperneeHTHOrO TUIly, A€ BiACYTHI KOoAu(ikoBaHI HOPMH, IPOBIAHY POIb
Bigirpae cynoBuil mpeueneHt. HaykoBuus ananisye cucremu CIIA, Himeuuwnnn,

2 Anppiitupo B. JI. Jlokasu sik 06’exT 360py Ha erami 30MpaHHS OKa3iB y LHBLILHOMY
npotieci. IIpaso i cycninocmeo. 2013. Ne 4. C. 34.
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Opannii Ta Benmukoi bpuranii, 30kpeMa THHONOTiIO ENEKTPOHHHUX JOKa3iB:
JIOKyMEHTH, CTBOPEHI Ha KOMII'IOTepi, JaHi, 30epekeHi y MiJKII0UYEeHHX CHUCTeMaX,
€JICKTPOHHE JIUCTyBaHHs, Iu¢posi 3amucu tompo. lO. C. ITaBnosa mixkpeciioe, Mo
ajlanTais Takoro IOCBiMy O YKpaiHCHKOI MPAKTUKH MOXKE CIIPUSTH MiJBUIICHHIO
e(eKTUBHOCTI IUBIJIBHOTO CYy/IOYMHCTBA Ta 3a0€3MEUeHHIO HAJISKHOT IIPOIeCyalIbHOT
OLIIHKHU €JIEKTPOHHHX JJOKa3iB .

3anpoBa/KEHHSI Ta PO3BUTOK BUKOPHCTAHHS €JICKTPOHHMUX JOKa3iB y IHBLIb-
HOMy mporieci @panmii Ta HiMedynHN TiCHO TOB’s3aHi 3 SBUINAMH CIEKTPOHHOTO
MiAMICY W eNeKTpOHHOTO aokyMmeHTa. Jlnms 3akonomaBctBa CIIIA Tta Bemmkoi
Bbpuranii He XapakTepHe NpsiMe BH3HAUCHHS IIOHATTS EJEKTPOHHOTO JIOKa3y SK
TaKoro, IpH IbOMY aMepHKaHChKa HayKoBa JOKTPHHA, K i OpHTaHCHKa, IIMPOKO
BUKOPUCTOBYE Li¢ TOHATTSA. EJICKTPOHHMI J0Ka3 OXOIUIIOE BCI MOXIIMBI JOKa3H Ta
iHpopMalrifo, sika Moxke OyTH mepenaHa abo 30epekeHa 3a JOMOMOTO HUGPOBHX
MPUCTPOIB YU MPOrPaM i Ki MOXKYTh CKJIacTH (akTUUHY iHpOpMaLiio mpo Oyab-akuit
(akt".

I. B. Bepuuny6oB i C. O. benikoBa BKa3ylOTh Ha pPI3HOMAHITTS BHIOBOL
knacugikamii eIeKTpOHHUX [OKa3iB 1 iX O3HaKW, a caMe iCHyBaHHA B HeMaTe-
pilaJbHOMY BHIJIAII; HEOOXIHICT BUKOPUCTAHHS NEBHUX TEXHIYHHUX 3ac00iB I iX
3aCTOCYBaHHS B CyJi; MOXJIMBICTb NEPEHECEHHS UM KOIIIOBAHHS HA Pi3HI TEXHIYHI
npuctpoi 6e3 BTpaTH iX CYTHOCTI; OpHUTiHaJd €JICKTPOHHOTO J0Ka3zy MoXe OyTH
JIOAaHH# 1O MaTepialliB CyJOBOI CIIpaBH B OyAb-sIKOMY BH/Ii CyIOYHHCTBA.

«Oco0MBO BaXKIMBUM (DAaKTOPOM JJIsl YXBAJICHHS CyJIOBOT'O PIillIEHHS Y CIIPaBi €
BiJMIOBIIHICTh €JIEKTPOHHUX JIOKa31B OCHOBHUM UYOTHPHOM KPHTEPiAM: HAJIEXKHICTb,
JIOITy CTUMICTh, JOCTOBIPHICTB Ta JOCTATHICTHY®.

O. O. IlonmyHina 3BepTae yBary Ha iCHYBaHHS BENHMKOi HMOBIPHOCTI, «IIO0 BXKe
HafOMIKYMM 4acoM BITYM3HSHE CYJOYMHCTBO IOBHICTIO Mepeiiie Ha eJIeKTPOHHE
JIOKa3yBaHHs, 10 Mepeabayae abCONIOTHY BIJIMOBY BiJl OCOOHCTOrO CHiJIKYBaHHS
MDK YYacHHUKaMH MpOIecy i MDK CyAAelo Ta ydJacHHKaMH CyJIOBOi CIIpaBW, IIO,
y CBOIO 4epry, MpU3Beze JI0 HEOOXIAHOCTI Meperismy CyTHOCTI Ta 3MicTy 6araTbox
3acaJ 1 NPUHLMIIB CYIOBOTO IPOBA/PKEHHs, HacaMIepe] MPUHLHNY Oe3noce-
PEIHOCTI CyIOBOrO POTISY» -

® TasnoBa IO. C. EnekTpoHHHiI 10Ka3 B IMBLIGHOMY TMpOIECi: 3apyBiKHWIT TOCBI.
Axmyanvni npobremu gimuusnanoi opucnpyoenyii. 2023. Ne 2. C. 29-33. DOI: https://doi.org/
10.32782/39221466.

* Maenosa FO. C. EnexkTpoHHumii 0Ka3 B IUBITbHOMY Hpoleci: 3apyOikuuit nocin. C. 32.
Ado: Tam camo. C. 32.

® Bepuuay6os 1., Bernikosa C. EnexTpoHHi J0Ka3H: MOHATTS, 0COGIMBOCTI Ta HpoGIeMH
moxo ix mocmimkenHs cyzom. European Political and Law Discourse. 2018. Vol. 5, Iss. 2.
P. 299-305.

® Bepuuay6os I., Benixosa C. EnexTpoHHi I0Ka3H: MOHATTS, 0COGNMBOCTI Ta HPoOIeMH
mo/10 ix jocimkenns cyaom. P. 303. A6o: Tam camo. P. 303.

" Honynina O. O. EnekTpoHHi M0Ka3M AK OCOONMBHMII 3aci6 JI0Ka3yBaHHs y HHBiTLHOMY
npoueci. Peghopmy6ants yusiibHo20 NPOYeCcyarbHoO20 NPasa 6 yMoeax iHmezpayiiHux npoyecie
6 Yxpaini : marepianu Bceykp. Hayk.-mpakt. iHTepHer-koH(}. im. 0. C. YepBonoro (Oxeca,
18 rpyn. 2020p.) / 3a 3ar. pen. H.IO.TomyGesoi. Opmeca: @enikc, 2020. C.44.
URL: https://dspace.onua.edu.ua/bitstreams/b255fc75-8f6e-4093-bda2-358afa34faa5/download
(mata 3Bepuenns: 12.12.2023).
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3rinno 3 Kepieaumu npunnunamu  Kowmitery winicTpiB Pamm  €Bponm
3 @JIEKTPOHHUX MOKa3iB y NUBUIBHOMY Ta aJIMIiHICTPaTUBHOMY IIPOBAKCHHI BiJ
30.01.2019 npuiiMaeTbcs HIMPOKE BU3HAYCHHS IIOHATTSA «EICKTPOHHHMH JIOKa3»
(Takox Bimommuil K «HpPOBHUI 10Ka3y»). BiH Moxe matu ¢opmy TecTy, Bimeo,
¢dororpacdiit abo 3BykoBHX 3ammciB. JlaHi MOXYTh MOXOJHUTH 3 Pi3HUX HOCIIB abo
CHoco0iB  OCTYyIy, TakuxX SK MOOUTbHI TenedoHH, BeOCTOPiHKH, OOpPTOBI
koM 'totepu uu GPS-peectparopu, BKIOUaO4YH aHi, 30epeKeHi y CXOBHIIAX M03a
KOHTPOJIEM CTOPOHH. THIIOBHM INpPUKIAIOM EJIEKTPOHHOTO JOKa3y € eJICKTPOHHI
TIOBIOMIICHHSI (€7IEKTPOHHA TOIITa)C,

OTxKe, ChOTOZHI ENEKTPOHHI JOKa3W SBISIIOTH COOOI0 3HAYHE Pi3HOMAHITTS
00’€KTiB i3 BITACHUMHU TEXHIYHUMH XapaKTePHCTHKAMH, 110 Oe3IocepeHbO BILIHBAE
Ha X CHPUUHATTS Ta OLIHKY SIK CYJOM, TaK i y4acHUKaMu mporecy. Oco0iauBy yBary
Ile TUTaHHsA HaOyBae B KOHTEKCTI JMCTAHLIHHOTO PO3IJISAIy CIpaB, A€ MOAAHHS Ta
BUBYCHHS €JEKTPOHHUX JOKa3iB y ImudpoBoMy Qopmari BuMarae BiA Cydy
miABUIIEHHS OOI3HAHOCTI Ta CYBOPIIIOr0 MOTPHMAHHS NPUHLIMIIB 3aKOHHOCTI,
JIOCTOBIPHOCTI, HAJIC)KHOCTI Ta JOCTYITHOCTI TaKUX N0Ka3iB. He3paxkaroum Ha Te, 10
ct. 100 LMK VYkpaian ¢opmambHO O3BONSE CTOPOHAM MOJABATH EIEKTPOHHI
OKa3W 10 CyIy, 3aKOHOJABCTBO BOJHOYAC YCTAaHOBIIOE JOAATKOBY BHMOTY
HasBHOCTI TIalepoBOl KOIii, IO CBIYUTH NPO MEBHY OOEPEXHICTh 3aKOHOJABILI
mono Iudposoro ¢Gopmaty. BiamoBiAHO M0 HABEACHOTO OCOOJMBOIO 3HAYCHHS
HaOyBae HOpMyBaHHS €IMHOTO CTAHAAPTY OLIIHIOBAHHS €JIEKTPOHHUX JIOKa3iB, KU
Ou 3abe3medyBaB y3rO/DKCHICTh Ta YHI(IKOBaHICTH CyNOBOI TPAaKTHKH IX
3aCTOCYBaHHS. 3amlpoBaKEHHS TAKOTO IIIXOAy CHPHUATHME WiIBUIIEHHIO DiBHSA
NpaBOBOi  BHU3HAYCHOCTi, 3MEHIICHHIO PH3UKY HEOJHAKOBOTO  TIYMaueHHs
MPOIECYyabHUX HOPM 1, BiANOBIAHO, €(PEKTUBHINIOMY 3HIHCHEHHIO MPaBOCYIIS.
Kpim Toro, equHMiA CTaHAAaPT AaCTh 3MOTY BCTAHOBUTH YiTKi KPHTEPii TOCTOBIPHOCTI,
JIOIMYCTUMOCTI Ta HaJIeXHOCTI €JIeKTPOHHHUX JOKa3iB, 110, y CBOIO Yepry, 3MiIHHTh
JIOBIpY IO CYZIOBOTO MpOIleCy i 3a0e3MeUnTh peani3aiito MPHHIUITY CIPaBeTUBOTO
CYZIOBOTO PO3IIISALY.

OTxKe, BiICYTHICTh YiTKO OKPECICHHX KPHTEpilB OI[IHKH LU(POBHUX JKEpel
iH(popMaIii TPU3BOANUTE 10 HParMEHTAPHOCTI CYAOBOI MPAKTHKH, PI3HOUYUTAHb 00
JIOCTYITHOCTI  CKpIiHIIOTIB, JIMCTYBaHHS, ENEKTPOHHHX KOMiH HOKyMEHTIB Ta
MeTagaHuX. PopMaIbHO eJIeKTPOHHI I0Ka3H € BXKE IHTErPOBAHUMH Yy NPOLECYalbHEe
CYZIOYMHCTBO, OIHAK (aKTHYHOI 3aCTOCYBaHHS 4YacCTO 3QJIKUTH BiJ Cy0’ €KTHBHOI
OLIIHKH CYJy, III0 CTBOPIOE PU3MKH HenepeadadyBaHOCTI IPaBO3acTOCYBaHHS.

BBaxkaeMo, m0 Tak 3BaHMI €AMHMI CTaHIAPT ENEKTPOHHHUX JIOKA3iB ITOBHHEH
GasyBarucs He JuIIe Ha popMaIbHOMY BU3HAUCHHI iX MPOILIECYalbHOrO CTAaTyCy, a i
Ha YITKUX KPHUTEpisIX aBTEHTHYHOCTI, LITICHOCTI Ta BiATBOPIOBAaHOCTI LH(POBOT
indopmarii. erscst mpo HOPMATHBHO 3aKpiIUICHy CyKyIHICTH BHMOT JI0 CIIOCODIB
(hikcarii, 30epeskeHHsI, TOJAHHS Ta MEPEBIPKHU €NEKTPOHHUX AaHNX. Takuil craHmapt
Mae BKJIIOYAaTH MIHIMQJIBHUI TIepellik TEXHIYHUX IapaMeTpiB (HasBHICT METAIaHUX,

8 Electronic Evidence in Civil and Administrative Proceedings : Guidelines adopted by the
Committee of Ministers of the Council of Europe on 30 January 2019 and explanatory
memorandum / Council of Europe. Council of Europe, 2019. P.15. URL: https://rm.coe.int/
guidelines-on-electronic-evidence-and-explanatory-memorandum/1680968ab5 (mara 3BepHeHHS:
02.11.2025).
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oudpoBoro miAmmcy, Xem-iHaedikaropa, KypHaly 3MiH), a TaKOX MpPOLECYyalbHi

Taxosx, ciij 3ayBakKUTH, IO yHi(ikallis He IOBHHHA 3BOJUTHCS 10 HAIMIpHOI
¢dopmaizauii. EnekTpoHHI 10Ka3u € TEXHIYHO BapiaTHBHUMH, a TOMY CTaHIApT Mae
OyTH TEXHONOTIYHO HEHTPATbHEM i ajanToBaHuM. MOro 3aBIaHHS — He OOMEXHTH
po3BuTok 1nudppoBux HopM KoMyHikalii, a 3abe3neunTr mnependadyBaHiCTh OLIHKA
JIOKa31B HE3aJISKHO Bif IIaTGOPMHU YU IPOrpaMHoro cepenopuima. Came OanaHc Mix
TEXHIYHOI0 THYYKICTIO Ta IPOLECYaJbHOK BH3HAYCHICTIO 3[aTCH TapaHTyBaTH
Y3TOKEHICTh CY0BOI MIPAKTUKH.

Ha Hamy nymKy, 3ampoBaKeHHs TaKOTO CTAHIAPTY MOXIIMBE Yepe3 MOo€JHAHHS
TaKUX MEXaHI3MIB, a caMe: 3aKOHOJABYOT0 YTOYHEHHS KPHUTEpiiB IOIyCTHMOCTI,
PO3pO0JICHHST METOAMYHHMX PEKOMEHMAALid s cylniB Ta (OpMyBaHHS YCTaleHOI
NPaKTHKU BHIIUX CYHOBHX iHCTaHLiil. OcoOnuBe 3HAYeHHS Mae y3arajJbHeHHS
NpPaBOBHX MO3UIIH, 5K (OPMYBaTUMYTh IPE3yMIILii AOCTOBIpHOCTI abo, HaBIaKH,
KpHUTepii CYyMHIBY 11010 IEBHUX BUIIB HH(POBHX H0Ka3iB. CaMe uepe3 iHCTUTYIIiiHE
3aKpIIUICHHS [UX TMiIXOAIB MOXKJIMBE JOCATHEHHS €IHOCTI CyOOBOI MpPaKTHKH 1
MOJKJIHBICTB 3aCTOCYBaHHS y LIMBIIBHO-TIPOLIECYaIbHUX HOPMAX IIpaBa.

HayxoBe BHIpOBa/UKCHHS €IMHOTO CTAHIAPTY €IEKTPOHHMX MOKa3iB y IMBLIGHE
CYHOUYMHCTBO YKpalHM TIOBHHHO 3[IHCHIOBAaTHCS SK CHCTEMHA TpaHC(opMamis
JIOKa30BOTO IiXOMy, a He SIK (parMeHTapHE TEXHiYHE yYTOUYHEHHS IPOLIECYaTbHUX
HopMm. Mpersest mipo (bopMyBaHHS LiTICHOI KOHIIEMIIT JOKa3yBaHHs B IU(POBY €IoXy,
SKa TIOEHYBATUME HOPMAMUGHY SUSHAYEHICHb, MEXHONOIYHY HeUmpanbHicms ma
eapanmii  cnpageonugozo cy0oeozo posenady. ChOTOAHI, B MeXax BITYM3HSHOL
NPOLECYaTbHOI JOKTPUHM €JIEKTPOHHE [IOKa3yBaHHA CIIJ pO3MIIAaTH HE SIK
CYKYIIHICTh OKpeMHX HU(PPOBUX 3acobiB Qikcarii iHpopmamii, a sk caMOCTIHHHIA
€NIEMEHT TMpoLecyatbHOI (OPMH IMBIIEHOTO CYJZOYMHCTBA. BiACYTHICTH CHCTEMHOrO
CTAQHIAPTY EJIEKTPOHHHX JOKa3iB 3yMOBIIOE ()parMEeHTApHICTh CYHOBOi MPAKTHKH Ta
MIIBUIIY€ PiBEHb TUCKPEIUTALIT IPH OLIHIII IIU(PPOBUX JTAHUX.

Ha Hanry gyMKy, Taka 03HAaKH eJIEKTPOHHOTO JI0Ka3y, sIK HOpMaTHBHA BU3HAYEHICTh
MIOBHMHHA TPOSIBIIATHCS Y 3aKPIIUICHHI YiTKHUX KPUTEPIilB aBTEHTUYHOCTI, LITICHOCTI Ta
BIATBOPIOBAHOCTI €JIEKTPOHHOI iH(pOpMallii, a TAKOXK y BCTAHOBJIECHHI MPOIECYATBHUX
Mpe3yMIILIl JOCTOBIPHOCTI MEBHHX BUIB HU(POBUX [OKa3iB. BBakaemo, mo ciix
PO3IJISAaTH HOPMATHBHY BH3HAYEHICTh SIK CTPYKTYPOBAHHMil €IEMEHT IpOLECyalbHOT
(opMH LUBUIBHOTO CYIOYMHCTBa, IO 3abe3medye mependadyBaHICTh CYIOBOTO
PO3MIIsILY Ta €HICTH IPABO3aCTOCYBAHHS.

TexHonoriyHa HEHTPANBHICTh, CyTh Ili€i O3HAaKM NOJSITa€ B TOMY, IIO
HpoIeCyaJIbHi HOPMH TOBHHHI OyTH C(OpMyJIbOBaHI TaKMM YMHOM, 1100 iX Mis He
3aje)xalia BiJi KOHKPETHHX TeXHIUHHX IIaTGOpM 4K MPOTrpaMHUX NPOAYKTiB. Takumit
miaxix 3abesmeduye cTaOUTBHICTE TpolecyanbHOi (GOpMH HUBUTBHOTO MHPOLECY
B YMOBax TOCTiiHOT mH(poBoi TpaHCPOpMamii Ta YHEMOXKIHMBIIOE HOPMATHBHY
3aCTapLTiCTh PEryJIIOBAHHSI.

Takox, MOXHAa TIOMITUTH TIEBHHH B3a€MO3B’SI30K MDK  EJIEKTPOHHHM
JOKa3yBaHHSIM 1 TapaHTISIMH CHPaBEUIMBOTO CYAOBOTO PpIllIEHHS, 30KpeMa
NPUHLUIIAMH 3MarajbHOCTi, PIBHOCTI CTOpiH 1 Oe3mocepeaHOCTi JOCIiKeHHS
JIOKa3iB. APryMEHTOBaHO, 1IN0 €IMHUH CTaHIAPT €JIEKTPOHHHMX JIOKa3iB Mae
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BUCTYIATH IHCTPYMEHTOM peaizalii mpaBa Ha CIPaBEUIMBHIA CYIOBHH pPO3III,
a He JJONATKOBHM 06ap’€poM y JOCTYII 10 IPaBOCY IS,

OTxe, 3alpONOHOBAHI O3HAKM EJIEKTPOHHOTO JOKAa3yBaHHS CTBOPIOIOTH
TEOPeTHYHE MiAIPYHTS A1 (OPMYBAHHS €IMHOTO CTAaHAAPTY CJIESKTPOHHUX JIOKA3iB y
LUBITBHOMY CYJOYMHCTBI YKpaiHu, sKuii Oynme 3abe3nedyBaTd y3romKEHICTh
CYZIOBOI MPAaKTUKH, MiHIMI3y€ MTUCKPELIHHICTh OLiHKU HU(PPOBUX TAHHX Ta CIIPHSIE
MOZEepHi3alii nmporecyanbHoi GOpMH BiAIOBIIHO 1O BUKIHKIB HU(PPOBOI SIIOXH.

Takuit cTanmapT, BBaKaeMo Mae OyTH 3aKpilUICHWH Ha piBHI IpOLECyaIbHOTO
3aKOHOJIABCTBA Yepe3 YTOYHCHHS KPUTEPiiB aBTEHTUYHOCTI, IUTICHOCTI Ta BiATBOPIO-
BAHOCTI EJICKTPOHHOI iH(opMamii, i3 BCTAHOBIECHHSAM IIPU3YMIIl JOCTOBIPHOCTI
JULSL eTIEKTPOHHKUX JIaHUX, CTBOPEHHMX 13 3aCTOCYBaHHAM KBalliikoBaHHX 3acobiB
CJICKTPOHHOI iMeHTHDIKAIIiT.

[lpakTryHa peaii3aliss CTaHAAPTy €JIEKTPOHHOTO JOKa3yBaHHS HOTpeOye,
BB2)Xa€MO MOEIHAHHSA TPHOX PIBHIB: 3aKOHONABUOro (yToyHeHHs mosioxkeHb L[ITK
VYKpaiHH LI0A0 IOMyCTUMOCTI Ta OLIHKU EJeKTPOHHHX [O0Ka3iB); METOJHMYHOTO
(po3pobuteHHsT pekoOMeHIaMii [Uis CyIiB Ta YYaCHHKIB MPOIECY) Ta IHCTUTYIIHHOTO
(popMyBaHHS €TUHMX MIIXOIB y TPAKTHILI CyJ0BOi cucteMu Ykpainm). Came uepe3
yCTaJleHHs] NIPaBOBUX IIO3MIII CyJOBOi CHCTEMH MOXJIMBE CTBOPEHHS CTa0iIbHHUX
OpIEHTHUPIB I MiIXOMIB 1O OLIHKK IHM(POBUX JaHWX. BUHHUKHEHHS €IWHOTO
CTaHJIApTy EJCKTPOHHHMX JOKa3iB Ma€ pO3MISATUCS SK €JIEMEHT MOJepHizallii
[MBIUTPHOTO CYAOYMHCTBA YKpaiHM B yMoBax LH(pPOBi3awil MPaBOBUX BiTHOCHH.
Voro MeTo10 OBMHHO CTAaTH HE YCKJIAIHEHHS J0KAa30BOTO MPOIECY, a 3a0e3MedeH s
nepeadadyBaHOCTI CyIOBHX PillICHb, IPOLIECYabHOT PIBHOCTI CTOPIH Ta MiJBHICHHS
IoBipu 10 mpaBocyqas. Came HayKOBO OOIPYHTOBaHa MOJEIH TAaKOTO CTAHIAPTY
3/IaTHA CTaTH MIATPYHTAM st (JOpMyBaHHS YHi(iKOBaHOI Ta y3TOIKEHOI CYIOBOL
NPaKTHKH II0/I0 3aCTOCYBAHHS SJIEKTPOHHHX JOKa3iB.

TakuM 4YMHOM, [€ MIIKPECIIoe HEOOXIJHICTh  3aCTOCYBaHHS  OLIBII
OOTPYHTOBAaHOTO Ta CHCTEMHOTO IIJXOAy JO OLIHKH eJIEeKTPOHHMX JOKa3iB, II0
nepeabayae He JIUIIE MEPEeBIPKy IX JAOCTOBIPHOCTI Ta HAJEKHOCTI, a i ypaxyBaHHS
nporecyansHoi GopMu, y kil iX momaHo. BrpoBamkeHHS YIiTKUX CTaHAApPTIB Y
CYZOBii TpaKkTHIi CIOPUATHME Yy3TO/UKEHOMY i 3aKOHHOMY BHKOPHCTaHHIO
€JIIEKTPOHHUX JOKa3iB, 3a0e3Meuyoun iX HaAidHICTh 1 IOPUINYHY BaroMmicth. Takuit
HiIXiZ € BaXIMBUM JUIsl 3a0e3nedeHHs e(eKTHBHOTO NUBUIBHOTO CYIOYHHCTBA,
rapaHTyBaHHsS pIBHHX [paB Y4YacHHKIB Ipolecy Ta peamisalii NpUHIMIY
CIIPABE[IMBOrO # OBIPYHTOBAHOrO CYJOBOrO pillleHHA. MOro BIPOBAIKEHHS
CIpHUATHME IiJIBUIIEHHIO JOBIPM 10 CYIOBOI CHCTEMH B yMOBaxX IH(pPOBOL
TpaHchopMalii mpaBoCyAs Ta MiHIMI3ye pH3HKH HpolecyansHoro gopmanizMy abo
JIOBUIBHOTO TIIyMa4yeHHS JI0Ka30BUX KPUTEPIIB.

2. Bumoru ta 0co0/iMBe 3HAYEHHSI CJICKTPOHHUX IlOKa3iB
Y UMBITbHOMY CYyA0YMHCTBI
Y 1MBIIEHOMY CYZOYMHCTBI il 4ac pO3IIAAY CHpaB 3aCTOCOBYIOThCS KOHKPETHI
OpuanYHi (akTH, SKi JAIOTh 3MOTY OLIHHUTH 3MICT 1 cHenudiky MpouecyanbHOL
¢dopMu Ui KOXKHOI OKpeMoi cmpaBd. IIpomecyanbHi IopumudHi (axkTé (TOKa3H)
MaroTh NeBHi skocTi. Hacammepen BoHn moBuHHI OyTH 3a¢ikcoBaHi y BCTAaHOBIEHII
3aKOHOJIABCTBOM  TPOIEAYPHO-TIPOIeCyanbHili  (GopMi, TOOTO  mpolecyaibHi
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IOpUONYHI (aKTH MalOTh TPABOBE 3HAYCHHsS JIMIIE B TOMY pasi, SKIOIO BOHHU
HaJIeKHUM YHHOM odopmieHi i 3aTBepmkeri. FOpummani ¢akTy, sKi MOPOHKYIOTh
KOHKPETHI IPOIeCyabHi MPaBOBIIHOCHHH, SIK IIPABHUJIO, HE OJUHUYHI, a BUCTYAIOTh
Y BHUIJIIII FOPHIMYHOTO CKJIamy. 3i CBOro OOKY IOPHIMYHHUIT CKIIaJ] XapaKTepH3y€eThCs
JIBOSIKICTIO TIPaBOBOI IPUPOJIH, BiH BKJIIOYAE B ceOe MaTepialibHO-IIPABOBHUI XapaKkTep
i MaTepialbHO OXOpOHIOBaHe mpaBoBigHomeHHs. L{i mpouecyanbHi (akTH MOBHOIO
MipOIO 3a3Ha4€Hi B HOPMaXx MPOIECYaTbHOTO IPaBa.

CaMme 1€ 3yMOBIIOE XapakTep THX BHMOT, SKHM ITOBHHHI BiAMOBimaTw mii
YYaCHUKIB ITUBITBHOTO IIPOLECy, Ha SKUX ITOKIAJA€THCS OOOB’SI30K Ipen SIBICHHS
JIOKa3iB 1 BCTAHOBJICHHS 00 €KTHBHOI ICTUHH, TOOTO Ha BCiX, XTO € 3aiHTEPECOBAHUM
Y BUPIIICHH] 00’ €KTHBHOI 1 3aKOHHOI ICTUHM 3 KOHKPETHOI ITUBIIBEHOI CIIPaBH.

ToMy MOKHa CTBEpXKYBAaTH, IO CYAOBE JOKAa3yBaHHS SBISIE COOOI0 CKIAJHY
npolecyanbHy IisUIBHICTE CyQy W IHIIMX YYacHHKIB IMBUIBHOTO IIPOLECY, sKa
CHpSIMOBaHA Ha BCTAHOBJICHHS ICTHHU 3 KOHKPETHOI CIIPAaBU 1 BUPILICHHS CIOPY MiX
CTOPOHAMH.

JlokasyBaHHS B IMBUIBHOMY CYyIOYMHCTBI BHKOHY€E TOABilHE (YHKIIOHAIbHE
npu3HadyeHHs. ITo-mepiue, BOHO 3a0e3medye NOTPUMaHHS MporecyaibHol (opmu
CYZOBOTO PO3IIISY, BU3HAYAIOUH ITOPSIIOK 1 JIOTIKY 3IIHCHEHHS MpollecyanbHuX il
yciMa ydJacHHKaMH TpoBajukeHHs. [lo-mpyre, mokasoBa  IiSUTBHICTE — Mae
Ge3nocepeIHill BIUTUB Ha MaTepiaJibHy CKJIAIOBY CyJIOBOTO HPOIECY, OCKIIBKU caMe
Ha OCHOBI HaJIe)KHO 310paHMX, MEPeBIPEHUX 1 OLIHEHUX [IO0Ka3iB Cy/ YCTaHOBIIOE
IOPUINYHO 3HAa4YyIIi (akTH Ta popMmye cBoe oOrpyHTOBaHe pimenHs. [IpomecyanbHi
JIOKa3H CHPUIMAIOThCA CTOPOHAMH SIK MaTepiayibHa 0a3a mpaBoBoi iH(popMarii, ska
JIO3BOJISIE peajli3yBaTH NPUHIUIHN 00’ €KTHBHOCTI Ta BCEOIYHOCTI MPH JOCHIIKEHHI
oOCTaBHH CIIpaBH. 3aBASKU IIbOMY CyIOBa OLIHKA JOKa3iB i BHHECEHHS PillICHHS
3MIHCHIOIOThCS B MEXax 3aKOHy, 3a0e3leduyloud He JIMIle 3aKOHHICTh, a it
CIPaBEeIMBICTh KIHIIEBOTO PE3yJIbTAaTy IUBIILHOTO MPOLIECY.

Binmosigao mo nmonoxens L{IIK Ykpainu nokasu odopmileHi Ta opraHi3oBaHi y
BUIJIS/II  BIIOPSIIKOBAHOT CHCTEMH, IO IiANOPSAAKOBaHA BHU3HAYEHHM HOPMaMH
BUMOTaM, SIKi PErIaMEHTYIOTh IX JOMyCTHMICTb, JOCTOBIPHICTb i 3HaueHHs. Takuii
CHUCTEMHHH Minxin 3abe3nedye IMOCTIOBHE 1 HaJiiiHe BUKOPHUCTAHHA JIOKAa3iB, IIO
crpusie HaJeKHOMY (YHKI[IOHYBAaHHIO IMBIIBHOTO CYZOYMHCTBA Ta TapaHTye
MPUAHATTS OOTPYHTOBAHUX 1 3aKOHHUX PIIlICHb.

Jlo TakMX BUMOT Halle)KaTh HAJICKHICTH JIOKa3iB, JOCTYIHICTh i TOCTOBIPHICTH
JIOKa3iB, CTAHAAPTH JOKa3yBaHHs], IMOPSIOK IOJaHHS Ta BUTPeOyBaHHS JOKa3iB
CyIoM, OOOB’SI30K CTOpIiH INOJO JOKa3yBaHHsS, PO3MOAIT IIHOTO 00OOB’SI3KY,
3BIJIBHEHHsI BiJl JOKa3yBaHHs;, NPE3yMILil Ta opraHi3awis OKa30BOi HisIbHOCTI.
VY KOHTEKCTI  Cy4acHOro IPOLECYaJbHOTO PO3BHTKY OCOOJMBOrO  3HAYCHHS
HaOyBarOTh ENEKTPOHHI TOKa3W, SIKi MOXXYTh BKJIIOYATH OPHTIHAIH EIEKTPOHHHUX
JIOKYMEHTIB, PO3IPYKIBKM EIEKTPOHHOTO JIUCTYBaHHA Ta IHTEPHET-CTOPIHOK,
BiZI€O3aNNCH, CKPUHIIOTH MOBIZOMJIEHb i3 MOOUIBHHX IIPHCTPOIB, PO3JAPYKIBKU
3 MeceH/pKepiB (Baiibep, Tenerpam Tomo). BaximBuM € BCTaHOBIEHHS KpHTEPiiB
OLIIHIOBAaHHS TaKMX JOKa3iB Ta BHTPeOyBaHHS iXHIX OpUriHANIB JUIsi 3a0e3MeueHHs
3aKOHHOCTI Ta HaIIHHOCTI TIPOIIECy.

Omxe, 6e3yMOBHO, yCi IepenideHi XapaKTepUCTHUKH J0Ka3iB MaiTh BaXKIIHBE
3HA4YeHHs Uil 3a0e3edeHHs 3aKOHHOCTI Ta OOIPYHTOBAaHOCTI CYZOBOrO PillICHHS.
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BoxHo9ac TOCTOBIpHICTH IOKa3iB CIIijl BBAXKATH KIIFOYOBUM €IIEMEHTOM, 10 (GopMye
IPaBOBY OCHOBY OIIHKH BCi€l IOKa30BOI 0a3n KOHKPETHOI CIIPaBH, OCKIIEKM BOHA
BimoOpakae iIHTErpoBaHy OLIHKY IOpHIMYHUX (aKTiB i iHGopMaLil 3 Pi3HUX JHKEpeEI.
VY CBITII 3a3HaYE€HHMX O3HAK IpolecyanbHa (popMa UBITEHOTO CYJAOYMHCTBA MOCTAE
HEe JIMIIe SK CYKYIHICTh BCTAaHOBJICHHX 3aKOHOM IIPOLEAYp, a SK CHCTEMHHUI
MeXaHi3M oprasizauii Ta Qikcamii H0Ka30BOI AiAIbHOCTI. BoHa BHKOHYE
IHTETpaTUBHY (YHKIiIO — HOEAHY€E HOPMATHBHI HPUIIUCH, TEXHOJIOTTYHI MOKIMBOCTI
Ta ILIHHICHI OpIEHTUPH CHPaBEUIMBOIO CYJOYMHCTBA B €IUHY CTPYKTYypPOBaHY
Mozenb JokasyBaHHs. Came uyepe3 mpouecyanbHy —(opMy — BinOyBaeThCs
BIOPSAKYBaHHS [UppoBoi iHdopmarii, ii TpaHchopmamis 3 TEXHIYHOTO MAaCHBY
JAaHUX y IOPUANYHO 3HAUYIINH JOKa3.

Taxkox, ci1ijJ] BKa3aTH Ha MIEBHUII OpraHi3aliifHii aclieKT mpolecyanbHol popmH,
IO MPOSIBISIETHCSL Y BCTAHOBJICHHI YiTKOT ITOCIIJOBHOCTI HOJAHHS Ta JOCIIKCHHS
€JIEKTPOHHUX J0Ka3iB, BU3HAUEHHI 00CATY MpolecyalbHUX IpaB 1 000B’A3KiB CTOPiH,
a TaKoXX NpOLEeAyp INEpeBIpKH ABTEHTHYHOCTI Ta LITICHOCTI LUPPOBHUX NaHUX.
Oikcaniiina QyHKIIsA, y CBOIO 4epry, 3abe3neduye JOKYMEHTYBaHHS KOXKHOTO €TaIry
JIOKa30BOi [isUIBHOCTI — BiJl MOMEHTY MOJAaHHS EJEKTPOHHOTO J0Ka3y N0 #Horo
OLIIHKY B MOTHBYBaJIbHIIl YaCTHHI CYZOBOTO pillleHHs. Y HU(POBY ernoxy I GyHKIIis
Ha0yBae OCOOJIMBOTO 3HAUCHHS, OCKUIBKM caMe HaJekHa (Qikcamis I03BOISIE
BIITBOPUTH JIOTIKYy CYJOBOTO JOCHI/DKEHHS Ta TEPEBIPUTH OOIPYHTOBaHICTh
BHCHOBKIB Cy/[Iy.

3 ypaxyBaHHSIM HOPMAaTHBHOi BH3HA4YEHOCTI MpolecyanbHa (opMma TapaHTye
nepeadadyBaHiCTh MPOLEAyp 1 MiHIMI3ye PHU3HK IOBUIBHOTO MiAXOAY IO OLIHKH
€JIEKTPOHHUX J0Ka3iB. Uepe3 NMPUHIMI TEXHOJOTIYHOI HEHTPalTbHOCTI BOHA MOXE
3a0e3meuyBaTH aJalTHBHICTh JTOKa30BOI'O MPOILECY A0 PI3HOMAHITTA HH(POBUX
Iokepen iH(opmanii 6e3 mopymieHHs HOro BHYTPIIIHBOI CTaOUTLHOCTI. A 3aBASKH
opieHTalii Ha CHIpaBeUIMBICTH CyJOBOTO pIIEHHS IpolecyaibHa (opma
MEePETBOPIOETECSI HA IHCTPYMEHT OajlaHCy MK IIPOIECYasIbHOIO EKOHOMIEI0 Ta
MIOBHOTOIO JIOCIIDKSHHS JT0KAa3iB.

OTmxe, mpouecyanbHa (popMa HUBLUIBHOTO CyJOYMHCTBA B YMOBaX €JIEKTPOHHOTO
JIOKa3yBaHHs HaOyBa€ SKiCHO HOBOTO 3MicTy. BoHa BUCTymae rapaHTi€l0 3aKOHHOCTI
— 4epe3 YiTKICTh MpOLEAyp; HaAIHHOCTI — depe3 3abe3NeueHHs MepeBipIOBAHOCTI
Ta BIATBOPIOBAHOCTI IU(PPOBUX HaHWX; €(EeKTHBHOCTI — Yepe3 ONTHUMAIbHY
oprasizariio oka3oBoro nporecy. Came B 1iif TpHeANHIN IUTONMHI PO3KPHUBAETHCS 11
MOZEpHI30BaHa POJIb SIK CTPYKTYpHOTO KapKacy yXBaJeHHs CyJOBOTO DiIlI€HHs, IO
BiJIMOBITa€ BUKIMKaM I(poBoi TpaHchopmarlii mpaBoCcyyis.

3ayBaxknmo, 1o juire B octanHi poku LITK VkpaiHu 4iTKO BH3HaYMB HOPMH
npaBa, SKi 3aKpilUIIOIOTh MOJOKEHHS IIOA0 OAHIE€I 3 KIIOYOBHX XapaKTEPUCTHK
OUBUIFHOI TIpouecyanbHOi (GOpPMHU HPH PO3TISIAI CHpaB, a caMe JOCTOBIPHOCTI Ta
nmocratHocTi nokasiB. Tak, c1. 79 LIIK Ykpainu mae Ha3By «JlOCTOBIpHICTH HOKa3iB»
1 BKIIIOYAE JIMIIE OJHE MOJIONKEHHS: «JlOCTOBIpHHMH € IOKa3W, Ha MiJICTaBi SIKHX
MOKHa BCTaHOBUTH AilicHi obcTtaBunu crpaBm». Crarrs 80 LIIK Ykpainn mictuth
nBa nonoxkeHHs. Ilepmre: «JocTaTHIME € JTOKa3y, SIKI y CBOIH CyKyHNHOCTI NalOTh
3MOTy IifTH BHCHOBKY IIpPO HAsBHICTH a00O BiJCYTHICTH OOCTaBHMH CIIpaBa, SKi
BXOJATH 10 HpeaMera NokKasyBaHHs». | apyre: «[IuTaHHS mpo IOCTaTHICTBH J0Ka3iB
JUISL BCTaHOBJICHHSA OOCTAaBHMH, L0 MAlOTh 3HAYEHHS JUIS CIIPaBM, CyJ BHPILIye
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BIMOBIZHO 710 CBOTO BHYTPILIHBOrO MEpeKOHaHHs» . TaKMM UHHOM, Il HOPMH
(dopmanizyroTe TpolecyanbHi BHMOTH 1O OLIHKK JIOKa3iB, MiIKPECIIOYN
HEOOXIZHICTh yCTaHOBJIEHHS JOCTOBIPHHX (DAKTIB CIIPaBH, i HAIOTh CyIy 3MOTY
YXBaJIIOBATH OOIPYHTOBaHE pIlIEHHS Ha OCHOBI OIIHKM CYKYITHOCTi JOKa3iB
BIJIMIOBIIHO [0 BHYTPINIHBOTO TEPEKOHAHHS, IO € HEBIA€EMHOIO YaCTHHOIO
nporecyanbHol (OpMHU IUBUILHOTO CY/I0YMHCTBA.

BBaxkaeMo, 110 3HAYHA YAaCTHHA 3a3HAYCHUX 3aKOHOJABYMX IIOJOXKEHb Mae
NpakTHYHE 3HAYCHHS Ta 3JaTHa 3a0e3ledyBaTd HajekHe (QYHKI[IOHYBaHHS
LMBUIBHOTO Tpolecy. BopHouac MONOXKEHHS, SKEe Hagae CyldaM MOXJIMBICTb
BUPIIITYBaTH MHATAHHS BiANOBIZHO O CBOTO BHYTPIIIHBOTO IEpPEKOHAHHS, MOTpedye
OinpII0T KOHKpETH3allii Ta IMpaBoBOi cTaHmapTH3amii. 3 ogHOro OOKy, IIeil MexaHi3M
JI03BOJISIE CyIy THYYKO OLIIHIOBAaTH JIOKa30BY 0a3y Ta BpaxOBYBAaTH BCi OOCTaBHUHHU
KOHKPETHOI CIIpaBH, IO CIpUs€ OUIbII OOIPYHTOBAHOMY YXBAJICHHIO DillICHHSI.
3 iHmoro OOKy, BiACYTHICTH YITKHX KpHUTEPiiB MOXE CTBOPUTH PU3UKU HEMOCIHi-
JIOBHOCTI Ta Cy0’ €KTHBHOCTI y MpPAaKTHI, L0 YCKIAIHIOE YHI(IKOBaHY OLIHKY
nmokasiB. ToMmy, Ha Haml MOTIAN, AOIUIBHO 3pOOMTH HOPMATHBHI OpPiEHTHPH, 5Ki O
BU3HAUYWIN MEXI 3aCTOCYBaHHS BHYTpIIIHBOTO NMEPEKOHAHHS CyHIy, 3a0e3MeddTH
GayaHC MK THYYKICTIO OIIIHKM JTOKa3iB 1 JOTPUMaHHIM CTaHIAPTIB IPOIECyalbHOL
¢opmu, 110, Y CBOIO Yepry, MiJBHIINTH IPaBOBY NependadyBaHIiCTh i eeKTHBHICTh
LUBIJIBHOTO CYJIOYHHCTBA.

BozxHodac, xoda 3ampoBa/pKEHHsS] BHYTPILIHBOTO NMEPEKOHAHHS CYyIy HO3BOJISIE
OIIHIOBATH JOKa3W THYYKO Ta NMPHHMAaTH PIlIEHHS 3 ypaxyBaHHSAM ycCiXx 0OCTaBHH
KOHKPETHOI CIpaBH, TakUid MexaHi3M Mae 1 cBoi oOMexeHHs. Cxoxke, IO
3aCTOCYBaHHS IIbOTO IMiAXOIY MOXKE BHKIMKATH IEBHY HEIOBIPY Ta CyMHIBH 3 OOKY
yuyacHUKIiB mporecy. Lle 3yMOBIEHO THM, IO MOBHOTA Ii3HAaBaIbHOI (yHKII,
HeoOXiqHOi Ui OOIPYHTOBAaHOTO Ta 3aKOHHOTO BHPIIICHHS CIPaBH, y TaKHX
BUITaIKaX HE 3aBXKAN PO3KPHBAETHhCsA. BHACTIOK IBOTO 3HMXKYETHCS MPO30PICTH 1
00’€KTHBHICTh IpoLECy JUIl BCIX CTOpiH, a 3HaHHA, sike (opMyeTbcs B Xoni
OLIIHIOBaHHS J0Ka3iB, 3aIMIIAETHCSA MOCTYIMHAM (AKTHYHO JIUIIE Ui CyAy, LIO
o0MeXye TIpolecyalbHy ydYacTh YYacHHKIB 1 BIUIMBa€ Ha  CHPUHHSITTS
CIIPaBEJIMBOCTI CYZ0BOTO PO3IIIAIY.

[ligkpecnumo, MO B OCHOBI IHMBUIBHOTO MPOILECY JEXKHUTh TAKOXK TPHHIHII
3MarajJbHOCTI CTOpiH, sKWil mepembayae iXHIO aKTUBHY Y4YacTh y IOJaHHI Ta
JIOBEJICHH] IOPUANYHUX (DaKTiB, HEOOXIAHUX IJIsi BCTAHOBJICHHS ICTUHH y CIpaBi Ta
BU3HAHHS IpaBOMIpHOCTI mo3umii oxHiei i3 cropiH. Y Takiii mIOmMHI Ccyq
3000B’s13aHUI 3a0€3MeYNTH CTOPOHAM MaKCHMaJIbHO MOXJIMBI YMOBH IS peasi3amii
TXHIX MMpolecyajJbHHUX MPaB, 30KpeMa MpaBa Ha MOJaHHs T0Ka3iB, 1X JOCTIIKSHHs Ta
CIIpocTyBaHHS. BopHouac Cyx caM NOBMHEH 3a0e3NEe4YUTH IIOBHE Ta BcebiuHe
3’ICyBaHHA BCIX XapaKTepHHX OOCTaBMH CHpPABH, IO € MEPEIYMOBOIO YXBaJICHHS
OOTPYHTOBAHOI'O i 3aKOHHOTO DIILICHHS, Y3rOPKEHOTO 3 BUMOI'AMH HPOLECYaIbHOT
(hopMH IUBITEHOTO CyIOYMHCTBA.

[MpuHIMn 3MaraabHOCTI B Cy4acHOMY LIMBUIBHOMY CyJOYMHCTBI HaOyBae HOBOTO
3MICTOBOTO HAIIOBHEHHSI Yy 3B’SI3KY 3 AaKTUBHUM BHKOPHCTAHHSIM EJIEKTPOHHHX
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IOKa3iB. SIKIIO TpaaWmiiiHa 3MarajibHICTh PO3yMilacs SK HpoLecyalibHa DPiBHICTH
CTOpIH y MHOJAHHSA Ta CIPOCTYBaHHI JOKa3iB, TO B yMoBax Iudposizamii BoHa
TpaHC(HOPMYETBCSL y OUTBII CKIAAHY MOJENb B3a€MOAII CTOPIH INOJAO JOCTYILY,
aBTeHTU(iKaLil Ta TexHIYHOI nepeBipku 1HppoBoi iHdpopmawii. EnekrponHuii nokas
HE € CTATUYHHUM HOCIEM BiIOMOCTEH — BiH Ma€ TEXHIUHI XapaKTePUCTUKH, METa/laHi,
ICTOPIiIO 3MiH, IO HOTpedye cremianbHOro aHanidy. BiaTak 3mMaraabHICTB CHOTOAHI
BKJIIOYA€E HE JIMIIC IPaBO HAJATH JI0Ka3, a i peajbHy MOXJIMBICTh NEPEBIPUTH HOTO
(GPOBY MPUPOLY.

Y TakoMy BWIIAAI TPUHIUN 3MaralbHOCTI O€3MOCepeHBO IOB’sI3aHUMA
i3 3a0e3Me4YeHHsIM PIBHOTO JOCTYITy CTOPIH IO €JIeKTPOHHHX pKepel iHdopmarii ta
npouenyp ixX JociijpkeHHs. SIKIo ofHA 31 CTOPIH Mae TEXHIYHY IepeBary — JIOCTy
JI0 CepBepiB, CNEKTPOHHUX apXHBiB, KOPHOPATUBHHX CHCTEM 30€piraHHs JaHUX, —
BUHUKA€ PU3MK MOpPYLICHHs HporecyansHoro Oamancy. Came ToMy npoLecyaibHa
(opMa MOBHMHHA TapaHTYBaTH MeXaHi3MH BUTpeOyBaHHsS €IEKTPOHHUX HOKa3iB, iX
KOTIIOBaHHS, 30CpeKEHHS Ta eKCIepTHOI mepeBipkH. Jlume 3a Takux yMoOB
3MarajibHICTh Ha0yBa€ PeaybHOTO, a HE IEKIapaTHBHOTO XapakTepy.

KpiM Toro, enekTpoHHI [OKa3W aKTyali3ylOTh IMTaHHS CBOE€YACHOCTI iX
poskputTs. [{udposa inpopmarist Mmoxe OyTH 3MiHEeHa ab0 BHAaNeHa, IO CTBOPIOE
PH3MKH 3JI0BXMBaHb. BiANOBiTHO, NMPUHIMII 3MarajbHOCTI BUMarae BCTaHOBJICHHS
YiTKUX CTPOKIB i MpoLeyp MOJaHHs €IEKTPOHHUX J0Ka3iB. A TaK0X MOXJIMBOCTI 1X
HeraiHoi (¢ikcamii. 3MarajpHiCTh y LU(POBOMY CEpelOBHII — I¢ HE JIUIIe
KOHKYPEHI[isl TO3WIii CTOpiH, aifi 3MarajJpHICTP TEXHIYHMX apryMEHTIB MI0A0
JIOCTOBIPHOCTI Ta IUTICHOCTI IaHHX.

Oco0muBoro 3HaueHHS HaOyBa€ TaKOX IPaBO CTOPOHM CTAaBUTH IIifi CyMHIB
ABTEHTUYHICTh €JIEKTPOHHOTO JOKa3y, IHII[IIOBaTH eKCIIEPTHE JOCIIKCHHS
MeTaJlaHHX, MEePEBIPKY EIEeKTPOHHOrO Mmiamucy abo jukepeia MOXOKeHHs daiiy.
TakuM 4YMHOM, 3MarajbHICTh PO3LIMPIOETHCS 10 cdepu nudpoBoi Bepudikarii, a cyxn
BHUCTyIa€ apOiTPOM He TIJIBKU NPAaBOBHUX, & ¥ TEXHIYHO OOTPYHTOBAHMX HO3MIIIL.

Omxe, MOXHA MiAKpPeCIUTH TOH (aKT, W0 Yy CY4aCHOMY LHUBIIBHOMY
CYZIOUMHCTBI HPHHIMIT 3MarajlbHOCTI TICHO IHTETPYETHCS 3 IHCTUTYTOM €JIEKTPOHHHX
oka3iB 1 HaOyBae O0araTopiBHEBOTO XapakTepy. BiH oXormioe mnpouecyanbHy
piBHiCTE y noctymi g0 umppoBoi iHpOpMaLii, MOXIHBICTH II TepeBipKkd Ta
CIIPOCTYBaHHSI, a TAKOX IapaHTil TEXHIYHOI MPO30POCTi J0Ka30Boro mporecy. Came
4yepe3 Take PO3IIMPEHE PO3YMiHHS 3MarajbHiCTh CTa€ KIHOYOBOK IEpPEIyMOBOIO
(hopMyBaHHSI CHpaBEIJIMBOTO Ta OOIPYHTOBAHOTO CYZOBOTO DIIICHHS B YMOBax
muQpoBizailii mpaBoCys.

CyuacHi HayKOBi TOCIHIJ)KEHHsI JOBOASATDH, IO MiJ JOCTOBIPHICTIO JOKa3iB CIi
PO3YMITH Takuil piBeHb [IPABAMUBOCTI JOKAa30BHUX BIIOMOCTEH, KUl Jae 3MOTy Cyady 3
BHUCOKHM CTYIICHEM HMOBIpHOCTI OyTH MEepeKOHAaHWM B iCHYBaHHI abO HEiCHyBaHHI
(hakTiB un 0OCTaBHH, SKi BXOAATH 10 MpEIMETa JOKa3yBaHHA, a TAKOX BU3HAYHTH
BiAIIOBIIHI KaHi Z[OKa3aMI/IlO.

BBaxkxaeMo, IO IOCTOBIpHICT IIOBHHHAa BKa3yBaTH Ha 0araTOMaHITHICTh
JI0Ka30Boi 06a3u, 1o OyJia 3aCTOCOBaHa MPY PO3IJISI IMBUIBHOT CIIPaBH, BOHA € Ti€I0

0 I'pa6orcbka O. O. TeopeTHKO-NPaBOBi MPOGIEMH T0Ka3yBaHHS y HUBLILHOMY MpOIEC
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BUMOTOIO, sIKa HE JOIyCKae MPHIYIIeHb, IO Iock Oyno 3a0yTo 4 B3araji He
HEeperItHyTO cyaoM abo He Oyna jmaHa MOXIIMBICTB yYaCHHKaM CyZOBOTO IPOLECY
HaJaTH TakWi JIOKa3, SKUH y IpoIeci HOro meperysimy, MOXJINBO, HagacThb SIKYCh
npaBoBy iH(OpMaIlilo, 0 MOXKEe MaTH 3HAYCHHS JUIsl BHHECCHHSI CY0BOTO PillIeHH i
BU3HAHHS TPABOTH OMHIET i3 CTOPiH. AJDKE JIUIIE 32 YMOBH BCEOIYHOTO, MOBHOTO
Ta 00 €KTHBHOTO JOCHIPKEHHS BCiX [I0Ka31B MOXXJIMBO 3a0€3MEUUTH yXBaJICHHA
CHpaBeIMBOr0 i OOIPYHTOBAHOTO CYAOBOTO pillleHHS, sIKe BigoOpakae iCTUHY
y CIIpaBi Ta BU3HAYA€ PABOTY OJHIET i3 CTOPIH.

IuBinpHa mponecyanbHa (opMa He HOBHHHA MATH BHYTPIIIHIX CyNepedHOCTEH
MDK IIpaBOBHMH SBHUIIAMH, BOHA IIOBHHHA JiATH 3TiJHO 31 CTaHAZapTaMu
MaKCHMAJIGHOTO ITi3HAHHS i1CTHHH.

IMocnigoBHICTh CTaniif IMBIIBHOTO TpOLECy, 3MIMCHEHHS MPOLECyalbHUX il
Ta 3aCTOCYBaHHs BIANOBIIHUX HOPM IIPOLECYaJIbHOrO IpaBa BH3HA4ae (HOPMyBaHHS
MpoLecyalbHUX BIJHOCHH 1 Mae€ CTpOro HOpPMaTHBHHH xapaktep. Came depes
BU3HAYEHY 3aKOHOM IIOCIIIOBHICTh €TalliB 3a0e3NedyeThcsl LLUTICHICTh 1 BHOPSAKO-
BaHICTh CYZ0OBOTO BIPOBAKECHHS. TaK, MOYAaTKOBOIO € CTa/is BIAKPUTTS IPOBAIKEHHS
y cIpaBi, Mo 30iraeTscs 3 Mpea sIBICHHSIM I030BY Ta MPHUHHATTAM CyAOM II030BHOI
3asBH. HacTynHOIO cTaji€io BUCTYyIae MPOBAPKEHHS y CIIpaBi JO CY[OBOTO PO3TILIAY,
3a SKOK CIAYIOTh IHINI CTajii BIIMOBITHO 10O MPOLECYaTbHOTO pETIaMEHTY.
JotpumanHs 1i€l TOCHIIIOBHOCTI € OOOB’SI3KOBHMM, OCKUIBKM 3MiHa IOPSAKY abo
HPOIYCK CTajii MOXKe MOPYLINTH BCTAaHOBJCHHI 3aKOHOIABCTBOM IMOPSAOK (opmy-
BaHHS IPOLECYTFHNAX BiJTHOCHH 1 HETaTUBHO BIUIMHYTH Ha 3a0€3MI€UCHHS 3aKOHHOCTI,
CIPaBEIIMBOCTI Ta 3aXKCTY MIPAB YUaCHHUKIB IIUBLUIFHOTO MPOIIECY.

AOCONIOTHO OYEBHIHUM € Te, IO TMpolecyajbHa (opMa IHUBIILHOTO MPOIECY
MOBUHHA IPYHTYBaTUCS HAa IEBHHUX CKJIAIOBHX, Cepell SIKHX, Oe3lepedHo, OIHIEI0
3 HAWBaXJIMBIMHX cep MponecyanbHOI MiSTIBHOCTI € 3aCTOCYBaHHS JOKa3yBaHHSI
YYaCHUKAaMH [IUBITEHOTO PO3TIIAY.

IMoBepratounchk 110 NUTAHHSA BU3HA4YEHHsS (OpMaTy eJNIEKTPOHHUX MIOKa3iB,
Bi/I3HAYMMO HAasBHICTh MEBHOI CyNMEpewIMBOCTI y iX OLIHIOBaHHI CYyZOM, 30Kpema
I[0JT0 KPUTEPIiB, 38 IKHMHA BU3HAYAETHCS MOKIIUBICTD X MPUAHSITTS Ta JOCIIIKCHHS
B cymoBoMy 3acimaHHi. Llg mpobiemaTHka OCOOMMBO aKTyaTi3yeTbCs y BHUIIAAKax
JUCTAHIIIHHOTO PO3TIISIAY CNpaB, KOJH MOJAHHS, JOMyYEHHS Ta OLIHIOBAHHA JOKa3iB
BiOyBalOTECS BHKIIOYHO B EJIEKTPOHHOMY (opmari, IO 3yMOBIIOE MOTPEOy
B JIOJIATKOBUX TapaHTIAX iX aBTEHTUYHOCTI Ta JOCTOBIpHOCTI. BiamosimHo mo 4. 4
ct. 100 LITK YkpaiHu «ydacHHK CIIpaBH, SKUil IT0Ja€ KOIIIO EIEKTPOHHOTO JOKa3y,
NOBUHEH 3a3HAYWTH NP0 HAsABHICTL y HBOro abo iHIIOI 0OCOOM OpHriHaTy
EIIEKTPOHHOTO J10Kasy»'’. Take IONOXKEHHS 3aKOHOJABELb 3aNPOBAIMB AK IPOSB
npolecyanbHoi 00epexHOCTI 3 METOI0 3a0e3Ne4eHHs aBTEHTUYHOCTI €JIeKTPOHHHX
IIOKa3iB 1 3amo0iraHHs MOXJIMBHM MAHIMyJAIisAM 13 iX 3micToM. Bumora momo
HasBHOCTI OpHTiHANy €JIEKTPOHHOTO JOKyMEHTa IOKJIMKAaHa TapaHTyBaTH Cymy
MOXKJIMBICTH EPEBIPKU CIIPABKHOCTI MOJJAHOTO JIO0Ka3y B pa3i BHHUKHEHHS CyMHIBIB
1010 HOTO MOXOPKEHHS YU MPUITYIISHHS 1IPo 3MiHy IepBHHHOI iH(popMamnii. Pazom
i3 TUM NOAIOHMI MiAXiJ CBIOYUTH PO HEBHY HENOBipy 10 mudpoBoro dopmary

" lupinbHuii mpouecyanbHuii komekc Vkpainm: 3akoH VYkpaimm Bin 18.03.2004

Ne 1618-1V.
231



JIOKa3yBaHHS, OCKUIBKM 3aKOHOJABELb MPOIOBXKYE OPIEHTYBAaTHCSA Ha MaTepialbHY
(manepoBy) opMy sk OLNBII HamiliHy Ta HepeBipeHy. Taka TEHACHIIS JEMOHCTPYE,
IO yKpalHChKa CHCTeMa NUBUIBHOIO CyJOYMHCTBA Bce Ie IepeOyBae Ha eTarmi
MOCTYIOBOT aJamnTaIii A0 MOBHOILIHHOTO (GYHKI[IOHYBaHHS B MeEXaxX HU(PPOBOTO
MPaBOBOTO CEPEIOBHINA, A€ CIEKTPOHHI JOKa3W IOBHHHI OTPUMATH PiBHOZHAYHY
HpOLeCyalbHy CHILy TIOPS i3 TpaJUIliHHUMHU THCHMOBUMH (hOPMaMH.

3 ooy Ha OKpecieHi OOCTaBHHM BapTO 3BEPHYTH YBary Ha IOTEHIIHHY
mpo0eMy HEIOCTOBIPHOCTI ENIEKTPOHHUX JOKa3iB 1 CKIAamHICTh MEpeBipKH iX
aBTEHTHUYHOCTI B OpUTiHANBHIH (opmi. Lle moB’s13aH0 3 THM, 110 HA Cy9acHOMY eTarli
3aKOHOJABCTBO II¢ HE BHUPOOWIO WIiTKUX 1 YHiI(pIKOBaHMX KPHTEpiiB OI[iHIOBAHHS
TaKUX FOPUIMYHUX (akTiB, a CynoBa NMpakTHKa IepedyBae Ha erami (OpMyBaHHI
BIJMOBIMHUX MiAXOMiB. Y pe3yibTaTi BUHHKAE CHUTYaIlis, KOJU CYI 3MYIICHUAN
OLIIHIOBAaTH €JEKTPOHHI JIOKAa3d 3a QHAJIOTIE€0 3 TPaauLiiHUMH (QopMaMu
JIOKa3yBaHHA, IO HE 3aBXKIOM BimoOpaxae cremudiky iX TEXHIYHOI MpUPOAU Ta
croco6iB dikcanii iHpopmarii.

BincyTHiCTh €TMHOTO CTaHAAPTY aBTEHTU(IKAI] eNEKTPOHHIX JOKA3iB CTBOPIOE
CYTT€BI TpPyOHONI I TPaBO3aCTOCOBHOI TIPAKTHKH, a[Ke caMe CTaHIapTH
BU3HAYAIOTH JOIIYCTHMI MeXIi IepeBipKH JOCTOBIpHOCTI iH(opMarii, 3adikcoBaHOl
B 1in¢poBiii popmi. Ha BigMiHy Bix NMHCEMOBHX a00 PEYOBHX JOKAa3iB €IEKTPOHHI
HOCIi MOXYTh MiJJaBaTUCS TEXHIYHUM 3MiHaM, KOIIIOBAHHIO YK peAaryBaHHIO 0Oe3
OYCBHIHHUX CII/IB BTPYYaHHS, II0 YCKJIQIHIOE MiATBEP/PKCHHS 1X IMEPBHHHOCTI.
ToMmy y BITYM3HSHOMY LMBUIFHOMY MPOIIECi BHHUKAE MOTpeda B pO3pOoOIeHH] YiTKIX
HOPMAaTHUBHHX MpPUOHCIB 1 TEXHIYHHX BHUMOT, $Ki O perymoBalii TOPSAOK
ineHTudikanii, mnoAaHHA, 30epiraHHA Ta TIEPEBIPKH EIEKTPOHHUX JOKa3iB.
V mepcriexTHBi 1€ cnpuATHME 3a0e3ledeHHI0 OinbIroi NMpaBOBOi BH3HAYEHOCTI,
MiBUIICHHIO PiBHSA JIOBIPU J0 pe3yJbTaTiB CyJOBOTO PO3MIAY i YTBEpKEHHIO
NPUHIHITY JOCTOBIPHOCTI B IIU()POBOMY BUMIipi IIMBUIEHOTO CYIOYHHCTBA.

Otmxe, HAarojloCHMO, IO CyYacHHil eTal PO3BHTKY LHMBUIEHOIO CyJOYHHCTBA
Oe3rocepe/lHO  MOB’S3aHMI i3 BIPOB3/DKEHHSIM IM(POBHX TEXHONOTIH Ta
(OpMYBaHHAM TEXHIYHOIO MiIIPYHTS JUIS ENEKTPOHHOro (DyHKIIOHYBAaHHS CyHOBOI
cucremu. [Ipomec nmdporizamii CymoYMHCTBA 3YMOBHB IIOSIBY HOBHX TEXHIYHHX
MOXJIMBOCTEH JJIsI IUBUIBHOTO CyAy, SIKi 3aKOHOJABCTBO HE MOXE ITHOPYBATH, aJlKe
BOHH CTaJlM HEOOXiTHOIO CKIIAJJOBOIO peaiizallii MPUHIUITY JOCTYITHOCTI MTPaBOCYIISL.
BoxHouac, He3BakalOuM Ha HASBHICTH TaKOrO IHHOBAIIHHOTO MiATPYHTS, CyIOBa
NpaKTHKa BCe IIE CTHUKAEThCS 3 HHU3KOIO NpolJieM, IOB’S3aHUX 13 BiJCYTHICTIO
YCTaJIEHNX MiIXOMIB IO TAyMAueHHsS Ta OLIHIOBAHHS EJIEKTPOHHUX SBHII, 30KpeMa
I[OZ0 BM3HAYCHHS KPUTEPiiB JOCTOBIPHOCTI eNeKTpoHHMX Joka3iB. CyzmoBa cucrema
nepeOyBae B MpOLECi aKTHBHOTO aJanTallifHOro eramy, KOJNH 1 JOBOXHUTHCS
OTHOYACHO OMAHOBYBAaTH HOBI TEXHOJIOT1YHI iHCTPYMEHTH Ta BHUPOOJATH MPaKTHYHI
HAaBUUKH X 3aCTOCYBAaHHS B IIPOLECi JOKAa3yBaHHS 3 METOI0 yXBAJICHHS 3aKOHHHX 1
OOTPYHTOBAaHUX CYIOBUX PillICHb.

IMoctymoBe BHpOBaKEHHS LU(PPOBUX TEXHOJIOTIH y TWpoIec JOKa3yBaHHS
CBITUUTH NpO TpaHchOpMaLi0 TPaIULiHUX YSBICHb HPO 3acO0M JIOBEICHHS Ta
OLIIHIOBaHHS JI0KA3iB y IUBUIEHOMY CyIOYMHCTBI. ENEKTpoHHI JOKa3W IMOCTYIOBO
(GhopMyIOTh HOBHH piBeHb NPABOBOI KyJIbTYpH, [€ MEXHIYHA OOCMOGIPHICb
MOEAHYEThCS 3 TpoOLecyaabHOI0 (OPMOI0, a CyJ BHCTYNAE HE JIHMIIE CyO’€KTOM
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OWIHKU (aKTiB, a i apOITPOM MiX TEXHOJOTIYHHMHU MOKIMBOCTSAMH Ta MPaBOBHMHU
rapaHTiaMHu. Bixrax mnmTaHHA iHTerpamii eNeKTPOHHMX MOKa3iB Yy Tpomeci
JIOKa3yBaHHS HaOyBae HE JIMIIE IPAKTUIHOTO, @ i METOMOJIOTIYHOr0 3HAYEHHS, aJKe
BiJl TPAaBWIBHOCTI iX MPABOBOTO TIyMadeHHs 3aJeXUTh €(PEKTHBHICTH YyCHOTO
MEXaHi3My HUBIIBHOTO CyJOYNHCTBA.

OTxe, NOKa3yBaHHSA BHCTYNAE ONHIEI0 3 KIIOUOBHX CKIAJOBHUX 3IiHCHEHHA
MPaBOCYAMs Y IMBIIBHUX CIIpaBax. J{isNbHICTD Cyly H yYacHHKIB IPOIECY B IIbOMY
KOHTEKCT1 Ma€ crielu(ivHnil XapaKkTep i CTAHOBUTh HEOOXIIHUHA eNEMEHT peatizamii
HpOILeCyaTbHUX TPaB, LIO0 BPETyJIbOBaHI HOPMAaMH IMBUIBHOIO 3aKOHOAABCTBA. Y
MeXax po3rIIay KOKHOTO —CIIOPY Taka MAisUIbHICT  HaOyBae — BIIACHOTO
HPOLECYaTBEHOTO 3MICTY, 3yMOBIICHOT'O XapaKTepPOM CIPaBH Ta HAJAHUMHU JIOKa3aMU.
besnepeuHo, 3acTOCyBaHHS €JICKTPOHHHUX IOKa3iB OE3MOCEPEIHBO 3aJICKUTh Bif
MOCITIZIOBHOCTI Ta JIOTiYHOCTI (opMyBaHHs JOKa30BOi 0a3u, IO CHOTOAHI OXOILTIOE
LIMPOKUI CHEKTP 3aco0iB JOKa3yBaHHS, cepell SKHX OCOOJMBE Miclie MOCiTaroTh
€JIEKTPOHHI I0Ka3H SIK MPOsIB CyYaCHUX TEHAEHLIN IM(poBi3allii Cy 1I0YMHCTBA.

Taka mpaBoBa KaTeropis, sk J0Ka3yBaHHs, O€3MepPeyHO, BIUIUBAE HA MIPOLIECYATbHY
hopMy i 3micT HUBLTBHOTO Tporiecy. JIOTiYHICTB, MOCIIiTOBHICTD, MiICYMOK BHPILICHHS
IMBUIBHOI CIIPaBH 3aJIeXaTh BiJ| 3a3HAUCHHS YeProBOCTI 3MiHCHEHHS i yJ9acHUKaMu
CYZOBOTO TIPOIECY Ta BpaxyBaHHS TaKHX €JIEMEHTIB, SIK aKTYaJbHICTb IOPHIUIHHUX
(akTiB Ta iX CBOe€YacHiCTh. [IpormecyanmbHa (opma, ska TPOHH3YE CYAOYMHCTBO 3
[MBIIBHUX CIpaB, € He (HOPMATBHICTIO, SKOK MOXKHA 3HEBaXKaTH, a 3aKOHOJABYO
BCTAaHOBJICHUM 3acO00M 3iHCHEHHS MpPaBOCYAISd, TOMY CyBOpe il IOTpHMaHHS,
IOpUANYHE OOTPYHTYBaHHS, KBali(iKOBaHE YKIAJaHHSI LUBUIBHO-TIPOIECYAIBHUX
JIOKyMEHTIB CTaHOBHTh OJIHY 3 OCHOBHHMX YMOB, fiKka 3a0e3ledye 3aKOHHICTh i
OOIPYHTOBaHICTh CYIOBHX PIllICHb.

[Migkpecmumo, mo nonoxeHas LIIK Ykpaian HamaoTe cyqy W ydacHHKaMm
Hpoliecy MOXKJIMBICTE BHKOPHCTOBYBaTH BCi BHIM JOKa3iB, TepemdadeHi 3aKOHOM,
SKIIO BOHM MAalOTh 3HA4YeHHs JUIS PO3MIISLy KOHKPETHOI chpaBH. Y 3B SI3KYy 3
HaBEJICHNM HEOOXigHMM BOAYaeMO UiTKe BH3HAYEHHS Ta PO3MEXKYBaHHS
XapaKTePHUX O3HAK €eNeKMPOHHUX OOKA3i8, OCKIJIBKM BOHHM CTaHOBISTH OKPEMMIA
pi3HOBUA [OKa30BOi 0a3W, KW Mae BIACHY CHEHU(IKy Ta TEXHIKO-TIPaBOBi
0CcO0IHMBOCTI, 10 BiAPI3HAIOTH IX BiX TPamUIIHHUX (OPM JOKa3yBaHHS.

EnekTpoHHI JOKa3d B IMBIIBHOMY MpOLECi CTAHOBJIATH OKPEMHH Pi3HOBH
JIOKa30BOi 0a3w, mo mependadae iHpopmaliiro B MUPpoBild abo eneKTpoHHiH hopmi,
sIKa MICTUTh BiJJOMOCTI, 3HAUYyIIi JJs BCTAHOBICHHS OOCTaBUH crpaBH. BoHH
MOXXYTh BKJIIOYATH EJIEKTPOHHI TOKYMEHTH, MyJbTUMENilHi aiiny, BeOCTOpiHKH,
TEKCTH, TOJOCOBI TIOBIIOMIICHHS, METaIaHi, 0a3u JaHuX Ta iHIII HUGPOBI HOCIT, M0
30epiraoThcsi Ha pi3HHMX npucTposx. dopmar Takux HOKa3iB BH3HA4YA€E CrociO 1x
mojaHHs, (Qikcamii, 30epeKEeHHS Ta TMONANBIIOI OI[IHKH CyIOM, akKe TEeXHIuHi
XapaKTEPUCTUKH OE3M0CepeIHhO BIUIMBAIOTH HA X aBTEHTUYHICTH 1 JOMYCTHMICTD Y
nporeci. OcoONIMBICTE €NEKTPOHHMX JI0Ka3iB MOJATae y IX TeXHIUHIK criemmdini Ta
pi3sHOMaHITHOCTI (hOpMATIB, 10 BUMArae 3aCTOCYBaHHS BIAMOBIIHUX MIPOLECYaTbHIX
MpaBWI JJisi 3a0€3MEUCHHS JOCTOBIPHOCTI Ta 3aKOHHOCTI JOKa30BOi MisJIbHOCTI
B IIBUIBHOMY CYZOYHHCTBI.

MoeMO BU3HAUMTH Xapaxkmepui ocoOnueéocmi TakKuxX NOKa3iB, 30KpeMa: BOHH
MOXYTh OyTH HECTIMKHMH, 3a NEBHHX OOCTaBHMH iH(OpMallis B mam’siTi IPHUCTPOIO
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Moxe OyTH 3MiHeHa a0o0 BTpadeHa; iX MO)KHA KOIIOBaTH 0e3 BTpAaTH SKOCTI
HeoOMeXeHy KUIbKICTb pa3iB, i Oy/b-sKa HACTYITHA KOs He Oyae Bipi3HATHCS Bif
OpHTiHATy; BOHH MOXYTh OYTH SK CTBOPEHI JIOAWHOIO, TaK i OyTH pe3ysbTaToM
¢yHKIIOHYBaHHs iH(pOpMaLiiiHOI CHUCTeMH; BOHHM TOTPeOyIOTh crenudidHOro
HOpPSAKY 30WpaHHs, NMEPeBIpKU i OILIHIOBAHHSI;, BOHU BIIBHO MEPEMILIYIOTHCS B
€JIEKTPOHHIN Mepexi 0e3 TeXHIYHOro HOCis Ta HEe MalOTh HEPO3PHUBHOTO 3B 53Ky 3
MaTepiaJbHUM HOCieM; iX He BHIHO HEO30pO€HHM OKOM: BIIIYYUTH iX MOIEKOJIU
MOXKe€ JIMIIE CHEHialiCT; BOHH MOXYTh OYTH MiAPOOKOI0 3 BAKOPHCTAHHSAM IITYYHOTO
IHTENIeKTY; BOHH 3aJIe)KaTh BiJl CHEPTONOCTaYaHHS: y pasi po3psaKu MPUCTPOIO abo
HEJJOCTATHOCTI ITaM’sITi CHCTeMa Hakijajgae (3ammucye) HOBY iHQopmaliro 3amicTh
MONEpeHbol, a Ie 3HaYHTh, IO M JIOKa3W MOXYThb OyTH 3HHUINEHI; KOMII IOTepHa
naM’sTh MOXKe OyTH MOIIKOKEeHa abo 3HUIIECHA MiJ BIUIMBOM (i3UUHHX (haKTOpiB;
iHpopMmariss Moxke OyTH BHAAJieHa aBTOMAaTUYHO ab0 MOKe TpamuTHcs 301t
BHUJIQJICHHS KOHKPETHUX (aiiiB.

3ayBa)kUMO, TaKUM UYHHOM, LI0 KOKEH 13 3a3HAYCHUX EJIEKTPOHHUX IOKa3iB
BIZNOBIJTHO 10 CBOEi XapaKTEPHCTHKH IIOBUHEH MAaTH IyXKE BY3bKi MapamMeTpu
BUBYCHHS Ta BHU3HAHHA X IOCTOBIPHOCTI NMPH PO3IIISAAI LUBUIGHOI CIIPAaBH, i TOMY
BBAO)XKAEMO, IO KOXEH i3 HHUX y MaiOyTHhOMy BCE X TakH MaTUMe BHU3HaHI
3aKOHOJJaBYO MPaBHJIa IPHHHSATTS IPH PO3IIISAL IIMBUIBHOI CIIPaBy.

Tak, HanpuKIaa, JOCTOBIPHICTh 3BYKO- Ta BiJICO3aMUCY MOTPIOHO MEpEBipsTH 3a
TEXHIYHUMH aCIEKTaMH iX CTBOPEHHS, a caMe 3a JOMOMOIOI0 SKOr0 IMPUCTPOIO 1X
pOOHIH, UM HE 3aCTOCOBYBABCS IPH IIbOMY IUTYYHHH 1HTEJIEKT, 1 110 TIEPEBIPKY MOXKeE
MIPOBECTH JIMIIE CHELIaNICT (EKCTIepT), IKMIl 3HAETHCS Ha Wil CIIpaBi.

OIiHIOBaHHS €JIEKTPOHHUX NOKa3iB — I PO3YMOBO-TIpOLIECYalIbHA AisUTBHICTD
CyZly ¥ y4acHHKIB CIpaBH, siKa HalpaBiieHa Ha ()OPMYBaHHS OCTATOYHOTO BHCHOBKY
IIOZI0 MiATBEep/PKEHHS abo chpocTyBaHHS (akTiB TpeaMera JOKa3yBaHHS 3a
JIOTIOMOTOI0  €JIEKTPOHHMX JIOKa3iB. 3MICT OIHIOBAaHHS €JIEKTPOHHOTO JOKa3y
(hopMyIOTh IHAMBIAyanbHI (HaJIEKHICTh, TOMYCTUMICTD i JOCTOBIPHICTB) Ta CHCTEMHI

Bigsnaunmo, 1m0 cy4acHi LMBUIBHI CyAM BCe AaKTHBHIIIE BHKOPHUCTOBYIOTh
€JIEKTPOHHI JOKa3W B MPOILECI PO3IJLIAY CHpaB, MO0 € BiZOOpaKeHHSAM 3arajbHOi
TeHAeHIi dpoBi3aLii Ta TEXHIYHOTO MPOTpecy, SIKMHA OXOMHUB 1 CYIOBY CHCTEMY.
BosmHowyac cmin BpaxoByBaTH, IO Take 3aCTOCYBaHHS MOXKE MOPOKYBaTH
PI3HOMAaHITTS, OaraTorpaHHi Ta yYHIKaJdbHI CHTYAaIIii il Yac OIiHIOBAHHS €JIEKTPOHHUX
JIOKa3iB SIK 3 OOKY yYacHHKIB IIMBUJIFHOTO MpOIECy, TaK i MmiJ Yac iX po3rsigy Ta
NpUHHATTS cynoM. lle BuMarae BiJ y4acHHKIB 1 Cyqy HiJIBHINEHOI yBarw 10 NUTaHb
ABTEHTHYHOCTI, IOCTOBIPHOCTI Ta MPOIIECYaIbHOI IOIyCTUMOCTI TaKHX JI0Ka3iB.

CripoOyeMo 3poOUTH, [esKi HOTATKH LIOAO MPUHHSATTS OKPEMHX Pi3HOBHU/IB
TaKUX CIIEKTPOHHUX (PaKTiB:

— €JIEKTPOHHI JOKa3| CIiA po3riiigatd y GopMmari JIMIIe eNeKTPOHHUX JaHUX Ha
HOPTaTUBHUX HOCISIX 49X B Mepexki [HTepHeT, i ToMy Iojja4a TakuX JOKa3iB HE MOXKe
OyTH y BHIVIA[l CKPUHIIOTIB, IHTEPHET-TIOCWJIAHb YU KOIilf, YYaCHUKH CIIPaBU

2 ennnu B. I1. OuiHka eIeKTPOHHHMX J0Ka3iB y HHMBiTbHOMY mporeci (Ha MpHKIazax
OKpeMHUX KaTeropii cynoBux cmpaB). Haykosuii 6icHux YoxeopoOcbkoeo HAYIOHATbHO20
yuigepcumeny. Cepis: Ilpaso. 2022. Bum. 71. C.375. DOI: https://doi.org/10.24144/2307-
3322.2022.71.63.

234



MOBHHHI OyTH 3alliKaBJICHHI B JOLIFHOCTI 30€peKeHHs OpPHUTiHATY TaKHX JO0Ka3iB Ha
BIJINOBITHUX HOCISIX;

— CyJl MOKE PO3TIIAAATH JIAIIE Ti eJIEKTPOHHI JOKa3H (JINCTH), SKi HATXOMATH 3
ICHYIOYOI eJNeKTPOHHO! MOIITH 1 MiATBEP/UKYIOTh HAJEKHICTh KOHKPETHOMY
Y4YacHUKY (IepcoHi(iKaIlifo) IUBIIBHOTO CyIOYNHCTBA;

— CKPHUHIIOTH CIIiJ PO3TJISAAATH SIK IOMYCTHMI JOKa3H, IpOTe CJiJ BpaXxOBYBAaTH,
II0 BOHM HE MAalOTh IOBHOI AaBTEHTUYHOCTi, 1 TOMY IX OLIHIOBAaHHA CYyJIOM
3IIHCHIOETBCS 3 YpaXyBaHHSAM MOKJIMBUX CYMHIBIB IIIOJ0 TOCTOBIPHOCTI;

— enexTpoHHI (1udpoBi) I0Ka3u € OLIBII BPa3MUBHMHU IO 3MiH abo0 MiAPOOKH
HNOPIBHSAHO 3 TpaguliifHUMK (opMaMM MJOKa3iB, IO MiAKPECTIOE IX OCOOJHMBY
3HAYYIIICTh IIPH OIIHIOBaHHI Ta NPUHHATTI IO PO3TIISIAY CyI0M;

— IUBUIBHI CyJIH TIOBHHHI KOPUCTYBATHCS MIEBHOIO CUCTEMOIO Ha MailOyTHE, sika
IacTh 3MOTY pO3MI3HATH BHKOPHCTAHHS IITYYHOTO IHTENEKTY Ta MiApOOKy
€JIIEKTPOHHOTO TIO0Ka3y (Bimeo-, aymio3amuc 1 T.1H.), L€ € AyK€ BAXIHUBUM IS
JIOCTOBIPHOCTI TAKOT'O JOKa3y.

Omke, BUKOPHCTAHHS CIICKTPOHHUX JIOKa3iB y IMBUIBHOMY CyJOYMHCTBI
ChOTO/IHI € JOCHTH PI3HOMAHITHUM 1 BOJHOYAC HEOJHO3HAYHHM SIBUIIEM.
HesBaxaroun Ha 1ie, iX 3aCTOCYBaHHS IIOCTYIIOBO HaOHMpae Bard i crae Bce OUIBIT
MOIIUPEHNUM Cepe]] YUIAaCHHUKIB CYJOBHX CIpaB, OCKUIBKH 3’SIBISIETHCS MOMKIUBICTH
¢ikcyBaru i mogaBaTH iHpopMalio y 3pydHnux udpoBux hopMaTax, 10 BiANOBiTae
Cy4YaCHUM TeXHOHOFi‘lHI/IM MOXJIIUBOCTAM.

BomHouac ciiig 3BakaTW Ha CKJIQMHICTH PO3Mi3HAHHS Ta OIHKH EJIEKTPOHHHX
nokasiB. Lle moB’s3ano 3 TiM, mo LIIK Ykpaiau aume ¢popMansHO BH3HA€E iCHYBaHHS
TaKUX JIOKa3iB, TPOT€ KOHKPETHI MpaBHia iX JOCHi/KCHHS, OLIHIOBAaHHA Ta
BPETyJIIOBAHHS CIIIPHUX MUTAHb LIOJI0 1X 3aCTOCYBaHHS 3aJIHIIAI0THCS HEBH3HAYCHHMH.
Taka cuTyallisi CTBOPIOE NIEBHY HEBH3HAYCHICTH y MPAaBO3aCTOCYBaHHi: CyJ| 3MYIICHHIT
OLIHIOBATH €NIEKTPOHHI JIOKa3W 3a 3araJbHUMU IIPOLECYTbHUMH IPUHIMIIAMH,
BOZIHOYAC BPAaxXOBYIOUM TEXHIYHI ocobimBocTi X dopmary, crocoly 30epekeHHs Ta
nomanus. lle migKpeciioe HEOOXiMHICTH MONAJBIIONO PO3BUTKY 3aKOHOAABUHX i
METOIMYHUX HOpM, siki O 3abe3nmeunnn yHi(ikoBaHI MiAXOAM [0 BHUKOPHCTAHHS
€JIEKTPOHHUX JIOKA3iB, MiABUIIMIH iX TOCTOBIPHICT 1 PABOBY 3HAUYIIICTh Y MpoLeci
yYXBaJIeHHS] OOTPYHTOBAHMX CyIOBUX PILlICHb.

TakuM YMHOM, MHTAHHS 3aCTOCYBaHHS €JIEKTPOHHOro (hopMary J0Ka30BOI 0a3u
3aJIMIIAETBCS  TIEPCIIEKTHBHOI  CPEeporo  JOCTIDKEHHS  cepell HayKOBIIB i
NPaKTHKYIOUNX IOpUCTiB. BOHO BifKpMBae mMMpPOKi MOMIIMBOCTI I aHaN3y Ipole-
CyaJIbHHX OCOOJIMBOCTEH Ta CHEIM(IKU JIOTIYHOI CTPYKTYPH €IEKTPOHHHX (DaKTiB, Mo
BHKOPHCTOBYIOTHCSI yYaCHUKaM1 [UBUIHHOTO CYZOBOTO CHOPY. 3HAYYIICTh €JIEKTPOH-
HOTO [I0Ka3y CBOTOAHI BHM3HAYAETHCS HE JIMIIE HOro MaTepiajibHUM HOCIEM 4YH
crocoboM (ikcarii, ane i mpouecyaJbHIM 3MICTOM, IO OE3MOCEpPEeIHBO BIUTUBAE Ha
MPABIJIBHICTB, 3aKOHHICTB 1 OOTPYHTOBAHICTh CyIOBOTO PILlICHHS B IMBLUIBbHII CTIpaBi.

OTrxe, iHTerpamisi €JIEKTPOHHHMX IOKa3iB y LUBUIBHUM IpoOIeC € He JIHIIe
Cy4acHOIO TCHJCHINEID, a ¥ HeOoOXigHICTIO Ui 3a0e3le4eHHs IOBHOTH Ta
JIOCTOBIPHOCTI JJOKa30BOi a3y, a TAKOXK peatizallii MPUHIHUITY 3MaraJlbHOCTI CTOPIH i
nporecyanbHol GOpMHU CyJOBOTO PO3IIISAY.
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BHUCHOBKH

3a pesymbTaTaMH HPOBEACHOrO JOCIIHKEHHS BCTAHOBJICHO, IO 3aCTOCYBaHHS
€JICKTPOHHOI (OPMH 10Ka30BOi 0a3y B IMBUIBHOMY CYJOYMHCTBI 3aJIUIIAETHCS
OJHUM i3 HaHOLIBII TUHAMIYHUX 1 NEPCHEKTUBHUX HAIPSIMIB CyYaCHHX HAyKOBHX
JIOCHIDKEHb, 110 TiepedyBae y GoKyci yBaru sk TCOPETUKIB MPaBa, TaK i MPAKTHIHUX
topuctiB. g cdepa BigxkpuBae 3HAUHUI MOTEHLIaN Ui TIMOOKOTO OCMHCIICHHS
MpOLECYyaNbHUX XapaKTEePUCTHK ENEeKTPOHHUX MOKa3iB, a TaKoX JUIA aHalizy ix
BHYTpINIHBOI JIOTIYHOI CTPYKTYpH, CHOco0iB QopMyBaHHs, 30epeeHHS Ta
BUKOPUCTAHHS €IeKTPOHHNX (AKTiB yUaCHHUKAMH IUBLIFHOTO IPOIIECY.

Tak, mpoBeneHU aHai3 MIATBEPUKYE, IO y CYYaCHHX YMOBaxX 3HAUyIIiCTh
CJICKTPOHHOTO JIO0Ka3y He OOMEXYyeThCsl BHUKIIOUYHO HOTO0 TEXHIYHHM HOCIEM U
crocoboMm (ikcamii iHopMmarii. BwupimranbHe 3HaYeHHS HaOyBae came HOro
MPOIIECYaNbHUI 3MICT, IO BH3HAYAE OIMYCTHMICTh, HAJCKHICTH 1 JOCTOBIPHICTH
Takoro pgokady. CaMe Il XapaKTepUCTHKH Oe3MmocepefHhO BIUIMBAIOTH HA
(opMyBaHHS BHYTPIIIHBOTO IEPEKOHAHHS Cydy, a BiATak — Ha 3a0e3meyeHHs
3aKOHHOCTi, OOIPYHTOBAHOCTI Ta CHPAaBEUIMBOCTI CYHOBOTO PIIICHHS y IMBUIbHIN
cipaBi. YCBIJOMIICHHS 3a3HAYCHUX ACIEKTiB 3yMOBIIOE HEOOXiTHICTh MOAAIBIIOTO
KOMIUIEKCHOTO JOCHIIKEHHS eJIeKTPOHHUX JOKAa3iB SK CAMOCTIHHOTO Ta CKIIAQJHOTO
IHCTUTYTY IIMBUIBHOTO TIPOIECYaIbHOTO MIpaBa.

BomHouac oxpecneHi 0OCOONMBOCTI €IEKTPOHHHX JOKa3iB HE MOXYTh OyTH
HaJIKHUM YMHOM pealli3oBaHi 1o3a Me)XaMH 4iTKO BU3HAYEHO]I IporecyaibHol GopMu
1MBinBHOTO cynounHcTBa. CaMe mpornecyansHa (opma 3a0e3nedye HOPMaTHBHY
BIIOPSAKOBAHICTh 30MpaHHs, OAAHHS, JOCTIIKEHHS Ta OLIHKH EJIEKTPOHHUX JIOKa3iB,
Hagaloyu iM CTaTyC TOBHOLHHOTO 3aco0y JOKa3yBaHHS. Y IIbOMY KOHTEKCTi
CJIEKTPOHHI JIOKa3H BUCTYIAIOTH HE JIHIIE SK iH(opMariiHi Hocii mudpoBux ¢akTis, a
SIK €JIEMEHTH HPOIECyaNbHOI isUTBHOCTI, IO MiOPSAAKOBYIOTECS 3aTrajJbHIM 3acajiaM
IMBUIBHOTO  TIPOLIECY, 30KpeMa IIPUHIMIIAM 3MAarajJbHOCTI, JUCIO3HTHBHOCTI,
HpOIIeCyaTbHOI PIBHOCTI CTOPIH 1 CyJOBOTO KOHTPOITIO.

[ToctymoBe BHpOBamKEeHHS HU(POBUX TEXHOJOIiH y TPOIEC JOKa3yBaHHSI
CBiTUMTH Mpo TpaHchOpMalilo TpamuLiiiHUX YSBICHb MPO 3acO0M JIOBEICHHS Ta
OILIHIOBAaHHS JIOKa3iB y NUBUIBHOMY CyIOYHMHCTBi. EJIEKTpOHHI JOKa3W MOCTYNOBO
(hopMyIOTh HOBHH piBEHb NPaBOBOI KyIbTYypH, [€ mMeXHiuHa OOCMOBIPHICb
MOEHYEThCSA 3 TPOIECYaIbHOI0 (DOPMOIO, a CyJ BHCTYNAE HE JIHIIE CyO’ €KTOM
OIIHKU (aKTiB, a i apOITPOM MiX TEXHOJOTIYHHUMHU MOKIHBOCTSIMHU Ta MPABOBHMH
rapaHTisMH. Binrak mnuTaHHsA iHTerpamii eJeKTPOHHMX JOKa3iB Yy Ipomeci
JIOKa3yBaHHS HAaOyBae He JIMIIE IPAKTUIHOTO, @ i METOMOJOTIYHOT0 3HAYEHHS, aJKe
Bil NPaBUJIBHOCTI iX NPaBOBOTO TIyMaueHHs 3aleXUTh E(EeKTHBHICTH YCHOTO
MEXaHi3My LMBUIBHOTO CY/I0YMHCTBA.

Takox, MOXKHa MICTaTHCS BHCHOBKY, IO NpaKTHYHA pealli3amis CTaHZapTy
CJIEKTPOHHOTO JIOKa3yBaHHA MOTpeOye, MOENHAHHS TPHOX pIBHIB: 3aKOHOAABYOTO
(yrounenus nonoxens L{IIK Ykpainu mono mOIMyCTHMOCTI Ta OLIHKU €JIEKTPOHHUX
JIOKa3iB); METOAMYHOrO (PO3pOOJICHHS pEeKOMEHAamii Ul CyNiB Ta YYacHHKIB
nporecy) Ta IiHCTUTYHiHHOro ((opMyBaHHS €IMHHMX MiIXOMIB y MPAKTHLI CyIOBOI
cucteMd Ykpainu). Came depe3 yCTaJeHHS TPABOBHUX IO3MILH CyIOBOi CHCTEMHU
MOXKJIUBE CTBOPEHHS CTAOUTBHUX OpIEHTHPIB Ul MiAXOIB 1O OLIHKH I(POBHX
JAHNX. BUHUKHEHHS €IMHOTO CTAHAAPTY EJICKTPOHHUX JOKa3iB Mae pO3MIIsIaThC
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SIK €IEMEHT MOJEpHi3alil IMBUIFHOTO CYyJOYMHCTBAa YKpaiHH B yMOBax IupoBizariii
IPABOBMX BiHOCHMH. MO0 METOKW MOBMHHO CTATH HE YCKIAIHEHHS O0KA30BOIO
mporecy, a 3a0e3ledeHHs IiependadyBaHOCTI CyNOBHX pillleHb, MpOIeCyalbHOL
PIBHOCTI CTOpIH Ta MiABUINCHHS JOBipH 10 mpaBocyans. Came HAyKOBO OOIPYHTOBaHA
MOJIeNb TAKOr'O CTaHIApTy 37aTHA CTAaTH MiAIPYHTsAM i GopMyBaHHs YHiiKoBaHOT
Ta Y3roJLKEHOI CyI0BOT MPAKTHKH IIO/I0 3aCTOCYBAHHS SJIEKTPOHHHX JIOKA3iB.

AHOTANIA

Po3znin MoHorpadii NpUCBSIYEHO JOCIIHKEHHIO IPABOBOI MPUPOIH CIEKTPOHHUX
JOKa3iB, IX MpOIecyanbHOTO 3HAYEHHS Ta BIUIMBY Ha (OpMyBaHHS CyJOBOTO
pilIeHHS B IMBUIFHOMY CYJOYMHCTBI. ENeKTpOHHI H0Ka3M BHPI3HAIOTHCS OCOOIMBOIO
MPaBOBOIO NPUPOJOIO, IO BiIPi3HAE iX Bil KJIACHYHHX HHCBMOBHX YU PEUOBHX
noKasiB. IX yHiKanbHiCTH TONArac y HemaTepianbHili GOpMi iCHYBaHHS, 3aJI€XKHOCTI
BiJl TEXHIYHUX 3aC00iB BIATBOPEHHS, MOKIMBOCTI IIBUAKOTO KOIiIOBaHHS 0€3 BTpaTu
3MICTy, a TakoX y crelu(iuHUX XapaKTEePUCTHKaX aBTEHTUYHOCTI, LITICHOCTI Ta
nocToBipHOCTI. OTXe, Taki OCOOIMBOCTI 3yMOBIIOIOTH HEOOXIIHICTH BHPOOJICHHS
CHEHiaTbHUX MPOLECYAIbHHX IIXOMIB IO OLIHKK EJIeKTPOHHHX [IOKa3iB Ta
BU3HAUCHHS 1X HAJIS)KHOCTI i TOCTYITHOCTI y HUBLIFHOMY CYZOYHUHCTBI.

B pe3ynbrari HAyKOBOTO OCMHCIICHHS 0yJI0 BU3HAUEHO, IO CyYacHi IUBUIBHI CyIH
BCE aKTUBHIIIE BUKOPHCTOBYIOTh €JIEKTPOHHI JOKa3H B IPOLECI PO3MIIIAY CIpaB, IO €
BiOOpaXkeHHsIM 3araJibHOI TeHAeHIi 1MdpoBi3alii Ta TEXHIYHOTO Mporpecy, SKHif
OXOIMB 1 CymoBy cucTeMy. Takox Oysio 3’sCOBaHO, IO TAaKe 3aCTOCYBAHHS MOXE
MOPOJKYBAaTH Pi3HOMAHITTA, OaraTorpaHHi Ta YHIKaJIBHI CHUTYaIlii MMiJ Yac OI[HIOBAHHS
CJIEKTPOHHHX JIOKa3iB SK 3 OOKy yYaCHHKIB IIMBUIBHOTO TPOIECY, Tak 1 mig 4ac ix
PO3IIIsALY Ta MPHUIHSTTS CyI0M, 110 BUMArae BiJl y4aCHHUKIB i Cy/y ITiBUIIEHOI yBary 10
MHTaHb aBTEHTHYHOCTI, JOCTOBIPHOCTI Ta MPOLIECYIBHOI JIOMYCTUMOCTI TaKUX JIOKA3iB.

3anpornoHOBaHi, JeAKi HOTATKH MIOJ0 NPUHHATTS OKPEMHX pPI3HOBHUJIB
€JICKTPOHHUX (DaKTiB:

— @JISKTPOHHI JJOKa3| CJiJ po3rsaAaTH y (hopMari JHIIe elNeKTPOHHUX JaHUX Ha
MOPTATHBHUX HOCISAX YU B Mepexi [HTepHeT, i TOMy Hojada Takux JOKa3iB HE MOXKe
OyTH y BUIJSIII CKpIHIIOTIB, IHTEPHET-TIOCWIAHb YW KOMiH, YYaCHUKH CIIPaBU
MOBHHHI OyTH 3alliKaBJICHHI B JOIIFHOCTI 30€peXeHHs OpPUTIHATY TaKHX JIOKa3iB Ha
BIJIMOBITHUX HOCISIX;

— CyZ MOKE pO3IJIAIAaTH JIUIIE Ti €IeKTPOHHI JOKA3W (JIMCTH), SIKi HaIXOIATh 3
ICHYIOYOI €JeKTPOHHOI NOIITH 1 MiATBEP/UKYIOTh HAJEXKHICTh KOHKPETHOMY
Y4YacHUKY (IepcoHi(iKaIlio) IUBIIBHOTO CyIOYNHCTBA;

— CKpIHILIOTH CIiJ PO3MIISLAATH SK JOMYCTUMI JIOKa3H, MPOTE CJiJ BPaxoByBaTH,
II0 BOHM HE MAaIOTh IOBHOI aBTEHTHYHOCTi, 1 TOMY iX OLIHIOBaHHA CyJIOM
3IIMCHIOETBCS 3 YpaxyBaHHSAM MOKIMBUX CYMHIBIB IIOA0 TOCTOBIPHOCTI;

— enexTpoHHi (1udpoBi) I0Ka3u € OLIBII BPa3MTUBHMHU A0 3MiH abo0 MiAPOOKH
HOPIBHSAHO 3 TPajULiMHUMU (GOpMaMH [IOKa3iB, IO MiAKPECIIOE X OCOOIHBY
3HAYYIIICTH IIPH OIL[IHIOBaHHI Ta NPUHHSATTI IO PO3TIISAY CyI0M;

— LUBUIBHI CyJIH IIOBHHHI KOPUCTYBATHCS NIEBHOIO CUCTEMOIO Ha MaiiOyTHE, sika
JacTb 3MOTY pO3II3HATH BHKOPHCTAHHS ILITYYHOTO IHTENEKTY Ta MigpoOKy
CJIEKTPOHHOIO JI0Ka3y (Bimeo-, aymio3amuc i T.iH.), e € AyXKe BaXKJIHMBUM IS
JIOCTOBIPHOCTI TAKOTO JI0KA3y.
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KOHBEHIIA PAIU €BPOIIN ITPO KIBEP3JIOYUHHICTD
SAAK OCHOBA KPUMIHAJIBHO-ITPABOBOI OXOPOHU
CYCHUIbHUX BIJTHOCUH Y KIBEPITPOCTOPI B YKPATHA

IMoJitoBa A. C.

BCTYII

BigznaunMo, 0 HOBUHAMHM TIPO KiOEP3JIOYMHM BXKE HIKOTO HE TUBYIOTH, a TaKa
iH(opMalis cripuiiMaeThesl sIK 3BHYaiiHa. [IpaBOOXOpPOHHI OpraHM aJamnTyIOThCs 10
HOBHX BHUKJIMKIB Ta PO3BHBAIOTH HOBI MEXaHi3MH y cdepi Kibep3axucTy. 3axucT
BinOyBaeThCs Ha KUIBKOX PIBHAX — K HA CYTO TEXHIYHOMY W IPOrpaMHOMY, TaK 1 Ha
piBHi 3akoHO#aBcTBa. Kpainm €C ta CLIA BXe MaloTh BiINOBiAHY 0a3y 3HaHb i
mpoueayp, sAki eGeKTHBHO MPALIOIOTH y chepi Kibep3axucTy. YKpaiHa Tak caMo Majo
HE MIOAHS BIIIMOBiAa€ BCE HOBMM 1 HOBUM BHUKJIMKAM 1 MpaIlo€ HAJ 3al00IraHHAM
TaKUM 3JI0YHHAM .

Jlocmipkyrouu  CBITOBI TEHICHINT JesKi BYCHI BiJ3HAYAKOTh, MIO KUIBKICTHh
3MifiCHEHHUX KibepaTak MIOPIYHO 3pOCTaE, a IX XapakTep Jeqali CTAa€ CKIATHIIINM.
OimMHroBi ataku € JigepaMH cepei KiOep3JouuHIB y CBITi, SIKi JEMOHCTPYIOTh
TEH/ICHIII010 MoJanbIoro 30inpmeHHs. Y 2023p. KUIBKICTh aTak i3 BUKOPUCTaHHIM
3JI0BMHCHOTO TPOTpaMHOT0 3abe3medeHHs craHoBmwia 6,06 Mipa BUOAIKiB, IO
CBIIYNTH TPO MAacmTaOHICTh mpodiaemu. [mobampHi (iHAHCOBI BTpaTH BiX
kibep3mounuHOCTI y 2023 p. cximamu monax 7,1 tpmr gon. CIIA, a mo 2029 p.
MOXYTb 3pocTH 1015,63 Tpia gon. CIIA. OcHOBHMMY HACHiAKaMH IS OpraHi3amiit
BiJl BTpaTtu KoH(QiAeHIiiHol iHpopmarii €: BTpata noxoay (56,6 %), MOTipimieHHS
penyranii (38,9 %) Ta mocnabneHHs KOHKypeHTHHX mosuuiit (35,8 %). HaiiOinbon
BPA3JIMBUMH 3aJIMIIAIOTHCS OCBITHII CEKTOp, YPsIIOBI CTPYKTYPH, CEKTOp pO3Bar Ta
¢dinaHcoBi ycTaHOBH. Y IMX Taly3sX € 3HayHa KUIBKICTh IHIMACHTIB i3
BUKOPUCTAHHAM 3JIOBMHCHOTO Tporpamuoro 3abe3neuyenHs. CLIA, pocis, @paniis
Ta Hizepnanmm € oCHOBHHMH KpaiHaMH-IpKepenamu Kibepartak, Toxi sk Kanama Tta
CiHramyp IeMOHCTpPYIOTh HalBHIUT PIBEHD HEMOKOEHHS MO0 MOMKIHBHX 3arpos’.
OkpiM TOro, BIJNMOBIIHO 1O CBiTOBOro pelTHHry KibepanounnHoctri (World
Cybercrime Index), sikuii OyB po3pobienuii aBTopamu 3 OKCPOPACHKOro
yHiBepcuteTy Ta YHiBepcutery Hooro [liBmennoro Benbcy, Halinepmoio
B peiiTuHry KiOep3nounnHocti crama Pocis (58,39 6ama), 3a Heo 3 BEIHKHUM
BipuBoM inyTh Ykpaina (36,44 Gana), Kuraii (27,86 6ana), CIIIA (25,01 6Gana),

! Apmis xiGepBoiHiB: MikHApOTHO-TIpaBOBHIT OCBin Yy cdepi GopoTeOm 3 KiGep-
3I0YHUHHICTIO. Mind.ua. URL: https://mind.ua/openmind/20270195-armiya-kibervoyiniv-
mizhnarodno-pravovij-dosvid-u-sferi-borotbi-z-kiberzlochinnistyu (nara 3epuenns: 14.02.2026).

2 Nukwuii, A., Casiupkuii, B., CaBuyk, C., & Coxa, A. (2025). CsiroBi TeHaeHUil
KiOep3IoYnHHOCTI Ta 3arpo3u iHdopmamiiiniii Gesmeri mepkas. Society and Security, (1(7),
63-74. https://doi.org/10.26642/sas-2025-1(7)-63-74
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Hirepis (21,28 6ana) Ta Pymynis (14,83 6ana). Benmuka Bpuranis mocizae BoceMe
micre y crmucky (9,01 Gana)’.

Pedopma 3akonomaBcTBa YKpaiHu, y ToMy umcii i KpuminaisHOro Komekcy,
NpUBEpTac yBary JO IIMTaHHS IMIUIEMEHTAllli y Hal[loHalbHEe 3aKOHOJAaBCTBO
MOJIOKEHb MIXKHAPOJHUX aKTiB, y TOMY YHCII 1 mpoTuaii 31mounHHOCTI. BpaxoByroun
Le acIleKT, METOI0 HAIOro JOCITIIKECHHS € IMIIEMEHTAIlis MoyioxkeHb KoHBeHIl
Pagu €Bpomu mpo kibep3nounHHicTh y KpuminanpHuil Komekc YKpaiHH IIOJ0
KPUMiHAJIFHOI BiATIOBIJAIBHOCTI 32 KiOep3I0YHHH.

1. KonBenuist Pagu €Bponu npo kidep310uMHHICTH:
aHaJi3 OKpEeMHX MO0JI0KEHb

I. 1. HaropHuii BBaXkae, 10 MOMYJISIPHICTh BUKOPUCTAaHHS UGPOBUX IIaT(HOPM,
mepexify 10 eNEeKTPOHHOro (opMaTy IOKYMEHTOOOIry, a TaKOX BipTyalbHOTO
HPOCTOPY B YCiX cdepax CYCHIIBHOTO JKUTTS 3yMOBWJIO BUHHKHEHHS HOBHX (opM
3JIOYMHHOI TOBEJIHKH, SKi Ha3WBAIOTh «KIOCP3IOYMHW», IO 3a CBOIM 3MICTOM
BIAIPI3HSAIOTBCS BiA TPAaAMIIMHUX KPUMIHAIBHAX IPaBONOPYLICHb 32 CBOIM
Maciutabom, criocobaMy BYMHEHHsI Ta HacliakaMu. 3nounHu y cepi [T BUMHAIOTBCS
IUCTAHIIKHO Ta BHXOMATh 3a MEXI IOPUCIUKINI Jep)kaB, YHACHIiIOK YOO
HaIllOHAJbHI TPaBOBI ¥ MPAaBOOXOPOHHI CHCTEMH BHSBISIOTHCA HE3JATHHUMU
JI0 OIIEPATHBHOTO PEaryBaHHs HA HOBi BUKIHKH if 3arposu *.

Bimznaunmo, mo mepmri cipoOu yHi(iKYBaTH MPaBoOBi MiAXOAW MO0 MPOTHIL
kibep3nounHaMm y kpaiHax €Bporu BinOyBaics mij erigoro pamu €Bpornu. OxHe
3 HAWOIBII TPYHTOBHUX MisHb, 30PI€HTOBAaHUX Ha PETyJIOBaHHS Li€i mpobnemH, €
yxBaseHHss Pexomenpauiero €Bpormm 23 smcromama 2001 p.  Konsenuil
npo kibep3nounnHicTh (patudikoBana 1 mumust 2004 p.).

Y npeamOyni KonBenmii mpo kibep3nounHHICTh 3a3HauyeHO, mo KoHBeHLis €
HEeoOXiTHOIO JJIs 3yNMUHEHHS Ai, CIPSIMOBAaHHUX MPOTH KOH(DIAEHIIHHOCTI, HIJIICHOCTI
Ta JOCTYIHOCTI KOMIT'IOTEPHHX CHCTEM, MEPEX 1 KOMIT'IOTEPHHX NaHHX, a TAaKOX
3JI0B)KMBaHHs TaKUMH CHCTEMaMH, MEpe)XaMH Ta JaHUMH, LUIIXOM YCTaHOBJICHHS
KPUMIHAIBHOT BiJIMOBIAANBHOCTI 32 TaKy MOBEIHKY, HAJ[aHHS TIOBHOBa)XEHb, TOCTATHIX
it epeKTUBHOT OOPOTHOM 3 TaKMMHM KPHMIHAJIBHHMH NPABOIOPYLIEHHSIMH IIIIXOM
CIpUSIHHS TXHBOMY BHSIBIICHHIO, DO3CIIIyBaHHIO Ta IEPECIilyBaHHIO, SK Ha
BHYTPIIIHBO/ICP)KaBHOMY, TaK i Ha MDKHapOAHOMY PIiBHSX, 1 YKJIQJEHHsS IOMOBIIE-
HOCTEH M[0/10 IBHIKOTO i HAIHHOTO Mi>KHAPOIHOTO CITiBPOGITHAIITBA .

® Kpaitust B. CBiToBuit peiftuar kiGep3nodnHHoCTi odonmia Pocis. Yipaina mocima apyre
micre. ms.detector.media.  URL: https://ms.detector.media/kiberbezpeka/post/34647/2024-04-
11-svitovyy-reytyng-kiberzlochynnosti-ocholyla-rosiya-ukraina-posila-druge-mistse/ (zata
3BepHeHHs: 14 .02.2026).

* Haripunii I TI. EBomonis mnpaBoBoi npotumii 3mouuHam y cdepi iHpopmariiinix
TEXHOJIOTIH: ICTOPHYHI BUTOKH Ta Cy4acHi BUKIMKH. €gponeticbkuii npasnuyuil uaconuc. 2026.
C. 141-147. URL: https://doi.org/10.36919/3041-1149(print).11.2025.141-147 (nata 3BepHEHHS:
14.02.2026).

5 Kousenuist mpo KibepamounnuicTs : Konsenuis Pagn €spomnu Bix 23.11.2001 : cranom Ha
7 Bepec. 2005 p. URL: https://zakon.rada.gov.ua/laws/show/994 575#Text (nata 3BepHEHHS:
15.02.2026).
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OTxe, 3yOHHUMOCS OUTbII JETanbHO Ha 3arajbHii XapaKTepPUCTHLI ITi€i
Konsenii.

Po3nin 1. Bukopucranus tepminiB KoHBEHIT BKIIOYA€E JHIIEC OJHY CTATTIO, JE
3aKpiIUIeHO BU3HAYCHHS TEPMiHiB, L0 3aCTOCOBYIOThCS, 30KpeMa:

- «KKomm’totepHa cuctema» — Oyab-sSKMH TPUCTPii abo Tpymy B3aEMHO
MO€AHAHUX a00 TMOB’A3aHUX NPHUCTPOIB, OAWH YHM OUIBIN 3 SKUX, BIANOBIAHO IO
MEBHOI MPOTpaMH, BUKOHY€E aBTOMaTH4HY 00pOOKy HaHMX;

- «Komm’totepHi naHi» — Oyap-sKe TpeAcTaBlcHHsA (akTiB, iHpopmamii abo
KOHIENIIA y QopMi, sKa € MPUIATHOI A 0OpOOKH y KOMIT'IOTEpPHIH CHCTEMI,
BKJIIOYAI0YN IPOTpaMy, sIka € MPUAATHOIO VIS TOTO, 00 CIPHYMHHUTH BHKOHAHHS
MEeBHOI (YHKIIT KOMIT FOTePHOIO CHCTEMOIO;

- «[TocTayanpHUK MOCTYD O3HAYaE:

i. Oyap-sIKy Jep)kaBHy a0o NPUBATHY yCTaHOBY, sKa HAJac KOPUCTyBayaM CBOIX
MOCITYT MOKJIMBICTh KOMYHIKAIIiH 3a TOTIOMOT'0X0 KOMIT FOTEPHOI CHCTEMH, Ta

ii. Oymp-siKy iHINY yCTaHOBY, sika 0o0poOisie abo 30epirae KOMITIOTEpHI AaHi
BiJ] iMEHi Takoi KOMyHIKaLliifHOT mocayrn a0 KOPUCTYBadiB TaKOi OCITYTH;

-«[ani mpo pyx indopmamii» — Oymp-siKi KOMITIOTEpHI JaHi, IIOB’s3aHi
3 KOMyHIKaIi€l0 3a JIOMOMOTOI0 KOMIT'IOTEPHOI CHCTeMH, sIKi Oynu CTBOpeHi
KOMIT FOTCPHOI0 CHUCTEMO0, MIO CKIajgaja YacTHHY JIaHIFora KOMYHiKaIli, i sKi
3a3HAaYalOTh MOXO/DKCHHS, KIHLIEBUI MYHKT, MapIIpyT, 4ac, JaTy, pO3Mip i TPUBATICTh
KOMyHiKarlil a0 THIT OCHOBHOI MOCITYTH .

Came Pozgin II. 3axoam, siki MarOTh 3IMCHIOBAaTHCS Ha HAliOHAJIBHOMY piBHI
KonBeHIIil Mae BemyKe 3HAUSHHS AT HAIIOTO JAOCHTIHKEHHS, afKe caMe MOJI0XKSHHS
OpOro po3ainy mnpu parudikanii KonBeHmii moBHHHI OyTH IMIUIEMEHTOBaHi
y HaliOHaJIbHE 3aKOHOJABCTBO — 3aKOH YKpaiHM NP0 KPUMiHAIBHY BiIIOBIaTbHICTh
ta KpuminansHuit mporecyansHuit Kogeke YKpaiHu.

3ynuHEMOCS OiJBII AETaJbHO Ha OCHOBHHX acrekTax Yacturu 1. Marepianbae
kpuMiHanbHe ipaBo Posmin 11 Kousenii. [IpoBeeHuit anai3 103BOJIsAE BiI3HAYNTH,
11O i1 YaCTHHA BKJIFOYAE I1’SITh 3ar0JIOBKIB, a came:

3aromoBok 1. IIpaBomopyureHHs mnpoTH KoH(iAEHLIHHOCTI, WiTiCHOCTI Ta
JIOCTYITHOCTI KOMIT FOTEPHUX JAaHUX 1 CHCTEM:

- cT. 2. HeszakoHHUiT goctyn, TOOTO HABMHUCHUH JOCTYH 1O WIJ0T KOMI IOTEpHOI
cucteMu abo il gwacTHHU 0e3 mpaBa Ha IIe; TaKe MPABOIOPYIIEHHS OYylI0 BUMHEHE
HIIIXOM TIOPYIICHHS 3aXO0[iB O€3MeKH 3 METOI0 OTPHMAHHS KOMII'IOTEPHUX ITAaHHX
a00 3 IHIIOK HEIOOPOCOBICHOIO METO0, ab0 MO BIHOMICHHIO IO KOMII FOTEPHOT
CHUCTEMH, TIOETHAHOT 3 THIIIOI KOMIT FOTEPHOKO CUCTEMOIO;

-cr. 3. HeneranpHe mNepexolyieHHS — HaBMHCHE MEPEXOIUICHHS TEXHIYHUMH
3acobamu, Oe3 mpaBa Ha Iie, Iepeaad KOMI I0TePHUX JaHUX, SIKi He € MPU3HAYCHUMHU
IUTS Ty OJIIYHOTO KOPUCTYBAHHS, SIKi IPOBOASATHCS 3, Ha 00 BCepearHI KOMIT FOTEPHOL
CHCTEMH, BKIIOYAIOYH €JICKTPOMArHiTHI BUIPOMIHIOBAaHHS KOMII IOTEPHOI CHCTEMH,
sIKa MICTUTB B c001 Taki KOMIT'FOTEpHI JlaHi; Take PaBONOPYIIEHHS OyJI0 BUMHEHE 3

6 Kousenuist npo kibep3nounHHicTh : Konsenuis Pagu €Bponu Bin 23.11.2001 : cranoM Ha
7 Bepec. 2005 p. URL: https://zakon.rada.gov.ua/laws/show/994 575#Text (nara 3BepHEHHS:
15.02.2026).
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HETOOPOCOBICHOIO METOI0 a0 TO BIIHOIIEHHIO [0 KOMIT FOTEPHOI CHCTEMH,
MO€THAHOT 3 1HIIOK KOMII FOTEPHOIO CHCTEMOIO;

- CT. 4. BrpyuanHs y #aHi — HABMHCHE ITOIIKO/UKEHHS, 3HUIIEHHS, MOTipIIeHHS,
3MiHy a00 MPUXOBYBaHHS KOMIT FOTepHOI iHpopMalii 6e3 npapa Ha Iie;

-CT.5. BTpyuaHHs y cHCTeMy — HaBMHCHE CEpPHO3HE MEpEeIIKOHKAHHSI
(YHKLIOHYBaHHIO  KOMIT'IOTEPHOI CHCTEMH IIIIXOM  BBEICHHS, Iepenadi,
MOUIKO/PKEHHS, 3HUIIEHHS, IOTipIICHHS, 3aMiHi a00 MPUXOBYBAaHHSA KOMI IOTEPHUX
naHuX Oe3 mpaBa Ha Iie;

- CT. 6. 310BKMBaHHS IPUCTPOSIMU — HABMUCHE BUMHEHHS, O€3 IpaBa Ha Iie:

a. BUTOTOBJICHHS, NIPOAAXy, MPUAOAHHS IJIsI BUKOPUCTAHHS, PO3IIOBCIOKECHHS
a00 HaJaHHS I BUKOPHCTAHHS 1HITMM YHHOM:

i. IPUCTPOiB,  BKJIIOYAIOYM  KOMI'IOTEpHI ~ MPOrpamMu, CTBOPEHHX  abo
aJanTOBaHMWX, B IEPUIy 4Yepry, 3 METOI0 BUMHEHHS OYAb-SIKOTO 31 3JI0YHHIB,
HepepaxoBaHKX Y CTATTAX 2-5 BHUIIE;

ii. KOMIT'IOTEpHHUX HapOoiB, KOJIB AOCTYIy a00 MOAIOHUX AaHUX, 32 TOTIOMOTOIO
SKUX MOXHa 3100yTHM JOCTYyHn 10 yciel ab0 4YacTMHHM KOMII'IOTEPHOI CHCTEMHU
3 HaMipOM BHKOPHCTaHHS ii Ul BUMHEHHS OyIb-IKOTO 31 3JI0YHMHIB, MepepaxoBaHUX
y crarTax 2-5; Ta

b. BonOmIHHA THpenMeToM, HepepaxoBaHMM Y MiJIyHKTax a. 1 abo ii Buie,
3 HAMIpOM HOr0 BUKOPUCTaHHS JUIS BYHMHEHHS OyJIb-KOrO 31 3JIOYHMHIB,
IiepepaxoBaHuX y CTaTTAX 2—5;

3arosoBok 2. [IpaBonopyIieHHs, OB’ A3aHi 3 KOMII I0TEpaMH:

- ct. 7. IlimpoOka, moB’s3aHa 3 KOMIT FOTEpaMH, TOOTO HAaBMHCHE BUMHEHHS, 0e3
npaBa Ha Iie, BBEJICHHS, 3MiHH, 3HUIIEHHS a00 NPUXOBYBaHHs KOMIT' IOTEPHHX JaHUX,
SK€ TPU3BOIUTH 1O CTBOPEHHS HEAICHMX JaHHX 3 METOK TOro, mobG BOHHU
BBa)KaJMCh a00 BIAMOBITHO JO HUX MPOBOJIIIKCA O 3aKOHHI 1ii, SK 3 TIHCHUMH,
HE3aJIeXKHO BiJl TOT0, MOYKHA UM Hi TaKi JJaHI IPSIMO IIPOYUTATH 1 3pO3yMiTH;

-ct. 8. IllaxpaiicTBO, MOB’A3aHE 3 KOMII'FOTEPaMU — HABMUCHE BUHHEHHS,
0e3 mpaBa Ha I1e, Jii, 10 MPU3BOAATH 10 BTPATH MaifHa iHIIIOT 0COOU IIIIXOM:

a. OyAbp-sIKOTO BBEICHHS, 3MiHHM, 3HHUIICHHS YW MPUXOBYBAHHS KOMIT IOTEPHUX
JIaHHX,

b. Oyap-skoro BTpy4aHHS Yy (YHKIIOHYBaHHSI KOMII FOTEPHOI CHCTEMH,
3 [IaxpaiChKO ab0 HEYeCHOI MeTol HalyTTs, 6e3 mpaBa Ha Iie, CKOHOMIYHHX
nepesar s cebe 9u iHIIo1 ocoou;

3arosoBok 3. [IpaBonopyIieHHs, OB’ A3aHi 31 3MiCTOM:

-cr. 9. IlpaBomopyuieHHs, IIOB’S3aHI 3 JAWTAYOI0 MOpHOrpadiero, TOOTO
HAaBMHCHE BUMHEHHs, Oe3 TpaBa Ha Iie, HACTYITHHX Jii:

a. BUpOONeHHsT uTsuoi mopHorpadii 3 MeToro 11 PO3MOBCIO/DKCHHS 32
JIOTIOMOT'OI0 KOMIT IOTEPHUX CHCTEM;

b. mponoHyBaHHs a00 HaJaHHA AOCTYIY A0 AUTIYOI mopHOTpadii 32 JOMOMOTro0
KOMII IOTEPHUX CHCTEM;

C. PpO3NOBCIOLKEHHS abo mepermada auTs4oi ImopHOrpadii 3a JOHmOMOroro
KOMII'FOTEPHUX CHUCTEM;

d. 3m00yTTst muTsdoi mopHOrpadii 3a JOMOMOTOK KOMII'IOTEPHHX CHCTEM
JuIst ce0e YM 1HII0T 0co0H;
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€. BOJIOMIHHS OWTSAYOK0 TMOpHOTpadiero y KOMI'IOTEpHI cucteMi 4
Ha KOMII'I0TepHOMY Hocii iH(popManii;

3aronoBok 4. IlpaBomopymieHHs, MOB’A3aHi 3 IMOPYIICHHSM aBTOPCHKUX Ta
CYMDKHHX IIpaB:

- ct. 10. IIpaBomopymieHHs, MOB’s3aHi 3 MOPYILICHHSIM aBTOPCHKHUX Ta CYMDKHHX
npas, sike noinsrae: «1. Koxxna CtopoHa BXKHMBa€ Taki 3aKOHOJABYI Ta 1HII 3aXO0.H, SKi
MOXYTb OyTH HEOOXiZHMMH [UIi BCTAaHOBJICHHS KPHMiHAIBbHOI BiINOBiAaTbHOCTI
BIAIOBIHO 110 1i BHYTPINTHROTO 3aKOHOABCTBA 34 MOPYIICHHS aBTOPCHKIUX MPaB, SIK 1e
BU3HAYEHO 3aKOHOAABCTBOM Takoi CTOpOHHM BiANIOBIAHO 1O 1i 3000B’s3aHb 3a
IMapuspknm AxtoMm Bix 24 mumas 1971 p. mono beprcpkoi Konsenmii mpo 3axuct
JTepaTypHUX Ta XyJOOXKHIX TBOpPIB, YTONOIO IPO TOPTiBeNbHI AaCIEKTH IIpaB
iHTeneKTya pHoi BiacHocTi i Yrozoro BOIB npo aBTopchke npaBo, 3a BUHATKOM Oy/Ib-
SIKUX MOPaJIbHHX TIPaB, sIKi HaJAI0ThCsl TAKUMU KOHBEHILISIMY, Y BUMAIKY, KOJIU TaKi il
BYMHEHI CBIIOMO, Y KOMEPIIIHHUX PO3MipaXx 1 3a IOMOMOTOr0 KOMI IOTEPHUX CHCTEM.

2. Koxxaa CtopoHa B)KMBa€ Taki 3aKOHOZAABYI Ta 1HINI 3aXOIHM, SIKI MOXYTh OyTH
HEOoOXiTHUMH IJIsi BCTAHOBJICHHS KPHMIHAIBHOI BiMOBINATBHOCTI BIiMIIOBIOHO 1O ii
BHYTpIIIHHOTO 3aKOHOAABCTBA 3a MOPYIICHHS CYMDKHHX IIpaB, SIK II€ BH3HAYECHO
3aKOHOMABCTBOM Takoi CTOpPOHHM BIANOBIAHO 10 1i 3000B’s3aHb 3a MIDKHApOIHOIO
KoHBeHIi€0 PO 3aXHUCT BUKOHABIIB, BUPOOHHKIB ()OHOTPaM 1 opraHizamiii MOBICHHS
(PuMchbka KOHBEHILsI), YTOJOIO MpO TOPTiBeNIbHI AacCIeKTH IpaB IHTEJIEKTyalbHOL
BiacHocTi i Yrogoro BOIB npo BukoHaHHs i GoHOrpamu, 3a BUHATKOM OYAb-SKHX
MOpaNbHHUX TpaB, SKi HagalOThcs TakuMH KOHBEHLISIMH, y BHIAAKY, KOMW Taki Aii
BUMHEH] CBiOMO, Y KOMEPIIiiHIX PO3Mipax i 3a JOMOMOTOFO KOMIT IOTEPHIX CHCTEM» .

OxpiMm Toro, y 3aromoBky 5. JlogaTkoBa BiINMOBIZaNbHICT 1 CaHKIIL
nepeadadeHo:

-cr. 11. Cnpoba i momomora abo cIiBy4acTs, TOOTO HaBMHCHY JONOMOTY YU
CHIBYYacTh y BUMHEHHI Oy/Ib-5IKOTO 31 3JI0YMHIB, IIEPEPaXOBaHUX y CTATTAX 2-10 miel
KoHBeHI1i1, 3 METOI0 BUMHEHHS TaKOTO 3JI0YMHY; HABMHCHY CIpOOY BUMHUTH Oyab-
SIKUH 31 3I0YMHIB, IepepaxoBaHuX y crarTsx 3-5, 7, 8, 9.1.a ta 9.1.c uiei KonBeHuii;

- ¢1. 12. KopriopaTiuBHa BiANOBIAaIBHICTh, TOOTO IOPHAMYHA 0COOA MOTJIa HECTH
BiJIIOBIaBHICTh 32 KPUMiHAJIbHE MPABOMOPYLICHHS, BCTAHOBIICHE BiIIOBIAHO 10
uiei KonBenmii, sike Oyno BunHEHe Ha ii KOPUCTH OyAb-sAKOI0 (hi3MUHOI0 0C000I0, 5K
IHAMBITyaJIbHO, TaK 1 B IKOCTI YaCTUHH OPTaHy TaKol FOPHINIHOI OCOOH.

Oxpim TOrO, Taka ¢izmuHa ocoba Mae 3alMaTH KepiBHY Iocagy B paMKax
OPUIMYHOT OCOOH, B CHITY:

a. IOBHOB&XXEHb MPEJICTABIIATH LI0 OPHINYHY 0C00y;

b. HOBHOBaXkeHb MPUIMATH PILlIEHHS BiJ] iMeHI Li€T IOPUANIHOT 0cOo0H;

C. MOBHOBXXCHbB 3iHCHIOBATH KOHTPOJIb B PaMKax L€l FOPHIMIHOT oco6u®,

- cT. 13. Cankuii i 3aX01u — 3BEpHYTa yBara Ha [1Ba aceKTH:

[lo-nepmre, KpuMiHaJIBHI MPABOMOPYLICHHS, BCTAHOBICHI BIiAMOBIZHO [0
crateif 2-11, xapamucsi eQEKTHBHHMH, IPONOPUIHHUMH 1 IEpPEeKOHINBHMHU
CaHKI[ISIMH, BKIIFOUAIOUHX [1030aBJICHHS BOJII;

" Kongenis npo kiGep3nounnnicTs : Konsenmis Pagu €sporm six 23.11.2001 : cTanom
Ha 7 Bepec. 2005 p. URL: https://zakon.rada.gov.ua/laws/show/994_575#Text (nata 3BepHeHHS:
15.02.2026).

& Tam camo.
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[o-mpyre, ropunuuHi 0coOH, SIKi HECYTh BiAMOBIOaIBHICT BIAIOBIIHO IO CTATTi
12, xapamucsi e(peKTUBHUMH, IPONOPIIHHIMY 1 NEPEeKOHIMBUMH KPHMiHATEHIMHI
a00 HEeKpUMIiHAIFHUMHU CaHKI[ISIMU 200 3aX0JaMH, BKJIFOUAIOYH TPOIIOBI CaHKIIII.

Takum YMHOM, MOKHA Biq3HA4YHTH, 0 Y YactuHi 1. MatepiaibHe KpUMiHaIbHE
npaBo KoHBeHIii BU3HAUEHO IisIHHS, 32 MOBHHHA HACTAaBaTH KPHMiHAJbHA BiMOBi-
JanpHicTh. OKpiM TOro, BU3HAYEHO OCOOJIHMBOCTI KPHUMIHAJIBHOI BiAMOBINAIBHOCTL
y cIiBy4acTi 3a Taki MiSHHA, OKapaHHs A1 (Qi3UYHUX Ta I0puAnIHuX ocib. Takox
MH TIOTOJDKYEMOCS 3 THM, 1110 PiBEHb MOXIIMBOCTEH, SIKi OTPUMYIOTB 3I0BMUCHHKH, #
TEHJCHIIA 10 30UTBIIEHHS KUTBKOCTI 3JI0YMHIB y cdepi KoM 10TepHHuX iH(opMma-
IIHIX TEXHOJIOTIH CTAaHOBIIATH 3arpo3y HE JIMIIE NEMOKPAaTHYHUM HMEpPETBOPEHHSIM
Ta PO3BUTKY iH(pOpMamiiiHOro cycmiiecTBa B YKpaiHi, a i HalioHAIBHIN Oe3meri
3aranom’.

2. KiGep3104yMHN: MOHATTA Ta BUAM KPUMiHAJLHHUX NPaBONOpPYLIEeHb

AHanizyroun MoNoKeHHs KpHMiHaIbHOTO KOIeKcy YKpaiHHM 3ayBajKHMO, IO
MOHATTA  «KiOep3TOUMHM», «KIOEP3TOUYMHHICTEY, «KOMII'IOTEPHI KpUMIiHANbHI
MPaBOMOPYLICHHN» a00 «KpUMiHANbHI MPaBONMOpPYUIEHHS y cdepi iHpopmamiiHIX
TEXHOJIOT1i» He BperynpoBaHO. OKpiM Toro, mi AediHimil He 3HAWIUTH 0HO3HAYHOTO
dopMmynroBaHHS ¥ y MpamsgX BUYCHHX, AKI TaKOX IPOIOHYIOThCA pi3HI KpuTepii
kiacuikamii TAKNX KPUMIHATIBHO IIPOTHIPABHUX [ISTHB.

Tak, Hanpukiaza, miJ KiOSp3JIOYMHHICTIO INPONOHYETHCS PO3YMITH CYKYIHICTH
IPaBOIOPYILIEHb, CKOEHUX Y «KiOEPHIpPOCTOpi» 3a JAOMOMOr0I0 KOMIT FOTEPHUX CHCTEM
ab0 KOMIT'IOTepHHX MepeX, a TAaKOXK IHIIMX 3aco0iB AoCTymy a0 Kibepmpocropy,
B paMKax KOMIT IOTEPHHX CHCTEM a00 Mepex, a TaKOK IMPOTH KOMIT IOTEPHUX CHUCTEM,
KOMIT FOTEPHUX MEPEK Ta KOMIT IOTEPHHUX narnx'®. Hatomicts iHuwi BueHi CTBEPIUKYE,
10 KiOep3JOYMHHICTh — 1€ CYKYITHICTh 3JIOYHHIB, III0 BYHHSIOTHECS y BipTyalTbHOMY
HPOCTOPi 32 JOHOMOTOK KOMIT'FOTEPHHX CHCTEM ab0 4epe3 BUKOPHUCTAHHS KOMII O-
TEpHUX MEpPEeX Ta IHIIMX 3aco0iB JOCTYIy JO BipTyaJdbHOTO IPOCTOpPY, B MeXkax
KOMIT FOTEPHHIX MEPEeX, a TAKOXX IPOTH KOMIT FOTEPHHUX CHCTEM, KOMIT IOTEPHUX MEpekK
1 KOMIT'FOTePHHX JaHUX 1 1. 1. BacunbKoBChKHiA Bi/I3HaUae, 110 KiOEP3I0UMHHICTE (a00
«3JI0YHMH 3 BUKOPUCTAHHSAM KOMIT FOTEPHHUX TEXHOJIOTiH») — 116 eKOHOMIYHHI 3II0YHH,
CKOEHUH 3 BUKOPHCTaHHSAM OOUYHCIIOBANBHOI TEXHIKH Ta Mepexi [HrepHer. [Ipuknaan
KiOEp3JIOYMHHOCTI MOXYTh OYTH DI3SHUMH: DPO3IOBCIO/KEHHS BIpyCiB, HE3aKOHHE
BUBaHTaXEHHA iHpopMarii, (QimmHr 1 QapMiHr, a TaKoX pPO3KpagaHHSI OCOOHCTOI
iHpopMamil (HampUKIAN, PEKBI3WUTIB OaHKIBCHKUX paxyHKiB). Jlo 1€l kareropii
BiJTHOCSITh TUTbKH Ti €KOHOMIUHI 3JIOYHHH, B SIKHX OCHOBHHUM (a HE JOMOMDKHUM a0o

® DulepaV.P. Criminological characteristics of cybercrime. Juridical scientific and
electronic journal. 2021. No. 11. P. 592-595. DOI: https://doi.org/10.32782/2524-0374/2021-
11/147 (date of access: 17.02.2026).

0 shak R. Concepts and Types of Cyber Offenses in Criminal Law. Visnik Nacional nogo
universitetu «Lvivska politehnika». Seria: Uridicni nauki. 2024. Vol. 11, no. 44. P. 325-335.
DOI: https://doi.org/10.23939/law2024.44.325 (date of access: 14.02.2026).

! Tomina B.B., Tonoekin B.M. Kpuminonoris: 3aramsaa ta OcoGIIMBa YaCTHHH: HABY.
nocioH. Xapkis : [IpaBo, 2014. 284 c.
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CYIyTHIM) IHCTPYMEHTOM CKOEHHS 3JI0YMHY € KOMIT I0Tep, [HTepHeT abo eneKTpoHHi
Hocii iHpopmMamii Ta mpucTpoi .

Came Tomy MokHa moroxutucs i3 C. B. Kop3syH, sika Bij3Hauae, IO MOHATTS
«KiOEp3JIOYMHHICTE» Mae 0araToOBEKTOpPHE pPO3yMIHHsS, IO OOYMOBIEHO HOro
MOIIUPEHICTIO B Pi3HUX cdepax CYCHIIBHUX BiTHOCHH (E€KOHOMiYHa CHCTeMa,
MOJITUYHA CHCTEMa, MDKHApOJAHI BIIHOCHHH, CoOILliajbHa cdepa), pi3HOMaHITHUMHU
HacliIKaMu (€KOHOMIiYHi, COLianbHi, JIOACHKI XEPTBH, NMCHXOJOTIYHI Ta iHII) Ta
BIUTMBOM Ha HaIllioHaNbHY Oesmnexy (iHdopmamiliHy, 6e3neKy Aep:KaBHOTO KOPIOHY,
TOTTITHYHY, eKOHOMIUHY, CHEPreTHUHY, TPOIOBOIBIY Ta {Huri)™.

Mo >k HOpMAaTUBHOTO BH3HAUCHHS, TO, 30KpeMa, Y 3aKoHI YKpaiHU BiJ 5 )KOBTHS
2017 p. Ne 2163-VIII «IIpo ocHOBHI 3acany 3abe3nedeHHs KidepOe3nekn YKpaiHm»
BiZI3HAUCHO, il KiOep3I0YMHOM (KOMII'IOTEPHUM 3J0YMHOM) CIIJl pPO3yMiTH
CYCHiJbHO HeOe3leuyHe BHHHE JisHHA Yy Kibepnpocropi Ta/abo 3  Horo
BUKOPHUCTAHHAM, BIJINOBIZAJBHICTh 3a fKe ImependadueHa 3aKOHOM YKpaiHH Ipo
KpPUMIHANbHY BiANOBIJANbHICTE Ta/ab0 sKe BHU3HAHO 3JI0YMHOM MDKHAPOIHHMH
moroBopamu Yipaimu ™. Taxuii miIxin 3aKOHOZABIS CBiTYUTH TPO BHKOPHCTAHHS
TEPMIHIB «KiOEP3IIOUYMHM» Ta «KOMIT'IOTEpHI 3JOYMHW» SIK CHHOHIMIB. Ale, 5K
BBakae O. I. JleHbKOBHY, HENONIKOM BKA3aHOTO 3aKOHOJABUOTO BH3HAUCHHS
KiOep3JI0YMHHOCTI (TaK caMo SIK 1 BU3HAYCHHS 3JI0YMHHOCT] B MEXaX CTaTHCTHYHOTO
migxony) € Te, mo BoHO BimoOpaxae HE cyTHicTh Ta 3MicT moHATTS (TOOTO
CYKYIHICTb HOr0o iCTOTHHMX, HEOOXiIHMX 1 JOCTAaTHIX O3HaK), a ioro obcsar (ToOTO
BKazye Ha O0’€KTH, K 3a METOJOJOTIYHUMH MiAXOAaMH JOKTPHUHAIBHI
KPUMIHOJIOTIYHI BH3HAUCHHS KiOEP3IIOYMHHOCTI BHXOAATH 3 TOrO, IO IeH BHI
37I0YMHHOCTI € CYKYIHICTIO KPUMIHAIBHUX IPaBONOPYIIEHb, IX apUPMETHIHOIO
CyMOK0. Pi3HATECS BOHH y TOMY, 5IKi caMe KpHMiHaJIbHI IPaBOMOPYIIEHHS MOTPiOHO
BKJIIOYaTH B OOCSI IBOrO MOHATTS, TOOTO SKMMH O3HAKAMH XapaKTepH3yeThCS
KiOep3/ouYnH SK OJMHUYHMI €JIEeMEHT BKa3aHOI CyMH, YMM BIiH BiAPI3HSETHCS Bil
iHIIEX BUIB KPHMiHATBHUX IIPABONOPYLICHD —.

M. 0. SuMmmH BHOKPEMIIOE TakKi KpHTepil, sKi JJ03BOJISIIOTH BYECHOMY
y3araJbHUTH OCHOBHI KBati(ikaliiiHi 03HaKH KiOEpHETHYHHX 3JI0UHHIB SIK OCHOBH 1X
Knacugikarmii:

2 Bacunbkoscpkuit 1. I TTOHATTS «KiGep3TOYMHHICTE) Ta «KiGep3lTOdYMHEM»: CTAaH Ta
CHIBBIJHOWICHHS. MidICHAPOOHUL  IOPUOUYHUL  GICHUK: AKMYAIbHI NpOOAeMU  CYYACHOCHI
(meo#i;z ma npaxmuxka). 2018. Bum. 1-2 (10-11). C. 276-28.

% Kopsyn C. B. TlousTiitHo-KaTeropiaibHmii anapar JepaBHOI KpUMiHATbHO-TIPABOBOT
NOJIITUKH TIPOTHAIT KiGep3nounHam. Exonomika, ynpaeninnus ma aominicmpyeanns. 2025.
Ne 1(111).  C.131-145.  DOI: https://doi.org/10.26642/ema-2025-1(111)-131-145  (nmara
3BepHeHHs: 17.02.2026).

¥ Tpo ocmoBHi 3acamu 3abesmeuenns kibepOesmexn Ykpainn : 3akoH YkpaiHu Bif
05.10.2017 Ne 2163-VIII: cramom Ha 19 xoBr. 2025 p. URL: https://zakon.rada.gov.ua/
laws/show/2163-19#Text (nara 3epuenns: 17.02.2026).

5 KiGepsnoumnnHicTh Ta enexTpoHHi gokasu = Cybercrime and digital evidence : HaBu.
noci6uuk / [b. M. T'onoskin, O. 1. JlenskoBuy, B. B. Jlymuk, [I. M. Llexan] ; 3a pex. xaHz.
opua. Hayk, noi. Oneru JleHpkoBu4, 1-p npasa, npod. [abpiene lImensuep. EnxexkrpoH. Bua.
JIeBiB : JIHY im. IBana ®panka, 2022. 298 c¢. URL: https://law.Inu.edu.ua/wp-
content/uploads/2023/08/Cybercrime-and-Digital-Evidence.pdf (nara 3sepuensst: 17.02.2026).
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1. Kibep3nounnu, mo BUHUKIN B pe3yibTaTi cTBopeHHs i mommpenHs IKT, ta
3aBIAIOTh ~ IOKOJY  ydYacHHKaM  KiOeprmpocTopy — IUIIXOM  ITOPYIICHHS
KoH(pineHIiHHOCTI, 1imicHocTi Ta goctynHocti IKT. Jlo mporo BUIy 3IOYMHHHX
ISIHB BIZTHOCSITHCS:: HE3aKOHHHUIT JIOCTYI; HENeralibHe MEepeXOIUICHHS; BTPYyYaHHS B
JIaHi; BTpy4YaHHs B CUCTEMY; 3JIOBXMBAHHS IPUCTPOSIMHL.

2. Tpaguuiiini 3mounHH, BuMHEeHi 3 BukopuctanHsaMm IKT: tepopusm; mizpooka;
MmIaXpaicTBO; MEpecligyBaHHA, BHUMAaraHHs, IOPYIICHHS MpaBa IHTEIEKTyalbHOI
BJIACHOCTI Ta iH.

3. KibGep3nounmHu, 1m0 TOB’s3aHi 31 CTBOPEHHSAM Ta PO3MOBCIOIKCHHSAM
HENleTaIBHOT0 KOHTEHTY 3a noromororo IKT. Jlo miei rpymu 3704YMHHHX disHb
BiTHOCHMMO Oynb-siki Im(poBi omepanii i3 3a0opoHeHOI0 iH(OpMaIli€o, SKy
CTAHOBHTB UTAYA TOpHOTPadis, pACHCTCHKHIA Ta KceHODOOHMIA MaTepian Tomo™®,

Ane A. B. Bopouk ta I. M. KonotyH BBaXaroTh, II0 OCHOBHOIO CYTHiCHOIO
O3HAKOI0 KiOEp3JIOouMHy € Te, W0 Ie iSHHA, caMa MOXIIMBICTb BUMHEHHS SKOTO
BUIUIMBAE 3 OCOOJHMBUX MOXIIMBOCTEH iH(OpMalifHO-TeIEKOMYHIKAifHUX TEeXHO-
JIOTiH, SIKi BHKOPHCTOBYIOTHCS sl 3aBIAHHS IIKOIH CyCITUIHHIM BiHOCHHAM' .

Taki pi3HI MHOXOAW IIOAO BHU3HAYCHHS O3HAK KiOEP3JIOYMHIB JO3BOJISIOTH
BII3HAYNTH, IO O OCHOBHMMHM iX BJIACTHBOCTSAMHM, HA HaIly TyMKY, € BYMHCHHS
IisHHS Yy KiGepmpoctopi abo i3 3acTOCYBaHHSM  1H(OpPMALiHHO-KOMYHIKAI[IHHIX
TEXHOJIOTiH; BUKOPUCTAaHHS cHelM(IYHUX cHoco0iB peainizauil KPUMIiHAJIBHO NPOTH-
IPaBHOTO HaMipy (HECAHKIIOHOBAaHOTO JOCTYIy, BTpy4YaHHS B pOOOTY CHCTEM,
LIKiJJIBE TporpaMHe 3a0e3NeyeHHs, MaHiIyIIOBaHHs TaHUMH, COLiaJIbHA 1H)KEeHepis);
CHIPsIMOBaHICTh MOCATaHHA Ha iHpopMamito, IH(PpPOBI pecypcu Ta iHPPACTPYKTYpy;
AQHOHIMHICTh 200 TICEBIOAHOHIMHICTh Cy0’€KTa; TpaHCHALIOHAJIHHUH OpraHi30BaHHH
XapakTep TaKWX KPUMIHAIPHUX IIPABOIOPYIIECHb; BHCOKHH pIBEHb JIATEHTHOCTI Ta
CKJIQ/IHICTB iX BUSBJICHHS 1 JOKa3yBaHHS Y KPUMiHAJIBHOMY TPOBAKEHHI.

OxkpiM TOrO, 3BEPHEMO yBary i Ha Te, II0 B OCHOBY Kiacudikailii KiGe3I0uHHIB
BYEHI IPOIOHYIOTH Di3HI KPHTEpil, BPaXxOBYIOUH, y TOMY YHCIi, W IOJOXCHHS
MIDKHapOJHOTO KpuMiHanpHOro mnpasa. Tak, Hampukman, /. 1O. [Ipmxkakosa,
O. O.Topimmniit Ta M. M.TapaHeHKO JOCTIKYIOYM TNHUTaHHSA e(GEKTUBHOCTI
MPaBOBHX MEXaHi3MiB 3amo0iraHHs KiOep3IoYnHHOCTI B YKpaiHi Big3HA4YaroTh, L0
BIJMOBIIHO 10 MDKHApOOHHMX MiIXOAIB KiOEP3JTOYMHM MOIUIAIOTBCS Ha KUIbKa
OCHOBHHX KaTeropii:

- 3J0YMHM TIPOTH KOMIT'IOTEPHHX CHCTeM (HANpUKIaA, HECAHKIIOHOBAHWI

- 3JI0YMHH 3 BHKOPHCTaHHSIM iH(QOpPMALIHUX TEXHOJOTi (ImaxpaiicTso,
PO3MOBCIO/DKEHHSI  IIKIAJIMBOIO  HPOrPaMHOro  3a0e3MeueHHs,  BUKPaJCHHS
nepcoHanpHoi iHpopmalii);

8 Spumn M. 0. Kpumisanisanis kiGep3noduHiB y MiXKHAPOJHOMY MpaBi: MOPiBHANBHHI
ananiz. @opym npasa. 2018. T.53, Ne5. C.92-99. DOI: https://doi.org/10.5281/zenodo.
2009191 (nata 3BepHenns: 14.02.2026).

bopoBuk A. B. Kibep3nounan B YkpaiHi (KpUMiHAIbHO-IIPABOBO XapaKTEPHCTUKA) :
HaBu. noci6. Jlyuek : Bonunsllonirpad, 2019. 304 c.
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- 3J0YMHH, TIOB’A3aHI 3 KOHTEHTOM (KiOepTepopH3M, pPO3MOBCIOMKEHHS
HE3aKOHHOI iHQopMarii, 30kpemMa IpoIaraHiayd HAacWJIbCTBA ab0 IUTSIYOI MOPHO-
rpadii)™.

Harowmicts B. I'. Kynzeyc npornoHye knacuikyBaTy 3a TAKUMH BHIAMH 32JIS)KHO
BiZl 00’ €KTy NOCATaHHs KiOep37I0uMHH (KOMIT IOTEpPHI 3JI04HHH):

1) 3mounHu, BumHeHi y KibepmpocTtopi Ta/abo 3 HOro BHKOPHUCTaHHSIM,
BIJMOBiAANbHICTG 3a fAKi mepenbadeHa pisHuMH po3aimamu KK VYkpainm. Taki
3JI0YMHU TIOCSTAIOTh Ha Pi3HI 00’€KTH KPUMIHAJIBHO-TIPABOBOI OXOPOHH: OCHOBH
HaIllOHAJBHOI Oe3MeKH, TPOMaAChKy Oe3IeKy, BITHOCHHH Y cepi OXOpOHU TpaBa Ha
00’€KTH 1HTENEKTYaIbHOI BIIACHOCTI, BIACHICTh, TOCIOJAPChKI BiTHOCHHH, MIpaBa Ta
cBoOou Tomo. O3HAKOIO BiTHECEHHS IIUX 3JI0YMHIB J10 KiOEP3IOYHHIB € Te, III0 BOHU
BUMHSIOTHCS 3 BHKOPHUCTAHHSM CydyacHHMX iH(pOpMamifHHX TEXHOJOTriH i 3acobiB
KOMIT'IOTepHOI TexHikM. Hampukian: BHKpaZeHHs PEKBI3UTIB IUIATDKHUX KapTOK
(¢imuHr, BIIMHT, DIMMMIHT, CKHUMIHI); HE3aKOHHI ()iHAHCOBi omeparii 3 BHKO-
PUCTaHHAM IUIATDKHUX KapToK abo iX pexBi3uTiB, sKki He iHiliiioBaHi abo He
MiATBEpKeHI 11 BIACHUKOM (Kap[iHT); 3aBOJIONIHHA KOIITaMH dYepe3 (IKTHBHI
IHTepHeT-Mara3unn, IHTEepHET-ayKIiOHW, CaiiTH Ta iHMII 3acO0HM TENIEKOMYHiKaiii
(oHnalH-maxpaiicTBO); MOPYIICHHS aBTOPCHKOTO IpaBa i CYMDKHHX IIPaB IUIIXOM
HE3aKOHHOT'O PO3IOBCIO/DKEHHS IIPOTPaMHUX MPOIYKTIB Yepe3 KOMIT IOTepHI Mepexi
(mipaTcTBO) TOLLIO.

2) 3mouvHM y cdepi BHKOPHUCTAHHS E€IEKTPOHHO-OOUYHMCITIOBAIBHUX MAIIUH
(KoMIT’1OTEpiB), CHCTEM Ta KOMII IOTEpPHHUX MEpexk, o nepeadadyeni Pozmizom XVI
KK VYkpaiau. O3HaKo0 BiTHECEHHS IIMX 3JI0YMHIB IO KOMIT IOTEPHUX € T€, 10 BOHU
MOCATAIOTh Ha BIJHOCHHH, IO BHUHHUKAIOTH y c(epi BUKOPHUCTAHHSA EIEKTPOHHO-
00YHCITIOBATBHUX MAIIUH (KOMIT FOTEPIB), CHCTEM Ta KOMI FOTEPHUX MEPEK 1 Mepex
eneKTpo3B’ 13Ky >,

AJle € JOCHIHWKH, sKi HE BHOKPEMJIIOIOUM KpHTepiiB (MiACTaB) I KiacH-
¢ikanii kibep3I04YnHIB, MPOCTO HAJAIOTH iX meperik. Tak, Hanpukiax, H. B. CaBuyk
HaBOJUTh PEITHHI HAHOLIBII CYTTEBUX KiOEP3IOUMHIB!

- (hanbLIMBI paXyHKH Ha OIUIATy i3 [HTepHeT-Marazuny (ImigpoOiaeHi paxyHKH, sKi
PO3CUITAIOTHCA EIEKTPOHHOIO MOMITO0, MICTATh OCHIAHHS Ha IIKIUTUBI IIPOTpaMn);

- (hanpmIMBI MOBIOMIIEHHS TIPO TOCTABKY TOBapy (37I0YMHII YaCcTO BUAAIOTH cede
32 TOMYJSIpHI TOMITOBI CIIy>)KOM Ta PO3CWIAIOTH JIMCTH, SKi MiJl TPUKPHTTIM
MOBiJOMJICHHS MICTATh BipyCH);

- (GIIIMHT — 3aBOJIOJIHHS IUIATDKHUMH OCOOMCTHMH JaHHMH KOPHCTYBadiB
IIIIXOM OOMaHy Ha IIaxpalChbKe IX BHKOPHCTAHHS, IO MOB’SI3aHO i3 €IeKTPOHHOIO
KOMEPIIi€I0;

8 Npmxaxosa [I. FO., Topimmiit O. O., Tapanenxo M. M. Ouinka eeKTHBHOCT] IIPaBOBUX
MexaHi3MiB 3amobiranus kibepsmounnHocTi B Ykpaini. 2025. URL: https://doi.org/10.5281/
zen0do.15074665 (nata 3BepHenns: 14.02.2026).

¥ Kynneyc, B. T. TlonsTTs Ta BUuM Kibepsnounuis. Jepocasa i 3nouunnicmp. Hosi eurnuxu
6 enoxy nocmmooepny: 30. T€3 JOI. HAayK.-IPAKT. KOH(Q., MPUCBAY. MaM’ATi Bille-TIpe3uACHTa
Kpuminomnoriunoi acomiamii Ykpainu, mpodecopa O.M. Jlutaka (M. Xapkis, 23 ksit. 2020 p.) /
MBC VYkpainn, XapkiB. Hall. YH-T BHYTp. crpaB ; Kpuminoin. acon. Ykpainu. Xapkis : XHYBC,
2019. C. 44-45.
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- KpaJiXKKa OCOOMCTHX JaHHX uepe3 (anplinBe aHKETyBaHHS (KOPHUCTYBadi, SIKi
JMIOOJIATE 3allOBHIOBATH DI3HOTO pOAY AaHKETH B OOMIH Ha pi3HI IIOJapyHKH,
HOTPAIUIIOTH 0 TPYIH PU3HKY);

- KOMIPOMEHTYBaHHs TIONYJSIPHUX BeO-calTiB (KiOEp3/OYMHILI AaTaKyloTh Ti
caiiTH, sIKi Bi/IBifye HailOiIbIIa KINBKICTh KOPUCTYBAYiB);

- BIAIpaBIICHHS Pe3yJIbTATIB MOUTYKOBHX 3aIUTIB (KOPUCTYBauaM PO3CHIAIOTHCS
MOCWJIaHHA Ha BeO-caiiTh Mpu BUKOPHUCTAHHI SIKMX KOMII'IOTEpP OTPUMYE Bipyc, L0
MIPU3BOIUTH 3HAYHUX 30UTKIB);

- BIpyCHa pexiiama;

- HeOe3NeuHi NPUBITaNIbHI JINCTIBKH;

- miApoOIIeHi caiith OiaromiiHuX QOHIIB;

- maxpaificTBO Ha po3mpofaxy (BiABIZABIIM CAWT KOPUCTYBadi, KIIKHYLIBH IO
GaHepHill pekyiami JenIeBoro MoOIIBHOTO TeNe(OHy, CTaIOTh KEPTBAMH ITPOTPaMu —
TPOSHCHKUH KiHb) 0,

V nmocnmimkenni «Cyber crime: A review of the evidence» Dr. Mike McGuire
(University of Surrey) rta Samantha Dowling (Home Office Science)
BHOKPEMIIIOIOTb!

- Kibep3anexxHi 3709MHM — Iie NPABOIOPYIIEHHS, SKI MOXYTh OyTH BYHMHEHI
JIMIIE 332 TOHMOMOTOI0 KOMIT' IOTepa, KOMIT' IOTepHUX Mepex ado inmoi dopmu IKT.
L1i nistHHS. BKITIOYAIOTH TOIIMPEHHS BipyCiB Ta iHIIOTO MLIKiJUIMBOTO IMPOTPaMHOTO
3a0e3MeyueH s, XaKepCTBO Ta PO3IOJIICH] aTaKy THIY «BiZIMOBa B 0OCIyrOBYBaHHI»
(DDoS), T0o0TO0 mepeBaHTaXeHHA IHTEpHET-cepBepiB Uil BHUBEACHHSA 3 JIady
MepexeBoi iH(pacTpykTypu abo Beb-caiitiB. Kibep3anexxHi 3704YMHH — 1€, HEpII
3a BCe, MiSHHSA, CIOPSAMOBaHI MPOTH KOMII'IOTEpiB ab0 MepekeBUX pecypciB, xoda
aTaKy MOXYTh MaTH ¥ BTOPUHHI HACII KM, TaKi K IIaxpailcTBo.

- KiGep3nounan — 1e TpamuMmiiHi 37I0YMHM, MacmTad ab0 OXOIUICHHS SKUX
30UTBIIYIOTECST  3aBASKH BHKOPHCTAHHIO KOMITFOTEpIB, KOMIT'IOTEPHHX MeEpex
abo inmmx IKT. Ha BigMiHy Bixm KiOep3aJie)kHMX 3JIOYMHIB, IX BCE INE MOXKHA
BunHsATH 0e3 Bukopuctants IKT. Takumu Tunamu KiOep3inouuHiB €:

maxpaicTBo (BKIIOYAI0UH MaCOBUIT MAPKETHHT, (iIMHIOBI €JIEKTPOHHI JINCTH Ta
1HIII BUW IaxpaiicTBa; MaxpaiCTBO B OHJIaH-0aHKIHTY Ta eNEeKTPOHHIN KoMep1ii);

Kpaabkka (BKIIOUAIOUM KPamiKKy OCOOMCTOl iHpopMalii Ta JaHUX, OB’ I3aHUX
13 iIeHTH]IKALIETO);

CEKCyalbHI 3JIOYMHHM TPOTH NiTeH (BKIIOYAOYM TPYMIHT 1 CTBOpEHHsS Ta/abo
POBIIOBCIOIKEHHS! CeKCYaNBHHX 300paKeHs) 2.

OTXe, TPOBEJCHUII HaMHU aHali3 MO0 MOHATTS «KiOEP3JIOUUHIBY Ta BUJIIB
KPUMIHAJIBHUX TPaBONOPYIIEHb, IO3BOJSIOTH 3pPOOMTH BHCHOBOK, IO MOHSTTS
«Ki0epIpaBoOMOPYLICHH» BiJOOpaXkae LIMPOKHN CIEKTP CYCHiIbHO HebGe3MmeuHux
IiSTHb, 110 3MIHCHIOIOTHCS B KiOEPIPOCTOPI 3a JOMOMOTOI0 KOMIT IOTEPHHUX CUCTEM Ta
Mepexx. CydacHe po3yMiHHS KiOEp3IIOYMHHOCTI CTaHOBHUTH HE JHIIE TPaaWIiiHI

2 Capuyk H.B. KiGepsnoumnnicte:  3micr Ta  Meromum  GopotsGum.  URL:
http://tppe.econom.univ.kiev.ua/data/2009_19/zb19_48.pdf (nata 3Beprenns: 18.02.2026).

2 Dr. Mike McGuire, Samantha Dowling. Cyber crime: A review of the evidence / Summary
of key findings and implications. Home Office Research Report 75. October 2013. URL:
https://assets.publishing.service.gov.uk/media/5a74fc06e5274a59fa716800/horr75-summary.pdf
(nara 3BepHenHst: 18.02.2026).
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MPaBOMOPYLICHHS, aalTOBaHi A0 HU(PPOBOTO CEPEIOBUILA, e i 37IOYMHHI i, SKi
CTaIM MOXJIMBUMH 3aBASKH HOBITHIM TexHojorisM. L{i mpaBomopymieHHS MaroTh
pI3HOMaHITHHH XapakTep 1 OO’€KT BIUIMBY, OXOIUIIOIOYHM BiJ MOpYyIIEHb
iHopMariiiHoi 6e3nexu o maxpaiicTB Ta kibepaTak. HaykoBii Ta mpaBo3axuCHUKH
BXKMBAIOTh Pi3HI TEPMiHH IJIsI ONUCY LUX MPABOIOPYLICHb, 30KpeMa «KOMIT IOTEpHi
MPaBOMOPYLICHH», «KIOEPIPAaBOMOPYLICHHN» Ta iHINI, KOXKEH 3 SKUX MAa€ CBOIO
cnenn¢iky Ta 3HAYCHHS 3aJEXKHO BiJ] KOHTEKCTY. BiAMIHHOCTI y TpaKTyBaHHI IHX
MOHATh HETAaTHBHO BIUIMBAIOTh HA 3aKOHOJABYI Ta MPAKTHYHI aCIeKTH HPOTHAil
KiGepIpaBonopyIeHHsM 22,

OxpiM TOro, Ha IICTaBi IPOBEAEHOTO AaHANI3y ICHYIOUMX IIJXOMIB IIOIO
nedininii «kiGep3I0UNHIBY, IPOIIOHYEMO Mix KiOep3TIOUMHAMH PO3YyMITH CYCILIEHO
HeOe3meuHi  MisHHS, M0 BYHMHAIOTECA y IHGPOBOMY cepeloBuit abo 3
BUKOPUCTAHHSAM iH(QOpMaLiilHO-KOMYHIKallifHUX MepeX, XMapHUX CEepBiCiB UM
IHIIUX  €JEeMEHTIB  KidepmpocTopy, Ta  COPSAMOBaHMX Ha  HOPYIIEHHA
KOH(]iIeHIIHHOCTI, HimicHOCTI abo mocTymHOCTI iHpoOpMalii, THuppPoBUX pecypciB i
TEXHOJIOTIYHOI iHPPACTPyKTYpH, a TaKOX Ha 3aBIaHHS MalHOBOI YW HEMaitHOBOL
mKoAW (PI3MYHUM 1 FOPUIUYHUM OCO0aM, CYCHUTBCTBI abo nepikaBi. Y CydacHHX
nposiBax ~ KiOEp3JIOYMHHOCTI  XapaKTepH3yeThCsl  aKTHBHUM — BHKOPHCTAHHSIM
ABTOMATH30BaHHX aTak, IITYYHOTO IHTENIEKTY, TEXHOJOTIH comialbHOI iHKeHepil,
KPUNTOBAIIOTH, yPa3IMBOIO HPOrPaMHOTO  3a0e3MEYeHHs, 10  3YMOBIIOE
TpaHchOpMaIlilo SK CIOCI0 BUMHEHHS TaKHMX KPUMiHAJIBHUX HPABOMOPYIIEHb, TaK i
MeXaHi3MiB iX mpoTumii.

3. IMmniiemenTanisi nosoxkens Konsennii Pagu €sponu npo
Kki0ep3jounHHicTh B KpuMiHaabHMil Koaeke Ykpainu

Sx crBepmkye B. I'. Kynaeyc, nmomituka B cdepi mpoTuzii Kibep3modumHHOCTI
3IIMCHIOETBCS PI3HOMAHITHUMH 3acobamu. HaiiOumemn ehekTHBHUMH y CHCTEMH ii
MPOTHAIl 3alHIIAlOThCS 3aCO0M KPUMIHAJIBHO-TIPABOBOTO BIUIMBY. JlisUuTbHICTB
3 MPOTHIT Kibep3mounHaM 3aco0aMi KPUMiHAIEHO-TIPABOBOTO BILUIUBY IPYHTYEThCS
Ha IX KpuMiHamizamii. Xoda MOHATTS «KiOEP3JIOUYMHHICTEY, «KiOEp3TIOYNHI)
BUKOPUCTOBYETHCS SIK Y MIDKHApPOJHOMY, TaK i y HaI[lOHaIEHOMY 3aKOHOIABCTBI,
Kpuminansauii komexc (mani — KK VYkpaiHu) He MICTUTh BU3HAYEHHS MOHSTTS
KiGepsnounny®,

AHani3 HayKOBHX MyOmiKamiii moao iMIUIEMEHTamii MOJOXEHb MiKHApPOIHO-
MPaBOBHX AKTIB MIOAO MPOTUAIl KiOep3nouyMHaM BKasye Ha Te, IO AUCKYCIHHHM
NUTAHHAM 3QJMIIAETHCS BH3HAYCHHS MEPENiKy MiDKHAPOJHO-TIPABOBHX AaKTiB, SKi
perynroooTh 1e muranHs. Tak, Hanpukman, O. M. JXKepeGeup CTBepIUKye, IO
LEHTpaJIbHE MicIle Ha HalliOHAJBHOMY PIBHI B MeXaHi3Mi IIPaBOBOTO PETYIIOBaHHSI

22 ghak R. Concepts and Types of Cyber Offenses in Criminal Law. Visnik Nacional 'nogo
universitetu «Lvivska politehnikay. Seria: Uridicni nauki. 2024. Vol. 11, no. 44. P. 325-335.
DOI; https://doi.org/10.23939/law2024.44.325 (date of access: 14.02.2026).

% Kynneyc, B. T. TlonsTTs Ta BUuM Kibepsnounuis. Jepocasa i snouunnicmo. Hosi urnuxu
6 enoxy nocmmooepny: 30. T€3 JOI. HAayK.-IPAKT. KOH(Q., MPUCBAY. TaM’ATi Bille-TIpe3uaCHTa
Kpuminonoriynoi acorianii Ykpainu, npodecopa O.M. Jluteaka (M. Xapkis, 23 ksit. 2020 p.) /
MBC VYkpainu, XapkiB. Hall. yH-T BHYTp. ciipaB ; Kpuminos. acon. Ykpainu. Xapkis : XHYBC,
2019. C. 44-45.
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0OpOTBEOM 3 TaKUMH 3JIOYMHAMH 3aliMaroTh HOpMHU: €Bpomelicbkoi KonBeHMHii mpo
B3a€MHY IIPaBOBY JOIOMOTY y KpHUMiHaJIBHHX crpaBax 1959 p. (parudikxoBaHa i3
3acTepeXeHHAMH 1 3asBaMu 3akoHOM Ykpaimum Big 16.01.98 p. Ne 4498-BP),
KonBennii Pagu €Bpomn mnpo kiGepsmoumHHicTs Big 23 naucromamy 2001 p.
(patudikoBaHa i3 3aCTEpPEeKCHHSIMH 1 3asBaMd 3akoHOM Ykpainu Bim 07.09.05 p.
Ne 2824-1V), Konsenuii Opranizauii O6’eqnanux Hariit npots TpaHCHaIioHaTbHOT
opraHizoBaHoi 3704MHHOCTI Big 15 ummcromaga 2000 p. (patudikoBana i3
3aCTepEeKCHHAMH 1 3assBaMu 3akoHOM Ykpainu Bif 04.02.04 p. Ne 1433-1V), 3aranbHi
Ta crneniansHi HOpMu KK VkpaiHw, siki mepem0adaroTh YHMCICHHI KOHBEHIIHHI Ta
anpTepHaTBHI ~ KOHBEHISIM  CKJIAAM  KPHMIHAJIBHUX  IIPAaBONOPYIIEHb, IO
BUMHSIOTECS B 06CTAHOBII KiGeprpoctopy 4. HaToMicTh iHII BKa3yIOTh, IO 10 IHX
MDKHAapoJHHX akTiB BimHocsThes: 1) KouBeHmis mpo kiOepsnounHHicTh Pamu
€Bpornn, mpuitHata 21.11.2001 p. ta [omarkoBuii mpotokon Bixm 28.01.2003 p.
(mami — BymanemTcbka koHBeHIis); 2) KonBeHuisa mpo OopoTeOy i3 31I0YHMHAMH Y
cdepi inpopmariiinmx Texuonorii Jliru apadbepkux aepxas Bix 21.12.2010 p. (mami —
Konpennis JIA/l); 3) VYroma mnpo cmiBpoOiTHHOTBO B cdepi 3abe3neyeHHS
MiKHaponHoi iHpopMmariiiHoi Oe3mekn [llanxalicpkoi opraHizamii CIiBpOOITHHIITBA
Big 16.06.2009 p. (mami — Yroga IIIOC); 4) KonBeHist mpo kibepOe3mneky i 3axucT
HNepCOHANTBPHUX MaHuX Adpukancekoro Coro3dy Bix 27.06.2014 p. (mani — Koneniis
AC) . Takox M. L. Caenxko, €. A. Casena ta 0. 0. TONONSHCHKHIT BBAXKAIOTH, 110
0 TaKMX MDKHapOJHO-TIPABOBMX AaKTiB  BiTHOCATHCS: KoHBeHIs  «IIpo
KiOep3IounHHICTEY, patudikoBana y 2005 p. aepxasamu Pagnm €Bponu Ta iHIIMMHU
nepxasamu; Joimauk OOH i3 3amo0iranHs i KOHTPOMIO 3JI0YMHHOCTI, TTOB’I3aHOL
3 komm'totepamu, 1995  p.; Kowsenmito OOH mpotm TpaHCHamioHANBHOL
opraHizoBaHoi 3mounHHOCTI, 2000 p.; MiHIMaIBHUII CHHCOK IPaBOIOPYIICHb
y 60poTs0i 3 KiGep3oIMHHICTIO Hilf chepi, MPUHHATHH €BPONEHCHKIM KOMITETOM
3 mpobaemM 31mounHHOCTI Paan €ponu y 1990 p. % OKpiM TOTO, BUCIIOBIFOETHCS 1
Taka JyMKa, IO HAaWOUIbII BiIOMHM MIDKHApOJHHM JOKYMEHTOM y Iiif cdepi €
KouBenuis Pagu €Bpomu npo kibepsnounHHicTh (Tak 3BaHa bynamemrchka
KOHBeHIIis, nani — KoHBeHuis ), sika crana 6a30BUM OPI€HTHPOM JUisi 6araTbox KpaiH
CBITY, 30KkpeMa i Ykpainu. [loganpmimii po3BUTOK IBOTO JTOKYMEHTa BiOOpakeHO B
HonarkoBomy mpotokoni 10 Konsenmii 2003 p., cipsiMoBaHOMY Ha KpHUMiHAaJi3amito
JisiHb PacHCTCHKOrO Ta KCeHO(MOOCHKOro XapakTepy, a Takox Yy Jpyromy
IOJaTKOBOMY TpoTokom 2022 p., SKWiA YJOCKOHAIWB MEXaHI3MH MiXXHAPOIHOTO
CHiBpOOITHUNTBA y cdepi eNeKTPOHHHUX IOKa3iB. Barommii BHecOok y (opMyBaHHS
€BPONEHCHKUX CTaHIAPTIB KibepOesneku 3poOuy Taki akti €Bporneiicbkoro Coro3sy,
sk Jlupexkrusa 2013/40/€C mpo ataku Ha iHpopMaiiiHi cucremu ta Iupextusa (€C)

2+ Zherebets O. Implementation of state policy in the field of combating cyber crime:
legislative aspect. INFORMATION AND LAW. 2021. No. 4(39). P. 129-134. DOI: https://doi.org/
10.37750/2616-6798.2021.4(39).248834 (date of access: 14.02.2026).

% Suumus M. 0. KpumiHamizanis KiGep3104uHiB y MiKHAPOJHOMY MpaBi: TOPIiBHSIIb-
Huit aHaii3. @opym npasa. 2018. T. 53, Ne 5. C. 92-99. DOI: https://doi.org/10.5281/zenodo.
2009191 (nata 3BepHeHHs: 14.02.2026).

% saenko M. I., SavelaE. A., Topolyansky Y. Y. International experience against cyber
crime and cyber crime. Uzhhorod National University Herald. Series: Law. 2021. No. 64.
P. 386-391. DOI: https://doi.org/10.24144/2307-3322.2021.64.71 (date of access: 14.02.2026).
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2022/2555 (NIS2 Directive), mo BH3HAYalOTh MEXI 3aXUCTy KPHTHYHOL
iH(opMariifHOI iHPAaCTPYKTypH Ta B3aEMOJIT MK JepkaBaMU-WICHAMHU.

Came ToMy MokHa moroxutucs i3 P. B. 3axapeBuuem, sikuii cTBepKye, IO
ycmimHa 60poTe0a 3 Kibep3noynHaMu BUMarae BiJl yKpaiHCHKOTO 3aKOHOJIABCTBA HE
TINBKY OIIEPaTHBHOTO pearyBaHHs Ha HOBI BUKIIMKH, ajie i 3all03MYEHHsT HalKpaIIuX
NpPaKTHK MDKHAPOIHOTO MpaBa Ta JIOCBiy MPOBIAHUX KpaiH y cdepi kibepOesmeku.
IMmnemenTariss  3apyODKHOTO JOCBiAy IO3BOJSiE HE JIMIIE MOJAEPHI3yBaTH
HAIllOHAJbHY TIPAaBOBY CHCTEMYy, a § TapMOHI3yBaTH 1l 3 MDKHapOTHUMH
CTaHIApPTaMH, 0 € HEOOXITHOI YMOBOIO Ui e(eKTHBHOI cIiBmpali B 00poThOi
3 TPAHCKOPIOHHOIO KiOEP3IIOUMHHICTIO .

Tak, Oe33amepedHo, 0 B yMOBaxX IIOBHOMAacIITaOHOrO BTOprHEHHS Pociiichkoi
Oepepanii Ha TepuTopit0 YKpalHH, BaXKJIMBE 3HA4YCHHS Mae caMe 3axHcCT iHpopma-
niiHoi Oesmexu. Y Crparterii kibepOesnekn Ykpainum 3asHaueHo, mo «Pociiicbka
Denepartis 3aTUIIAETHCS OTHUM 3 OCHOBHHX JDKEpes 3arpo3 HaIllOHAIBHIN Ta MiKHA-
poxHiil kibepOesmeli, akTUBHO peaiizye KOHIEIIi0 iHpOopMaLiifHOro IpoTHOOPCTBA,
0a3oBaHy Ha TO€THAHHI ACCTPYKTHBHHX il y KibepmpocTopi Ta iH(pOpMamiiHO-
TICHXOJIOTTYHUX OTIepalliif, MEXaHi3MH SIKOT aKTHBHO 3aCTOCOBYIOTECS y T1OpHIHIH BiiiHI
npotn Ykpainu. Taka necTpyKTHBHA aKTHBHICTh CTBOPIOE PeajbHYy 3arpo3y BUMHEHHS
aKTiB KibepTepopu3My Ta KiOepAMBEpCii CTOCOBHO HamiOHAIBHOI iH(oOpMariifHol
indpactpykrypm» 2. OKpiM TOro, Ii¢ TIOB’S3aHO TAKOXK 3 HEOGXiTHICTIO rapMoHi3artii
YKpaiHCBKOT0 3aKOHOJAaBCTBA 3 MDXKHAPOJHUMH CTaHAApTaMH, 30KpeMa, il afanrarieio
1o BuMor €Bporeiicekoro Corosy ta KoHBeHIT po KiOep3moYnHHICTb.

Y mepmoMy TiAPO3ZiSi HAIIOTO OCHIIKEHHS HAMH IPOAHATI30BaHO OKpeMi
nonoxxeHHs Konsenuii Pagn €Bponu mpo kiOep3/lOYMHHICTD Ta BU3HAYEHO MEPETiK
IisiHB, 3a fAKi 3a HAI[lOHAJIGHIM 3aKOHOJABCTBOM IIOBHHHAa OyTH mepenbadeHa
BiAMOBimanpHICTE. BBakaemo, 0 Takuil aHami3 IIOJ0 IMIUIEMEHTAIl II0J0KEHb
Konsennii y KpuminaneHuii xonekc YxkpaiHM Halikpamie BifoOpasutn y Qopmi
Ta6mumi 1.

Pa3zoM 3 TuM, BpaxoByruu nojoxenHs Kousenuii Pagm €Bponu mpo
Kibep3nounnHicts, B. I'. XaxaHoBcekuii Ta B. [I. ['aBnoBchkuil, 10 KiGep3nounHiB
TaK0X NMPOMOHYIOTh BIIHOCHUTH: Aii, COPSIMOBaHI Ha HACHJIBHHUIIBKY 3MiHY 4YH
MOBaJCHHS KOHCTUTYNiHHOTO 7axy abo Ha 3axOIJIEHHS JepKaBHOI BIagu
(ct. 109 KK VYkpainnm); nocsraHHs Ha TEpHTOpialbHY HUTICHICT i HEJOTOPKaHHICTh
Vxpainn (ct. 110); nepxasHa 3panga (ct. 111); gusepcist (ct. 113); mmuryHcTBo
(ct. 114); po3royionieHHsT BiIOMOCTEH MPO MPOBEACHHS MEIUYHOTO OISy Ha
BUSIBJICHHS 3apaKeHHs BipycoM IMyHOJe]ilUTy JIOJWHU YM iHIIOT HEBMIIKOBHOI
iHGexuiiHoi xBopoOu (cT. 132); He3aKOHHE PO3TOJIOUICHHS JIIKaPChKOT TAEMHHUIII
(cr. 145); HajgaHHSA HENpaBOMBHX BiIOMOCTEH 10 OopraHy BelacHHs Jlep:KaBHOTO

7 Zakharevych R. V. Implementation of foreign experience into Ukrainian legislation on
combating cybercrime. Analytical and Comparative Jurisprudence. 2025. Vol. 2, no. 3. P. 372-376.
URL.: https://doi.org/10.24144/2788-6018.2025.03.2.60 (date of access: 14.02.2026).

IIpo piwenns Pagu HauioHansHol 6e3nexu i 060porn Ykpainu Bix 14 tpaBus 2021 poxy
«IIpo Crparerito kibepOesneku VYkpainu» : Yka3 Ilpesupenra VYkpainu Bin 26.08.2021
Ne 447/2021.  URL: https://zakon.rada.gov.ua/laws/show/447/2021#Text (zara  3BepHEHHs:
18.02.2026).
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TaGmuus 1

ImnuiemenTauist nosno:xkens Konsenuii Pagu €Bponu npo kidep30uuHHicTH
y KpnminaiabHmii kogekc Ykpainn

Ne Kougenuis Pagu €sponu . . ..
. h Kpuminansnuii kogexke Ykpainu
3/n npo Kibep3J0YHHHiCTHL
1. | Cmamms 2 — He3axkonnuii docmyn Cmamms 361. Hecankyionosare
Koxna CTopoHa BXXUBA€ Taki 8mMpyuanHs é pooony
3aKOHO/IaBui Ta IHII 3aX0/H, SKi inghopmayivinux
MOXYTh OYTH HEOOXiTHUMH IS (agmomamu308aHux), en1eKmpoOHHUX
BCTaHOBJICHHS KPUMiHAJILHOT KOMYHIKayitiux, iHghopmayitino-
BIAMOBIIAIIBHOCTI BIAMOBITHO 10 ii KOMYHIKQYItIHUX cucmem,
BHYTPILIHBOTO 3aKOHO/IABCTBA 32 €NIeKMPOHHUX KOMYHIKAYITHUX
HAaBMHCHHI JIOCTYH JI0 LLJIO1 Mmepedic
KOMIT IOT€PHOI CHCTeMH a00 11 YacTHUHU
6e3 npaBa Ha 1ie. CTopoHa MOXe Cmamms 163. [lopywenns
BUMAaraTy, o0 Take MpaBoMOPYIIEHHS MAEMHUYTL TUCTTYBANHS,
0yJI0 BUMHEHE LIIAXOM ITOPYILEHHS meneghoHHUx po3mos, menezpagroi
3ax0/1iB OE3MEKH 3 METO OTPUMAaHHS Yy iHWOI KOpecnoHOeHyil, wo
KOMIT FOTEPHUX JaHUX a00 3 iHIIO0 nepeoaomscs 3acobamu 38 3Ky
He100pPOCOBICHOIO METO0, 200 110 abo uepes komn romep
BiJTHOILICHHIO JI0 KOMIT FOTEPHOT
CHCTEMH, MO€IHAHOT 3 IHIIIOI0
KOMIT'FOTEPHOIO CHCTEMOIO.
2. | Cmamms 3 — Heneeanvne nepexonnennss | Cmamms 361. Hecanxyionosane

Koxna CTopoHa BXXHBa€ TaKi
3aKOHO/IaBYl Ta iHIII 3aXO0/H, AKi
MOXYTb OyTH HEOOXITHUMH ISt
BCTaHOBJICHHSI KpUMiHAJIbHOT
BIJIMOBIIABHOCTI BiAMOBIAHO 10 ii
BHYTPILIHFOTO 3aKOHO/IABCTBA 3a
HABMUCHE TIEPEXOIUICHHS TEXHIYHUMH
3acobamu, Oe3 mpaBa Ha 11e, nepeaay
KOMIT FOTePHHUX JIaHHX, 5KI HE €
MIPU3HAYCHUMHU IS 1Ty OIIiYHOTO
KOPHCTYBaHHSI, SIKi TPOBOJIATHCS 3, HA
a00 BcepeInHi KOMIT FOTEPHOI CHCTEMH,
BKJTIOYAI0YH €JIeKTPOMArHITHI
BUIIPOMIHIOBAHHS KOMIT FOTEPHOL
CHCTEMH, SIKa MiCTUTh B 001 TaKi

KoM 1oTepHi aaHi. CTopoHa MoXxe
BHMaraty, o0 Take npaBoNoOpyIICHHS
0yJ10 BUMHEHE 3 HEZJOOPOCOBICHOIO
METOI0 200 IO BiJHOLICHHIO 10

KOMIT’ FOTEPHOI CHCTEMH, TOE€AHAHOT

3 IHIIIOI0 KOMIT FOTEPHOIO CHCTEMOO

smpyuanis 8 pobony
iHghopmayitinux
(agmomamu308aHux), e1eKmpoOHHUX
KOMYHIKayitiHux, inghopmayiino-
KOMYHIKaYitiHux cucmen,
€eKMPOHHUX KOMYHIKAYITIHUX
mepedsic

Cmamms 361-2. Hecankyionosani
30ym abo po3noecro0ICeHHs
inghopmayii' 3 oomedsrcenum
0ocmynom, saKka 30epicacmocs

8 eeKMPOHHO-00UUCTIOBATLHUX
MawuHax (komn’romepax),
aBMOMamMu3068aHUX CUCEMAX,
KOMN tomepnux mepesicax abo

Ha HocIisix makoi ingpopmayii
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Cmamms 4 — Bmpyuanns y oai

1. Koxna CtopoHa BXKHBa€ Taxi
3aKOHO/IaBYl Ta 1HIII 3aXO0IH, AKi
MOXYTb OYTH HEOOXITHHUMH ISt
BCTaHOBJICHHSI KPUMiHAJIbHOT
BIJINOBIJIaJILHOCTI BiAMOBIAHO 10 ii
BHYTPILIHEOTO 3aKOHO/IaBCTBA 32
HABMUCHE TTOIIKO/IKEHHS, 3HUIIICHHS,
MOTIpIICHHS, 3MiHy a00 MPUXOBYBaHHS
KOMII'I0TepHOI iH(opMallii 6e3 npasa Ha
e.

2. CTOopoHa MOJKE 3aJIHIIUTH 332 COOO00
[IpaBO BUMArat, o0 moBe/iHKa,
onucaHa y IyHKTI 1, 3aBraBana
CepHO3HY IIKOY.

Cmamms 361. Hecankyionosane
8MpYyuanHs 6 pooony
iHghopmayitinux
(agmomamu3o6anux), e1eKmpoHHUX
KOMYHIKayiiiHux, ingpopmayiino-
KOMYHIKQYItIHUX cucmem,
e1eKMPOHHUX KOMYHIKAYTHUX
Mmepedic

Cmamms 361-2. Hecanxyionosani
30ym abo po3nosCrOONCeHH s
iHghopmayii 3 obmedcenum
docmynom, siKa 30epieaemocs 6
€NeKMPOHHO-00UUCTIOBATLHUX
Mawunax (komn romepax),
ABMOMAMU306AHUX CUCTIEMAX,
Komn tomepHux mepedxcax abo Ha
Hocisx makoi inghopmayii

Cmamms 362. Hecanxyionosani 0ii
3 iHhopmayiero, siKa obpobIEMbCA
68 eIeKMPOHHO-00UUCTIOBATLHUX
Mawunax (komn tomepax),
aABMOMAMU308AHUX CUCEMAX,
KOMN FIOMepHUX Mepexrcax abo
30epieacmobcs Ha HOCIAX MAKoi
iHghopmayii, euuneni ocoboro, sika
Mae npago 0ocmyny 0o Hei

Cmamms 5 — Bmpyuanus y cucmemy
Koxxna CropoHa BXXHBa€ Taki
3aKOHOJIABYi Ta iHIII 3aX0IH, AKi
MOXYTb OYTH HEOOXITHHUMH ISt
BCTAaHOBJICHHSI KPUMiHAJIbHOT
BIJINOBIJIAJILHOCTI BiAMOBIAHO 10 ii
BHYTpIITHBOTO 3aKOHOAABCTBA 32
HaBMHCHE CepHO3HE MePEeIIKOIKAHHS
(GYHKLIOHYBaHHIO KOMIT IOTEPHOL
CHCTEMH IIUIIXOM BBEACHHS, Iepeadi,
TMOIIKO/DKCHHSI, 3HUILCHHS, TOTipLICHHS,
3aMiHu a00 MPUXOBYBAHHS

KOMIT IOTePHHUX JIaHUX Oe3 IpaBa Ha Lie

Cmamms 361. Hecankyionosane
8MpyuanHs ¢ pooony
inghopmayivinux
(agmomamu3oeanux), e1ekmpoHHUX
KOMYHIKQYIUHUX, IH(OopMayiiiHo-
KOMYHIKAYIUHUX cucmeM,
e1eKMPOHHUX KOMYHIKAYTIHUX
Mepedic

Cmamms 362. Hecanxyionosani 0ii
3 inghopmayiceio, sika 06pobIOENLC
8 eeKMPOHHO-00UUCTIOBATILHUX
MawuHax (komn romepax),
aBMOMAMU308aAHUX CUCEMAX,
KOMR 1omepnux mepesicax abo
30epicacmbcsi Ha HOCISAX MAKOT
iHGhopmayii, suuneni ocoboro, sika
Mae npaso 0ocmyny 0o Hei
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Cmamms 6 — 3n062xcusanms
npuUCmposmu

1. Koxna CtopoHa BXKHBa€ Taxi
3aKOHO/IABYi Ta iHIII 3aX0/H, SKi
MOXYTb OYTH HEOOXITHUMH ISt
BCTAaHOBJICHHSI KpUMiHAJIBHOT
BIJIIOBiIANIGHOCTI BiATIOBIAHO 10 Ti
BHYTPILIHBOTO 3aKOHO/IABCTBA 32
HAaBMHCHE BYMHEHHS, O€3 npaBa Ha Le:
a. BUTOTOBJICHHS, TPOJAXY, IIPUAOAHHS
JUISl BUKOPUCTAHHSI, PO3MOBCIO/PKEHHS
200 HaJaHHS JJIS1 BAKOPUCTAHHS 1HIIUM
YHHOM:

1. IPUCTPOIB, BKIIIOUAIOYH KOMIT IOTEPHI
[pOrpaMu, CTBOPEHUX ab0 alaNTOBAHKX,
B IEpILY Yepry, 3 METOI BUMHEHHS
Oy/1b-IKOT'0 31 3JI0YHHIB, IEPEPaXOBaHUX
y cTarTsx 2-5 Buiie;

ii. KOMII FOTEPHUX MAPOIiB, KOJIB
noctymy abo NoiOHUX AaHUX, 32
JIOTIOMOT OO SIKHX MOYKHA 3J100yTH
JIOCTYT 110 yciel abo yacTHHU
KOMII'FOT€PHOT CUCTEMH 3 HaMipOM
BUKOPHUCTaHHS 11 111 BUNHEHHS Oy /1b-
SIKOTO 31 3JI0YHHIB, TIEpePaxoBaHKX Y
cTarTax 2-5; ta

b. BOJIOAIHHS MTPEAMETOM,
repepaxoBaHuUM y MiJIyHKTaX a. 1 abo ii
BHIIIE, 3 HAMIPOM HOTO BUKOPUCTAHHS
JUISt BYNHEHHS OYyIb-SIKOTO 31 37I0YHHIB,
TepepaxoBaHuX y cTaTTsx 2-5. CTopoHa
MOXe Mepe0aunTH y 3aKOHOIaBCTBI, 110
JUISL BCTAHOBJICHHSI KpUMiHAJIBHOT
BIAIIOBIAIBHOCTI HEOOXITHO BOJIOMITH
MEBHOIO KUTBKICTIO TAKHX HPEIMETIB

Cmamms 361-1. Cmeopenns 3
Memo npomunpagHozo
BUKOPUCIAHHSL, PO3NOBCIOONCEHHS
abo 30ymy wWKIOMUGUX NPOSPAMHUX
YU MexHiYHUux 3aco0i8, a maKo;ic ix
PO3NOBCIO0MNCEHHS A60 30ym

Cmamms 7 — ITiopobxa, nos szana 3
Komn ‘rtomepamu

Koxxna CtopoHa BXXHBa€ Taki
3aKOHO/ABYi Ta iHIII 3aXOMH, SKi
MOXYTh OYTH HEOOXiTHUMU ISt
BCTaHOBJICHHS KPUMiHAJIbHOT
BIJINOBIJIAJILHOCTI BiAMOBIIHO 10 ii
BHYTPILIHFOTO 3aKOHO/IABCTBA 32
HaBMHCHE BYMHCHHS, O€3 Mpasa Ha IIg,
BBEJICHHS, 3MiHU, 3HUIIIEHHS a00
[IPUXOBYBAHHS KOMIT IOTEPHHX JIAHHUX,

Cmamms 190. Ulaxpaiicmeo

4. lllaxpaiicTBO, BUNHEHE Y
BEJIMKHX po3Mipax, a0o IUIIXOM
HE3aKOHHMX OIepalliii 3

BUKOPUCTAHHSM €JIEKTPOHHO-
00YHCIIOBATBHOT TEXHIKH
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SIKE TIPU3BOUTH 10 CTBOPEHHS
HEJIMCHUX JaHUX 3 METOIO TOTO, 1100
BOHHM BBa)XKaJIUCh a00 BIIIOBIIHO 10 HUX
POBOUJINCS O 3aKOHHI [ii, 5K 3
MiACHHMH, HE3aIEKHO BiI TOr0, MOXKHA
YM Hi TaKi JaHi IpsMO MPOYUTATH i
3po3ymitu. CTOpOHa MOXKE BUMAaraTu
HasBHICTb HaMipy 0OMaHy abo moaiOHOT
HEYECHOI MOBEIIHKHU JJIs1 BCTAHOBICHHS
KpUMiHaJIbHOT BiJIIIOBIIAJIEHOCTI

Cmamms 8 — [llaxpaticmeo, nog’sizawne 3
Komn ‘tomepamu

Koxna CropoHa BXXUBa€ Taki
3aKOHO/ABYi Ta iHIII 3aXOMIH, SKi
MOXYTh OYTH HEOOXiTHUMH IS
BCTaHOBJICHHSI KPUMiHAJIBHOT
BIINOBIIAALHOCTI BiAMOBIAHO 10 ii
BHYTPILIIHBOTO 3aKOHOAABCTBA 32
HABMHCHE BUMHEHHSI, O€3 MpaBa Ha I1e,
Ui, 10 MPU3BOAATH JI0 BTPAaTH MaifHa
1HIIIOT 0COOH IIISIXOM:

a. Oy/Ib-IKOTO BBEJICHHS, 3MIiHH,
3HUILEHHS Y1 IPUXOBYBaHHS
KOMIT'FOTePHHX JaHHX,

b. OyIb-SKOr0 BTpy4YaHHS y
(YHKIIOHYBaHHS KOMII FOTEPHOT
CHCTEMH, 3 Iaxpaiicbkor0 a00 HEYECHOIO
MeToro HaOyTTs, 6e3 IpaBa Ha 1ie,
€KOHOMIYHHMX TepeBar s cede un
1HIII0T 0OcO0H

Cmamms 190. Lllaxpaiicmeo

4. lllaxpalicTBO, BUNHEHE Y
BEJIMKHX PO3Mipax, a00 IUIIXOM
HE3aKOHHUX Ollepaliiii 3
BUKOPUCTAHHAM €1E€KTPOHHO-
00UHCITIOBANILHOT TEXHIKU

Cmamms 9 — Ilpasonopywenns,

n08 ’a3aHi 3 OUMAYOI NOPHOPAPIEIo

1. Koxna CropoHa BXXHBa€ Takxi
3aKOHO/ABYi Ta iHIII 3aXOMIH, SKi
MOXYTh OYTH HEOOXiTHUMH IS
BCTaHOBJICHHS KPUMiHAJILHOT
BIJITOBiIAIEHOCTI BIATIOBIAHO 10 i
BHYTPILIHBOTO 3aKOHO/IABCTBA 32
HaBMHCHE BUMHEHHsI, 0€3 IpaBa Ha 1e,
HACTYIHUX Jii:

a. BUpOOIeHHs AuTs4oi mopHOrpadii 3
METOIO ii PO3NOBCIOPKEHHS 3a
JIOTIOMOT'0I0 KOMIT'IOTEPHHUX CHCTEM;

b. nporionyBaHHs a00 HaaHHS JOCTYITY
JI0 IUTA40i nopHorpadii 3a JOIOMOroo

Cmamms 301. Beeszenns,
8UCOMOBNEHHSL, 30YM |
PO3NOBCIOOHNCEHHS NOPHOSPADIUHUX
npeomemie

2. Ti caMi fii, BUMHEH] 11010 KiHO-
Ta BiZICONPOAYKIi1, KOMIT'IOTEPHUX
Iporpam nopHorpagiyHoro
XapakTepy, a Takox 30yT
HETOBHOJIITHIM Y1
PO3IOBCIOMKEHHS cepe]l HUX
TBOPIB, 300pakeHb a00 HIINX
MpeAMETIB MOPHOTpadiuHOrO
XapakTepy
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KOMIT FOTEPHHUX CHUCTEM;

C. PO3MOBCIOLKEHHS a00 meperaya
JUTS40I nopHOorpadii 3a 10noMororo
KOMIT FOTEPHUX CHCTEM;

d. 3100y 1T AMTSIMO1 mopHOTrpadii 3a
JIOTIOMOT'0X0 KOMIT FOTEPHUX CHCTEM UL
cebe uu iHII101 0c00H;

€. BOJIOJIHHS IUTAYO0 OpHOrpadicro y
KOMIT FOTEPHIi cucTeMi 4u Ha
KOMII'I0TepHOMY Hocii iHdopmauii

Cmamms 301-2. [Iposedenns
BUOOBULYHO20 3AX00Y CEKCYANbHO2O
xapaxkmepy 3d y4acmio
HeNnoBHONIMHBOL 0cObU

1. [IpoBeieHHST BUIOBHUIIHOTO
3aX0/1y CEKCYaJIbHOTO XapaKTepy,
Y TOMY YHCIIi 3 BHKOPHCTaHHSIM
iHbOopMaIliHO-
TENEKOMYHIKAIIHHUX CHCTEM ab0
TEXHOJIOTiH, y IKOMY 3a/isIHO
HETOBHOJIITHIO 0CO0Y

Cmamms 10 — IIpasonopyuienns,

N08 ’A3aHi 3 NOPYUWEHHAM ABMOPCHLKUX
ma cymidicHux npag

1. Koxna CtopoHa BXKHBa€ Taxi
3aKOHO/IaBYl Ta 1HIII 3aXO0/IH, AKi
MOXYTb OYTH HEOOXITHUMH ISt
BCTAHOBJICHHS KPUMiHAJIbHOT
BIJINOBIJIaJILHOCTI BiAMOBIIHO 10 ii
BHYTpIITHBOTO 3aKOHOABCTBA 32
MOPYLICHHS] aBTOPCHKUX TIPaB, SIK L&
BHM3HAYCHO 3aKOHOIaBCTBOM TaKO1
CTtopoHH BiATIOBITHO 110 11 3000B’s13aHb
3a [Tapu3bkuM AKTOM Bif 24 JUITHS
1971 p. mono bepuerkoi Konsenii npo
3aXHCT JITEPATYPHUX Ta XYJOKHIX
TBOPIB, YTOJIO0I0 PO TOPTiBEJIbHI
aCTICKTH MPaB IHTENEKTyanbHOT
BnacHocTi i Yrogoro BOIB mpo
aBTOPCHKE MPaBO, 32 BUHATKOM OY/b-
SIKMUX MOPaJIbHHX TIPaB, SKi HAJAI0THCS
TakuMi KOHBEHILISIMH, y BUNAJKY, KOJIH
Taki /iii BYNHEHI CBIZIOMO, Y
KOMEpLIHHMUX po3Mipax i 3a J0MOMOrolo
KOMIT TOTEPHUX CHCTEM.

2. Koxna CTropoHa BXKUBa€ Taki
3aKOHO/IaBYl Ta 1HIII 3aXO0/IH, SKi
MOXYTb OyTH HEOOXITHMMHU ISt
BCTaHOBJICHHSI KPUMiHAJIbHOT
BIJINOBIIAILHOCTI BiAMOBIAHO 10 ii
BHYTPILIIHBOTO 3aKOHOAABCTBA 32
MOPYLICHHS] CyMDKHHX TIPaB, sIK 1€
BH3HAYECHO 3aKOHOIaBCTBOM TaKO1
CTopoHH BIAMOBIIHO 110 11 3000B’s13aHb
3a MixxaaposHoto KoHBeHIti€ npo
3aXUCT BUKOHABIIB, BUPOOHUKIB

Cmamms 176. [lopywenns
a8MoOPCLKO20 NPABA | CYMINHCHUX
npas
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(oHorpam i opranizaliiii MOBJICHHS
(PuMmcbka KOHBeHIis), YTO0I0 PO
TOPTiBENbHI aCIEKTH NPaB
IHTEIeKTyanbHOI BIACHOCTI 1 Y0010
BOIB npo BukonauHs i poHOTpamMu, 3a
BHHSATKOM Oy /Ib-SIKHX MOpPAJIbHUX IPaB,
SIKI HAAI0ThCsI TAKUMU KOHBEHIIsIMH,
Y BUIIAJIKY, KOJIHM TaKi Aii BUMHEH]
CBIZIOMO, y KOMEpPLIHHUX po3Mipax i

3a JIONOMOTOI0 KOMIIT FOTEPHHUX CHCTEM.

peectpy BHOOpmiB abo damscndikamis BHOOPYMX JTOKYMEHTIB, JOKyMEHTIB
pedepenaymMy, MiACYMKIB ToJOCyBaHHA abo BigomocTed JlepikaBHOTO peecTpy
BUOOPIIIB (B 4YAaCTHHI BHECCHHS HEMPAaBIAMBUX BIIOMOCTEH 10 06a3d JaHUX
JlepxaBHOTO peecTpy BHOOPIIB, HECAHKLIOHOBAaHOTO BTpPYYaHHs y pobory 06a3u
mauux) (4. 1 ct. 158); mopymieHHs TaeMHHLI ToinocyBaHHsS (cT. 159); mopymeHHs
PIBHOIPABHOCTI TpOMaJsH 3aleKHO BiA iX PacoBoi, HalliOHANBHOI HAaJEeKHOCTI,
peNiriiHNX TepeKOHaHb, IHBANIAHOCTI Ta 3a IHIIMMH O3HaKamMH (B YaCTHHI
npomaranau 4epe3 Iateprer) (ct. 161); mOpyMmIEHHS TaeMHHII JIHCTYBaHHS,
TeNleOHHMX PO3MOB, TeyerpadHoi 4YM IHIIOI KOPECIOHAEHMIi, 0 MepemaloThCs
3acobamm 3B’s3ky abo dyepe3 komm’rorep (cT. 163); po3rojOmIEHHS TaeMHHII
ycuHoBIeHHs (ymodepinHs) (cT. 168); mopyiieHHs HEJOTOPKAHHOCTI NPHBATHOTO
xuTTs (cT. 182); posrosnorieHHs: komepuiitHoi abo GaHKiBChbKOI TaeMHHLI (cT. 232);
3aBiJIOMO HEMpaBMBe MOBIIOMIICHHS HPO 3arpo3y Oesrmer rpoMaisiH, SHUIICHHS YK
MOUIKO/KEHHSI 00°€KTiB BIacHOCTI (cT. 259); He3akOHHE MOBOKEHHS 31 30pOE€lo,
OoiioBuMH mpunacaMd abo BHOYXOBHMH pedoBHHaMH (B dacTUHI 30yTy yepes
IaTeprer) (ct. 263); 3aKkiuWKH 10 BYMHEHHS Mdild, MIO 3aTPOXKYIOTH TPOMAICEKOMY
nopsaaky (cT. 295); BBE3eHHs, BHTOTOBJICHHS a00 pO3MOBCIOJUKEHHS TBOPIB, IO
HPOIAryloTh KyJIbT HACHIIBCTBA 1 XKOPCTOKOCTI, pacoBy, HAIlllOHAJBHY YU pEITiiHYy
HeTepnuMicTh Ta auckpumiHamito (ctT. 300); cyTeHepcTBO a00 BTSTHEHHS OCOOM
B 3aHATTS npocTtutyliero (ct. 303); He3akoHHe BHUPOOHUIITBO, BUTOTOBJICHHS,
npuaOanHsl, 30epiraHHs, MepeBe3eHHs], IepeCUIIaHHs Y1 30yT HAPKOTUUHHX 3ac00iB,
MICUXOTPOIIHUX pedoBHH abo ix anazoriB (ct. 307); BUKpaAeHHs, NMPHUBIACHEHHS,
BUMAaraHHs IpeKypcopiB a0o 3aBOJOAIHHA HHMH LUIIXOM IIaxpaicrBa abo
3JIOBKUBAHHS CITy)KOOBMM CTaHOBHIIEM (B 4acTHHI 30yTy uepe3 [HTepHeT) (cT. 312);
BUKpDAJICHHS, TIPUBIACHEHHs, BUMaraHHs oOONaJHAaHHS, IIPU3HAYCHOTO  JUIS
BUTOTOBJICHHSI HAPKOTHYHHX 3ac00iB, NCUXOTPOITHUX PEYOBHH a00 X aHAJOriB, 4u
3aBOJIO/IIHHS HUM LIJISIXOM IIaxpaicTBa abo 3JI0BXKHUBAHHS CIIy’)KOOBHM CTAHOBHILEM
Ta iHINI HE3aKOHHI Iil 3 TakuM obiagHaHHAM (B 4acTuHi 30yTy uepe3 InTepHer)
(ct. 313); posromnouienus aepkaBHoi Taemuuui (cT. 328); mepenada abo 30upanHHs
BiJOMOCTEH, IO CTAaHOBJIATH CHIyx00By iH(MopMmamito, 3i0paHy y mpomeci
OTIEPaTUBHO-PO3UIYKOBOI, KOHTPPO3BIAyBaJbHOI MisSUIBHOCTI, y cdepi 000poHH
kpaiau (ct. 330); morpo3za ab0 HAaCHJIECTBO HIOAO IPAI[IBHUKA IPABOOXOPOHHOTO
oprany (ct. 345); morpo3a a0 HacWJILCTBO IOZO KypHaiicta (cT. 345-1); morposa
a00 HACHJIbCTBO II[OJI0 JCPKABHOTO YM TpoMajichkoro misda (4. 1 ct. 346); morposa
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a00 HACWJIBCTBO INOJAO CIy>KOOBOi 0cOOM UM TpPOMAaIsHHHA, SIKHA BUKOHYE
rpoMajcekuii 060B’s130k (4. 1 cr. 350); He3akoHHE BTpydYaHHS B POOOTY aBTOMa-
TH30BaHOI CHCTEMH JOKYMEHTOOOIry cymy (4. 1 c1. 376); po3rononieHHs BitoMocteit
Hpo 3aX01 OE3MEeKH 1010 0co0H, B3ATOT mif 3aXUcT (CT. 381); pO3roomeHHs JaHuX
OTEPATUBHO-PO3IIYKOBOI JisTBHOCTI, JOCYA0BOTO po3ciiayBanus (cT. 387); morposa
ab0 HAaCWJIBCTBO IIOJO 3aXWCHHKA YHM MpeAcTaBHHKa ocobu (4. 1 cr. 398);
PO3TOJIOIIEHHST BiIOMOCTEH BIHCBKOBOTO XapakTepy, IO CTAHOBISTH JAEpPKaBHY
TaEMHUIO, a00 BTpara JOKYMEHTIB YM MaTepiajiB, IO MICTATh TaKi BITOMOCTi
(ct. 422); npomnaranza BiifHU (cT. 436); BUTOTOBJICHHS, OMKUPEHHSI KOMYHICTUYHOT,
HAaUCTCHKOI  CHMBOJIKM Ta IIpONaraHaa KOMYHICTHYHOTO Ta  HaIllOHAJI-
COMiaTiCTHYHOrO (HALUCTCHKOT0) TOTAMITAPHIX pexkuMiB (ct. 436-1)%,

BBakaeMo, 110 JIesIKi 3 TaKUX KPUMIiHAIBHO MPOTHIIPABHHUX IisIHb BUUHSIOTHCS
3 BUKOPUCTAHHSAM KOMII'IOTEpiB  a00 KOMIT'IOTEPHHUX CHUCTEM, IPOrPaMHOTO
3a0e3MedYeHHs] TOLIO, MpOTe cepel I[bOro Mepeniky € TakoX KpUMiHaNbHI
MPaBOMOPYLICHHS, B fKI MPOTATOM OCTaHHIX POKiB Oyll0 BHECEHO 3MIHH Ta
JIOTIOBHEHHS a00 BUKJIANCHO B HOBiH pemakmii. OKpiM TOro, BiAMOBIZHO 10 M. 7
[Mmany 3axomiB Ha 2025 pik 3 peamzanii Crparterii kibepOesmeku Ykpainu,
3aTBep/UKEHOro posnopsmkeHHsM Kabinery MinictpiB Ykpainm Bin 7 OepesHs
2025 p. Ne 204-p, mepembadeHO 3aBepUICHHS IMIUIEMEHTalii B 3aKOHOJaBCTBO
Vkpaiun mnonoxkeHb KOHBeHIIT mNpo KiOep3loYMHHICTH MO0 IMIUIEMEHTALis
B 3aKOHOJABCTBO YKpaiHu mosiokeHHss KoOHBeHIIT Mpo KiOEP3TOYMHHICTD MIOA0
TEPMIHOBOTO 30€peKEeHHsI KOMIT I0TEpHHX JAaHHUX 3 TEPMIHOM BHKOHaHHS [V kBapran
2025 p.30. Le Bka3ye Ha Te, I10 poOOTa B I[LOMY aCIEKTIB MPOJAOBKYETHCS.

BUCHOBKH

3a pesyJsibTaTé MPOBEICHOr0 A0CHikeHHs o0 KonseHuii Pagu €Bponu mpo
KiOep3JI0YNHHICTB SIK OCHOBH KPHMIHAJIBHO-IIPABOBOI OXOPOHH CYCIUIBHUX BiTHOCHH
y KibepripocTopi B YKpaiHu, MokKHa 3poOHTH TaKi BUCHOBKH:

1. KouBenuist Pamm €Bpomn mnpo KiGep3loOYMHHICTE € (yHIaMEHTAIbHUM
MIDKHapOJHAM JOKYMEHTOM, CIPSIMOBAaHMX Ha KPHUMiHAaNI3aI[io0 MisHb, MOB’I3aHHUX
313 BHKOPUCTaHHIM 1H(OpMalifHO-KOMYHIKAI[IfHUX TEXHOJOTiH, a TaKoX Ha
3a0e3nedeHHs] e(peKTHBHOIO MDXHAPOAHOTO CIIBPOOITHHLTBA y cdepi 3amodiraHHs
Ta MPOTHIIT KiOEP3TOYHHHOCTI.

2. lna Yxpainn Konsennis Pagun €Bpornu mpo kiGep3noYMHHICTE Ma€ BEIHKE
3HAQUEHHS, OCKUIBKH: TIIO-TIeplle, BU3HAYa€ MDKHAPOJHO-TIPABOBI 3000B’s3aHHS
nepxkaBu y chepi kpuMiHamizamii KiOep3JIOYMHIB Ta HANPSIMH MiKHAPOIHOTO
CHiBPOOITHUITBA; MO-/Apyre, € QyHAaMEHTOM IUIsl yIOCKOHAJCeHHsS 3akoHy YKpaiHu
Opo KpPUMIiHANIBHY BIANOBIJANBHICTH Ta ajanTamil #HOro g0 €BPONMEHCHKUX
CTaHIApPTIB.

# Xaxanoscskuii B. T., Tasnoscekuii B. JI. Interpretation and classification of criminal
offenses as cybercrimes. INFORMATION AND LAW. 2020. No.2(33). P.99-109.
DOI: https://doi.org/10.37750/2616-6798.2020.2(33).208101 (date of access: 18.02.2026).

IIpo 3aTBep/keHHs IuaHy 3axoniB Ha 2025 pik 3 peanizauii Crpaterii kibepOesnexu
Vkpainu :  Posmopsypk.  Kab6.  MinmictpiB  Vkpaimm  Bim  07.03.2025  Ne 204-p.
URL: https://zakon.rada.gov.ua/laws/show/204-2025-p#Text (nata 3Bepuenns: 18.02.2026).
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3. CyvacHi TeHIEHIIi pPO3BUTKY KiOEp3IOYMHHOCTI, 30KpeMa, aKTHBHE BHKO-
pPHUCTaHHS IITYYHOTO IHTENEKTY, pPHHKY KpPHITOBAIOT, XMapHHX CEpBiCiB,
ABTOMATH30BaHUX KiOepaTak, aTak Ha KPUTHYHY 1HQPACTPYKTYpy, CTAIOTh IIOIITOBXOM
JUISL  YIAOCKOHAJICHHS HOPMATHBHO-TIDAaBOBMX aKTiB 3 MHUTaHb HPOTUIIl Kibep-
3JI0YMHHOCTI Ta PO3IIMPEHHS HAIPsMIB MIKHAPOJHOIO CIiBPOOITHUIITBA Yy HPOTUAIT
3M04nHHOCTI. Pa3oM 3 THM, e(EKTHBHICTh TaKOr0 MEXaHi3My 3aJeKHTh BiJ
iMmaeMeHTanii monokeHb KomBeHuii Pagm  €Bponm mpo  KiGep3MOYMHHICTH
Y HaliOHAJIbHE 3aKOHOJJABCTBO, Y ToMY uHcii it KpuminansHuil konmeke YKpaiHm.

AHOTANIA

AXTyaJBHICTh TEMH IIOB’s13aHA 3 THM, III0 B Cy4aCHUX YMOBax KiOep3IOYMHHICTH
HaOyna O3HAaK TIJI00AJBHOTO SIBHINA, IO IOCSTAaE He JIMIIEe Ha MAaifHOBI IpaBa,
KOH(IICHIITHICTh Ta iH(pOpMaIliiiHy Oe3rmeKy OKpeMHx oci0, ane i Ha CTaOUIbHICTh
(YHKIIIOHYBaHHA JEp)KaBHUX 1HCTUTYLIH, OO0 €KTIB KPUTHYHOI iH(PaCTPyKTypH,
(hiHAHCOBHX CHUCTEM Ta MEXaHi3MiB IyOiuHOro ynpasiiHHA. OcoOINBOI aKTyanbHOCTI
i nuTaHHA HaOyBaroTh A1 YKpaiHu B yMOBax 30poiiHoi arpecii Ta ribpuaHux 3arpos,
KON KiOepaTakd BUCTYIIAIOTh €IEMEHTOM JjecTalimi3amii Iep>KaBHOTO YIpaBIiHHS,
iH(pOPMALIIITHOTO BIUTMBY Ta IMiIPUBY HAI[IOHAIEHOT OE3MEeKH.

3BepHyTa yBara Ha Yactuny 1. Marepiansae kpuMinanbsHe npaBo Konsenmii Pagu
€Bpormn TIPO KiOEp3TOYMHHICTh, J€ 3aKpIIUICHO MepewiK [isHb, 3a SKi IIOBHHHA
HacTaBaTH KpPHMIHaJbHA BiANOBIJANBHICT. BU3HAUEHO OCOOIMBOCTI KPHUMiHATBHOL
BIMOBIZAIBHOCTI y CHIByYacTi 3a Taki JisSHHSA, BUIM TMOKapaHb il (i3UYHUX Ta
fopuanuanx  oci6 3a  KouBenmiero Pamu  €Bpornm  mpo  KiOep3nmOoYMHHICTB.
[poaHanizoBaHO iCHYIOUI MIAXOAM 10 HOHATTA «KiOEp3IOUHHI», «KiOEp3IOUYHHHICTEY,
GKOMIT'IOTEpHI 3JIOYMHM» Ta 3alpONOHOBAHO AaBTOPCHKE BH3HAYEHHS MOHATTS
«kibep3mounHiBY. 3ayBaXeHO, IO Yy CYyYaCHHX TIpOsiBax KiOep3IOYMHHOCTI
XapaKTepU3y€eThCs AKTHMBHUM BHKOPUCTaHHSAM AaBTOMATHU30BAHHMX aTak, IITYYHOIO
IHTENIeKTY, TEXHOJIOTIH  colianbHOl  IH)KeHepii, KPHNTOBAJIOTH, YpPa3lIHBOTO
IPOrpaMHOro 3a0e3NeueHHs, 1[0 3YMOBIIOE TpaHc(OpMalio sSK CHOCI0 BUYMHEHHS
TaKMX KPUMIHAIBHUX TIPaBOMOPYIICHb, TaK 1 MeXaHi3MiB 1X npotumii. BinsnaueHo, mo
n. 7 Ilmany 3axoxmiB Ha 2025 pik 3 peamizamii Crparerii kxibepOe3snekn YKpaiHw,
3aTBepKeHOr0 po3nopspkeHHsaM Kabinety MinictpiB Ykpainu Bix 7 6epesns 2025 p.
Ne 204-p, imruieMeHTamii B 3aKOHOJABCTBO YKpaiHM IoiokeHb KoHBeHmii mpo
KiOEp3JI0UYMHHICTB MPOJIOBXKYETHCS.
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NPOTHUAIA KIBEP3JIOYMHHOCTI: BUKOPUCTAHHS
EJJEKTPOHHHUX JOKA3IB B ITPOLHECI PO3CJIITIYBAHHA

Pamko O. B.

BCTYII

Mu xuBeMO y CBITi, y SKOMy crenugika CydacHOi 3JIOYMHHOI MisUTBHOCTI
NPU3BOAUTE /10 HEOOXITHOCTI 3HAXOKEHHS OCOOJIMBOTO MiAXOAYy IIONO 00’eKTa
KpPHUMIHaNICTUYHOTO Mi3HaHHs. Hapasi cBiTOBa CHiFHOTa MaKCUMAIIBHO 3ajIy4eHa 10
iH(pOpMALIfHOrO MPOCTOPY Ta MEpPEeTBOpUIIACS B OKpeMy Ipyly — iH(popMmariiiHe
cycninbeTBO. [IO3UTHBHI acmekTH LBOTO SIBHIIA YCIM IPEKpacHo Bigomi, aine
HeOe3MmeuHi Horo TeHAeHIII YacoM CKIamHO CIporHo3yBaTH. Cepel mUX TEHICHIIN
BUAUISIOTHCS HACTYITHI: BIUTUB Ha JIFOJICHKY ICUXIKY Ta MacIITad MaHIMyJALIH, SKAi
MOCTIHHO TpOrpecye, BUKOPHCTAHHS CYYacHUX IH(GOPMAIIMHUX TEXHOJOTIH It
MOXKJIMBOCTI TPOHMKHEHHsS s y TIPHBaTHE JKUTTSA Ta B IiSUIBHICTH OpraHi3arii,
BUKOPUCTAHHSI CYYaCHHUX TEXHOJOTIH A TOTAJbHOTO KOHTPONIO HAX IKHUTTAM
JmIofed, SAK B OKpeMiil Jep)kaBi, Tak 1 CBITOBOI CHUIBHOTH, IMOTJIHOJICHHS
iH(popMaliiiHOl BIfHH MDX JepXKaBaMu, IO BOPOTYIOTh 1 SIK HACIiJOK, HEYXHUJIbHE
3pOCTaHHS KiOep3I04nHiB.

SIkmo OpaTu 10 yBark 3Ha4eHHs, TO KiOEP3JIOYMHOM BHUSBISETBCS OyAb-sKe
NPOTUNPABHE [isHHA, IO 3JIHCHIOETHCS 32 JOMOMOrO ENEKTPOHHHX Omepallii,
BIATIOBIZTHO METOIO SIKOTO € MOIOJIAHHS 3aXHCTy KOMII'IOTEPHUX CHCTEM Ta JaHUX,
SIKI HUMH OOpOOJISIOTHCS. Y MIHPIIOMY CEHCI 1€ SIBHIIE PO3TISANAETHCS K OyIb-sIKe
NPOTHIPaBHE MisHHSA, [0 BYMHEHE 3a JIONOMOrol abo0 3 BUKOPUCTaHHIM
KOMIT'IOTEPHOI CHCTEMH YM MEpeXi, BKIIOYAIOYM M TaKi 3JI0YMHH, 5K HE3aKOHHE
30epiraHHs, MPOMO3HLIist ab0 MOMMpPEeHHs iHpOopMaLil 3a JOMOMOTOK KOMIT FOTEPHOT
CHCTEMH YH MEPEeXKi.

BaxmuBuMm € akT, 1m0 mpeaMeTaMH MOCATaHHS y KiOepIpocTopi nepimoyeproBo
BUCTYNAIOTh 1H)OpPMaLiifHI MPOIYKTH Ta pecypcH. MaiiHO, KOMIT IOTepH, KOMI 0-
TEpHI MEpexi, Mepexi eJIeKTPO3B’SI3KY, NOKYMEHTH BHSBILSIIOTHCS APYTOPSTHUMHU
(BTOpHHHMMH) 00’ €KTAMH 3TOYHHY.

Came iHdopmartis, 3adikcoBaHa B eJIEKTPOHHIN (opMi, sSKa 371aTHA 3aI0BUTBHUTH
noTpedH 4K iHTepecH KOPHCTyBadiB KibepmpocTopy i € iHpopMaLiitHUM MPOIYKTOM.
Sk Oynb sika iHIIa iH(pOpMalis BOHA MOXe OyTH BaroMol0, BPaXOBYIOUH 3aJTy4CHHS
Oaratbox oci0 s poboTH Haja HElo a0o OyTH HEOOXiIHOIO YMOBOIO AJIsl BUKOHAHHS
KOHKpPETHOro 3aBHaHHsA. Lleil iHGopMaUiiiHUii NPOXYKT MOBHHEH MAaTH 3aKOHHOTO
KOpHCTyBaua, IO aOCONIOTHO JIOTIYHO IIOB’s3aHE 3 NEBHUMH BiTOMOCTSMHU IIOTO
HNEePCOHANBPHUX JAaHUX YU aBTOPCHKOTO MpaBa 4M OaHKIBChKOI TaemHuii. Came
XapakTep BimoMmocTel, 3aikcoBaHUX y iH(pOpMaLifHOMY IPOIYKTi 3yMOBIIOE HOTO
Ba)XJIMBICTB, IHTEpPEC Ta LIHHICTh, & TAKOX CIPHIE OOPaHHIO O0COOOI0 NEBHOI JIiHiT
3JI0YMHHOT OBEIHKH.

3a Cy4acHOTO PO3BHUTKY HAayKH 1 TEXHIKM Ta LIBHAKOIUIMHHUX MOMJIMBOCTEHl
TEXHOJIOT1H, BUKOPHCTAHHS EICKTPOHHHUX JOKa3iB HaOyBa€ Ba)KIMBOT'O 3HAYCHHS
OI0A0 JOKa3yBaHHI BHHYBaTOCTI UM HEBHHYBAaTOCTI Mimo3proBaHoro (o0BH-
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HYBa4CHOTO) — SIKa CTAHOBUTH TOJIOBHY AWJIEMY YCHOTO KPHMIHAJIBHOTO IPOIECY.
3po3yMmilio, MO poibh HUPPOBHX JIOKA3IB CTPIMKO 3pPOCTAE 1 CHOTOJHI MEPEHHCKH,
3alUCH 3 KaMmep BiCOCTIOCTEPEKCHHS Ta JaHi 3 MOOUIBHHX IPHCTPOIB MOXYThH
OyTH BUKOPHCTaHI JJI1 MiATBEPIKCHHS a00 CIOpOCTyBaHHS Bepcii CTOPOHHU
0OBHHYBA4CHHSI.

Ha BinmiHy Bif cKaXiMO CTajo TpagULiHHUX JOKa3iB, €IEKTPOHHI MAlOTh IEBHI
ocobnuBocti. Cdepa ix icHyBaHHS — [pOBa, caMe TOMY iX 30MpaHHs, 3UUTyBaHHS,
aHaJi3 Ta OI[iHKa MOTPeOYIOTh BiAMOBIMHUX 3HaHb Ta oOiMagHaHHA. Taki mokasu €
JEM0 «KPUXKAMH», OCKUIBKA 1X JIerme MiApOOWTH, 3MIHHATH, 3HHIIUTH,
tdanscndixyBatn. Came TOMy iX BHKOPUCTaHHS y KPHMIHAJIBHOMY IIPOBaKCHHI
CTalOTh JIONATKOBUM TATApeM JIJIsl CTOPOHH OOBHHYBAYCHHS, KOJM MOBA #je mpo ix
BiITIOBITHICTh YMOBaM JIOCTOBIPHOCTI Ta JOIYCTUMOCTI.

1. Posb Ta Micue eIeKTPOHHUX J0Ka3iB y po3ciifyBaHHi Kidep3/104HHiB

[{omo mpaBoBOi MPUPOAN ENEKTPOHHHUX JTOKA3iB — HE JMBIISTYUCH HA HEOCTATHIO
BPETYJIbOBAHICTh 3aKOHOAABCTBOM, L€ CaMOCTiMHMI Bua 1okasiB. Komm MoBa
3aXOAUTh TPO OCHOBHI NpoOJIeMH Ta THMTaHHSA, IO BHHHUKAIOTH Yy 3B’A3KY
3 BUKOPDUCTaHHSAM €JICKTPOHHHUX JIOKa3iB, IEpLIOYEPrOBMM 3aBJaHHAM B XOMi
CyIIOBOTO PpO3CIiTyBaHHS BHUSBISETHCS HEOOXIAHICTH MOBENCHHS aBTEHTHYHOCTI
CJICKTPOHHOTO JI0Ka3y. BinmoBigHO 3 mBOro mpaBWia BHUTIKAE HACTYIHE Ta
HaWTOJIOBHINIE — IATBEPXKEHHS JOIyCTUMOCTI HOTO OTpPUMaHHA Ta 3aKOHHOTO
3anydeHHs 10 cepr KpPUMIHAJIBHOTO CyAOYMHCTBA. He MEHII BaXJIUMBHM €
3a0e3neyeHHs He3MIHHOCTI Ta JOCTOBIPHOCTI TaHUX B XO/i iX 30upaHHs1, 30epiranHs
Ta BHMKOPDUCTaHHA B KPUMIHAIPHOMY NpOBa/pKeHHi. SIKImIo 3BepHyTH yBary
Ha cIoco0M Ta MEXaHI3MHU TEPEBIPKU JTOCTOBIPHOCTI Ta HAJIGKHOCTI TaKUX JOKa3iB,
TO HAWMOMIMPEHIIMMH BHCTYIIAIOTh METalaHi — CTPYKTypOBaHa iH(pOpMAIis, sKa
JTO3BOJISIE BIICTEXKUTH OYyIb-AKi HOTO 3MIHH.

Oco0nuBe Micle BiIBOJUTHECS KpUNTOrpadidyHUM METoAaM — 3aCTOCYBaHHIO
I(POBUX MINUCIB, XeMI-(QYHKIH, eNeKTPOHHUX cepTH(diKaTiB LI 3a0e3nedeHHs
aBTEeHTHYHOCTI aHux. Ha nomomMory opranam J0CyJJOBOTO PO3CIIiTyBaHHS MPHUXOIUTh
it tudpopa excriepTza — siKa JJO3BOJISIE 32 JTOMOMOTOI0 KOMIUIEKCY TEXHIYHMX 3aXOJIiB
MPOBECTH aHAIII3 EJEKTPOHHUX J0Ka3iB, BKIIOYAIOUX BiHOBJIEHHS BUAAJICHUX (aiiiB,
aHaJTi3 MepeskeBoro Tpadiky Ta izeHTHiKamio aBTopcTBa®

HeoOxigHo mamMsTaTH, OO0 3aJIeKHO BiJ 00CTaBHH MPUCTPOI MOXKYTH OyTH 3i0paHi
SK B YBIMKHEHOMY, TaK i y BUMKHEHOMY cTaHi. Haa3Bu4aiiHoO BaXKIIMBO NPUHHATH Mipn
JUTSL 3aIT00IraHHS 3HUIIEHHS, TICYBAaHHS 200 3MiHH OPIriHANBPHUX JJAHHUX. 3pO3yMiJIo, 0
B XOAlI TpPAHCIOPTYBaHHA MOXYTh BHHUKAaTH CHUTyalil, IO CIPHUATUMYTh
HOIIKO/DKEHHIO 200 CHOTBOPEHHIO JaHMX, TOMY 3 METOI0 HEJIOMYILEHHs HEeOoOXiJTHO
BHKOPHCTOBYBATH 3aXMILCHE [TAKYBAHHS.

OKpiM 1BOTO, CITiI MAKCUMAJIBHO 3a0€3MeYNTH HAJICXKHI YMOBHU JUlsl 30epiraHHs
OUPpOBHUX HOCIiB (Ile 1 KOHTPOJb BOJIOTOCTi, 1 3aXHCT BiJ MAarHITHHUX MOJiB)
Ta JTOKYMEHTYBAaTH yci Iii, IOB’si3aHi 3 00poOIeHHIM 10Ka3iB. 3 MOMEHTY 30MpaHHs
Ta ¢Qikcamii Aoka3iB A0 X TPENCTAaBICHHS B Cyli, HEOOXITHO IOTPUMYBATHCS

! Animenxo O. (2021). 36ip i nepepipka eNeKTPOHHHMX JOKa3iB: MPOGIEMH Ta pilleHHS.
FOpuouuna npakmuxa, 45(2). C. 14.
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YiTKOCTI Ta MOCHIJOBHOCTI IOAO ii AOKyMEHTyBaHHS. JlOKyMEHTallis MOBHHHA
MICTUTH yHIKQIBHUH ieHTH(IKAaTOp JOKa3y, ATy Ta BIZOMOCTI Ipo 0cib, sKi Main
1o Hel moctyn. B mepury gepry yBara 3BepraeThesl Ha (iKcamilo JaHUX, SIKI MOXYTh
OyTH BTpaueHi abo € HAWMIHJIMBIIIMMH 32 CBOEIO NMPUPOJIOI0, SIK BMICT ONEpaTHBHOL
nam’siTi 10 puKIay’.

OCHOBHMMH yMOBaMH SIKICHOTO 30HMpaHHS Ta aHalizy UU(PPOBUX IOKa3iB €
PETENBHICTh MpOILECY, MEpeBipKka Ta KOHTPOIb IOCTYIy, YiTKICTh MpPOLEAYypU Ta
NPaBUIBHICTh BHKOHAHHS KOXKHOTO €Taly 3 METOK 3a0e3NedYeHHs MOIajbIIOro
YCIIITHOTO PO3CIIiAyBaHHSI.

Came IOTpHMaHHS IPHUHIMIIB IITICHOCTI, aBTEHTUYHOCTI Ta BiITBOPIOBAHOCTI €
OCHOBOIO 3aCTOCYBaHHS IM(POBOI KPUMIHANICTHKH, IO HAZa€ MOXIHMBOCTI
CTBOPEHHSI YMOB ISl MAaKCUMAJIBHO 00 €KTUBHOTO Ta HEYNEpeIDKEHOro aHaji3y Ta
MiHIMi3y€ pH3HMKHU CIIOTBOPEHHS YH BTpaTu iHdopmaii. Ha sxanb, kKiGep3m04nHHICTS,
Kk (eHoMeH, MOCTiHHO mnporpecye, HaOyBae nenani CkIagHimux (opM, TOMY
MOKpaIeHHsT e()eKTUBHOCTI METOMOJIOTIT 30upaHHs HUPPOBUX NOKa3iB € BaXKIIHBUM
KPOKOM 1O 3MiIHEHHsS Ta 30epexeHHs iH(opMamiiiHOT Oe3MmeKu 3 METOI0
CIIPaBEJIMBOTO CyJOBOTO IPOBA/KEHHSI.

Ha cporommimmuiii meHp, xemami B XOXI PO3CIHigyBaHHS KiOSp3IOYMHIB IpH
NPOBEACHHI CIITYMX (PO3MIYKOBHX) AiMl Mepel CIIYNM II0CTa€ HHUTAHHS IOTO
30upaHHs, (ikcalil Ta BUKOPUCTAHHS eJEKTPOHHOI iH(opMaIlil, K [pKepena JoKa3iB
y KpHUMiHaJIbHOMY TpoBapkeHHi. B cBoiii crarti I. I'. Kananua 3ayBaxye, mio mijg yac
cmiguux (PO3LIYKOBHX) Hii (ikcamis MOKa3iB 3 €JIEKTPOHHHX HOCIiB 30MpaHHS
iHpopMaIllii, o MICTHTHCS HA HUX, MOXKE 3/AIHCHIOBATHUCS ABOMa CHOCOOaMu: abo
BWIy4eHHAM Hocis abo iHpopmamiiiHol cuCTeMHu, 0 SKOTO BiH BXOAMTH, abo
KOTIFOBaHHAM iH(pOpMAIIii, 0 30epiraeThcs Ha BIAMOBITHOMY €IEKTPOHHOMY HOCIT.
oo BHIy4eHHs, 3p03yMillo, IO I KIACHYHUH Ccrioci0 30MpaHHs JoKa3iB y (opmi
MarepialbHUX O00’€KTiB, N0 SKHX HAJIEKaTh EIEKTPOHHI Hocil Ta iHdopMmariiHi
cucreMu. He MUBISYHCH HA MEBHI IUTIOCH Ta IepeBark, HEMOXXJIMBO OMUHYTH 1 IesKi
npoOJieMH, Ha KIITAIT HEee(EKTUBHOCTI MOCHTIKECHHS CICKTPOHHHX HOCIIB MiCIsA
BIJIYYCHHS B pa3i 3arpo3d 3yNHHEHHS KPUTUYHO BAaXJIMBHX (yHKLi OGi3Hec-
nporeciB a60 HassBHOCTI mU@pyBaHHs TomO. [loromKyemocs, o B TAKKX BUIAAKaX
aNbTEPHATUBOIO BUCTyHa€e 30MpaHHS iHpOpMAIli, SKa MICTUTBCA B €JICKTPOHHOMY
HOCI{ IUTSIXOM BHTOTOBJICHHS KOTTT TaKoi iHpopMarrii-.

3apa3 MU JKHBEMO Y CBiTi, € NPAKTHYHO IIOAHS BiIOYyBAalOTHCS TEPOPHCTUYHI
aKTH, BIliHH, 1110 HE BUYXAIOTh,  BiIIOBITHO 3pOCTA€E KUTbKICTh KIOEP3JIOUNHIB Ta iHIIIIX
NPaBOIOpPYIIEHb, IOB’S3aHUX 13 BIHCBKOBOIO arpecicto. Tomy came 1u(pOBi
(eNeKTpOHHI) JI0Ka3M BiAIrparoTh KIIOUOBY poib y ix ¢ikcauii. Crenudiuni pucw,
SIKUIMH BOHH BOJIOZIIOTh, HAAUIAIOTH 1X K IUTFOCAMH, Tak i MiHycamu. HaBite B xomi
Oe3nepepBHUX OOHOBHX il Taki JOKa3HM 30MPAIOTHCS 3a TOMOMOTOI0 KBaJPOKOINTEPIB,
SIKi JTO3BOJLSIFOTH NOOAYMTH HE TUIBKM MPUMIPOM MaciuTadu pyiHHYBaHb, ale i
3agikcyBaTH JieTaii, He HMOMITHI 3 3emii, Qikcariero Ha cMapT(OH 3a IOIOMOTOI0

IBacummnu, T., Ilipor, O. (2025). Ilopsmox 30mpaHHS IUGPOBUX HOKa3iB. Kpu-
Minanicmuka i cyooea excnepmusa. Bun. 70. C. 376. DOI: 10.33994/ kndise.2025.70.28.
® Kanamua L. T'. Korist eekTponHoi indopMarii K J0Ka3 y KpUMiHATBHOMY PO BaKEHHI:
MpOLECYyaIbHUIM Ta TEXHIYHUI actiekTH. FOpuouunui naykosuil erekmponnui scyprai. 2021.
Ne 8. C. 337.
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CHEIabHOTO IOAaTKy, (oTo- 1 Bimeomarepiamamu 3 Micup OOCTpimiB abo
HEPEXOIVIEHUMH eJICKTPOHHIMH KOMYHIKAIiIMU OKYIIAHTIB, 1[0 € JOKa3aMH BYNHEHHS
3JI0YHHIB IIPOTH [IUBLILHOTO HACEJICHHS.

HematepianipHa CyTHICTh HU(QPOBUX AaHUX POOWUTH IX HAI3BHYAWHO KPUXKAMH
caMme B IOpHAMYHOMY ceHci. Ha BigMiHy Bin (i3M4HO iCHYIOUMX PEYOBHX JIOKa3iB,
eNIeKTPOHHA iH(poOpMallis AyKe JIETKO MiJNA€ThCsl PI3HOTO poAy TpaHchOopMallism:
3MiHi, 3HUIIEHHIO, BUIIPABJICHHSAM, KOIIIOBaHHIO, 10 TOTO K BKpai CKIaJHO TOBECTH,
IO 11 3MiHH BiAOYJHCs BHACTIJOK CTOPOHHBOTO Bpr‘IaHH}I4

Marepianu, He3aIeKHO BiJl TOTO, YU 3i0paHi BOHH Y MOMEHT BUMHECHHS 3JI0UYHHY
4y Jinie 3adikcyBanu HOro HAaCTiJKH, CTalOTh JOKa3aMH y CyJIOBOMY IPOBaJDKEHHI
IpHU YMOBI MIATBEPIDKEHHS IX JOCTOBIpHOCTI Ta gomyctuMmocti. Konm MoBa 3axoquth
MO OLIHKY TaKMX JaHUX B CY[i, TO Oyab-sIKi CyMHIBH LIO/I0 LTICHOCTI, (ikcamii Ta
30epiranHsi OyayThb TPaKTyBaTHUCS Ha KOPHCTh OOBHHYBaueHOro (IMiACYIHOTO).
SIKIIO CTOpOHA 3aXUCTy HEPEKOHA€E CyA Y HEHAJEe)KHOMY 30epiraHHi elIeKTPOHHOTO
JIOKa3y CTOPOHOI0 OOBHHYBaueHHs a00 HaBede OOBOIM LIOAO CYMHIBHOCTI HOTO
ABTEHTHYHOCTI, CKOPILI 3a BCE CyJ BHKIIOYUTH HOTO 3 MPOLECY NOKa3yBaHHS, K
TaKui, 0 HE BIANOBiAa€ O3HAKAM JOIYCTUMOCTI.

IMoromxyemocs 3 mymxoro XaniHa C., mo cydacHe KpHMiHaJbHE IpoLecyaibHe
3aKOHOJIaBCTBO, BHACIIZIOK CBO€T HEJIOCKOHATIOCTI (hirypaslbHO BUCIIOBITIOFOUKCH, Bi/IIIA€
M’S14 Ha TMOJIOBHHY MOJISI IOTEHIIHOTO MaHiIyJIsITopa, aHbK Hajae e()eKTHBHI MPaBOBI
IHCTPYMEHTH OpraHaM JOCYZOBOTO PO3CIiyBaHHs, NPOKYpaTypu Ta CyAy. ABTOpPOM
TaKOXX MJyKe BIaNO MiAMIYEHO, [0 HUQpPOBI I0Ka3wu, MonudikoBani uepe3 mii
KOHTP(QOPEH3IKH, YCKIAJHIOIOTH 1 caM O00’€KT eKCHEepTH3H, OCKUJIbKA eKCIepT
3MYIICHUI HE TUTbKU aHATI3yBaTH 3MICT JIaHUX, a e i Jo1aTkoBo OpaTu Ha cebe Micito
JIOCITITHHKA, CTIOYATKY BiJTHOBITIOIOUH Ta TIEPEBIPSIOUN CaM J0Ka3, a BXKe TOTIiM PoOIIsTIn
BHCHOBKH II0JI0 HOTO 3HA4YeHHs /Ui KPUMIHAJIBbHOTO TNpoBakeHHs. Lle mocuth
BUCHAXITMBO Ta BUMAra€ BiJi eKCIiepTa He MPOCTO BUCOKOI KBawmidikamil, TOCTymy 10
CYHYaCHHX IHCTPYMEHTIB, JOATKOBOIO Yacy, ane if HepiKko i TROPUOro maxomy’.

Kibep31ounHHICTh MOCTIHHO MOAEPHI3YETHCS, NPAKTUYHO IIOJHS KiOEP3I0uHHII
BHHAXOJATh HOBI IIAXpalChKi CXEMH Ta BIOCKOHANIOIOTH CBOI METOAM 3apaju
BJIACHOTO 30arayeHHs 3a paxyHOK IHIINX TPOMAJISH Ta IMiJIPHEMCTB MO0 BCHOMY CBITY
3 BUKOPHCTaHHSAM Mepexi IHTepHer. Ha choronmimmHidi IeHpP MH He 3Haiinemo
KOHKPETHOTO TepeliKy KiOep3TIOYMHIB, OKpIM IIOTO MpPaBOBE IOJIE HE MOCIYTo-
BYETBCS 1 CeNU(IYHIMH TEpMiHAMH, HA KIITANT CMIIIUHTY, TOKCHHTY, (IIIUHTY,
BilIMHTY. Take BUKOPHCTaHHS MOIJIO O JOIIOMOITH B aHaNi3i Ta cuHTe31 iHdopmarii
IIO/I0 BIMOBIIHUX TEHICHIIN Y KiGepmpocTopi. 3arpo3UBOI0 BUTJISIAE TCHICHIIIS
JI0 CTPIMKOT'O TIOLIMPEHHS 3apaKeHHs KOMIT FOTEePIB SIK OKPEMUX KOPHUCTYBAadiB, TakK i
HiANPHEMCTB, YCTAHOB, OpraHi3amiil 3a JOMOMOIOI0 PO3CHIIKU eIEKTPOHHHX JIHCTIB
HaueOTO BiJ iIMEHI aJMiHICTPATOPiB MOLITOBHUX CEPBICIB, CyIy, OaHKIBCBKUX YCTaHOB
YW yPSAOBUX IHCTUTYIH.

4 Merenes O.I1. Hudposi 10ka3u y KpUMiHAIBHOMY IPOLIECi: BHJIOBA XapaKTECPHUCTHKA.
Bicnux kpuminanviozo cyoouuncmea. Ne 1-2. 2023. C. 42 URL: https://vkslaw.com.ua/index.
php/@ournal/ article/view/34.

Xanin C. EnexrponHo-1M(poBi 1o0Ka3u mijx yac BukoHanHs Bumor c1. 290 KIIK Ykpainu.
IOpuouuna zazema. 26 uepsus 2024. URL: https://yur-gazeta.com/dumka-eksperta/
elektronnocifrovi dokazi-pid-chas-vikonannya-vimog-st-290-kpk-ukrayini.html.

265



CKIagHICTh PO3CIiAyBaHH MOJIATAE MIE i B TOMY, IO KiOEP3IOYMHH TyKE 9acTo €
MDKHapOJHMMH, a TOMY HE MiANAJaroTh MiJ €JUHY HAIiOHAIBHY IOPHUCIUKIIIO,
OKpIM I[bOTO HETOOJMHOKMMH € BHIAIK{, KOJIHM HANPHKIAA KOMIT IOTEPU 3JIOYMHILT
Ta 0T JKEPTBH 3HAXOMATHCS HA TEPHTOPISX PI3HHX AepiKar’.

Slkmo mnepBHHHa iH(opMamis cnpuiiMaeTbcs OyAb-SKOI JIOAWHOI Ta €
JOCTYIHOIO Uil 11 PO3yMIHHS, TO Il MOBHOI KapTHUHU 3JI0YMHY Ta OOCTaBHH HOTo
BUMHEHHS HEOOXIZHO 3aJy4eHHs EKCIIEPTOM CIICIlalbHHUX 3ac00iB, CIeLiali30BaHUX
nporpaM, sKi MOXYTh JOIIOMOITH pO3KOAYBaTH iH(oOpMaLii, SKy Hamaraiucs
MPUXOBaTH Ta BIATBOPUTH 1i y THX BepcisfiX, SKi BHCYHYB CIIT4HH B Tporeci
PO3CITiTyBaHHSL.

Came (axiBenb MOXKE BIIHOBHTH pE3epBHI KOIII CHCTEMH, JIOT(ailIH, TaMmu
oIepaTUBHOI MaM’sTi, JaMIM MepexeBux Tpadikis, iHmI daitamn abo ix yactunu (y
pa3i TIOIIKODKEHHST ), SIK HasiBHI, TaK i BUJAJEHi, a TaKOX CIIy»k00BYy iH(OpMaIlito mpo

i ¢aiinu. Ilicnst 4oro came (axiBelp 3[aTHUI MpoaHaTi3yBaTH CYKYIHICTh
3Hannean uppOBUX CHiAiB 1 BHOYIOBAaTH TaiMIAMH IUIIXOM CTPYKTypH3awil
inpopmarii BimHOCHO misulbHOCTI KopucTyBaua EOM 1mono omeparii, ski
3IIHCHIOBANIKCS 3 MEBHUMH (aiimamu 1 mporpamaMu (BCTAQHOBJICHHS, BHIAJICHHS,
3Mina), po poGoTy B IOKANBHIN Mepexi a6o Mepesxi Inteprer’

3a 3araJbHONPHIHATAM IpaBWIOM, 30HMpaHHS Ta BHKOPHCTAHHS JIOKa3iB
3 BIIKPUTHX JDKEped Mae 3/IHCHIOBATHCS 3a MPOTOKOJIOM bBepkil, sIKUM peKOMEHMO-
BAHO MiHIMIi3yBaTH JaHi 1100 30MpaHHs JIHMIIe HEOOXiJHO MPOMOPIIiHHOI iHpopMalli,
(hikcyBaTu moOHaHMEHIIE TaKi JaHi, K [iTb0Ba Bebaapeca; BUXITHUN KO 3aXOIUICHHS
Bci€i BeOCTOpiHKKM ab0 300paXKeHHs MOBIJOMIICHHS KpayA-MECEHIXepa B3aCTOCYHKY;
BOy/IOBaHI MyJbTHMENiiHI (aiiny; BOyZOBaHI METaiaHi; KOHTEKCTyalbHI JaHi; XeIl
3HAYCHHS; JaHi Npo Tporec 30upanHs iHGopMmamii. Hampukian, y mnpaktumi
npaBooXopoHHHX opraHiB Himewunnn, BemmkoOputanii Ta CIIIA OSINT-dparmentn
MOXYTb BXOJUTH JIO CKJIay JI0Ka30BOi 6a3H 32 yMOBH JOTpHMaHHs cTaHaaptis chain
of custody (nammrora 30epexxeHHst J10Ka3iB) Ta 1UQpoBoi (ikcaiii i3 060B’SIBKOBUM
3a3HAuCHHSM JDKepena, JaTy Ta YMOB OTPHUMAaHHS

VYV Cnonyuenux Illtatax AMeEpHKH TaK0)X BHKOPHCTAaHHS Y KPUMiHAIBHOMY
MPOBaKEHHI M(POBHUX JOKa31B BPETyIHOBaHI IpaBUiIaMH (ellepaabHOTO T0Ka30BOTO
MpaBa, 30KpeMa IIe TMOJIOKEHHS MMPO aBTEHTU(IKAIiI0. AMEPHKAHCHKUI 3aKOHOAABEIb
BUKOPHCTOBY€E HAIMPOUyA 3pO3YyMUTHHA MiIXiJA Mpo HEOOXiTHICTh TEPEKOHATH CYJ
y ToMy, 110 IudpoBHi 00 €KT € caMe THM, 32 IO BiH IOJA€THCS, a HE 3MIHCHUM Y
migpobiieHuM aptedakToM. Take TMEpeKOHaHHS JOCATaeThCsS depe3 Creliani3oBaHi
eKCIIepTH3H, 3aCTOCYBaHHA KpHUNTOrpaQidHMX MexaHi3MiB (ikcamii, HagiifHIX
IPOTOKOJIB 30epiraHHs 00’ €KTa Ta CyBOPHil KOHTPOJIb IOCTYITY JI0 HHOTO .

® Pohoretskyi M., Cherniak A., Serhieieva D., Chernysh R., Toporetska Z. Detection
and proof of cybercrime. Amazonia Investigaro. 2022. Vol. 11, issue 53. P. 268. URL:
https //doi.org/10.34069/A1/2022.53.05 (nara 3sepuenns: 09.10. 2023)
" Konecuikosa IA. LTupoBi ctifu; NOHATTS Ta IX 3HAUEHHS TIPH PO3CITYBAHHI KPHMIiHATHHIX
npaBomopyeHs. FOpuouunuil naykosuil enekmponnuil scypran. Ne 10. 2023. C. 473.
8 Jlixraucwka A. I1., Muxaitnos B. O. (2024) BukopHcTaHHs 0sint B KpUMiHATEHOMY TpaBi
pralnn » DICTUM FACTUM 1 (15). C. 110.
® Kyrenos 1.O. Ponp uncbposux JI0Ka3iB MiJ Yac pO3CIiIyBaHHS €KOHOMIUHHX 3JIOYHHIB.
FOpuouunuii naykosuii enekmponnuii scypuair. Ne 2/2025. C. 629.
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Skmo crnpoOyBaTH y3aralbHATH XapaKTepHi OCOOMMBOCTI KiOEp3IOYMHIB, TO
BUSIBUTBCS, IO JUISL TEPEBXHOI OUTBIIOCTI OCi0, sKi IX BYMHSIOTH IPHTAMAaHHA
TEXHOKpAaTHYHA PAIiOHAIBHICT MUCIICHHS, sKa 0a3yeTbCs HAa BMIHHI BHSIBICHHS Ta
BUKOPHCTAHHS B CBOIX LUISIX HEJOCTATHIO O0I3HAHICTH Ta MPOTaJMHU MIOAO0 UU(POBUX
cucTeM, 31i0HOCTI OMHHATH MEXaHi3MH KOHTPOJIIO Ta CTBOPIOBATH IIEBHI aJrOPHTMHU
3 METOI0 TPUXOBYBaHHS KaHAiB 00iry pecypciB. SIk BmyuHO 3a3aHadae Kyremos L.O.
B CBOIH CTaTTi, caMe 3rajaHa (opMa parlioHATBHOCTI JO3BOJISIE TAKUM HPABONIOPYIIHUK-
KaM JisITH B MEXaxX PETENbHO CKOHCTPYHOBAHOTO KPUMIHAIBHOTO JU3aiiHy .

omo cmiguoi MpakTUKH, TO HAWOUMBII THIIOBUMH iIMH € BUSBICHHSI Ta
30epekeHHsT TU(GPOBHX CIIIB Y BUTIISAI KOMIT IOTEPHUX TaHUX. Bumoru Ti cami mo
W BIMHOCHO IHmMMX HUQPOBHX JOKa3iB. Alle i BOJHOYAC € TEeBHa crenudika,
00yMOBIIcHa OiHAPHOIO MPHUPOJIO0 (MOCHTIJOBHICTE HYJIB Ta OJHMHUIG), IO POOHUTH
BHECEHI 3MIHM MPAKTUYHO HEMOMITHHMH JUIsi JojIcbkoro oka. Came Tomy,
yci mponenypu wiofo igeHTHdikamii KOMIT'IOTEPHHX [aHUX Y KpPUMiHAIbHOMY
MPOBaKEHHI OBMHHI 3a0€31euyBaTH MiATBEPAKEHHS iX IUTICHOCTI Ta HE3MIHHOCTI
3 ICTOTHO BHIIMM piBHEM JIOCTOBIPHOCTI, HIK II€ MOJMJIMBO TPH BHKOPHCTAaHHI
TPagULiHHIX METOIB BUSBICHHS UPPOBUX CJIiI[iBll

Sxmo Opatm 10 yBarm Kiacudikamilo KiOep3JI0YWHIB, TO 33 OCHOBHHMH
KPHUTEPISIMH MOKEMO PO3MOAUINTH IX 3a HACTYIHHMH IpynaMu: 1) KpaaibKka JaHHX
(He3aKOHHE OTpUMaHHs 0coOHCTOl, (hiHaHCOBOI abo iHIIOI KOHGINEHIIHHOI iHpOp-
marii); 2) ¢inaHcoBi maxiHamil); 3) Xakepcbki artaku; 4) MOMIMPEHHS IIKiIJTHBOTO
MIPOTrpaMHOTO 3a0e3MeUYeHHS; 5) Ki6epTep0p1/13M12.

Po3cnigyBaHHS ~KiOep3NMOYMHIB BHMAara€ 4iTKE PO3YMIHHSA METOAOJOTii Ta
0co0IMBOCTEH Tpoliecy 30MpaHHS Ta aHANI3y JOKa30BOi 0a3u. B mepmry uepry, moBa
Hje mpo 3aJydeHHS A0 JOCYIOBOTO PO3CTiAyBaHHS (axiBIiB 3 KiOepOe3rmeKu Ta
3a0e3MeueHHs X TeXHIYHIM oOnamHeHHsaM. [{ndposi goka3n BU3HAYAIOTHCS SIK iHOp-
Mallis, II0 € BaKJIMBOIO JUIsl BCTAHOBJEHHS OOCTaBMH KPHUMIHAJIEHOIO IPaBOIOpY-
IICHHSI, sIKa 30epiraeTbcs, OTPUMYEThCS a00 NEepeNacThesl eIEKTPOHHUM HPHCTPOEM.
[ndposi m0Ka3M MOXyTb iCHyBaTH B JIATEHTHOMY BHIVISII, Ha KIUTAIT BiJOMTKIB
HaNblliB, 3 JIETKICTIO MEPeTHHATH IOPUCIMKIINHHI KOPAOHH, YyTJMBICTH IO03BOJISIE
3MIHIOBATH, TIOIIKOKYBATH a60 3HHIIYBATH iX, HE JOK/TATAI0UH 3iBHX 3yCHITb .

EnexTpoHHI CIIiAW TakoXX YTBOPIOIOTHCS BHACTIJOK 30BHIIIHBOTO JOCTYIY MO
KOMIT FOTEPHUX CHCTEM 3 METOIO 3HUIICHHs a00 KOMitoBaHHS iH(MopMarii, Momudikarii
0a3 maHWX, OJOKYyBaHHS poOOTH cHCTeMH. TaKUMH CITiJaMU € BAJAICHHS 3 KaTaJoTiB

0 Kyrenos 1.0. Kibep3nounnHicts y dinaHcoBiii cepi: npenukaTHa poiib, iHCTPYMEHTH
neranizanii Ta mpobieMaTuka HoKa3yBaHHS. FOpuouuHuil HAyKoSUll eleKmpOHHUU HCYPHAIL.
Ne 1/2025. C. 775

" Kapaman K.B. BusiBnenns mudpoBux ciifis: ocobmusocti it anropurm. Bicuux XHYBC —
Bulletin of KhNUIA. 2025. Ne 3 (110). C. 145. DOI: https://doi.org/10.32631/v.2025.3.12

2 Jlapuenxo M.O. [lesxi ocoGmuBocTi posciinyBanns kibepsmounuiB. Haykosuii eicuk
3/2024 Jlvsiecbro2o Oeparcashoo yHisepcumemy enympiwnix cnpag. C. 72.

HynaeBa T.€. LludpoBi maHi sK J0Ka3 CKOEHHS KiOEp3noyMHY B PpO3CIidyBaHHI
KPUMIiHAJIBHUX MPaBONOPYLICHb. Buxopucmanhus yugposoi ingopmayii 6 po3ciioysanti
KPUMIHATbHUX NPAGONOPYULeHb: MAMEPIANU MIJICHAD. HAYK.-NPAKM. KpYy2l020 cmosy, M. XapKiB,
12 rpyn. 2022 p. / enekTpoH. Hayk. BU.., peakon.: B. 0. Illeniteko (ronosa), I'. K. ABneesa,
M. O. Co xonenko ; H/II BuB4. npo6iem 310unHHOCTI iM. akaj. B. B. Crammca HATIpH Ykpainu,
Jla6. «BHKOpHCTaHHS Cydac. IOCSTHEHb HAyKU 1 TEXHIKH y OOpOTHOI 31 3I0UMHHICTION. XapKiB :
IIpaso, 2022. C. 104 DOI: https://doi.org/10.31359/978-966-998-460-9.
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iMeH (aiiniB, BHOaJeHHS a00 MOJaBaHHS OKPEMHUX 3aIluciB, (i3uuHe pylHHyBaHHS a00
pO3MarHidyBaHHS HOCIiB, epeliMeHyBaHHS KaTaJIoOTiB 1 (aiiiiB, 3MiHa PO3MIpiB BMicTy
(haitnis, 3MiHa aTpuOyTIB (aiiiniB, MOSBa HOBUX KAaTAJIOTIB 1 (haiiniB, 3MiHa iH(opMamil
PO Yac OCTaHHBOTO JOCTYIy 10 iH(popMalii, pe3yibTaTé poOOTH aHTHBIPYCHUX i
TECTOBUX MpOrpaM TOIIO. BOHM MOXyTh OyTH BUSIBJIEHI MiJ dYac EKCHEepPTHOro
JIOCITIKEHHSI KOMIT FOTEPHOT'0 00JIaJHAHHS, IPOTOKOJIIB pOOOTH OIEpaLliifHUX CHCTEM,
JONATKIB, aHTHBIPYCHUX TIPOrPaM, IPOTPAMHOTO Koy,

Hepinko Ha mpakTHli BUHUKAIOTH MPOOIEMH came 4Yepe3 HEPO3yMIHHS Mixk
CNICKTPOHHUM JOKYMEHTOM Ta CJIEKTPOHHHM [OKa30M, XO4Ya Ili TMOHATTS TICHO
MOB’sI3aHi, aje HE € aHAJIOTIYHMMH. BHACHIOK Takoi HEY3rOJKEHOCTI Ha CTajii
CYZOBOTO ITPOBA/DKEHHS TPAIUIIOTHCS BUIIAAKU BIIMOBH Cy.y IPHIMATH 10 PO3IIILY
Ta JOCHIUKCHHS CKaXIMO TO caMe eNICKTPOHHE JIMCTYBaHHS, OCKUIBKH, HPHMIpOM,
oMy He BHCTadae 00OB’SI3KOBHX PEKBi3WTiB. He mokpaliye cuTyallifo i BiZICYTHICTh
YiTKOI periaMeHTalil BiAMOBIOHOI MPOLEAYPH MEPEBIPKU €JIEKTPOHHOTO NOKYMEHTY
nepen MOJaHHIM 10 cyay. Y To Mpu3Ha4eHHs BiANOBIAHOI CyIOBOi €KCIIEPTU3U YH TO
posapykiBka iH(opmarii 3 6a3m manmx? Ha Ham mormisn, edexTHBHINIE MOTaBaTH
CJICKTPOHHI JIOKa3W B EJIEKTPOHHIH Ta MalepoBHX KOIISAX, TOMY IO TaKHH MiIXim,
OJTHO3HAYHO, CIIPOIIy€ MPOIEAYPY OISy eIEKTPOHHHX JIOKa3iB CyOM.

[Moromkyemocst 3 TyMKOIO IIOJ0 HEOOXiTHOCTI YiTKOTO BU3HAUCHHS EJICKTPOH-
Horo nokazy B KIIK Vkpainu Ta, 101aTKOBO, B MiJ3aKOHHMX HOPMAaTHBHHUX aKTax
Y3rOOUTH TIOPSIOK POOOTH 3 EJICKTPOHHMMH JIOKa3aMM, 30KpeMa OKPECIUTH
HeoOximHi Hocii iHdopmamii, JOKa30By 0a3y 3 SKHX CyIIs MOXe aHaji3yBaTH,
mporpaMHe 3a0e3medueHHs Ui TaKoro aHajizy Ta oOyMOBIEHHS MOTPeOd, 3a SKUX
BUHMKAE TAKa HEOOXiHICTD, 1HIII TEXHIYHI Ta TEXHOIOTIUHI aCTIeKTH .

Ludpori chmigy BHHUKAIOTH BHACTIJOK BHUKOPHUCTaHHS IHM(PPOBUX 3acO0IB Ta
TEXHOJIOT1H. Ba)XIIMBUM acIiekToM € Te, 10 BUKOPUCTAHHS TaKHUX 3aC00iB 1 TEXHOIOTIi
Moxe OytH sk OesmocepenHe, pH (Hi3sHIHOMY, OCOOHMCTOMY 3aCTOCYBaHHI (TTOLIyK
B Mepexi iHTepHeT neBHOI iHpopManii abo 3aBaHTa)KeHHS Bineo- (alliii B COLialbHy
MEpeXKy), TaKk 1 OIOCEPeIKOBAHMM, KOJNH [aHi yTBOPIOIOThCS 0e3 (haKTHYHOTrO
BTpy4YaHHs1 0COOM (YTBOPEHHSI METaJIaHUX IPH 3/iHCHEeHHI (oTorpadyBaHHs MEBHOTO
00’eKTy, (hikcamist KamMepaMH BiJEOCIIOCTEPEKEHHS IIEPEeCYBaHHS TPAHCIOPTHOTO
3aco0y To0)™®.

2. TunoBgi caimyi cutyamii Ta XapakTepHCTHKA 0cO0U Kidep3/10YMHIA
THNOBMMM CIIAIMMHU CUTYalisIMU € CHUTYaIlii, KoM IpuMipoM Bigomocti B €P/IP
BHOCSTBHCS B Ppe3y/bTaTi OTPUMaHHS IMOBIJIOMJICHHS OCOOHM TIIPO KpPHMiHAIbHE
MPABOTMOPYIICHHS, K€ MICTUTh 1H()OPMAIIIO 100 OCOOM MOXIIMBOTO 3JIOYHMHII Ta

Y Jlaze6umit A. M. CyTHIiCTh Ta 3HAUCHHS CJNEKTPOHHHX CIIIiB Y KpPUMiHATICTHIL.
Ipninceruil opuduunuii yaconuc: naykosui scypran. 2023. Bum. 1 (10) C. 230. DOI 10.33244/
2617-4154.1(10).

1 BI. Xaxawoschkuit. M.B. TI'ymamok. OCOGIHBOCTI BMKOPHCTAaHHS EJNEKTPOHHHX
(unpoBuX) IOKa3iB y KPUMIHAIBHUX MPOBAUKCHHAX. Kpuminaricmuunui sichux. Ne'l (31),
2019. C. 16-17. C. 16-17 doi: 10.37025/1992-4437/2019-31-1-13

JemunoBa €.€. Ludposi cinigm KpUMIHAIBHOTO IPaBONOPYLICHHS: IOHATTS Ta
ocobuuBocTi. Haykosuii gicnux Yaceopoocvrkoeo Hayionanonozo Yuieepcumemy, 2024. C. 73.
DOI https://doi.org/10.24144/2307-3322.2024.85.4.10
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mepcoHamizamito Horo aaHumx. Taky oco0y MOXINBO BHSBHUTU 3a pPE3yJbTaTaMH
BHYTPIIIHBO0I NEPEBIPKH 1]l Yac MOHITOPUHTY KibepHnpocTopy abo B XOi IPOBEACHHS
Ay Ty .

IMpouec nmocymoBoro  poschimyBaHHs Oyne e(eKkTHMBHHM y  BHOAiKy
MaKCUMAaJbHOrO 30epeKeHHs JOKYMEHTiB, B sKuX 3adikcoBaHa poboTa
KOMIT TOTEPHOT Mepexi, BCTAHOBIICHHS YCIX CHIBYYaCHHKIB 3JI0YMHY Ta BU3HAYCHHS
POl KOXXKHOTO 3 METOI0 IOAANBLIOl MOMJIMBOCTI 3a0e3MedeHHs BiALIKOIYyBaHHS
OUBUIFHOTO TO30BY. [lepen cimigduM MOCTAarOTh Taki THIIOBI TAaKTHYHI 3aBIAHHS, SIK
MepCcOHAli3aIlisl OCOO0HM 3JOYMHIL, BCTAaHOBIICHHS HOro wMicuenepeOyBaHHS Ta
3aTpUMaHHS, BCTAHOBJICHHS IOTepHiIMX oci0, 3abe3nedeHHS 30epeKCHHS
BiZJJaJIEHNX €JIeKTPOHHHX HOCIIB iH(popMamii, y sSKUX 3a(ikcOBaHO POOOTY 3TOUMHILL
B MepeKi, HAKJIAJSHHs apeliTy Ha MalHO 3 METOI0 BiIIIKOAYBaHHS MaTepialbHHX
30MTKIB Ta MOXJIMBOI HOro KOH(QicKarii.

IHma cmigya curyaris  BUHHKAa€, KOJIM  KpPUMiHaJbHE  IPOBAKEHHA
PO3MOYHHAETBCS HA MIACTaBI OTPUMAHHS OMEpaTUBHOI iH(oOpMalil Ta MICHTh
BiJOMOCTI, 10 MEPCOHANI3YIOTh 0CO0Y 3MOYHMHI (3JOYMHINB). SIK MpaBWIIO, Take
PO3CIiTyBaHHS CTOCYETHCSI BUMHEHHS TSDKKAX MDKHApOJHUX KiOCp3JIOYMHIB, IO
BKJIIOYAIOTh PO3IIOBCIOUKEHHS IUTIYOI mopHOorpadii abo HacHIBCTBO, eKCILTyaTallis
Ta TOPTIBIIS JTEIOJBMHL.

B xomi Takoro po3chigyBaHHS HEOOXIiMHO MPOBECTH KOMIUICKC CIiTUuX
(po3uUIyKOBHX) [iif Ta HErNAaCHUX CIiAYMX (PO3IIYKOBHX) Iil, HATaHHS IOPYYCHHS
OTIEPaTUBHOMY IMiAPO3IiTy Ha TMPOBEAEHHS ONEPAaTHBHUX 3aXOMiB, CIPSIMOBAHHUX
30KpeMa s 3HATTSA iH(opmamii 3 eJeKTPOHHHX KOMYHIKAIlIfHUX MeEpex,
3 NIeKTPOHHUX 1H(QOPMAIIMHUX CHCTEM; OCOOMCTHI OIJISN 3aTPUMaHMX; CIiTIni
OrJIsi] BHJIYYCHOTO MaiHa; MpPOBEJCHHS OOLIyKiB 3a MiCLeM IpOXKHUBAHHS,
nepeOyBaHHS a00 poOOTH 3aTpUMaHUX 0Ci0.

KpuminaneHe npoBa/uKeHHS MOke OyTH pO3IOYaTo B pe3yibTaTi HMepeBipKH
orepaTtuBHOI iH(poOpMalii, ane, Ha BiMiHy Bil TOIEPEAHBOI CIPUSITINBOI CIIiT40l
cutyanii, 0e3 »OAHMX BigOMOcTeil mpo ocoOy 3mounHns. Taka cuTyamis €
XapaKTepPHOIO, KOJIM MOBA #ie PO HE3aKOHHY JisUTbHICTh OPraHi30BaHOi 3I0YMHHOT
Tpyny, IO TOB’sS3aHA 13 3aBOJOAIHHAM MaifHOM NUISXOM HE3aKOHHHX OIepamiil 3
BHUKOPHCTAHHSM €JIEKTPOHHO-OOUYMCIIOBAIBHOI TEXHIKH. B TakoMy BHNanKy Ha
MOYaTOK JOCYIOBOTO PpO3CIiAyBaHHSA ClIiTUuii Boyogie iHQopMalieo 1mpo
MOTEPIUINX, HOMY BiIOMHI cITOCiO Ta MeXaHI3M BUMHEHHS 3JI0YMHY, alle TIPAaKTHYHO
HIYOTO HE BIJJOMO MNpo Oe3rnocepenHiX 3aMOBHHKIB, BHKOHABIIB YH CIOHCOPIB
3JI0YNHHUX JIiSTHB.

SIk mpaBwio, 1e OaraToemizofHi KPHUMIiHAIBHI MPOBAPKEHHS, HEPiIKO
BUHUKAIOTh MiJCTaBU Ul iX 00’€IHaHHS B OJHE, TOMY OCHOBHHMM 3aBIAaHHSIM
BUCTYIA€ CKPYITyJIbO3HE JOKYMEHTYBAHHS YCiX €Mi30/iB, BCTAHOBJICHHS Cy0’€KTHOTO
CKJIay MIO0 KOXKHOTO 3 €Mi30/1iB 3JI0YMHHOI AISTIBHOCTI, BU3HAYCHHS POJIi KOKHOTO
3 YYacHHMKIB Ta BCTAQHOBJICHHS MEXaHI3MiB Jieraji3amii HE3aKOHHO OTPHMAaHHX
JIOXOMIB. 3 yCiX CIIJUMX CHTYyallill [ BUIIANAE€ HAWCKIAIHINIOW, OCKUIBKH, came
npu i BiANpAlfOBaHHI CiAYMH 3MYLIEHHH MaKCHMAalbHO pealli3oByBaTH BECh
apceHall TAKTUYHHX ONEpalliif, B IepIly 4epry ClpsMOBaHHX Ha MOAOJAaHHs 3aco0iB
KOHCIIpaLLil, sIKi BAKOPUCTOBYIOTh YYaCHUKH MEPEKEBOT 37I0YMHHOI TPYIIH.
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3BepHEMO CBOIO YBary Ha BCTaHOBIICHHS MOTHBIB BUYMHEHHS KiOEp3JTOYMHIB.
ITepme Micune HalEXUTh MOTHBALil KOPHUCIHBIMA, OCKUIBKHM HIHCHO YOPHHH DPHHOK
JaHUX, SIKI BHUKPAJAIOTBCS Ta IPOCTOTa IX MOHETH3amii CHPUSIOTh HOCTIHHIN
aKTHBi3alii OTO MOTHUBY, KW HaJa€ MOXKJIHMBICTH AJS MIBUIKOTO (hiHAHCOBOTO
30arayeHHs. [lomiTM4Hi Ta IiHIII iJEONOTiYHI MOTHBM HAapOAWIM TaK 3BaHUIl
XaKTHBI3M — BUKOPHCTaHHS KOMII'IOTEpiB, KOMII IOTEPHUX MEPEX Ui MPOCYBaHHS
MOJITUYHUX ifed, B TOMy 4YHMCIi W BTpy4aHHS y BHOOpYI NpolecH KpaiH yepes
BUKOPUCTAHHA TEXHOJOTIH (QpedMuHry, cyrecrii, dYopHOro Tmmiapy. MeToro
XaKTHBICTIB € MPUMipOM 3pHUB AisUIFHOCTI OpraHizaii, 3 SKHMH BOHH MepeOyBaroTh B
oro3u1lii a00 HaBIAaKM, MPOCYBAHHS CBOIX BJIACHHUX MOJITUYHHX 1/1eH IIITXOM 3JI0MY.

MoruBi irpoBi, siKki mpuTaMaHHI 0co0aMm, IO PO3TIISAAIOTH 3JI0M SIK BHKIHK
0COOMCTHH, YH IHTENEKTYalbHHH, YW TeXHiUuHHA. Taki 0coOM HamararoThCs
JIOBOJIMTH CBOIO 3HAYMMICTB, IiJIBUIIYBAaTH aBTOPHTET y CBOEMY KOJI CITLIKYyBaHHS
a00 X poOIATH 1€ 3apagul pO3Bard, OCKUIBKH 3HAXOAATHCA B MOLIYKY 3aJOBOJICHHS
TOCTPUX BiAYYTTIiB. 3JIOYMHEIb, MIO BYHMHAE KiOEP3MOUMH, (PAKTUUYHO 3aBKIU
NPHUPIBHIOETBCSA 10 AaKTHBHOIO KOPUCTyBaya Komi'torepa. PaxoBuil piBeHb
BapilOEThCS BiJl KOPUCTYBaya, YIIEBHEHOTO KOPUCTYBaYa, JOCBII4CHOI0 KOPHCTyBaya
1o npodi. Kpurepismu Takoi audepeHmianii, B mepury 4epry, ciayryloTh KUTbKiCTh
mporpam, siKi OIlaHyBaB KOPHUCTYBad; CTYIiHb ONAHyBaHHS HUM KOXKHOI 3 IIPOTpam;
piBeHb podeciiiHOT caMOOLIHKH Ta Oa)KaHHS MOCTIHHOTO CaMOB/IOCKOHAICHHS.

AOGCONIOTHO 3TiIHi 3 IYMKOIO, 10 Taka Ju(epeHIiallis IIKOM MiAXOAUTh Teopii,
arne € nenio (opMaNbHOIO Ha MPAKTHUIl came 3 MO3UIii (HOpMyITIOBaHHS THUIIOBUX
Bepciii mpo ocoOy 3moumHus. Hampuknan, Tol cammii mpodeciiiHuil piBeHb He
B 3M031 y MOBHI{ Mipi BiToOpa3uTH BeCh KOMIUIEKC O3HAK 3JOYMHIA, SKi BiH 3afise
y Tporeci IeTepMiHalii MexaHi3My 3104uHy. TyT 1 TCHXOJNOTiYHI OCOOIHMBOCTI, i
KOHKpPETHa pOJb, SIKIIO MOBa A€ TpO 3JI0YHHHE YIpylyBaHHs, i iforo wicue-
3HAXO/PKEHHS B CEHCI reorpadivHoMy, i colliaibHa MOOUIBHICTE .

KiGep3nounHili TOMINAIOTECS HA TakK 3BaHUX «OJWHOUYOK», SKI MPAIFOIOTh
CaMOCTIfHO Ta TIepeclifyloTh MaTepiajbHy BHIOQYy YH BHSBISIOTE OCOOHCTY
3alliKaBJICHICTh 0 3JI0My TEXHOJIOTiH; Kibep3I0urHHI yIpyIIOBaHHs — 1Ie OpraHi3oBaHi
rpynH, siKi O0’€qHYIOTH CBOi 3HAaHHS Ta PECypcH A JOCSTHEHHS KOHKPETHHX
3JI0YMHHUX IIiJIeH; XaKepH, AisUIbHICTD SKUX CIOHCOPYIOTHCS IEpPKaBoIo 1 SIKi IOTh 3a
MATPUMKA 200 3 JO03BONY AEp)KAaBH, 3 METO IIMUIYHCTBA ab0 3aBIAHHS IIKOAH
IHIONM KpaiHaM; 1 HacaMKiHelb, IHcalaepu — 1€ MpaIiBHUKH KOMIaHiii abo
OpraHi3ariii, ki MOXYTb 3JIOBXXKHBATU CBOIM JIOCTYTIOM JIO KOH(iCHITIHHIX }:[aHPIXlS.

Came ToMmy, OaHKiBChKi ycTaHOBH, IT-KoMmaHii, ¢pipMH OXOPOHH ¥ TEXHIYHOTO
o0CIIyroByBaHHs, [IOOMpAlOuM IMEpPCOHAN, MPOBOMATH TECTyBaHHI 3 METOIO
BU3HAYCHHS pIiBHA NpOQeCiOHaNbHOCTI, a TaKOX ICHUXOTHIY MaiOyTHBOTO

7 [Ki6epanoumnnicTs Ta enektponni gokasu = Cybercrime and digital evidence : masu.
nocionuk / [b. M. T'onoBkiH, O. I. JIenskoBuu, B. B. Jlynuk, JI. M. Llexan] ; 3a pea. kaHz.
fopu. Hayk, gou. Onbru JlenbkoBud, A-p mpasa, mpo¢. [abpiene IlImensuep. — Enexrpos.
Buj. — JIsBiB : JIHY im. IBana ®panka, 2022. C. 100. (YxockoHaneHHs Marictep. IporpamMu
3 KpuMiH. foctuiii = Modernising Master’s Training on Criminal Justice. CRIMHUM).

8 Haituenxo A.M. KiGep3m0ounHHICTh Ta OIIHKA CyIOM eIeKTPOHHHX (IH(POBHX) 10Ka3iB
B KpPHMIHAJIBHOMY TpOBa/pKeHHI. JKypran «Haykosi inHosayii ma nepedosi mexnonocii.
Ne 12 (40). 2024. C. 538
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npaiiBHUKa. Pe3ynpTaTd Takoro poiay TECTyBaHb MOXYTh OYTH JOCUTh LIHHUMH
JUTSL TIPaIliBHUKIB KiOepIomimii mix 9ac IepBUHHOI epeBipku iH(popMamnii Ta cirigaoro
3 MO3UIIH BU3HAYECHHS KOJIA IMiJO3PIOBAaHUX B yCTAHOBI-KEPTBI ™ .

BHUCHOBKH

Ha crorommimuiii neHp came IHTepHET BinkpHBae HaI3BUYAHHO BEJIHKI
MOYJIUBOCTI /IS CHIIKyBaHHS, OOMiHy iH(opMamiero OyIb-SKOr0 XapakTepy Ta
MOTCHIIHHOI0 caMopeanizamiero y Oaratbox cdepax. BiamopigHo 1m0 mHIX
MOJKJIHBOCTEHl, MU CTaJIM CBiIKaMH Ta Y4aCHUKAMH BUHUKHCHHS Ta ()YHKI[IOHYBaHHS
aOCOIOTHO HOBOTO THUITy CYCIIJIBHHX BiJHOCHH — BITHOCHH y KiGepmpocTtopi, sKi
BUBEIH CBITOBY CIUIGHOTY Ha 30BCIM IHIOIMH pIBEHb IApHHY JIEp>KaBHOTO
VIOpaBIiHHS, HAyKOBI JOCIHIDKCHHS, MHCTELbKI 3000yTKM Ta EKOHOMiYHi
nocsirHeHHs1. KoxkHa MOHeTa Mae JIBi CTOPOHH, iHIIIAa CTOPOHA iIHTEPHET-CepeIOoBHILA
JSKa€ Ta JKaxae MaclTadaMu KPUMIHOTEHHOTO XapakTepy, Bil MNOpYIICHHS
aBTOPCHKMX MpaB 10 PO3MOBCIOPKEHHSA Ta 30yTy TBOPIB, IO HPONArylTh KYJBT
HACHIIBCTBA Ta JKOPCTOKOCTI, MOpHOTpadiuHUX MPEAMETiB, HAPKOTHYHHX 3acO0iB,
BYMHCHHS BUMAaraHp Ta [IaxpancTB.

[IpoOGneMHIM MOMEHTOM B XOMi PO3CIIIYBaHHS KiOCp3IOYHMHIB MOXKHA Ha3BaTH
BIZICYTHICTh MOJITMBOCTI JIOCII/DKCHHS €JICKTPOHHHX JIOKAa3iB, sIKi 30epiraroThcsl Ha
BIJNAJICHNX cepBepax. 3BUYAIHO € MOXKIIMBICTh JTOCIIDKEHHS iX MMarepoBHX aHAJIOTIB.
Maemo Hajito, IO MOXJIMBICTH IOCTIIKEHHS TaKUX [OKa3iB BHBEJIEC JOCY/IOBE
po3cITiayBaHHs KiOep3/I04MHIB Ha a0COMIOTHO iHIIHIA, SKICHO HOBHI piBEHb.

[HImo npobiemMoro, Ha HaIll MOTJIAJ, BUCTYNAE BiACYTHICTh €IMHOT METOIMKU
TPAaKTyBaHHS OJHUX 1 TUX CaMUX (aKTiB CTOPOHAMH KPHUMiHAIBHOTO MPOBAKEHHS.
Mu 1oB’sI3yeMO 1Ie 3 BHKOPHUCTAHHSIM Pi3HHX METOJMIB 1 MpOIEayp pO3CIiayBaHHS
KiOep3JIOYMHIB PI3HIMH CIIEI[ialicTaMH Ta eKCIEPTHUMH ycTaHOBaMu. JIOmineHO On
OyJl0 3ampoBajWTH €IWHUI CTAaHAApT M[IOJO METOIVKH, AaHali3y Ta CHHTE3y
iHpopMaIlii, MPUHIMIIB OE3MOCEPEHHOT0 JIOCHI/PKEHHS Ta OIIHKA B  XOJIi
po3citiiyBaHHsl KiOSp3IOYMHIB 3 METOI0 HEIOMYLICHHS MOMUIKOBUX BHCHOBKIB Ta
Hee()eKTUBHOIO BHKOpHCTaHHS pecypciB. Came owiHKa aoka3oBoi iHdopmarii
BUSBIIAE YC1 HEOIIKH, AKI MAOTh MicIle SIK B ITpoIleci 30MpaHHsl, TaK i B HEAOCTaTHHO
SIKICHOMY aHaJli3y HU(QPOBUX JOKA3iB Ha CTaZil JOCYJOBOTO PO3CIi yBaHHS.

KoHcTaHTyeMO (akT, 1[0 MPH XapaKTEePUCTHII 0COOU KOMII FOTEPHOTO 3T0YHHIIA,
HEOOXiJTHO BPaxOBYBaTH, IO B EJIEKTPOHHY 3JI0YMHHICTH BTATHYTO HaJ3BHYAHHO
IINPOKE KOJO 0ci0, sKe BapiloEThCS BiJ BHCOKOKBATI(IKOBAHMX CHELIiaiCTIB
1o munetaHTiB. Jlo TOro K MPaBONOPYIIHUKY MAlOTh Pi3HHUIN COLIAJIbHUH CTaTyC Ta
pi3HHif piBeHb OCBITH. 3JOBMHCHUKH TOCTIHHO BIOCKOHATIOIOTH CBOI METOAM
B 00xix 3axo/iB Ge3neKy, 10 HaA3BUYAlHO YCKIaHIOE pOOOTY OpraHiB J0CY0OBOTO
po3ciimyBaHHs. Sk mpaBmiO, 0co0aM, IO BUMHAIOTH KiOEP3JIOYMHU NMPHTAMaHHHUHA
BUCOKHH pIiBEHb iHTENEKTy, MpodecioHami3M, MOCTiiHE 3alydeHHS OO HOBHHOK
y chepi KOMIT FOTepHUX TEXHOJIOTIH.

¥ Camoiinerko O. A. OCHOBH METOAHMKH PO3CIiZyBaHHS 3JIOYMHIB, BYMHEHUX

y kibepnpocropi [Tekcr] : moHorpadis / O. A. Camoiinenko; 3a 3ar. pen. A. @. Bonobyesa.
Opeca :TEC, 2020. C. 118
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L{isrkoM JIOT19HO, IO OUIBIIICTH TAKUX OCI0 3HAIOTH JEKITbKa MOB IIPOTPaMyBaHHS,
MalOTh 3HAYHUI JOCBiJ poOOTH Ha KOMII'IOTEpi, SIK IPABHIIIO paHille 0 KPUMiHAIBHOT
BIIIOBIJIBHOCTI HE MNPUTATYBAINCS, HAAUICHI PO3BHHEHHM (HOPMAIBHO-JIOTIIHUM
MHUCIICHHSIM, BUKOPUCTOBYIOTh CIIELU(iYHy JIEKCHKY, TaK 3BaHHH KOMITIOTEPHHH CJICHT.
Hepinko cy0’ekTOM 3710YMHY € «OITOKOMIPIIEBI 3JI0YMHIY, SKi BUHHAIOTH 3JIIOYHHH,
NoB’s13aH1  Oe3mocepeiHb0 3 iX CIy:KOOBOIO [iSUTBHICTIO, IUIIXOM BHUKOPHUCTAHHS
JOCTYyIly OO TMEBHHUX KOMII'IOTEpHHX iH(QOpPMAIIMHIX CHCTEM Ta EJIEKTPOHHHUX
0a3 ,HaHI/IXZO.

AHOTANISL

Y cTarTi JOCHIDKYHOTBCS OCOONUBOCTI 30WpaHHs, MEPEBIPKH Ta OI[HKH
SJICKTPOHHUX J0Ka3iB 10 PO3CiixyBaHHs Kibep3nounHiB. Haromomryerscs Ha 3arposi
3JI0YMHHOCTI y KiOepHnpocTopi SK OCHOBHOMY YMHHHKY HETaTHBHOTO BIUIUBY,
noB’si3aHUMHU 3 OaraTbMa cdepamu KUTTsA. BuokpemieHo ¥ mpoaHanizoBaHO
YUHHHKH, SKi YCKIaJHIOIOTh IPOLIEC JOCYJOBOTO PO3CIIiAyBaHHs, 30KpeMa OOMexeH1
MOXJIUBOCTI (ikcanii 0OCTaHOBKM BYMHEHHS KiOep3JIOYMHY Ta CIIiZOBOi KapTHUHH.
BusnaueHo HEOOXiAHICTH B TOAANBLIOMY PO3BUTKY 3a0e3medeHHs e(eKTUBHOCTI
chepu kibepOe3nekn i3 BpaXyBaHHSIM MPAKTUKH €BPONCHCHKUX ITAPTHEPIB, 30KpeMa
ajanTanii HaI[lOHAIFHOTO 3aKOHO/IAaBCTBA 1O MDKHAPOIHHUX CTAaHIAPTIB.
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MMPOTHUAIA KIBEP3JIOUMHHOCTI:
BUKOPUCTAHHSA EJIEKTPOHHHUX JTOKA3IB
B MPOLHECI PO3CJIIAYBAHHA

Cupoin. T. JI.

BCTYII

KiGep3mounHHICTh — IIe TIO0ANBHE SBHIIIE, O CTOCYETHCS BCIX JEpKaB, i BOHO
TaKk camo Oe3MmexHe, sk i cam [HTepHer. I[loBepxHs aTaku HPOIOBXKYE 3pOCTATH
B Mipy TOTO, SIK CYCHIJIbCTBO cTae Oumbil IudpoBHM, i Bce Oinblie TpoMajsH,
MiANPUEMCTB, Iep>KaBHUX CIyXkO0 1 MPUCTPOIB MiAKIIOYAIOTHCA 10 [HTEpHeTY.

CknazHi 370YMHHI Mepexi [III0Th Yy BChOMY CBIiTi, KOOPIMHYIOUM CKJIaJHi
aTaky 3a JiYeHi XBWIMHH. JlepkaBH Ta X NPAaBOOXOPOHHI OpraHM MOBHHHI HTH
B HOTY 3 HOBUMH TEXHOJOTISIMH, PO3YMITH MOXJIMBOCTi, SIKi BOHH BiJIKpHUBAIOTh
JUIS 3I0YMHIIB, 1 Te, SK IX MO)XKHa BHUKOPHCTOBYBAaTH B SIKOCTI IHCTPYyMEHTIB
15t GOPOTHOH 3 Kibep3nounHHICTIO

3rifHO 3 OILIHKOI 3arpo3 opraHizoBaHoi 3104nHHOCTI B IHTepHeTi (IOCTA),
KiOCep3JIOUMHHICTh CTa€ BCE OUIBIN arpeCHMBHOIO Ta KOH(pOHTamiiHO. Ile MoxHa
mobayutu B pi3HUX (QopMax KiOEP3NMOUYMHHOCTI, BKIIOYAIOYM 3JI0YMHH Yy cdepi
BHCOKHX TEXHOJIOTH, BUTIK IaHUX Ta CEKCyalbHE HACHIBbCTBO.

KiGep3nounHHicTIO € Oyap-ska 3JI0YMHHA aKTHUBHICTH Y BIPTYaJBHOMY HPOCTOPL
(xibepnpoctopi). Y gmeskmx KiOep3nmodMHAaxX 3[IMCHIOIOTBCS TIpAMiI aTakk Ha
KOMIT'F0TepH a00 1HII MPUCTPOI JUIsl BUBEACHHS 1X 3 Jajy. B iHmmx kiGep3imodnHax
KOMIT'FOTEPH BHKOPHCTOBYIOTHCSI NPABONOPYIIHUKAMH JUIS TOMIMPEHHS LIKiIIMBHX
IpOrpaMHUX KOJIB, OTPHMaHHS HE3aKOHHOI iH(opMallii, po3KpaJaHHs OCOOUCTHX
MAHUX 3 MeTow ImaxpaiictBa. OTke, KiOEp3JTOYMHH — II€ 3JO0YHHH, BYHHEHI
B KibeprpocTopi (3 BHKOPHCTaHHSIM Mepexi I[HTepHET YW iHIIOI KOMIT IOTEpHOL
Mepexi), IK KOMIIOHEHT 3704nHy. [Inpokuii cekTp MOKIMBOCTEH, sIKi HAMaratoThes
BUKOPHCTATH KiOep3mounHIi, Bpaxkae. Jlo TaKMX 3II0YHMHIB HaleXaTh: BUKOPHCTAHHS
OOTHETIB — MEpEeX MPHCTPOIB, 3apaKCHUX IIKIUTMBIMH Iporpamamu 0e3 Bimoma ix
KOpPHCTYBauiB — Ui Iiepenadi BipyciB, SKi HE3aKOHHO OTPUMYIOTH BiITajCHHHA
KOHTpPOJIb HaJ MPUCTPOSIMH, KpaayTh Mapoii Ta BIIKIIIOYAIOTh aHTHBIPYCHUH 3aXHCT;
CTBOPEHHSI «YOPHHX XOJiB)» Ha CKOMIIPOMETOBAHHX MPUCTPOSIX JUIS KPaJiKKK rpomreit
Ta JaHuX abo BiIyaneHuit JOCTYI 10 NPHUCTPOIB JUIS CTBOPEHHSI OOTHETIB; CTBOPEHHS
OHJIAH-(POPYMiB OOMiHY XaKepPChKHM JJOCBIZIOM; a0y30CTIHKHH XOCTHUHT Ta CTBOPEHHS
MPOTUBIPYCHUX CEpBICIB; BIIMHBaHHS TPAAMIIHHUX Ta BIPTyaIbHHX BaJIIOT;
3MOIMCHEHHS OHJIAH-IIaXpaiCcTBa, HANpHUKIAL dYepe3 CHCTEMH OHJIANH-TIIATEeKIB,
KapIMHT Ta COLiaJbHy IMKCHepilo; pi3Hi (OPMU CEKCyallbHOI eKCILTyaTarii miTeit
B [HTEepHeTi, BKIIOYAalOYM TIOMIMPEHHS B I[HTepHETI MaTepialiB TPO CeKCyallbHe
HACWIBCTBO HaJ AITBMM Ta MPsMi TPAHCILSILIT TAKOTO HACWIILCTBA; OHJIAHH-XOCTHHI

! Cybercrime. URL: https://www.interpol.int/Crimes/Cybercrime  (nata 3BepHenms:
20.02.2026).
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ormepamniii 3 mpogaxy 30poi, (ajbMMBUX MacMOpTiB, MiAPOOICHMX Ta KIOHOBAaHUX
KPEIUTHHX KapTOK, HAPKOTHUKIB, 8 TAKOXK XaKEPCHKi ITOCIYTH.

BcranoBneHHsT epeKTHBHUX HOPM, IO PETYJIOIOTH IOBEAIHKY B MiCIi, SIKE BCi
BIZIBIIYIOTh, ajle sIKe HIKOMY HE HaJeXuTb, — JOyXKe Bakke 3aBmaHHsi. OmHaK
HasBHICTh HOPM HEOOXimHa Ui 3a0e3leucHHS MaKCHMAJILHOTO PiBHS CBOOOAM i
3HIDKEHHSI PU3HKIB, TIOB’A3aHUX 3 MepedyBaHHAM y Kibepmpoctopi. BpaxoByroun Ty
00CTaBHHY, II0 TEXHOJOTIi PO3BUBAIOTHCS LIBHIIIE, HIXX HOPMH, IO PETYIIOITH IX
3aCTOCYBaHHS, HEOOXIJHO MOCTIHHO 3HAXOMUTH IUISAXH BUPILICHHS HOBHX 3aBJaHb,
YacTille OB sI3aHKX i3 TAKUMHU cepaMu, SIK 3aXHCT JaHUX, TPAHCKOPAOHHUH TOCTYII
MPaBOOXOPOHHUX CIIyKO 10 TaHMX 1 OOMIH iH(opMaIii€lo MK JepskaBaMH-WIEHAMHI
Ta MPUBAaTHUMH CTPYKTypaMHu.

1. Mi’kHapOo/IHO-TIPAaBOBa OCHOBA NMPOTHU/II Ki0ep310YHHHOCTI

[MuTaHHs PaBOBOTO PEryJroBaHHs iHGOPMAIHHOTO MPOCTOPY, 3aXUCTY OCIO
y Kibeprpoctopi, NPOTHAIl 3/IO0YMHAM, SKi BYHMHSIOTECS 3 BHKOPUCTAHHSIM
MOJKJIMBOCTEH KiOEpIpOCTOpY TOIIO € OOTOBOPIOBAaHMMH SIK Ha yHIBEpCalIbHOMY,
TaK 1 Ha perioHaJIbHOMY MDKHApOIHOMY DiBHSX. 30kpeMma, y Mexax Opranizamii
006’eqnannx Hamiit (mani — OOH, Oprasi3amisi) BOHH € HEHTPOM yBaru roJIOBHUX
OpraHiB Oprasizaiii, IHCTUTYIIi}, CHemiadi30BaHUX CTPYKTYp, YCTaHOB, (HOpPYyMiB,
ski giroTh mifn 1i erimoro (['eHepanbHa AcambOiiesi, Ekonomiuna i ComianeHa Pana,
Kowmicis i3 3amobiraHHs 3J0YMHHOCTI 1 KPHUMIHAIBHOTO TpaBocyans, KoHrpecu
OOH i3 3amobiraHHs 3JOYMHHOCTI i KPUMIHAJIBHOTO MpaBOCYIs, MiXKHAPOAHUIA
coro3 enektpo3s’s3ky (MCE), Opranizanis O6’ennanux Hamiii i3 nutaHp ocBiTH,
Hayku 1 kynsTypu (FOHECKO), Kongepenmis OOH i3 TopriBimi i pO3BHTKY
(FOHKTAJ), Ilporpama po3sutky Opranizanii O0’egnanux Hamiii (ITPOOH),
VYupasniaast OOH i3 mapkotukis i 3mounaHOCTi (FOHO/IK), MixkHaponHa opraHi-
3aris KpuMiHanbHOT ominii (IHTepron) Tomo, sKi aKIEHTYIOTh yBary Ha TOMY, IO
KiOep3I0OUYNHHICTh € OJHUM i3 HOBHX IOJNITHYHHX NHTaHb y cdepi 3amobiraHHs
3JIOYMHHOCTI 1 KPUMIiHAJIBHOTO MPAaBOCYALS, sIKe MOTpedye po3poOIeHHs MIIAXIB 1
3ac00iB HOro BUpIIICHHS.

Cnig 3aznaunty, mo OOH me B 1994 poui omyOnikyBama KepiBHHIITBO
13 3armo0iraHHs 3MI0YMHHOCTI, TIOB’A3aHOI 13 3aCTOCYBaHHAM KOMIT IOTEpiB, i 6OPOTHOH
3 HEI0, B SKOMY 3a3HAa4yaloch, IO «IOTEHIHA cdepa OXOIUIEHHS KOMII IOTEPHOL
3IMI0YMHHOCTI Taka * MIMPOKa, SK i cdepa OXOIUICHHS MDKHAPOTHHX TEJICKOMYHi-
KaliiHux cucremM». Xoda B KepiBHHITBI ClI0BO «IHTEpHET» 3ramyeThcsi OJJHOPA30BO,
a TepMiH «KiOEp3JOYMHHICTEY» B3araii HE BHKOPHCTOBYETHCS, BHCHOBKH, SKi BOHO
MICTHTb, € naneKorsiaHuMHA. OCHOBHY yBary NpPHIUIEHO MOHSATTIO «KOMIT IOTEpHHUI
3109MHY, (OPMYJITFOBAHHIO TEPMiHA «KiOCP3ITOUYMHHICTEY .

Pimyyicth 11010 NPUAHSTTS 3aX0/iB 3a/UIs TOTO, 11100 YCi MOTJIM KOPHCTYBATHCS
O6nmaraMd HOBHX TEXHOJOTiH, ocoOmuBo iHGOpMamidiHUX 1 KOMYyHIKalidHUX,
BINOBIIHO 110 pEeKOMEHIamid, 3a3HadeHWx Yy Jlexnmapamii MiHICTpiB Ha cecii

ZCybercrime.  URL:  https://www.europol.europa.eu/crime-areas-and-statistics/crime-
areas/cybercrime (gata 3Beprennsi:10.02.2026).

® UN Manual on the Prevention and Control of Computer-Related Crime (United Nations
publication. 1994). URL: https://www.unodc.org/pdf/Manual_ComputerRelatedCrime.PDF
(nata 3BepHeHHs: 11.02.2026).
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EKOCOP 2000 p., 6yna Bucnosnena [exmapamiero tucsyomittss OOH 2000 p.
(cr. 20)*, migTBepmkena Llinamu cramoro possutky OOH (Llims 9).°

3HAKOBOIO TIOJi€I0 cTajo NMpuiHATTA y 2024 powi NepIoro BCEOXOILTIOIYOr0
ro0ambHOr0  JOTOBOPY Mpo  Kibep3mouunHicTh — KouBenmii  Opranizaii
06’emnanux Hamiii npotu kiGep3mounHHOCTI (pe3osortisi ['enepanpHoi Acambiie
OOH 79/243).5 JoroBip 00’eqHye nep)kaBU-yUacHMI CHUIBHOIO  METOIO:
3anmobiraHas Ta OopoTh0a 3 KiOEP3IOYMHHICTIO, 30KpeMa LUIIXOM 3MiLHEHHS
MDKHApOJIHOI CIiBIpalli, a TaKOoXX CHOPUSHHSA TEXHIYHIH IONOMO3i Ta po30yHoBi
HNOTEHIlamy, 30KpeMa Mg KpaiH, IO pPO3BHBAIOTHCS. MICTHTH HOPMH IIOTO
KpHuMiHami3amii Hainommperimmx ¢opM kidep3nounaHocTi. Posnin Konsenmii nmpo
KpHUMIHaI3aIii0 BUMarae, oo AepKaBU-yJacHHII CTBOPIIIM KOMIIIEKCHY CHCTEMY,
CIpSIMOBaHy Ha 3JIOYMHH, CKOEHI 4epe3 CHUCTeMH iH(OpMaIiiiHO-KOMYHIKAI[IHHIX
texHouorii (mani — IKT). e Bkiroyae kpuMiHaizamito «kibep3aneyKHUX 3JI0YHHIB»
(IIMPOKO BIIOMHX SIK «HE3aKOHHMH XaKepChbKHUH 31I0M»), SKi CHpSAMOBaHI Ha
KOH(]iIeHLIHHICTh, HTICHICTh 1 JOCTYIHICTh €1eKTPOHHUX AaHuX Ta cucteM IKT, a
TaKOK «3JIOYUHIB, IO CIPUSIOTh KIOCP3IOUYMHHOCTI», fAKI € TpaaullifHUMH
370YMHAMHM, MacmTabW, IIBUAKICTh Ta 00CAT SKMX 3HAYHO 3pOCIH depe3
HernpaBmiIbHe BuKopuctanHs cucteM IKT. Po3nin mpo IOpHCIUKIiIO BCTaHOBIIOE
YiTKi Ta THYYKi IpaBuiIa, 10 3ar00iraloTh 3I0YNHIIM BUKOPHCTOBYBATH IIPOTAIHHI
B IOPUCIMKLIT Ul YHUKHCHHS ITOKapaHHs, BOJHOYAC OKPECIIOIYH MPaBoBi cdepw,
SIKI MOXYTb PEryJIIOBaTH JAepKaBU-ydacHHI. KOHBeHIis MOKiIagae Ha CTOPOHU
HaJaBaTH JONOMAary IiHIIUM Jep)KaBaM-yYacHHISIM Yy KpPUMIHAJIBHUX PO3CIiLy-
BaHHIX, KOJHM JOKa3W abo TMilO3pIOBaHI 3HAXOAATHCS Ha ixHiM Teputopii. Ll
CHiBMpans BKIIOYAE EKCTPAAUIIIO, B3a€EMHY JOMOMOTY Y IOLIYKY Ta 30epexeHHi
AaHUX, a TaKOX B3a€EMHY IIPaBOBY JONOMOTY IUISi CIPHSHHS 300py Ta OOMIHY
noka3zaMu. Po3nin mpo mpomecyainbHI 3aX0H Ta IPABOOXOPOHHY JisTBHICTH HAmae
JieprkaBaM-yJacHHILIM MOXJIMBICTh BHPIIIYBaTH HHTAaHHs, IOB’s3aHI i3 3a0esme-
YEHHSIM eJISKTPOHHUX JO0Ka3iB, aaNTyIOuN TPaJuLiiiHI 3aCO0M Ta METOAN PO3CIiIy-
BaHHs 10 cepenopuiia IKT. I1i 3axoau 103BOJIAIOTH €PEKTUBHO 30MpaTH €IEKTPOHHI
JIOKa3¥, OJHOYACHO 3aXHUILAIOYM TIpaBa JIOJMHU Ta MiATPUMYIOUH SK HAI[iOHAJbHI
KpUMiHQJIBHI NMPOBA/DKEHHS, TaK 1 MDKHApPOAHY cHiBmpamto. J[oroBip moxiamae Ha
MIPaBOOXOPOHIIIB 3000B’sI3aHHA MiX Yac PO3CIiAyBaHHS Ta MepeciigyBaHHS Kibep-
3JI09YMHIB 3a JOIOMOTOI0 IMX IIPOIECYaJbHMX 3aXOJiB IMOBa)KaTH OCHOBHI IIpaBa
mrouHU. Po3is po MiXKHApPOAHY CHIBIIPAIIO BCTAHOBIIOE TIIO0ATBHY CHCTEMY, sIKa
JIO3BOJISIE CTOPOHAM JIOTOBOpY JONIOMaraTéd OJHAa OJHIM Yy pO3CIigyBaHHSX,
KPUMIHAJIFHOMY IepeciliyBaHHi, IOBEPHEHHI aKTHBIB Ta CYJOBHX IIPOBaKEHHIX
Yyepe3 KopAoHH. Po3ain mpo mpodimakTHUHI 3aX0AW PO3POOJICHUIN A CIPHSIHHS

* Resolution adopted by the General Assembly [without reference to a Main Committee
(A/55/L.2)] 55/2. United Nations Millennium Declaration. URL: https://www.un.org/en/
development/desa/population/migration/generalassembly/docs/globalcompact/A_RES_55_2.pdf
(mara 3BepHeHH::09.02.2026).

® THE 17 GOALS. URL: https://sdgs.un.org/goals (1ata 3seprenHs:08.02.2026).

® 79/243. United Nations Convention against Cybercrime; Strengthening International
Cooperation for Combating Certain Crimes Committed by Means of Information and
Communications Technology Systems and for the Sharing of Evidence in Electronic Form
of Serious Crimes. URL: https://docs.un.org/en/A/RES/79/243 (nata 3Bepuenns 11.02.2026).
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3MEHIICHHIO Ta YNPaBIiHHIO pHU3UKaMH 1 3arpo3amu KiOep3nmouwmHHOCTI. Bin
nependadae HU3KY NPOQIIAKTUIHHX 3aXOMIB Ta aKIEHTYE Ha 3aJy4eHHI ¥ aKTHBHII
ydacTi y IbOMY IIpOLECi BCIiX 3alliKaBJICHUX CTOPIH — ypsAiB, IPUBATHOTO CEKTOPY,
HAyKOBHX KiJI, OpraHizaimiii TpOMaJsHCHKOTO CYCHiJIbCTBA Ta T'POMAJCHKOCTI
B 1ijioMy. Po3nin mpo TexHiyHy nomomory Ta oOMiH iH(OpMAIi€l0 BCTaHOBIIOE
LIMPOKI 3aXOI LIOA0 TEXHIYHOi JOMOMOTH, HapoIlyBaHHS MOTEHLIaTy Ta OOMiHY
iHpOpMaIliel0 MDK  JAep)KaBaMU-YYaCHHLSIMH, TNPHIUIAIOYH OCOONUBY  yBary
notpebaM KpaiH, 10 po3BHBaroThes. JloroBip 3acHoBye KongepeHwuito nepixas-
YYacCHHUIb, SIKA CIYXXHTh OCHOBHHM MEXaHI3MOM HaIJIsiAy 3a BIIPOBADKCHHAM
KoHBeHIIiT Ta MoKpanieHHsIM ITOTeHIialy 1 CHIBIpali MiX JepiKaBaMH-yJaCHALSIMI
I DOCATHEHHs niyie Konsenri.

Ha MiKHapogHOMy perioHaJbHOMY 3HAaKOBMM JOKyMeHTOM € KoHBeHIis mpo
Ki6epsnounsnicts 2001 p. Pagu €sporn (naii — Konsenwis (ETS Ne 185)),” sika crana
HEpIIMM MDKHapOJHUM J0TOBOPOM IIPO 3JI0YMHH, IO BUMHSIOTHCS Yepe3 IHTepHeT Ta
iHIII KOMIT'IOTEPHI MEpeXi, OCOOJMBO IIOAO MOpPYLIEHb aBTOPCHKHUX IIpaB,
KOMIT FOTEPHOTO IaxpaicTBa, JUTA40] opHorpadii Ta MopymeHs MepekHOi Oe3IeKH.
BoHa TakoX MICTHTh HM3KY (YHKIIIl Ta MPOLEAYp, TAKHX SIK HOLIYK KOMIT FOTEPHUX
Mepex Ta IepexomreHHs. OCHOBHY METy JIOTOBOPY BHKJIAJICHO y IpeaMOydIi i BOHa
HOJISITae y TPOBEACHHI 3arajbHOI KPHMIHAJIBHOI ITOJITHKH, CIIPSIMOBAaHOI Ha 3aXHCT
CYCMJIBCTBA Bifl KiOCP3IOYMHHOCTI, OCOONMBO IIISXOM YXBAJCHHS BiIOBIIHOTO
3aKOHO/JABCTBA Ta PO3BUTKY MiXKHApPOIHOTO CIiBPOOITHUILITBA.

KonBeHIito cnpsMOBaHO TOJOBHHM YHHOM Ha TapMOHI3aIll0 eJIEeMEHTIB
BHYTPIIIHBOTO KPHMIHAJIBFHOTO MaTepiaJbHOTO IpaBa IOAO MPaBOMOPYIIEHb Ta
MOB’S3aHMUX 13 HUMHU MOJOXEHb y cdepl KiOep3I0UnHHOCTI; HaJaHHSI BHYTPILIHBO-
Jep)KaBHUM OpraHaM KpHUMiHaJIbHO-TIPOLECYAIbHHX [OBHOBaXKEHb, HEOOXIMHUX U1
pO3CIiIyBaHHS Ta CYAOBOrO IIEPEeCiiZyBaHHS TaKHX 3JIOYHHIB, a TaKOX IHIINX
3JI0YMHIB, BYMHEHHUX 3a JOIOMOTOI0 KOMITI'IOTEPHOI CHCTEMH a0o IOB’SI3aHHX
i3 BUKOPUCTAHHSIM EJIEKTPOHHUX JIOKa3iB Ta IHIIMX 3JI0YMHIB; BCTAHOBIICHHS
IIBUJIKOTO Ta e()eKTHBHOTO PEXKHUMY MIKHAPOIHOTO CIiBPOOITHUIITBA.

3actocoBytoun Kouseniito (ETS Ne 185), cropoHu noTpumyroThcs 000B’sI3KiB
YPAOIB 3aXWINATH JIIOACH BiJ 370YMHIB, BUMHEHHX OHIAHH ab0 odiaiiH muisIxoMm
e(eKTHBHOTO KPHUMIHAJIBHOTO PO3CIiAyBaHHA Ta CyJOBOTO mepeciimyBaHHs. Jleski
croponn KoHBeHmii BBakaloTh, [0 BOHHU IOB’s3aHI MIKHAPOAHUM 3000B’SI3aHHAM
HaJaBaTH 3aCO0M 3aXKCTy BiJ 3J0YHMHIB, BUNHEHHX 3a JOMOMOTIOK KOMIT IOTEPHOI
cucremu (muB.: K. V. nporn ®innsanaii, €Bponeiicbkuii cy 3 npaB JIOAWHY (CKapra
Ne 2872/02, cynose pimenns Bix 2 6epesus 2009 p.)?, 3 mocmmamusM Ha nporexypu
Ta MOBHOBAKCHHsS JUISl KPUMIHAIBHUX PO3CIiTyBaHb ab0 pO3IVISINIB, SIKI CTOPOHH
NOBUHHI BcTaHoBUTH BigmoBiguo 10 KonBenuii. KoHBeHWi0 BigkpuTo [UIst
MIpUETHAHHS IepKaBaMHy, sKi He € wieHaMu Pagu €Bponm.

KonBeHmiss mpo KiOEp3JIOYMHHICTG € BIUIMBOBOIO MDKHAPOAHOIO YTOMOIO, IO
PperyJIroe MUTAaHHS OPYLISHHS 3aKOHy depe3 IHTepHer abo iHmm iHhopMariiHi Mepexi.

" Convention on Cybercrime. URL: ttps://sherloc.unodc.org/cld/uploads/res//treaties/
definitions/treaty/convention_on_cybercrime_html/Budapest_Convention_on_Cybercrime.pdf
(nata 3BepHeHHs: 11.02.2026).

® Case of K.U. v. Finland (Application no. 2872/02). URL: https://hudoc.echr.coe.int/
eng#{%22itemid%22:[%22001-89964%22] (nara 3BepHenHs:12.02.2026).
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Bona Bmmarae Big CTOpiH MOJEPHI3yBaTH 1 TapMOHI3yBaTH CBOE€ KpHMiHAIbHE
3aKOHOJABCTBO MPOTH [ XakepiB Ta IHINX MOPYIICHb OE3IEKH, BKIIOYA0qN
HOPYIICHHS aBTOPCHKHUX IIpaB, IIaxpaiicTBO 3a JOMNOMOTOI0 KOMII'IOTepa, JUTSIY
nopHorpadio Ta IHIIy NPOTHIPaBHY KiOepAisuibHICTh. J[OoroBip Takox mnepenbadae
HpOIeCyabHi MOBHOBAKECHHS, IO OXOIUIIOIOTH OOIIYK KOMII'IOTSPHUX MEpex i
MePEXOIJICHHsT KOMYHIKalLliii y KOHTEKCTi OOpOTHOM 3 KiOep3JIOYMHHICTIO; CTBOPIOE
MOXJIMBOCTI 1 €()eKTUBHOTO MDKHApOAHOTO cHiBpoOiTHHUTBA. KoHBeHLis He €
IHCTPYMEHTOM 3a0e3MICYEHHs] 3aXMCTYy IICPCOHANBHUX JAHUX, BOHA KPUMIHAJI3ye
ISUTBHICTB, sIKA MOXKE MOPYIIyBaTH NPaBO Cy0’€KTa Ha 3aXUCT OCOOHCTH JaHUX.
KoHBeHIist Takox 3000B’S3y€ NOTOBIPHI CTOPOHH Ilepen0adnTH NpPH BUKOHAHHI
KoHBeHIIT aneKkBaTHUH PiBEeHb 3aXUCTy HpaB i CBOOOI JIIOIMHY, Y TOMY UHCII IIpaB,
rapanToBaHnx KOHBEHLI€I0 MO 3aXUCT NpaB JIIOAUHU 1 OCHOBOIOJIOKHHX CBOOOJ
1950 p., ik TpaBo Ha 3aXKCT MEPCOHATBHUX JAHUX.

JonatkoBuid mporokon a0 KoHBeHIi mpo KiOep3mouMHHICTh, KU CTOCYETHCS
KpuMiHamizanii Aiff pacHCTChKOro Ta KCeHO(OOHOro XapakTepy, BUMHEHHX dUepe3
xomm’torepHi cucremu (ETS Ne 189) 2003 p.°, posumproe cdepy mii Korserriii mpo
KiOep3JI0YMHHICTh, BKIIIOUAIOUH i CYTTEBI, IPOIEAYPHI Ta MPUCBIICHI MIKHAPOIHOMY
CHIBPOOITHUNTBY IIOJIO’KEHHS, OXOIUTIOIOYM TaKOXK IPaBOIOPYIICHHS, IIOB’s3aHI
3 PaCHUCTCHKOIO Ta KCEHO(OOCHKOIO0 Mponaranor. TakuM YHHOM, KpiM rapMOHizamil
CYTTEBUX IIPAaBOBHMX acCIeKTiB Takol MmoBemiHKH, [IpOTOKON CIpsSMOBaHO Ha PO3IIH-
PEHHST MOXKJIMBOCTEH CTOPIH I110/I0 BUKOPUCTAHHS KOIITIB 1 HAMPSMKIB Mi>KHApPOIHOTO
cniBpoOiTHUITBA, TepenOaueHnx Konsermiero (ETS Ne 185) y it ramysi.

Hpyruit  onmatkoBuit mpoTtokon 10 KonBeHmii mpo KiOep3loyMHHICTH IIOAO
IOCHJICHHS CIIIBIIAL Ta PO3KPHUTTA €NeKTPOHHMX foKasiB 2022 p. (CETS 224)°
CHIPsIMOBaHO Ha IMOJANbIIE 3MIIHEHHS CIBIpali y 60poTh0i 3 KiOEP3JIOYMHHICTIO Ta
PO3LIMPEHHST MOXIIMBOCTEH OpraHiB KpHUMIHAJIBHOIO MPaBOCYIUI ILIOAO 30HMpaHHsS
JIOKa3iB B €JNEKTPOHHIH (GopMi NMpPo KPUMIHAIBHWH 370YMH I Liled KOHKPETHUX
KPUMIHAIBHUAX PO3CIIiyBaHb a00 PO3IIISAIB 3a JOMOMOTOIO JJOAaTKOBHX IHCTPYMEHTIB,
[0 CTOCYIOTBCsS Oinmbll edeKTUBHOI B3aeMonil Ta iHIIMX (GOpM CHiBpOOITHHUIITBA
MiXX KOMITETCHTHIMH OpraHaMy; CIiBPOOITHULTBO Y HA/J3BHYAHUX CHUTYyaLlisX (TOOTO
y CHTYyalisiX, KOJM iCHye 3HAYHMH Ta Oe3MocepeHiil pU3HK Ul KUTTA abo Oe3meKu
Oymp-axoi ¢i3mgHOi 0CcOoOHM); Ta mpsAME CHIBPOOITHUITBO MiXK KOMIETCHTHUMH
OpraHaMH 1 TOCTAYaJIbHHKAMH TIIOCIYT Ta IHIIMMH Cy0 €KTaMH, SKi BOJOIIIOTH
BIATIOBIHOIO 1H(MOpMAIIiero 200 KOHTPOITIOIOTB 1.

HeratuBHolo 03HaKoI0 chorojieHHs cTano BukopucraHHs IKT y BumHeHHi
tepopucTrunnx 3nounnisl, V 2015 poui Iapramentcska acambrues Pagu €spomnu
(ITAP€) mnpwuiinsuia pexomenpariro Ne2070 oo 3MillHEHHS CHiBPOOITHULITBA

® Additional Protocol tothe Convention on Cybercrime, concerning the criminalisation
of acts of aracist and xenophobic nature committed through computer systems. URL:
https://rm.coe.int/168008160f (zata 38epHeHHs: 14.02.2026).

1% second Additional Protocol to the Convention on Cybercrime on enhanced cooperation
and disclosure of electronic evidence. URL: https://rm.coe.int/1680a49dab  (mara
3BepHeHH::14.02.2026).

™ Cupoin T. JI., Taspunenko O. A. Brecok Paau €Bponu y 3a6esneuenns indopmaniitnoi
Oe3reKy Ta MPOTUIII0 KiOep3IMOYMHHOCTI. Haykosuil 8iCHUK YoHc20pOOCbKO20 HAYIOHATLHO2O0
yuigepcumenty. Cepiss «[IpaBo». 2020. Bum. 61, 1. 2. C.149-154. DOI https://doi.org/
10.32782/2307-3322.61-2.33
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y 6opoThGi 3 KiGepTEpPOPH3MOM Ta iHIITHMH MACOBHMH aTakaMu B Mepexi [nTeprer™.
Pexomennarist migxpeciroe pons Pagu €Bponu y BupileHHi II100aIbHOTO BUKIIUKY,
MOB’S3aHOTO 3 OE3MEKOI0 KOMIT'IOTEPHHX MEpeX y 3B’SI3Ky 3 MOSBOIO Kibep-
TEpOpHU3My Ta IHIIMX MAacOBUX aTak, IO JiIOTh Ha/depe3 KOMIT'IOTEPHI CHCTEMH,
SBISIIOYN COOOI0 Cepio3Hy 3arpo3y HalioHaJbHill Oe3mewi, rpomajachkiii Oesmeri
Ta 100poOyTy KpaiH.

KiGep3nounHHICT, TakoX € OAHUM 13 mpiopureTiB €Bponeiicskoro Coro3y
(mami — €C, Coro3z) y 060poTs0i 3 cepiio3HOI0 Ta OpPraHI30BAHOK 3JIOYHHHICTIO
B pamkax EMPACT 2022-2025. KibGep3mounHHICTh — TpoOiieMa, M0 3pocTae, IS
TaKUX KpaiH, sK AepxkaBu-wieHn €C, y OUIBIIOCTI SKUX 100pe po3BUHEHO IHTEepHeT-
iH(ppacTPyKTypy 1 IUIATDKHI CHCTEMHU 3HaXOAATHCS B PEXKUMI OHJIAHH. AJle HE JnIIe
(hiHaHCOBI JaHi, a W JaHi 3arajoM € KJIIOUYOBOK MIIICHHIO A KiOCp3TOUHHIIIB.
KinpkicTh Ta YacToTa BHTOKIB JAaHHX 3pOCTAalOTh, 110, CBOEIO YEProlo, NMPU3BOIUTH
J10 301NpIIEHHS KUTBKOCTI BUIIAJKIB MIaXpaiiCcTBa Ta BUMAraHHs.

€C noknamae CyTTEBHX 3yCWJIb A0 PO3POOKH i Y3rOMKCHHS 3aKOHOJABCTBA
o0 KiOep3TOYMHHOCTI, sKE [i€ Ha TEpPHUTOpil AepikaB-wiCHIB, Cepl TaKUX
HOpMaTHUBIB ciif 3azHaunTh: JupextmBa Ne 2000/31/€C €Bpomneiickkoro mapia-
MeHTy i Paau npo neski mpaBoBi acIeKTH MOCIyT iH(OpMaIiifHOTO CIIiBTOBapHCTBA,
TaKUX SK eJEeKTPOHHAa TOPTiBIsI Ha BHYTPIIHBOMY pPHHKY (B penmakmii Bif
17.02.2024); TloBinomneHHs €Bpomeiickkoro mapiaaMmenty, Pamu Tta Kowmirery
perioniB: 3aranbpHa nojiTuka 60poThoH 3 KibepsnounnHicTio (COM(2007) 267 final);
HupextuBa 2011/93/€C €pomneiicbkoro mapiameHTy Ta Paam mpo GopoTeOy i3
CEKCyaJlbHUM HACHJIbCTBOM Ta CEKCYaJbHOIO EeKCIUTyaTali€lo AiTeil Ta IUTIYOIo
nopHorpadiero, sika 3aminioe Pamkose pimenns Pamu 2004/68/JHA (B penaxuii Bin
17.12.2011); TloBimomnenns Kowmicii Paxi Ta €BponeiickkoMy mapiIaMeHTy:
BopoTs6a 31 3m04MHHICTIO B Hal U(POBHI Bik: CTBOPEHHST €BPONEHCHKOTO LEHTPY
kibep3nounuHocTi (COM(2012) 140 final); Anpextnna 2013/40/€C E€Bponeiicskoro
napiaMeHTy Ta Paau mpo ataku Ha iHpoOpMaIliiiHi cucTeMH, sika 3aMiHoe PamkoBe
pimenns Pamu 2005/222/JHA; Pimenns (CFSP) 2019/797 — obmexxyBainbHi 3aX0au
npoTH Kibeparak, 1o 3arpoxyioTs €C abo iforo aepxaBaM-uieHaM (B peaakiil Bij
14.05.2025); Pernmament (€C) 2019/796 — oOMexyBasbHI 3aX0qH MPOTH Kidepartak,
mo 3arpoxyiors €C abo iHoro aepskaBam-uwieHaMm (B penmakmii Bim 14.05.2025);
Permament (€C) 2019/881 €spomnelicbkoro mapiaamenty Ta Pamm Bim 17 kBiTHS
2019 poxy mpo ENISA (ArenrctBo €Bpomeiicekoro Coro3y 3 kibepOesnekn) Ta
npo cepTudikamito  KibepOesneku iHGOPMAIITHO-KOMYHIKAIIIMHUX — TEXHOJOTIH,
mo ckacoBye Permament (€C) Ne 526/2013 (3akon mpo kibepOesmneky) (Texcr,
o crocyersess €E3) (B pemakuii Bim 04.02.2025); Permament (€C) 2021/1149
npo crBopends Douxy BHYTpilIHbOT Oesneku (cnpsMoBaHuii Ha 3abe3medeHHs
BUCOKOTO piBHSA Oe3nekn B €BponerickkoMy Cor03i, 30KpeMa IUIIXOM 3al00iraHHs
Ta TPOTHAIl Tepopu3My 1 paauKamizaiii, cepio3Hii i OpraHi3oBaHill 3JOYMHHOCTI
Ta kibep3nounuuocti); Permament (€C) 2021/887 mpo ctBOpeHHS €Bporeiicbkoro
MPOMHUCIIOBOTO, TEXHOJIOTIYHOTO Ta HAyKOBO-IOCIITHOTO IIEHTPY KiGepOesmeku

2 Increasing co-operation against cyberterrorism and other largescale attacks
on the Internet. URL: http://www.europeanrights.eu/public/atti/2070_ing.pdf (mata 3BepHeHHs:
13.02.2026).
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Ta MepeXi HaliOHANPHUX KOOPIWHAILIMHUX LEHTpiB,; dupektusa (€C) 2024/1385
npo 6opoTs0y 3 HACHIBCTBOM OO JKIHOK Ta JOMAIIHIM HACHIBGCTBOM, SKa
CIIpsIMOBaHAa Ha BBEICHHS LITHOBHX MIHIMAJIbHUX IIPABWJI INOAO INPaB IIi€l Trpymu
JKEPTB 3JI0YMHIB 1 KpUMiHATI3alil HAOIIBIT BaXKKHUX (POPM HACHIUISI CTOCOBHO JKIHOK
i kxibepHacws; Permament (€C) 2024/2847 (B pemakuii Bim 20.11.2024), sxuit
BCTAHOBIIIOE TOPU30HTAJIBHI BUMOTH 0 KibepOe3neku Al MPOAYKTiB 13 HU(POBUMU
enementamu; Pernament (€C) 2024/1689, 1110 BCTaHOBIIOE TapMOHI30BaHi MpaBuia
IIOJIO IITYYHOTO IHTEICKTY.

Ilepmr 3a Bce cmim 3a3HauuTd, mo npuitHATi €C aKTH MamTh 3a METy
YHOPMYBAaTH MisUTbHICTB, TOB’s3aHy 3 BuKopucTaHHAM IKT y pisHmx chepax
BigHocuH. Tak, JlupektuBa 2000/31/€C* BeranoBIIOE cTaHgapTHi npasmwia €C i3
pI3HHX NHTaHb, TIOB’S3aHUX 3 EJIEKTPOHHOIO TOpriBielo. BoHa cmnpsMoBaHa Ha
CIPHUSHHS  HaJeKHOMY  (YHKI[IOHYBaHHIO BHYTpIIIHBOIO pPUHKY  LIIIXOM
3a0e3MeUYeHHs] BUIBHOTO MEPEMILIeHHSI MOCIYTr 1H(OPMALiHOTO CYCHUIBCTBA MiX
JepkaBaMHU-4wieHaMH. J[OKyMEHT HaONMKae JIedKi HaliOHaJbHI IIOJIOKEHHS IIPO
mociIyTd iH(GOpMamifHOTO CyCIHIBCTBA, IIO CTOCYIOTHCS: BHYTPIIIHBOTO PHHKY,
HOCTaYalbHUKIB MOCIYT, KOMEpIIHHOrO 3B’S3Ky, €JICKTPOHHHX KOHTPAKTIB,
BIATIOBIAATBEHOCTI OCEPEAHHKIB, KOJEKCIB IIOBEAIHKY, 1103aCyIOBOTO BPETYIIOBAaHHS
CIIOpIB, CYJIOBHX IT030BIB Ta CHIBPOOITHAIITBA MIX Jep)KaBaMH-WIeHaMH. J{upexTuBa
JIOTIOBHIOE 3aKOHOMAaBCTBO COI03y, IO 3aCTOCOBYETHCS O MOCIYT iH(pOpMaLiiHOro
CYCHiJbCTBa, O3 IIKOJAM ISl PIBHS 3aXUCTy, 30KpeMa, IpOMajChKOi OXOPOHH
3I0POB’sI Ta IHTEPECIB CIOKMBAYiB, BCTAHOBJIEHOTO akTaMi Co103y Ta HalliOHAJIBHUM
3aKOHOAABCTBOM, LIO IX pealli3ye, Ti€l0 Mipolo, SIKOIO IIe He OOMexXye CcBOOOIY
HaJIaHHA TNOCIYT iH(pOpManiiHOTO CyCIiTbCTRA.

Tupextusy 2013/40/€C* crnpsMoBaro Ha 6opoTsGy 3 KiGep3TOUMHHICTIO Ta
3a0e3rneueHHs 1HPOPMAIIfHOT OE3MEeKH 3aBISKH CYBODIIIOMY JEpKaBHOMY 3aKOHO-
JIAaBCTBY, CYBOPIIIMM KPUMIiHAIBHUM ITOKapaHHAM Ta OUIBII TICHI crmiBmpami MiK
HaJMIpHUMH TToJaTKaMHy. J/IMpeKTHBa 3ampoBaPKye HOBI MpaBWia, 1[0 TapMOHI3YIOTh
KpUMiHaIi3al[l0 Ta IMOKapaHHs 3a HHU3Ky IPaBONOpPYILICHb, CHPSIMOBAHUX IPOTH
indopmaniiiaux cuctem. Lli nmpaBuia BKIIOYaOTh 3a00POHY BUKOPHCTAHHS OGOTHETIB —
LIKiJTHBOTO POTPaMHOTO 3a0e3NeyYeHHs, MPU3HAYSHOTO TS BiIAIEHOTO yIpaBIiHHS
Mepexero Komil otepiB. OCHOBHIMH BHIAMH KPUMIHAJBHUX 3JI0YHHIB, IO OXOILUTIO-
10ThCsl JIMPEKTUBOIO, € aTaku Ha iHPOpPMAIiifHI CHCTEMH, TOYMHAIOYN BiJl aTaK THITY
«BiIMOBa B OOCIIyTOBYBaHHI», TMpU3HAYCHHX /IS BUBEICHHA 13 JIaXy cepBepa, i
3aKiHYYIOYH TIEPEXOIUICHHSM JlaHUX Ta arakamMu OoTHeTiB. J[upexTnBa 3000B’s13ye
JepXKaBU-WICHN KPHMIHATI3yBaTH O3HAUeHi NPAaBONOPYIISHHS; PO3IIMPIOBATH
CHIBMPAIO TPABOOXOPOHHMX OpraHiB. JlupekTHBa mnepeadavae 30MMKCHHS CHUCTEM
KpPUMIHAIBHOTO 3akoHomaBcTBa KpaiH €C Ta po3MWMPEHHS CHiBPOOITHULITBA

'3 Consolidated text: Directive 2000/31/EC of the European Parliament and of the Council
of 8 June 2000 on certain legal aspects of information society services, in particular electronic
commerce, in the Internal Market (Directive on electronic commerce). URL:
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02000L0031-20240217
(mara 3BepHeHH::12.02.2026).

' Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013
on attacks against information systems and replacing Council Framework Decision 2005/222/JHA.
URL.: https://eur-lex.europa.eu/eli/dir/2013/40/oj/eng (nara 3BepreHHs:: 12.02.2026).
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MDK CyIOBUMH OPraHaMH MIONO HE3aKOHHOTO JOCTYNy IO iH(OpMaIiiiHUX CHCTeM,
HE3aKOHHOTO BTPYYaHHS y CHCTEMY, HE3aKOHHOTO BTPYYAHHS B JaHi, HE3aKOHHOTO
nepexorieHHs. JIOKyMEHT MICTUTh HOPMH IIOAO 3alpOBaKEHHS e(EeKTHBHHX,
MPOTMOPLIHMX Ta CTPUMYIOUMX CaHKIli. [Toknagae 30008’ 3aHHS Ha IepiKaBH-WICHH
LIOJ0 BXUTTS HEOOXIIHMX 3aXOXiB I 3a0e3leyeHHs TOoro, W00 Taki JisHHS,
SK HE3aKOHHHUHI JOCTYN 10 iHQOPMAIiHUX CHCTEM, HE3aKOHHE BTPYYaHHS Y CHCTEMY,
HE3aKOHHE BTPY4YaHHS B JaHi, HE3aKOHHE INEPEXOIUICHHs, 3aCO0H, IO BUKOPHUCTO-
BYIOTECS JUISl BUYMHEHHSI IPABOMOPYIIECHb, a TAaKOX MiA0ypIOBAaHHS, ITOCOOHHIITBO Ta
migOyproBaHHS 1 cnpoba CKOEHHS O3HAa4eHHWX 3mounHiB (ctarti 3-8), Kapamumcs
e()eKTHBHIUMH, IPOIOPIIIHHNMY I KPEMIHAJTEHUMH ITOKApaHHIMH.

Pitrennst (CFSP) 2019/797" ta Permament (€0) 2019/796, 3arpoBaIKYIOTh
CTPYKTYpY, sika no3Boiste €C BBOOUTH CaHKIIl IS CTPUMYBaHHs Ta pearyBaHHs Ha
Kibeparaky, sKi CTAQHOBIATH 30BHIiMHIO 3arpody mii €C um kpain €C. Taxki
MPOTHUIPABHI Jii BKIIOYAIOTh aTaKH, [0 CTOCYIOThCS 1HPOPMALIHHUX CHCTEM, a TAKOXK:
KPUTHYHOI 1H(PACTPYKTypH, HEOOXimHOI A JKUTTENISUIBHOCTI CYCHINBCTBA UM
30pOB’Sl TPOMaJsH, OE3MEKH, 3aXHCTy Ta CKOHOMIYHOTO UM COIUaJbHOro Ojaro-
MOTyYYst; TIOCITYT, HEOOXiJHUX JJIsI OCHOBHOI COMIAIbHOI Ta €KOHOMIYHOI HisUTBHOCTI,
30KpeMa CHEepreTHKa, TPaHCHOPT, OaHKIBChKA cIpaBa; (DIHAHCIB, OXOPOHH 30POB’,
NUTHOI BOAIY, LU}pPoBOi IHOPACTPYKTypH; HAWBAKIMBIMMX AEP)KaBHUX (YHKIIH,
30KpeMa 00OpPOHHM, YNpPaBIiHHSA Ta (pyHKIIOHYBAaHHS IHCTUTYTIB, IyOJIiYHUX BHOOPIB,
EKOHOMIYHOI Ta IPOMa/ITHCHKOI iHPPaCTPYKTYpH, BHYTPIIIHBOI OS3MeKH i 30BHIIIHIX
3B’S3KiB, BKJIIOYAIOUM JHUIUIOMATWYHI Micii; 30epiraHHs 4m o0OpoOKa CeKpeTHOi
iH(opMarii; a00 ypsAIOBUX aBapiifHO-pATYBaJbHUX 3aroHiB. L{i kibepaTaku BKIIOYAIOTH
aTakl Ha KpaiHu, ki He € wieHamu €C, a0o MDKHApoAHI opraHizamii, Komm mii
BBAKAIOTHCS HEOOXIAHMMM IS JOCITHEHHS CHUIBHUX LIJIEW 30BHIIIHBOI Ta OE3IIEKOBOI
noxitukn €C.

O3HaueHi HOpMaTWBH J03BOJISIOTE €C HakimamaTh CaHKIIi Ha oOci0 4u
opranizanii, sKi BiNoBimanbHI 3a KibepaTakn 4YM CHpoOM KiOepaTak, HaJarOTh
(iHaHCOBY, TEXHIUHY UM MaTepiajbHy MIATPUMKY TaKHM aTakaM, 4d OepyTh ydacTh
y HUX B iHmmH croci6. CaHKuii MOXYTh TaKOX 3aCTOCOBYBATHCH 10 IOB’S3aHUX
3 HUMH 0¢i0 abo opranizaniid. OOMexyBalbHI 3aX01 BKIIOYaIOTH 3a00pOHY Ha B’1311
1o €C Ta 3amopoxxyBaHHs akTuBiB. Ha xpainn €C moknaneHo 3000B’s13aHHS OO
BCTAHOBJICHHS Mip ITOKapaHHS 3a IIi IPaBOIOPYIICHHSI.

Pernamentom (€C) 2024/2847Y BCTAaHOBNEHO TOPH3OHTATBHI BHMOTH OO
KibepOe3reky Juid NMpOXYKTIB i3 IudpoBUMH eneMeHTaMHu. J[OKyMEHT BH3HA4ae
NpaBWwiIa JONMYCKy Ha pPHHOK NPOAYKTIB i3 IU(POBHMH elNeMEeHTaMH It
3abe3neyeHHs KibepOe3rmeKH Takux MPOIYKTiB;, OCHOBHI BMMOIM 0 KiGepOe3meku

5 Council Decision (CFSP) 2019/797 of 17 May 2019 concerning restrictive measures
against  cyber-attacks threatening the Union or its Member States. URL:
https://eur-lex.europa.eu/eli/dec/2019/797/ojleng (nara 3Bepuents: 12.02.2026).

*® Tam camo.

7 Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October
2024 on horizontal cybersecurity requirements for products with digital elements and amending
Regulations (EU) No 168/2013 and (EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber
Resilience Act) (Text with EEA relevance). URL: https://eur-lex.europa.eu/eli/reg/2024/
2847/ojleng (nara 3Beprenss: 12.02.2026).
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IUI TIPOEKTYBaHHS, PO3pOOKH Ta BHPOOHUITBA MPOAYKTIB, a TaKOXX 3000B’SI3aHHS
JUISL EKOHOMIYHHX OIEepaTopiB MO0 KibepOesnekn miel MpomyKiii; OCHOBHI BUMOTH
IIo KibepOe3reku Ay mporeciB 00POOKH BPa3IMBOCTEH, 3aCTOCOBHUX BHPOOHUKAM,
i TmoB’s3aHI 3 HUMH 3000B’SI3aHHS; TpaBWiIa HAIJAy 3a PHHKOM, BKIIOYAIOUU
MOHITOPHHT 1 3a0e3NeUYeHHs TOTPUMAaHHS BUMOT.

Pernament (€C) 2024/1689™° scranosmoe TapMOHI30BaHi IPaBUiIa PO3MILLICHHS Ha
PHHKY, BBEICHHS B EKCIUTyaTalilo Ta BUKOPUCTAHHS CUCTEM IUTy4HOro iHTenekty (I11II)
B €C. BiH 3a00poHsi€ MEBHI MPaKTHKU Ta 3alPOBAKY€E OCOOIMBI BUMOTH ISl CHCTEM
IIII 3 BHCOKHM pH3HKOM, a TaKO)K 3000B’S3aHHS [UI1 ONEPATOPIiB TaKUX CHCTEM;
BKJIIOYAa€ TapMOHI30BaHi IpaBuiIa mpo3opocti 11 neBHux cucreM 11, rapmonizoBani
npaBuia po3MimieHHs Ha puHKY Mogzeneit LI 3aranbHOro mpusHaueHHs, IpaBHIiIa
MOHITOPHHTY PHHKY, HAIJISy 32 PHHKOM, YIIPaBJIiHHSA Ta 3a0e3IeueHHs TOTPUMAaHHS;
3alpoBaKy€e 3aXOIH, CIPSIMOBaHI Ha MIATPHMKY iHHOBaliid. Meroto Permamenty e
MOKpauieHHs: (yHKIiOHyBaHHS €AuHOro puHKY €C Ta CHOpHSHHSA BIPOBAIKEHHIO
OpIEHTOBAaHOTO Ha JIIOAWMHY Ta HagxiiHoro IIII, 3a0e3meuyrour HpH LBOMY BHCOKHH
PiBEHB 3aXHUCTY 3I0POB’s, OE3MEKU Ta OCHOBHHUX IpaB, 3aKkpiruieHnx Xapriero €C mpo
OCHOBHI TIpaBa, Bi/I HeraTUBHOTo BIUHBY crcTeM LI B €C.

JupexruBa (€C) 2024/1385 mpo 6opoTs0y 3 HACHIBCTBOM IIOMO JKIHOK Ta
JOMalIHIM HacWJIBCTBOM =~ BH3HAYa€ B SIKOCTI KPUMIHAJBHUX IIPABONOPYIICHb
kibepriepeciigyBanHs (cT. 6), kibepaomaranus (ct. 7) Ta kiOepminOyproBaHHs 10
HACUJIBCTBA YK HEHABUCTI (c. 8) ToIIIo.

Oprani3aris 3 6e3neku i ciiBpobiTHuITBa B €Bporti (zani — OBCE) takox Bixirpae
BOXJIMBY poJib y miaBUIIeHH] Kibep- / IKT-0e3neku, 30kpemMa 3a paxyHOK 3HIKECHHS
PHBHKIB KOH(IIIKTIB MIXK Jep)kaBaMy, 110 BUHHUKAIOTH YHAcHiIoK BukopucTtaHus IKT.
Kimro4oBuM 3aBIaHHAM IIOAO ILOTO € BBEIEHHS B Mif0 BigmoBigHmx Bka3ziBok OOH
3 OOKY TPyl YPSIOBHX €KCIIEPTIB HA PET1I0HAIEHOMY PiBHI.

Barato nepxaB iHBeCTYyIOTh y HacTymaigbHi Ta o0opoHHI MoxmBocti IKT,
JIOZIAF0YN CKIIQTHAN BHMIp MDKICPXKABHHM BiHOCHHAM. Taki MOXITMBOCTI MOXYTh
3MIHIOBaTHCh BiJl PO3BiIyBaJbHHX Ta IHGOPMAIIHHUX Omepaliii A0 MOPYLICHHS
KPUTHYHO BKITUBHX MEPEX 1 CITyk0 a00 MOXKIIMBOCTEH! YIIPaBIIiHHS Ta KOMaHIyBaHHSL.

VYuikaneHi xapaktepuctukd IKT 3HayHO 301MBIIMIN HMOBIPHICT HENPABHIEHOTO
CIPUUHATTSA, MPOPAaXyHKIB Ta HABITh HANPYXEHOCTI MK JepKaBaMH, KOJH BOHH
CTHKAIOTHCS 3 TUTAaHHIMHU HAMIpiB, aTpuOYIIil, PaBwI Ta HOPM. Y BiIOBIIb AEpKaBU-
yuacHuni OBCE mpairoroTe Hal 3axomaMu 3MillHEHHs HoBipu (mami — 3J0) mns
3HIDKEHHS! PU3UKIB KOH(MIIKTIB, 110 BUHHUKAIOTH YHACHinoK BukopucTanus IKT. Bonn
MOKJIMKaHi 3po0HTH KibeprnpocTip OUIbII mepeadadyBaHUM 1 IMPOIOHYIOTH KOHKPETHI
IHCTPYMEHTH Ta MEXaHi3MH, 00 YHHUKHYTH HENOpO3yMiHb, 30KpeMa TaKi: MeXaHi3M
00’eIHAHHS JIep)KaB Ul KOHCYJbTAliil 3 MPUBOAY MOXJIMBHX IHUIHICHTIB y cdepi

'8 Regulation (EU) 2024/1689 laying down harmonised rules on artificial intelligence and
amending Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013,
(EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU)
2016/797 and (EU) 2020/1828 (Artificial Intelligence Act). URL: https://eur-lex.europa.eu/
eIi/re9/2024/1689/oj/eng (mara 3BepHeHHS: 12.02.2026).

® Directive (EU) 2024/1385 of the European Parliament and of the Council
of 14 May 2024 on combating violence against women and domestic violence. URL:
https://eur-lex.europa.eu/eli/dir/2024/1385/oj/eng (nara 3Beprenns:12.02.2026).
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Ki0ep- / IKT-6e3mexu 3 MeTOI0 3HWKEHHS HAIPY>KEHOCTI, 10 3pOCTae; IaThopMy s
OOMiHYy JTyMKaMH, HAI[lOHAJIBHOIO HOJIITHKOIO Ta IiIXOJAaMH B raiys3i Oesmexu i cdepi
kibep/IKT, mo po3Bomsie pepkaBaM Kpalle «dYUTaTH» HaMipy OJHA OXHOI
B KiOepIpocTOpi; KOHKPETHI HAanpsMKH poOOTH, HANpHKIAA 3aXHCT KPUTHYHO
BaJMBOi iH(pacTpykTypn 3 BukopuctanHsMm IKT, mo no3Bonsroth JaepikaBam-
YYaCHHUIISAM KOJIEKTUBHO IiIBHIIYBaTH KibepcTilikicTh y perioni OBCE Ha Gnaro Bcix.

Ha momatok mo 3J] 6Gesmexu, kibep / IKT, OBCE Tta i iHCTHTYTH TakKoX
3ocepelkeHl Ha mpoTunaii 3arpo3am Oesmemi kidep/IKT 3 Ooky Hemep:kaBHUX
cy0’€KTiB, TAKHX SIK OPTaHI30BaHA 3JIOYMHHICTH 1 TepOopHCTH. KITto4oBHiA akIEHT TyT
pOOUTHCST HAa 3a0XOYEHHI a/IeKBAaTHHX 1 CBOEYACHUX 3aXOJIB Y BIINOBiIbL 3 OOKYy
HAIlIOHAJBHUX OPTaHIiB BIaJ Ha Ii MIHIUBI 3arpo3H, MIOYNHAIOYH BiJl OUTBII SKiCHOT
CyIOBOI €KCIIEPTH3HM 1 3aKiHYYIOUM IHHOBAIIMHUMHU TMiIXOJaMH, IO J03BOJSIOTH
3ano6irtu nepersopeHHio IKT Ha TAKTUYHKX TTOMIYHHUKIB TEPOPHUCTIB.

3axonu 3 MpaBoOBOi MPOTHII1 KiOep3MOYMHHOCTI 3alpOBa/DKYIOTECA 1 Ha piBHI Jliru
apaOChKHX JIep)kaB, B MeXaxX SKoi MPUHHATO ApaOChKy KOHBEHIIO PO OGOpOTHOY
31 3710YMHAMH, TIOB’S3aHAMH 3 TEXHOJIOTISIMH, SKYy CIPSIMOBAaHO Ha IOKpAIaHHI
CHIBIIpaIi MK apaOCBKHMH JepikaBaMH B OOpOTHOl 3 MpPaBOMOPYLICHHAMH Yy cdepi
iHpopMamiifHUX TEXHOMOTI M1 3aXHCTy OE3MeKH Ta iHTepeciB apaOCBKHX JepikaB,
aTakox Oe3mekn IXHIX CHUTBHOT i okpemmx oci6 (2010 p.). oroBip MicTHTB
BU3HAUCHHS 3JI0YMHIB, IOB’S3aHMX i3 BUKOPUCTAHHSAM iH(QOpPMAUiHUX TEXHOJOTIH,
IpollecyanbHi TONOXEHHS] Ta MEXaHi3MH MpaBOBOi 1 CyAOBOi CHiBOpaii Mix
JieprkaBaMU-yYaCHUILIMH Y LIH C(’pepizo.

A(pUKaHCBKHH COI03 IOKJIaga€ 3yCHJIb HIOAO PO3POOKH IPaBOBOi OCHOBH
y mpoTHaii KiOep3T0YMHHOCTI, fKa Ma€ TEHICHLIi M0 3pocTaHHi B perioni. Lle
HiITBEP/UKYETHCS CTATUCTUYHUMU TAHHUMH, 3TiJIHO SKUX appUKaHCHKUH KOHTHHEHT
JEMOHCTPY€E OJMH 13 HAWIIBHIUINX TEMIIB 3POCTAHHS NPOHUKHEHHs [HTepHeTY
y CBIiTi, a MUQpoBe MiIKIIOUSHHS Maibke OTPOIIOCS 3a OCTAaHHI IT’SITh POKIB. Y TOI
caMuii Tepiof SK YpsOW, TaKk 1 NPHBaTHI CTPYKTYpH B AQpHII CTHKAIOTHCS
31 3pOCTalOY0I0 TEH/ICHIIiEI0 KibepaTak, 10 BiJMOBiAae TOMY, 10 Oyio 3adikcoBaHO
TaKO)X Ha TIJ00aNbHOMY piBHI. MacmraOHi KpaaiKKM TEpCOHANBHHUX JaHHX,
KOMIT IOT€PHI BTpyUYaHHs, IbKYBaHHS, IEpeCIiAyBaHHs Ta iHII GOpMH KibepHACHIIISA
ab0 CeKCcyalbHOTO HACWIIBCTBAa LIOAO AiTel B IHTepHeTI € HamajgaMu Ha IpaBa
moaAuHA. MoBa HEHaBHUCTi, KceHO(}oOis Ta pacu3M CIPHUSIOTh paguKaiizalii, 1o
OPU3BOAUTH JI0 HACWIBHHIBKOIO eKCTpeMi3My. ATakM Ha KOMIT'IOTEpU Ta
Je3iHpopMaIlisi, IO BUKOPUCTOBYIOTHCS Ha BHOOpax i MepeBHOOPUYNX KaMIAHIsX, €
aTakaMM Ha (QYHKIIOHYBaHHS (yHAZAMEHTAIPHMX I[HCTHTYIH Ta MONITHYHY
crabinbHicTe. IllomeHHi aTaku Ha KpUTHYHY iH(pOpMauUiiiHy iHPPaCTPYKTYpy
BILUTUBAIOTh Ha Hal[lOHANbHY Oe3leKy, eKOHOMIUHI Ta iHII HaliOHAJbHI iHTEpecH, a
TAKOX HA MIKHAPOAHHIT MUp i cTaGinmpHicTE

2 Arab  Convention on Combating Information  Technology —Offences. URL:
https://sherloc.unodc.org/cld/uploads/res//treaties/definitions/treaty/arab_convention_on_comba
ting_information_technology_offences__html/Arab_Convention_on_Combating_Information_
Technology_Offences.pdf (nara 3Bepuennsi:12.02.2026).

2 African Forum on cybercrime. URL: https://au.int/fr/node/34897 (mara 3Bepuenms:
13.02.2026).
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Cepen mpaBoBHX akTiB ciig BkazaTu KonBeHmiro Adpukancekoro Coro3y mpo
KibepOesneky Ta 3axuct ocodbuctux panux (2014 p.), siKy cIpsMOBaHO Ha CTBOPCHHS
3aKOHOJaBYOI 0a3zu st 3abe3nedeHHs KiGepOe3lmeKku Ta 3aXHCTy IEePCOHAIBHUX
naHux. Jlorosip mHokiajae Ha Jep)KaBH-YYacHHUILI 3000B’S3aHHS IOJO PO3POOKH
HaLliOHAJIBHOI MOJIITHKU KiOepOe3neku Ta BiANOBIAHOTO iHCTUTYLIHHOTO MeXaHi3My
YHOpaBIiHHS; PO3POOKU 3aKOHOJABCTBA Ta CTBOPEHHS iHCTUTYTIB y cdepi mpoTumii
KiOep3I0YMHHOCTI; 3a0e31e4eHHs] MOHITOPUHTY Ta pearyBaHHs Ha iHUIUACHTH i HoIme-
peIKeHHS; 31iCHeHHS HAIllOHAJIBHOI 1 TPaHCKOPIOHHOI KOOPIUHALIT Ta TI00aIbHOT
CHiBHpaHiZZ.

VYV wmexax AC pospobmeno Crparerito AFRIPOL momo 6oporsbm 3 kibep-
3nounHHICTIO  2020-2024 pp.zs. BoHa € THYYKHM JOKYMEHTOM, SIKMH IIiJuIsrae
HEepioJIMYHOMY MEperisiLy 3 METOI 3a0e3NedeHHs] HOro akTyaJlbHOCTI, MOJAJIBIIOrO
pearyBaHHsS Ha HOBI 3arpo3d y AWHAMIYHOMY CEpEIOBHILI, B SKOMY [IIOTh CHIIN
0e3MeKH, Ta BiAMOBIAHICTh OUiKYBaHHIM JAEpKaB-wieHiB. [lOKyMEeHT, TOJIOBHUM YHHOM,
Ma€ Ha METi PO3POOHUTH IOPOXKHIO KapTy OOpoThOM 3 KiOEp3MOYMHHICTIO, TOOTO
OCHOBHI HAampsMKH [ IS PO3pOOKH 3aXOMiB KOHTPONIO 32 3TOYMHAMH, CIIPSIMO-
BaHUMH Ha KOMIT IOTEpH Ta iH(OpMaIiifHi CHCTeMH, Y crpo0ax OTPUMATH HECAHKIIiO-
HOBaHHMH JOCTYII JI0 IPUCTPOIB a0 3aIto0irTH JOCTYIy 3aKOHHMX KOPHUCTYBAYiB JI0 IINX
HPHUCTPOIB (4ACTO 3a JOIIOMOT'OI0 HIKIITMBOTO IIPOTPaMHOT0 3a0e3MeUeHHs).

Crparterisi 30cepe/pkeHa Ha YOTUPHOX HANpsAMKax i 3i CIUIBHOIO METOI0
JOTIOMOTTH JIep)KaBaM PO3POOUTH y3TODKEHI METOJOJNOTIT KOHTPONIO Ta TaKUM
YMHOM 3a0e3MeunTH IUTIHUKA oOMiH iHpopManiero. Lli HampsMKH TONATaOTH
Yy HaCTYIHOMY: 3MilJHEHHsI MO>KJIMBOCTel neHTpansHOi rpynu AFRIPOL 3 60poTson
3 KiOEp3JIOYMHHICTIO, @ TaKOXX KOMaH/ JIep)KaB-4iICHIB, [ISIXOM HAJaHHS pecypciB
Ta MEXaHI3MIB JUIs 300py [IOKa3iB, HEOOXIMHHX Ui IH(POBUX PpO3CIiTyBaHb;
Cremianxi3oBaHa IMiAroToBka (axiBIiB y OOpOTHOI 3 KiOEP3IOYMHHICTIO; PO3pobKa
TapMOHIIHOTO Ta Y3rOJDKEHOTO PETYJIOBAaHHS, a TaKOX NIMPOKa CIIBIpAms Mix
nepkaBaMu-wieHaMu Adpukancskoro Coro3y; 3a0e3rnedeHHs MOCTIHHOI OIiHKH
3arpo3 1o/10 Kibep3JI0UYMHHOCTI Ha PiBHI CYCIiILCTBA/UICHCTBA.

KutouoBoro wactuHoto inTerpauiitnux mpiopuretiB AC e Crpateris mudpoBoi
Tpancpopmanii AC Ha 2020-30 pp.24 Ktim Ttoro, Ilopsmok neHHMiA 2063% —
JIOBTOCTPOKOBHM TuIaH po3BUTKY Adpukancekoro Coro3y, s[Kuii BiAmoBizae
robanbHIM pamkoBiit mporpami Lline# cramoro possutky OOH, 3a3Hadae Hayky,
TEXHOJIOTi, 1HHOBAIil Ta OXOPOHY 37I0pPOB’S SK KIIFOUYOBI IHiJi, IO € MPIOpPUTETAMH
Jutst TpaHchopmanii AGpuky.

2 African Union Convention on Cyber Security and Personal Data Protection. URL:
https://sherloc.unodc.org/cld/uploads/res//treaties/definitions/treaty/african_union_convention_
on_cyber_security and personal data protection _html/29560-treaty-0048_-_african_union_
convention_on_cyber_security_and_personal_data_protection_e.pdf (nara 3Beprenns: 11.02.2026).

% AFRIPOL Cybercrime Strategy. URL: https://rm.coe.int/afripol-strategy-on-cybercrime-
v01-en/ (nara 3Beprenns: 13.02.2026).

The Digital Transformation Strategy for Africa (2020-2030). URL: https:/au.int/
sites/default/files/documents/38507-doc-DTS_for_Africa_2020-2030_English.p (mata 3BepHenms:
13.02.2026).

% Documents Agenda 2063. URL: https://au.int/sites/default/files/documents/36204-doc-
agenda2063_popular_version_en.pdf (nata 3sepuenns: 13.02.2026).
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2. MizkHapoaHa iHCTUTYyLiliHA 0cHOBA MPOTHUAIl Ki0ep3/I0UHHHOCTI

HaiiGinpmmii o6car poGoTH y cripaBi 00pOTEOH 3 MIXKHAPOAHOIO 3JI0YMHHICTIO Ha
IHCTUTYLIHOMY YHIBepCaJbHOMY piBHI 3IIHCHIOETBCS B Mexax MiKHApOIHOT
opramizanii kpuminansHoi momimii  (Iarepmon).?® HeBix’eMHOIO — CKIamoBOIO
IisUTBHOCTI [HTEpIIONY € MpOoTHAisS KOMIT IOTEpHIH 3709MHHOCTI, Ha HHOTO HOKJIAJCHO
¢yHKIi0 30upaHHsA, o0poOkM I aHamizy iHpopMmanii, ska IMOCTyHae 3 Mepexi
IHTEepHeT i3 METOI0 HaJaHHS JIOTIOMOTHY Y BHSBJICHHI IIPOTHIIPABHUX JisSHb, BUNHEHHS
SKHX TOJNermyeTbcs 3aBasdkd IHTepHery. Kpim Toro, LlinmpoBoro rpymoro 1mo
3IiHICHEHHIO KOHTPTEPOPUCTUYHUX omepaliil ctBopeHo Pobouy rpymy mo 60poTs0i
3 BUKOPUCTaHHAM [HTEpHETY B TEPOPUCTUYHUX LiIAX. J[o 3aBIaHb SKOI BiJHECEHO:
BUSBJICHHS 1 00’ €THAHHS 3yCHJIb 3aIliKaBICHUX CTOPIH i MAPTHEPIB 3 METOI OOMiHY
iHpopMaIli€lo, a TaKoX BH3HAUCHHS MOJMJIMBHX IUIIXIB HPOTHOIl Wil 3arposi
Ha HallilOHAJBHOMY, PETiOHAJTbHOMY 1 TI00aJbHOMY pIBHSIX; BHBYEHHS IHTaHHS
oo poni OOH y koopauHarliii aii aepixaB-uicHiB.

3Bakaloud Ha Ty OCOONMBICTH, IO HEraTUBHOIO O3HAKOK CHOTOJCHHS CTAallo
BukopuctanHs IKT y cKkoeHHI TepOPUCTHYHUX 3JI0YMHIB, O€3MepedHO, 3HAUHY POJb
B OpraHi3awiiiHiii cmiBopani NpoTuAil 370YMHHOCTI Bixirpae KoHTprepopucTHuHMiA
xomiter (KTK) (pesomorisi Pamu Besmexksr OOH 1373 (2001))¥, cTBOpeHmii 3 MeTO0
CIpHUSHHA 3MINHEHHIO TMOTeHmiany nepkaB-wieHiB OOH mozo 3amobiraHHs
TEPOPHCTUYHUM aKTaM sSK Ha HAI[lOHAJBHOMY, TaK i Ha MDKPETriOHaIPHOMY piBHI.
Pesomortist 1373 (2001) 3aknmuikae JepikaBU-WICHH 3IHCHUTH HU3KY 3aXO/IiB,
CNIPSIMOBAaHMX Ha 3MIL[HEHHsI iXHIX MPABOBUX Ta IHCTUTYIIHHUX MOXJIMBOCTEH y Tramy3i
60pOTHON 3 TEPOPU3MOM, Yy TOMY YHCI KpUMiHAJi3yBaTH (hiHAHCYBaHHS TEPOPH3MY;
HeBiAKIagHO 3a0mokyBaTté Oynp-ski 3aco0H, TOB’s3aHi 3 0coOamu, NPUYECTHUMH
JI0 TEPOPUCTUYHUX AaKTiB; HE HaJaBaTH Hi B sKiH (opMi (iHAHCOBY MiATPUMKY
TEPOPUCTUYHIM TpylaM; 3AificHIOBaTH OOMIH iHpOpMaIi€lo 3 IHIIUMH ypsSaaMu
o0 OyIb-SIKUX TPYII, SKi BYMHSIIOTE YH SIKi IDTAaHYIOTh 3MIHCHUTH TEPOPUCTUYHI aKTH;
CHIBMpAIOBATH 3 IHIIMMH YpsIaMH B DO3CIiTyBaHHI, BUSBICHHI, apemiTi, BHaadi
Ta HepecIiayBaHHi 0Ci0, IPUUETHNX O TAKUX aKTiB TOILIO.

CrenianizoBana ycranoBa OOH MixHaponHuil coro3 eneKkTpo3B’s3Ky (mami —
MCE) cnpusie iHHOBauisM y cdepi iHbopMaliiiHO-KOMyHIKalifHUX TEXHOJOTIH,
aTaKOXX y THTaHHAX KiOep3iaounmHHOCTI. {7l NMPUHHATTS KOHKPETHHUX 3aXOJiB,
CHpSIMOBAaHHX Ha OOMEXeHHs KoM toTepHHx 3arpo3, MCE po3po6us ['moGambHy
mporpaMy KibepOesmneku, ska 3a0e3rnedye paMKd sl KOOPOWHAIIT 3YCHIb IIOAO
3aJI0BOJICHHA IOPUAWYHUX, TEXHIYHHUX, OpPraHi3alliiHUX 1 HaBYANBHHUX MOTPeO
y BcboMy cBiTi. [Iporpama BHW3HauMiIa OCHOBHI TPHHIMIIM, IUJIi Ta CTpaTerii
pO3pOOKH MoJenieil 3akoHOAaBCTBA y cdepi OOpOTEOM 3 KiOEp3TOYMHHICTIO Ta
6azyeThbest Ha IT'SITU CTPATETIYHMX NMPUHLMUIIAX, & CaMe: IPaBOBi 3aX0/1; TEXHIYHI Ta

% Constitution of the International CriminaL Police Organization-INTERPOL. URL:
https://www.interpol.int/Who-we-are/Legal-framework/Legal-documents ~ (mata 3BepHEHHS:
10.02.2026).

21 Resolution 1373 (2001). URL: https://www.unodc.org/pdf/crime/terrorism/res_1373_
english.pdf (zata 3Bepuenns: 12.02.2026).
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MPOLEAYPHI 3aX0/I1; OpraHi3aliiiHi CTPYKTYpH; CTBOPEHHS MMOTEHIIATY; MIXKHAPOIHE
criBpoGiTHUITBO (c. 506)%,

VY Mexax perioHaJbHUX MDKHAPOJHUX OpraHi3amiii Takoxk (yHKIIOHye HH3Ka
CTPYKTYD, IHCTUTYLIil Ta areHCTB IO CIPHAIOTH IiJBHIIEHHIO KibepOe3mneku, cepen
SIKUX CIi BKa3aThd €BpoIeicbke Toileiicbke areHTCTBO (E€BpOIoi), NPaBOBUM
miarpyHTsaM QyHkuioHyBanHs skoro € Permament (€C) 2016/794 (B pemakuii Big
28.06.2022). Cepen 3aBmaHp €Bpomoidy, O3HaueHHX craTero 88 JloroBopy
npo ¢pyskmionyBanHs €Bpometicbkoro Corozy (APEC), BigHECEHO TaKi: MiATPUMKA
Ta 3MIIHEHHS TiSUTBHOCTI MOMINEHCHKUX OpPTaHiB Ta 1HIIMX MPABOOXOPOHHHX CITYKO
JIepKaB-4ICHIB, IXHBOT B3a€EMHOT CIIBIpAIli MO0 3a00IraHHs Ta MPOTHUIIT TSKKIM
3]I0YMHAM, IO BIUIMBAIOTH Ha JBi a00 OinbIIe IepikaB-wiIeHIB, TEPOPU3MY Ta THM
(opMaM 3II0UMHIB, 10 BIUIHBAIOTH HA CIIUIbHI HTEpECH, OXOIUIeHi nonitnkow €C%,
30KpeMa ... KOMIT FOTepHil 3]I0YMHHOCTI, BUTOTOBJICHHIO KOHTPA(aKTHOI 1 MipaTchKol
MPOAYKILIi TOIIO.

Pernament (€C) 2016/794 ynoBHOBakMB €BpOION Ha BHKOHAHHS TaKHX 3aad:
30MpaHHA, 30epexkeHHs, OOpoOKa, aHami3 iH(popMamii i JaHWX, a TaKoX OOMIH
iHpopMmamieto 1 maHuMu; Oe3BiOKIAJHE IIOBIJOMICHHS KOMIIETCHTHHM OpraHaM
JIepKaB-WICHIB Uepe3 CreialibHUI BiJIUT PO (HaKTH, sIKi iX 3a4ilaroTh, i CHOBIMCHHS
Ipo 3B’SI30K, SKMH KOHCTATOBAaHO MDK 3JI0YMHAMH; CIPUSHHS pO3CIIiTyBaHHIM
y Zep)kaBax-uJieHaX, OCOOJMBO LUIIXOM Iepeliadi HaiOHAIBHUM BiJJIiIaM yciel
HeoOXimHO! iH(popMalli 3 1BOro MPUBOIY; 3BEPHEHHS 10 KOMIICTCHTHHX OpraHiB
BIATIOBIAHUX JEpXKAaB-WICHIB 13 3alMUTaMH MpO TOpPYUIEHHS, NPOBENCHHS Ta
KOOPAMHALIIO PO3CIiyBaHb 1 BUCYHEHHS NPOMO3MILIN IIOA0 CTBOPEHHS CyMiCHHX
crigunx Opurajz y BH3HAUCHHX CIpaBax; HaJaHHS JepikaBaM-usieHaM iHQopmarii Ta
JIOTIOMOTH B aHalli3i MpW MpPOBEACHHI MacmTaOHUX 3aXOJiB («3yCTpidui y Bepxax»,
MIKHApOLIHI CIOPTHBHI 3MaraHHs) TOMO ..

3aciyroByloTh Ha yBary INpPakTHYHI IHHOBAIiMHI MiaXomy €BpONONy IIOIO
3ano0iraHHs Kibep3ounHaM, cepesl SIKUX CIIiJ BKa3aTu nporpamy «KibepzaxucHuKm»,
sIKa Ma€ 3a METY MiJBUIICHHS 0013HAHOCTI PO Kibep3I0unHu .

ArentcTBo €Bponeiicekoro coro3y 3 kibepOesnekn (ENISA) 3aiimaerscs
JOCSTHEHHSIM BUCOKOTO 3arajibHOro piBHs Kibepbesneku B €Bpori (ctBopene B 2004 p.

% Cupoin T.JI. MixHapoIHO-TIpaBOBEe peryiroBaHHs cdepu iHGOpMaNiitHO-KOMYHIKa-
LIMHUX TEXHOJOTIHN 1 mpotuaisd kidepsnounnnocrti // CydacHi po6aeMu Mi>KHapOIHOTO IIPpaBa.
Liber Amicorum g0 60-piuust mpod. M. B. BypomeHckoro: MOHOTp. / aBT. KOJI.; 3a pPel.
B. M. Peneuskoro, B. B. I'yruuka. JIeBiB; Opeca: ®enikc, 2017. 564 c. C. 495-521.
ISBN 978-966-928-118-0

» Consolidated version of the Treaty on the Functioning of the European Union.
URL.: https://eur-lex.europa.eu/eli/treaty/tfeu_2012/0j/eng (nara 3Bepuenns:10.02.2026).

% Regulation (EU) 2016/794 of the European Parliament and of the Council of 11 May
2016 on the European Union Agency for Law Enforcement Cooperation (Europol) and
replacing and repealing Council Decisions 2009/371/JHA, 2009/934/JHA, 2009/935/JHA,
2009/936/JHA and 2009/968/JHA. https://eur-lex.europa.eu/eli/reg/2016/794/ojleng (mara
3BepHeHHs: 13.02.2026).

% Cyber Defenders. URL: https://www.europol.europa.eu/operations-services-and-innovation/
public-awareness-and-prevention-guides/cyber-defenders (nara 3sepuenmst: 13.02.2026).
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Ta nocunene Permamentrom (€C) 2019/881 (B pemakuii 04.02.2025)32. ENISA pobuts
CBIf BHecok y Kkibepromituky €C, NigBHIIye HAAIMHICTG NPOIYKTIB, IOCIYT
tanponeciB IKT 3a momomororo cxem ceprudikamii kibepOesneky, CHiBIpaIoe
3 IepkaBamMp-wieHamMu W opranamu €C Ta jgonomarae €Bpomi IiArOTyBaTHCS
JI0 KiOEpBHUKIIMKIB y MailOyTHhOMY. 3a JOMOMOTOK OOMiHY 3HAHHSAMHM, HAPOIIYBaHHSI
MOTEHIlaly Ta MiABUINEHHS OOI3HAHOCTI ATEHTCTBO MpAlIOE pa3oM 31 CBOIMH
KJIFOYOBHMH 3aLliKaBJICHUMU CTOPOHAMM HaJ 3MIIHCHHSAM JOBIpH IO MiAKIIOYEHOL
C€KOHOMIKH, TMIIBHUIICHHAM CTidkocTi iH(GpacTpykrypm €C Ta, 3pemToro, Ui
3abe3neyeHHs U(PPOBOi OE3MEKU €BPONIECHCHKOTO CYCITUIBCTBA 1 TPOMAISH.

3 2013 poky ¢dyHKIIOHYe €BpONECHCHKHN IIEHTP OOPOTHOM 3 KiOSpP3IOYMHHICTIO
(EC3)* — mizposain €Bporony MOKIHKAHOTO BiirpaBaTH IPOBiAHY POIb ¥ GOpoTsGi
3 Kibep3nounnHicTi0 Ha TepuTopii €C. EC3 3ailiMaeThcsi CTBOPCHHSIM ONEPATHBHUX i
AQHAIITUYHUX TOTYXKHOCTEH, HEOOXiMHUX I 3a0e3leueHHs IIBHAKOTO pearyBaHHs
Ha KiOep3JI0YMHH, a TaKOX OpraHizalliero B3aeMonil odiniitHux BimomctB €C 1 KpaiH-
YiIeHIiB 3 MbKHapoaHMMH mapTHepamu. Manmar EC3  oxommoe Taki  cdepu
BiATIOBiZaNbHOCTI: 0OOpoThOa 31 3JOYMHAMH, SKI BYHMHSIOTHCS OpraHI30BAaHUMH
3MOYMHHUMH TpPYIaMH Ta TATHYTh 3a COOOK OTPUMaHHS HE3aKOHHHX JIOXOJIB
B OCOONIMBO BEIHMKUX po3MipaX (UIaXpaiiCTBO 3 KpeAUTHHMH KapTKaMH abo
0aHKIBCHKUMU OIepamisiMi); 60poTh0a 31 3ITOYMHAMH, IO 3aBAAIOTH CEPHO3HOI KON
KEpTBi, 30KpeMa pO30CIICHHS MAJIONITHIX; 0OpoThOa 3 MisAMH, CIPIMOBAHUMH Ha
CIIPUYMHEHHs IIKOAXM abo BHBeNCHHs 3 Jamy iH(pacTpyKTypH Ta iHpopMamuiitHHX
cucreM €C. EC3 Takox BigmoBigadpHMiA 3a 30ip Ta 0OpoOKy HaHHMX, HaIaHHS
iH(pOpMaILiifHOI, TEXHIYHOT Ta KPUMIHATICTUYHOI MATPUMKH BIAMOBIAHIM MiIpO3aiIaM
MPAaBOOXOPOHHUX OpraHiB KpaiH — wieHiB €C, KOOpAUHALIIO CHUTBHUX PO3CIIiTyBaHb,
HaBUYaHHSA I migroroBky ¢axiBmiB (y cmiBmpani i3 CEPOL). Llentp copuse
MPOBEICHHIO HEOOXIHWX JIOCHI/KEHh 1 CTBOPEHHIO IPOTPaMHOTO 3a0e3leueHHS,
OMIKY€ETHCSl OIIHKOIO W aHali30M HAasBHHX 1 MOTCHIIWHMX 3arpo3, CKIaJaHHIM
NPOTHO3IB 1 BHIyCKOM 3aBYacHUX mnomnepemkeHb. Cdepa IHoro misuIbBHOCTI TaKoX
OXOIUTIOE HAJIAHHSI IOTIOMOTH CYISIM 1 TPOKypopam” .

[lopoky EC3 my6nikye oLiHKY 3arpo3u opraHi3oBaHOi 3JI0YMHHOCTI B [HTEpHeTI
(IOCTA) — ¢marmaHcekuii cTpaTeridHuii 3BIT MPO KIFOYOBI PE3yJIbTATH, HOBI
3arpo3u Ta noaii B kibepznounHHOCTi. IOCTA neMOHCTpYy€E, HACKUTBKH IIHPOKOIO 1
pi3HOMaHITHOIO € Kibep3mounHHicT i sk EC3 € kimo9oBoio yacTHHOIO €Bponoiy Ta
BigmoBimHUX 3axoniB €C. EC3 BHKOPHUCTOBY€E TPHCTOPOHHIN MiAXin 10 O0poTsOHU 3
KiOep3JIOUYMHHICTIO: KpUMiHAICTHKA, cTpaTeris Ta omepamii. Lli 3axomm Takox

® Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April
2019 on ENISA (the European Union Agency for Cybersecurity) and on information and
communications technology cybersecurity certification and repealing Regulation (EU)
No 526/2013 (Cybersecurity Act) (Text with EEA relevance). URL: https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:0J.L_.2019.151.01.0015.01.ENG (mata
3BepHeHHs: 13.02.2026).

% Communication from the Commission to the Council and the European Parliament
Tackling Crime in our Digital Age: Establishing a European Cybercrime Centre.
URL: https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A52012DC0140 (nmara
3BepHeHHs: 12.02.2026).

* European Cybercrime Centre URL: https://www.europol.europa.eu/about-europol/
european-cybercrime-centre-ec3 (nara 3sepuenns:12.02.2026).
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miaTpumyotecst ['pymoro kibeppospigku (CIT), amamituku sikoi 30uparoTh Ta
00pobnsiroTs  iHGOpMaNilo, MOB’s3aHy 3 KiOep3lOYMHHICTIO, 3 Jep)KaBHHUX,
NPUBATHHX Ta BIIKPUTHX JOKEPEIT 1 BU3HAYAIOTH 3arpO3H Ta MOJIE, [0 BUHUKAIOTb.

Cywmicho 3 EC3 mparrroe CriijibHa IiJTbOBa Tpymia 00poThOH 3 Kibep3aounHHiCTIO (J-
CAT) (ctBopena y 2014 p.), sika Hajae JONOMOTY y HPOTHAIl KiGEp3IOYMHHOCTI
BcepequHi Ta 3a Mexkamu €C. llimpoBa rpyma Mae 3a MeTy CTUMYJIIOBATH Ta
KOOpAMHYBAaTH Jii, 3aCHOBaHI Ha IHTENEKTi, 3 KIIOYOBHUMH 3arpo3aMd Ta LULIMH
KiOEp3JI0YNHHOCTI, TIOJIETIIYFOYH CHUIBHY 1NeHTH(IKALI0, BCTAHOBICHHS MPIOPUTETIB,
MiJIFOTOBKY Ta MOYAaTOK TPAHCKOPIOHHHMX PO3CIidyBaHb Ta omepaiiii 3 OOKy CBOIX
naptHepiB. Ii kommerentis J-CAT 0XOILTIOE: BUCOKOTEXHOJIOTIUHI 3I0YMHHU (30KpeMa
IIKI/UTMBE TIpOrpaMHE 3a0e3IIeUeHHs], BTOPTHEHH:); CIPHSIHHS BUMHEHHIO 3JI0YHHIB
(KyJIeHeTIpOOMBHUI ~ XOCTHHI, KOHTP-aHTHBIPYCHI TIOCIYTH, JI3HHT Ta OpeHja
iH(QPACTPYKTYpH, BiIMHBAHHS TPOIICH, BKIIOYAIOUH BIpTyasbHI BaTIOTH); OHJIAWH-
11axpaifcTBO (OHTAHH-IITATIKHI CHCTEMH, KApINHT, ColianbHa imkeHepis).®

KiGep3mounHHICTh — Lie 3pOCcTarya Ta MIBUAKOPO3BUHEHA cdhepa 3J0YMHHOCTI, SKa
CTaHOBHTH 3HAUHy YACTKy 3arajibHoi poOoTH €BporocTy — AreHTcTBa €BpOIECHCHKOr0
Coro3y 3 NHUTaHb CHiBpOOITHULTBA y cdepi KPUMIHAJIBHOTO MPaBOCYAmsd, — IIie
VHIKaJIbHHUI IIEHTp A€ HAI[lOHAJIbHI Cy/OBI OpraHd TiCHO CIIBIIPAIIOIOTH Y OOpOTHOI
3 CepHO3HOI0 OPraHi30BaHOIO TPAHCKOPAOHHOIO 3JIouYMHHICTIO. Pome  €Bporocty
MOJIATAE B TOMY, IIO0 JOMOMOITH 3poOHUTH €BpoMy OC3MEUHINIMM MiICIEM MUITXOM
KOOPAUHAITT poOOTH HAI[IOHATEHUX OPTaHiB BiaIH-AepkaB-uwicHiB €C, a TAaKOX TPETiX
Jep’kaB — y PO3CHiAyBaHHI Ta TEpeCliAyBaHHI TpaHCHALIOHAJIBHOI 310YHHHOCTI .
€BpOIOCT TIATPUMYE HAIIOHAIBGHI OpPraHW BJaAWd y CIIBOpali Ta BUKOPUCTAHHI
JOCTYITHUX 1HCTPYMEHTIB TPAaHCKOPAOHHOTO PO3CITiAyBaHHS KiOEp3MOYMHHOCTI Ta
OB SI3aHOI 3 HETO 3JI0YMHHOCTI.

€Bporreiickka Cy0Ba Mepexa 3 muTaHb kidepsmounmmocti (EJCN)¥, crBopena
y2016 pomi a1 CHpUSHHA KOHTakTaM MK (haxiBIUIMH, SIKi CHEIiai3yIoThCs
HA IPOTH[I1 BHUKIHMKaM, IO BHHHUKAIOTH Yy 3B’A3Ky 3 KiOCp3IOYMHHICTIO, Kibep-
3JIOYMHHICTIO Ta PO3CIiAyBaHHSIMH B KiOEpIpOCTOpi, a TaKOX JUlsl MiABUIICHHS
e(eKTUBHOCTI pO3CIigyBaHb 1 KpuMiHampHOro mnepeciigyBanus. EJCN mocuioe
CHIBIPAII0O MK KOMIIETEHTHHMH CYIOBHMH OpraHamy, 3a0e3nedyioud OOMiH
JOCBIIOM, TIEPEJOBHM JOCBIIOM Ta IHIIMMH BiATIOBIAHUMH 3HAHHSAMH MIOMO
PO3CITiTyBaHHS Ta KPEMIHAIEHOTO TIEPECITiTyBaHHs KiOEP3IOYHHHOCTI.

€Bporoct € xmouoBuM naptaepoM EJCN, ocobmmBo B cuTyamisx, koo Mepexa
Ma€ CIpaBy 3 YHCICHHUMH BHUKIMKAMH, IOB’S3aHHMH 3 IIHCHO O€3KOPJOHHUM
xapaktepoM Kibep3nounHHOCTI. KpiM TOro, €BpOIOCT NPOBOIUTH PETYISIPHI 3yCTpidi
Mepexi Ta miatpumye oOMiH iHdopmamiero mix wieHamu EJCN Tta iHmmmwu

% Joint Cybercrime Action Taskforce. URL: https://www.europol.europa.eu/activities-
services/services-support/joint-cybercrime-action-taskforce (nara 3seprenns:08.02.2026).

% Consolidated text: Regulation (EU) 2018/1727 of the European Parliament and of the
Council of 14 November 2018 on the European Union Agency for Criminal Justice Cooperation
(Eurojust), and replacing and repealing Council Decision 2002/187/JHA. URL:
https://eur-lex.europa.eu/eli/reg/2018/1727/2025-11-04/eng (nara 3Bepuenns: 13.02.2026).

¥ European Judicial Cybercrime Network. URL: https://www.eurojust.europa.eu/judicial-
cooperation/practitioner-networks/european-judicial-cybercrime-network  (mara  3BepHeHHS:
12.02.2026).
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3alliKaBICHIMU CTOPOHAMH, SKi BiAIrparoTb poib y 3a0e3NeueHHI BEPXOBEHCTBA
npasa B KibeprpocTopi.

Cepen perioHaJbHHX CTPYKTYp CIiJ 3a3HauuTH MeXaHi3M CIiBpOOiTHHIITBA
noxniuii Appukancekoro Coro3y (AFRIPOL) — ne Texniuna ycranoBa AC, sika Mae 3a
3aBIaHHs 3MIIHIOBATH Ta TapMOHI3yBaTH MOXKIMBOCTI IPAaBOOXOPOHHUX OpraHIiB
y AeprkaBax-uneHax. Moro micis momsrae B miaTpuMIi apUKaHCHKHX TOTINEHCHKHX
cinyx0 y 3amobiranHi Ta 60poTh0i 3 TPaHCHALIOHANBHOIO OPraHi30BAaHOIO 3JIOYUH-
HICTIO, TEPOPU3MOM, KiOEpP3TOUMHHICTIO Ta IHIIUMH HOBHUMH 3arpo3aMH KOHTH-
HEHTAJIBHIN Oe3mner.

Ha Bukonanns cBoro Mangaty AFRIPOL Hanmae KOMIUICKCHHI CIIEKTP MEXaHI3MiB
HiITPUMKH, cepe] SIKUX: OYHE Ta OHJIaiH-HaBYaHHs, BKIFOYAIOUH CIIeIiani3oBaHi KypcH
gyepe3 CrelianizoBaHy IIaTGopMy CIEKTPOHHOTO HAaBYaHHS; HABYAHHSA TpPCHEPIB
JUTS 320€3MCUCHHS  HAIlIOHATBHOI CTIMHKOCTI HaBHYOK; TMPOBEICHHS CEMiHApiB IS
OoOMiHy [OCBiIOM Ta WEpPeAOBHM JOCBIIOM MDK JepXKaBaMHU-WICHAMH; JOCTYII
JI0 CyIOBO-MEAMYHHUX Ta CIITYMX 1HCTPYMEHTIB; HMIATPUMKA CIUIBHHX OIepamiii Ta
TPAaHCKOPIOHHUX DO3CIiyBaHb; CIPHSHHS JEepXKaBHO-TIPHBATHOMY IapTHEPCTBY
IUTSL BIOCKOHAJICHHSI CTPATETii 3amo0iraHHs 3JI0YMHHOCTI; CHOPHSHHS CIIBIIpaIl depes
Oe3rneuHy CHCTEMy 3B’A3Ky Ta CHUIBHI 0a3M JaHWX; CTa)XyBaHHS Ta MOXIIMBOCTI
OTPHMAHHSI CTHIICHJIIH JUTS PO3BHTKY MalGyTHIX JIiZepiB PABOOXOPOHHHX OPraHis>e.,

Kontprepopuctuunuit nentp Adpukancekoro Corozy (AUCTC) — cnemiani-
30BaHa yCTAaHOBA, CTBOPEHA JUIsl 3MILHEHHs moTeHuiany aepxkas-wieHiB AC y coepi
pearyBaHHA Ha OOpOTBOy 3 TEpOPHU3MOM Ta HACHIBHHUIBKUM EKCTPEMi3MOM.
[parroroun y TicHil cniBmpamni 3 perioHaIbHUMHI €KOHOMIYHUMH CITiBTOBAPUCTBAMU
i perionanpHuME MexaHi3MaMu, AUCTC Hagae TexHiYHy, ONEpaTHBHY Ta CTpaTe-
TiYHy MATPUMKY. BiH po3poOise IHCTpYMEHTH Ta TpOTpamMH Ui 3armoOiraHHs,
aHaNi3y Ta €(EeKTHBHOTO pearyBaHHS Ha TEPOPHCTHYHI 3arpo3u Ha a)pUKAHCHKOMY
KOHTHHEHTI .

BHUCHOBOK

[TincymMoByIOuM BHWIIEO3HAYCHE CIIiJI KOHCTAaTyBaTH, IO KiOEP3JIOUYUHU €
CKJIaJHUMH He JIMIIE 32 CBOIMH IOPUIMYHUMH O3HAKaMH, ajie i TOMy, 1110 BOHH 4acTo
MaloTh TPAaHCHAI[IOHAJIFHUN XapakTep, TOOTO I JisHHSA, iHINiIOBaHHSA, 3a00IraHHs
YU HACHIAKM SKHX 3adilaoTh OBl HDK OJHY KpaiHy, 1 BOHH MAalOTh
OararoHarioHaTEHUN Xapaktep. KpiM Toro, BoHH € BHAOM MpoQeciiiHOl TisUTbHOCTI
OpraHi3oBaHMX 3JIO0YMHHUX Tpyn. KiOep3IouuHM OXOILTIOIOTH HIMPOKHH CIEKTP
00’€KTiB TocATaHHs. BoHM ITOCIIabMIOI0Th €eKOHOMIKY AepiKaB, BINIMBAIOYH (IIPSIMO Ta
OIIOCEPEe/IKOBAHO) HA €KOHOMIUHI BUTPATH YPSIiB i TATHYTh 3a COOOI KPUMiHAIBHY
ISUTBHICT, KA MOXKE 3arpO)KyBaTH CTaliIbHOCTI JepkaB, OCOOIMBO y BHIAIKY
MO€THAHHS 3 TPAHCHALIOHAIFHOIO 3J0YMHHICTIO, BKJIIOYAIOYH BiIMHBAaHHS TPOILIEH,
KOHTpabaHgy 30poi, TOPTiBII0 HAPKOTHYHHMH pedoBHHaMu. Kpim TOro, BOHH
HOCSTalOTh Ha TpaBa i CBOOOAM JIIOAMHU (KpagibKka OCOOMCTHX HaHMX (Di3MYHHX
0ci0, HaCHJIIS MO0 HEMOBHOITHIX, HACKIUIS CTOCOBHO JKIHOK).

® About AFRIPOL. URL: https://afripol.africa-union.org/about  (nata 3BepHeHHs:
13.02.2026).

¥ African Union Counter Terrorism Centre. ABOUT US. URL: https://caert.org.dz/about-
us/mm(nata 3Bepuenns: 13.02.2026).
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[TopoaHHS HBOTO HETATHBHOTO SBUILA MOTPEOy€e CYMICHUX aKTHBHHUX Hil 3 OOKY
JiepkaB 1 MDXKHApOJHOTO CIIBTOBAPHCTBA Ta BUPIIICHHS CHUTBHHX IpoOiieM, cepen
sakux: 1. BTpara maHumX: eNeKTpoHHI JaHI € KIIIOYeM [0 YCHIIIHUX PO3CIigyBaHb
y BCiX cdepax Kibep3I0UnHHOCTI, ale MOKIMBOCTI OTPHUMAHHS TaKUX JAaHHX 3HAYHO
obMmeskeHi. 2. Brpara Miciie3HaXoKEHHsI: OCTaHHI TCHICHIIT MPU3BENIN 10 CUTYallii,
KOJIN TIPaBOOXOPOHHI OpraHu OiNbIle HE MOXYTh BCTAaHOBHTH (i3MUHE MicIie-
3HAXO/DKEHHS 3JIOYMHLS, 3JI0YMHHY I1HQPACTPyKTYpy UM ENEKTPOHHI JOKa3H.
3. [IpoGmemu, mTOB’s3aHi 3 HAI[IOHAIPHAMH TIPAaBOBUMH paMKaMH: BiIMIHHOCTI
y HaIliOHAIPHUX MpaBOBHX 0Oa3ax xepxas. 4. Ilepemkoam A MiKHAPOTHOL
CHIBIIpaNi: y MDKHApoOJHOMY KOHTEKCTI He iCHye CIUIbHOI HpaBoBOI 0asm st
HPUCKOPEHOT0 OOMIHY JoKa3aMH| (K 1 i iX 30epekeHHs). IcHye Takox odeBHIHA
noTpeba B KpaloMy MeXaHi3Mi TPaHCKOPZOHHOI KOMYHiKaIlil Ta MIBUAKOTO OOMiHY
iHpopmamieto. S. IIpobmemu Jnep)kaBHO-NPUBATHOTO MapTHEPCTBA: CIIBIpaLlsl
3 IPUBAaTHUM CEKTOPOM € XXHUTTEBO BAKIMBOIO I OOpOTHOM 3 KiOep3IOYMHHICTIO,
MPOTe CTaHAAPTU30BAHUX MPABHII B3a€MOAIl HEMae, 1 TAKMM YHHOM PO3CIIidyBaHHS
MOXYTh OYTH YCKIaJHEHI .

MixHapoJHe CHIBTOBapHCTBO JOKJIAJA€ 3yCHIb OO0 PO3POOKH HPaBOBOI
OCHOBH HPOTH[I{ KiOEP3JIOYMHHHOCTI Ta KpUMiHANI3aWii IPOTHIIPABHUX [ii PO 110
cBim4aTh akTH, NpuitHATI Ha piBHI OOH Ta perioHansHUX MKHApOIHHUX OpraHizamiit
(PE, €C, OBCE, JIAJI, AC), 3rinHO 3 IKUMHU KiGep37I0UYMHH BiIHECEHO 10 OKPEMOTO
BHIYy MDKHapOAHMX MPABONOPYIICHb. BaXIMBUM € IMIUIEMEHTalis iCHYHOYHX
MDKHapOJHUX HOPM Yy HalllOHaJbHE 3aKOHOJABCTBO; KpUMiHAMI3aMis KiOep3I0YrHiB;
MOCWJICHHS CITIBOpAIll AepKaB 3 MDKHAPOIHIMH CHELiaTi30BAHUMH 1HCTUTYIIHHIMHA
opraHam# (CTpyKTypaMH, ar€HTCTBaMH) YHIBEPCAIFHOTO 1 PEriOHAIBHOTO XapaKTepy
331 TONEPEePKEHHST PO3MOBCIOMKEHHS 3JI0YMHIB Ta NPHUTATHEHHS 1O BiIMOBi-
AJIBHOCTI BUHHHUX 0OCi0.

AHOTANIA

CrarTsi NpHCBSIYCHA JOCHTIPKEHHIO MDKHApPOIHO-TIPaBOBOI Ta IHCTUTYLIiHOT
cknaoBoi mpotunil kibepanounHHOCTI. [IpoaHasi30BaHO MONOKEHHS MiKHAPOJHHX
YHIBepCaJbHUX aKTiB, aKIIEHTOBAHO yBary Ha MEpUIOMY IJI00AIBHOMY JOTOBOPI PO
kibep3nounHHicTs — KonBeHmii Opranizaumii O6’emHannx Hamiii mpotm xibep-
3nmo4nHHOCTI (pe3omronist I'enepamsaoi Acam6ai OOH 79/243). Poskpuro cyTHicTh
Ta 0COONMBOCTI akTiB, MpuiHATHX Ha piBHI Pamm €Bpomm (KomBenmis mpo
kibep3nounHHicts 2001 p Ta momaTkoBi mpoTokonu jo KoHBeHINi, pekomMeHaaiii
Tomno), €Bporneiicbkkoro Corw3y (YCTaHOBYI aKTH, JUPEKTUBH, PIlICHHS, PETJIAMCHTH,
noBinomiienHs), Adprkancekoro Coro3y (ZOTOBIpHI Ta CTpaTeriuHi akTH); 03HAYEHO
pone OBCE y mipBumenHi kibep- / IKT-6esmeku Tomio. 30cepeKkeHo yBary
Ha IISUTBHOCTI OpraHiB, I1HCTUTYIIH, areHTCTB, CTBOPEHHX HA MIKHAPOIHOMY
yHiBepcaapHOMY piBHI (MiXKHapoaHa opraHizamis KpuMmiHanbHoi momimii (Iarepmon),
Kontprepopuctrunuii komiter OOH, MikHapoqHuii co103 €JIeKTpo3B’s3Ky TOIIO)
Ta HAa perioHaJbHOMY piBHI (E€Bporelicbke NoOIiIEHCchke areHTcTBo (E€Bporom),

4 Common challenges in combating cybercrime As identified by Eurojust and Europol June
2019. URL: https://www.eurojust.europa.eu/sites/default/files/assets/2019-06-joint-eurojust-
europol-report-common-challenges-in-combating-cybercrime-en.pdf (mara 3seprenss: 13.02.2026).
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ArenrctBo  €Bpomeiicekoro Coro3y 3 TNHTaHb CHiBpOOITHHHOTBA y  cdepi
KpUMIiHAIBHOTO TpaBocyns (€BporocT), ATreHTCTBO €BpOINEHCHEKOr0  COI03y
3 kibepOesnekn, €Bporneiicbkuil HeHTp 60poThOM 3 Kibep3nounmHHICTIO, MexaHi3M
noninelcpkoro cmiBpoOiTHUNTBA Adpukancekoro Corozy (AFRIPOL), Kontp-
TepopuctnuHui  ueHTp Adpukancekoro Coro3y (AUCTC) Tomo) Tta ix poii
y mpoTHii Kibep3I0YMHHOCTI. 3p00IeHO BiAIOBIAHI BUCHOBKH 1 peKOMEHIAIlii.

KiwouoBi ciioBa: 0e3MekoBi BHKIHKH, €IEKTPOHHA TOPTIiBIA, 3JOYHHH,
IMILIEMEHTALIis, KpHMiHaITi3aIlis, MDKHapOIHI IHCTUTYII, MDKHapoIHe
CHiBPOOITHUITBO, OCOOMCTI JaHi, paBa JroAuHY, L{ini cTagoro po3BUTKy, MTydHMI
IHTEJIEKT.
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CONSTITUTIONAL AND LEGAL GUARANTEES OF MEDIA
FREEDOM AND JOURNALISTIC ACTIVITY IN THE DIGITAL
ENVIRONMENT: THE PRACTICE OF THE ECTHR
IN THE CONTEXT OF CYBER OFFENCES

Slinko T. M., Slinko K. M.

INTRODUCTION

Freedom of expression and media freedom constitute fundamental values of
modern constitutionalism and an essential prerequisite for the functioning of a
democratic society governed by the rule of law. The possibility to freely disseminate
information, express opinions, and participate in public debate ensures transparency
in the activities of public authorities, facilitates public oversight, and promotes
the development of civil society. For this reason, guarantees of freedom of speech
and journalistic activity occupy a central place in the constitutional systems
of democratic states.

In the contemporary era, characterized by rapid technological development and
the digitalization of social relations, the traditional understanding of media activity
and its legal regulation is undergoing significant transformation. Information and
communication technologies, online media platforms, and social networks have
greatly expanded opportunities for the dissemination of information and the exercise
of freedom of expression. At the same time, the digital environment has created new
legal challenges related to cyber offences, the spread of unlawful content, digital
surveillance, and potential interference with journalistic activity.

These developments require a reconsideration of existing constitutional and legal
mechanisms aimed at ensuring the protection of media freedom and the professional
activities of journalists. It becomes increasingly important to develop legal
guarantees capable of maintaining an appropriate balance between freedom of
expression and other legitimate interests, including national security, public order,
the protection of reputation and privacy, and the prevention of crime. In this regard,
international legal standards and judicial practice play a particularly important role in
shaping modern approaches to the protection of freedom of speech.

A key role in the formation of contemporary standards for the protection of
freedom of expression is played by the European Court of Human Rights. Through
the interpretation of Article 10 of the Convention for the Protection of Human Rights
and Fundamental Freedoms, the Court has developed a comprehensive system of
legal principles that determine the permissible limits of state interference in the
sphere of freedom of expression and media activity. According to the Court’s
established approach, any restriction on freedom of expression must be prescribed by
law, pursue a legitimate aim, and be necessary in a democratic society.

The relevance of these issues has increased significantly in the context of digital
transformation. Modern journalists actively use electronic communication tools,
digital platforms, and cloud technologies for collecting, processing, and

296



disseminating information. At the same time, investigations of cyber offences often
involve access to electronic devices, digital accounts, and information systems,
which may potentially lead to the disclosure of journalistic sources or interference
with professional activities. In such circumstances, the need to ensure a proper
balance between the interests of criminal justice and guarantees of freedom of
expression becomes particularly important.

For Ukraine, the issue of ensuring effective constitutional and legal guarantees of
media freedom has acquired special significance in the context of digital
transformation and ongoing armed aggression. The Constitution of Ukraine enshrines
freedom of thought and speech, the right to information, and the prohibition of
censorship as fundamental elements of the democratic constitutional order. At the
same time, the national legal system continues to develop mechanisms aimed at
protecting journalists and ensuring the functioning of independent media, particularly
under conditions of wartime and information threats.

In this context, the study of constitutional and legal guarantees of media freedom
requires a comprehensive analysis of both national legislation and the practice of
international judicial institutions. The jurisprudence of the European Court of Human
Rights plays a particularly important role in shaping modern legal standards for the
protection of freedom of expression and journalistic activity.

The purpose of this article is to analyze the constitutional and legal guarantees
of media freedom and journalistic activity in the digital environment, as well as
to examine the case law of the European Court of Human Rights concerning freedom
of expression in the context of cyber offences. Particular attention is devoted to the
role of ECtHR jurisprudence in establishing modern legal standards for the protection
of journalists and the media in the digital era.

1. Media Freedom as a Fundamental VValue of Constitutionalism

in the Conditions of the Digital Society

The digital transformation of social relations necessitates a reconsideration of
the content and mechanisms for the implementation of constitutional and legal
guarantees of media freedom and journalistic activity. In this context, particular
importance is attached to the analysis of the practice of the European Court of
Human Rights as an institution that establishes binding standards for member
states regarding the interpretation and application of the right to freedom of
expression in the digital environment, particularly in the context of the growing
number of cyber offences.

The axiological foundation of these guarantees consists of the fundamental
values enshrined within the European Union, namely: respect for human dignity,
freedom, democracy, equality, solidarity, the rule of law, and the primacy of human
rights, including the protection of minority rights. These principles reflect the content
of the so-called European standards, which are based on the recognition of the
universality, indivisibility, and interdependence of human rights and fundamental
freedoms. Their implementation presupposes the promotion of pluralism, non-
discrimination, tolerance, justice, and gender equality as essential conditions for the
functioning of a democratic society.
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Freedom of expression, proclaimed in the Universal Declaration of Human
Rights, is one of the key prerequisites for democratic governance, the development of
public dialogue, and the exercise of journalistic activity. In the digital era, its content
has significantly expanded, as information and communication technologies create
new channels for the dissemination of information, transform the role of the media,
and change the nature of interaction between the state, society, and journalists. At the
same time, the digital environment generates new challenges related to cyber
offences, the abuse of freedom of speech, the dissemination of unlawful content, and
interference with privacy.

Accordingly, the study of the constitutional and legal guarantees of media freedom
and journalistic activity requires a comprehensive analysis of the case law of the
European Court of Human Rights concerning the determination of the permissible
limits of restrictions on freedom of expression, the criteria of proportionality of state
interference, and the standards for the protection of journalists in the digital space. Such
an approach makes it possible not only to outline the current state of legal regulation
but also to determine the directions for its further development in the context of
intensive digitalization and the growing number of cyber threats.

Continuing the analysis of the constitutional and legal guarantees of media
freedom and journalistic activity in the digital environment, it is appropriate to turn to
the fundamental principles of constitutionalism as the ideological and legal
foundation of freedom of expression.

One of the key conditions of constitutionalism is freedom, which, according to
the apt statement of Vsevolod Rechytskyi, acts as a genetic precondition for the
diversified search for values and the general investment of human abilities and
talents'. It follows that the right to freedom of expression, in its modern
understanding, constitutes not only the foundation of a democratic system but also a
necessary precondition for the realization of other constitutional rights and freedoms.

Within the framework of organic constitutionalism, freedom precedes democracy,
since the latter cannot function without freedom of speech, the open exchange of
opinions, the dissemination of ideas, public discussion, and the guaranteed right to
receive information. The absence of an adequate level of protection of freedom of
expression makes the full realization of such rights as freedom of peaceful assembly,
freedom of conscience and religion, freedom of association, freedom of creativity, as
well as electoral rights impossible.

Thus, the above provisions confirm the decisive importance of the right to freedom
of expression within the system of constitutional rights and freedoms, its priority
character, and its system-forming role in ensuring the functioning of a democratic state
governed by the rule of law. Therefore, this right occupies a leading place among other
rights and freedoms, which should be recognized as an indisputable general
proposition?.

For a more comprehensive understanding of the importance of the right to
freedom of expression, it is appropriate to note that in the modern world there are two

! Peunupkuii B. B. Koucturyniiine ABB. Xapxkis: TOB «Bugapauntso «IIpapa TouHm»,
2016. 408 c.

2 Frowein J. A. Freedom of Expression under the European Convention on Human Rights.
Strasbourg: Monitor/Inf., 1997. 42 p.

298



typological approaches to defining constitutional design: the American approach,
whose priorities are traditionally associated with the categories of freedom and the
market and which from the very beginning has been oriented toward rapid and
effective progress; and the European approach, which prioritizes democracy and
freedom, the latter of which may be subject to certain limitations. A characteristic
feature of the European model of constitutionalism is the recognition and effective
guarantee of fundamental human rights and freedoms. These rights serve as the basis
for establishing clear limits on the functioning of the state and the activities of its
bodies, as well as for introducing constitutional and legal restrictions on state power.
In this context, human rights are not a declarative category but rather a normative
criterion for the legitimacy of public authority and the limits of its discretion.

The idea of the priority of individual freedom within the system of constitutional
values was thoroughly developed in the works of John Stuart Mill. In particular, he
emphasized that a society cannot be considered free, regardless of the form of
government, if it does not ensure freedom of thought and speech, freedom of
lifestyle, and freedom of association. A society can be regarded as free only when
such freedoms are fully guaranteed and equally available to all its members. At the
same time, the exercise of individual freedom is limited by the necessity of
preventing violations of the rights and legitimate interests of others. Only such
freedom, as he noted, «deserves the name of freedom when we are absolutely free to
pursue what we consider our own good in our own way-provided that we do not
attempt to deprive others of theirs or impede their efforts to obtain it»>.

The aforementioned approach laid the foundations for the development of the
doctrine concerning the limits of the exercise of rights and freedoms in modern
constitutional law.

In further developing this concept, it should be noted that an organic constitution
is regarded as a guarantor of individual freedom and the institutional autonomy of
civil society. Such an understanding of the Basic Law is typical of the modern
doctrine of constitutionalism, which in the Western legal tradition is closely
connected with the principle of the rule of law. Freedom, in the political and legal
sense, possesses the character of the highest normative value; therefore, its guarantee
constitutes one of the key functions of the constitution as an act of the highest legal
force that reflects and protects the interests of civil society.

In this regard, V. Rechytskyi emphasizes that the organic constitution and
freedom have been conceptually interconnected since the moment of their historical
formation. By guaranteeing freedom, the constitution ensures a state of autonomy of
the individual and of society as a whole from the state?, while establishing legal
mechanisms for restraining public authority.

In the view of Friedrich August von Hayek, there is only one alternative for a
constitution: either a free parliament or a free people. Therefore, the constitution
protects the freedom of the individual and of civil society as a whole, including
protection from the arbitrariness of a parliamentary majority®. In this context, the

® Mins . TIpo cBoGosy : ece. Kuis : Bua-o Conomii Iasmiuxo «OcHoBm», 2001. 463 c.

* Peurmuknit B.B. Koncrurynmonanusm. Yipaunckuit onbit. Xapskos. ®ommo, 1998. C. 57.

® Hayek F. Law, Legislation and Liberti. Vol. 3. Chicago: University of Chicago Press,
1979. P. 111.
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constitution is intended not only to organize the system of state power but also to
guarantee the freedom of the individual and of civil society, including by preventing
the arbitrariness of a parliamentary majority. Thus, the constitution functions as an
instrument for the institutional limitation of power and as a legal guarantee for
preserving the sphere of individual freedom.

Particular attention should be paid to the conceptually balanced formulation of
the fundamental principles of freedom of expression and belief proposed by one of
the leading representatives of the English legal tradition of the protection of free
speech, Thomas Erskine. In his view, «the key legal guarantee lies in the fact that
every person has the right freely to publish everything that his or her mind or
conscience, even with the possibility of error, perceives as truth»®.

Within this approach, freedom of speech is regarded not only as an individual
right but also as a necessary condition for the functioning of a state governed by the
rule of law and for the development of public discourse.

Continuing this line of reasoning, it should be noted that modern constitutions
provide for various models of the normative entrenchment of freedom and the
guarantees for its protection. However, the principal guarantees traditionally include:
the proclamation of freedom as a goal of the state or as the highest social value; the
recognition of freedom as an independent legal category; the establishment of a
system of subjective rights and freedoms of the individual and the citizen; the
revision or rejection of excessively «paternalistic» socio-economic constructs; the
affirmation of freedom as a principle of the constitutional order; as well as the
introduction of effective procedural mechanisms for the protection and safeguarding
of freedom’. The combination of these elements forms an institutional framework
aimed at ensuring the autonomy of the individual in relations with the state.

In this context, the concept of John Rawils is particularly illustrative. According
to his approach, civil society cannot be reduced to a political association in the
narrow sense. Rather, it appears as an open institutional space intended to create the
broadest possible opportunities for the realization of primarily individual life projects
and strategies®. This approach corresponds to the modern understanding of the
constitution as a legal instrument that ensures a balance between public interests and
individual autonomy.

Therefore, the normative enshrinement of freedom in the constitution as a goal of
the state and society is consistent with the classical requirement of constitutionalism:
the subject of constitutional protection should be those values that are universally
significant and just for all citizens, regardless of their social status, role, or position in
society. Such an approach ensures the legitimacy of the constitutional order and its
compliance with the principle of the rule of law.

As already emphasized, it is precisely the system of guarantees that serves as the
decisive criterion of the state’s genuine attitude toward freedom of thought and
speech, since it ensures the possibility of their unhindered exercise, proper protection

® Levy L. Freedom of Spreech and Press in Early American History: Legacy or
Suppression. New York, 1963. P. 256.
Peunmxuit B.B. Ilomutnueckuit mpeamer koHcTutymuu. Kuis: lyx 1 mitepa, 2012.
C. 349-350.
8 Rawls J. Political Liberalism. New York: Columbia University Press, 1993. P. 42,
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against potential unlawful encroachments, and effective safeguards against illegal
restrictions. In this respect, guarantees function not as an auxiliary but as a structural
element of the mechanism for ensuring constitutional rights.

At the same time, the declarative recognition of the right to freedom of thought
and speech is not sufficient. It is necessary to establish appropriate institutional,
normative, and procedural conditions, as well as to define effective legal means
through which freedom of speech and information acquires real substance. Such a
state of affairs is possible only in a democratic society based on the principles of the
rule of law, political pluralism, and respect for human rights

Therefore, in the absence of adequate guarantees proclaimed in the Constitution
of Ukraine and other normative legal acts, rights and freedoms risk remaining «an
empty sound»’, formal prescriptions devoid of practical effectiveness». For this
reason, the prevailing approach in legal doctrine considers guarantees as a
comprehensive system of means, methods, and legal norms aimed at ensuring the real
implementation, protection, and safeguarding of the rights and freedoms of the
individual and the citizen'®. This interpretation organically fits into the general
concept of constitutionalism, according to which the effectiveness of rights is
determined not only by their normative enshrinement but also by the existence of an
effective mechanism for their implementation.

According to representatives of constitutional legal thought, the effectiveness of
the system of guarantees of rights and freedoms is determined by a set of interrelated
factors. The key among them are: a) the existence of a Basic Law whose effect
cannot be arbitrarily suspended; b) the recognition of state power as deriving from
the power of the people and the Constitution; c) the constitutional enshrinement of
the fundamental rights and freedoms of the individual and the citizen, as well as the
means and conditions for their implementation; d) the existence of an independent
judiciary; e) the possibility of protecting one’s rights through the Ukrainian
Parliament Commissioner for Human Rights and through international human rights
organizations'’. The totality of these elements forms an institutional mechanism
without which constitutional provisions do not acquire proper practical effectiveness.

For the purpose of a comprehensive analysis of the guarantees of freedom of
speech, it is advisable to turn to the comparative legal dimension. The provision of
such guarantees is a characteristic feature of both classical and modern constitutions,
including the Constitution of the United States (1787), the Federal Constitution of
Switzerland (1874, 1999), the Constitution of Spain (1978), the Constitution of Japan
(1947), the Constitution of Macedonia (1991), the Constitution of Bulgaria (1991),
the Constitution of Slovakia (1992), the Constitution of France (1946), and the
Constitution of Poland (1997). In the constitutions of a number of post-totalitarian
states, freedom is directly proclaimed as the highest social value, which indicates an
attempt to normatively reconsider the role of the individual in relations with the state.

°® Mammucekuit B. M. IIpaBoi rapaHTii KOHCTHTYIifiHMX TpaB 1 CcBOGOJ
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Moreover, in the constitutions of several post-totalitarian states, freedom is
directly proclaimed as the highest social value, demonstrating an aspiration toward a
normative rethinking of the role of the individual in relations with the state. In
particular, such provisions are contained in the Basic Laws of Croatia (1990),
Uzbekistan (1992), Turkmenistan (1992), Kazakhstan (1993), Kyrgyzstan (1993),
and Brazil (1988), among others.

However, the guarantees of freedom of speech in the above-mentioned
constitutional acts lag behind the level of protection of civil liberty, for example, in
the United States. This is largely due to the historical and doctrinal features of
American constitutionalism, within which freedom of speech has traditionally been
regarded as one of the fundamental values of the democratic system. The normative
basis for this approach is the First Amendment to the Constitution of the United
States, according to which Congress is prohibited from adopting laws that restrict
freedom of speech, the press, conscience, or the right to petition.

Thus, the American constitutional model proceeds from the principle of minimal
state interference in the sphere of the individual’s exercise of the right to freedom of
expression. This position serves as a benchmark for assessing the effectiveness of
national mechanisms for guaranteeing freedom of speech and emphasizes the
importance of real, rather than merely declarative, constitutional guarantees in the
system of modern constitutionalism.

Freedom of expression and freedom of the media are fundamental values of the
constitutional order of Ukraine and a necessary prerequisite for the functioning of a
democratic society. In the digital environment, these freedoms acquire new forms of
realization while simultaneously facing new risks related to cyber threats, mass data
processing, online surveillance, and the use of digital evidence in criminal
proceedings. The adaptation of constitutional and legal guarantees to these challenges
requires a systematic analysis of the national legislation of Ukraine and the case law
of the European Court of Human Rights (ECtHR).

The conducted analysis provides grounds to assert that freedom of expression and
freedom of the media belong to the fundamental values of modern constitutionalism
and constitute a necessary prerequisite for the functioning of a democratic rule-of-
law state. Within the system of constitutional rights and freedoms, they perform a
system-forming role, as they ensure the possibility of an open public dialogue, public
oversight of the activities of state authorities, and the exercise of other political and
civil rights of the individual.

In the theoretical and legal dimension, freedom of speech acts as one of the basic
categories of the constitutional order, closely connected with the principles of the
rule of law, political pluralism, and the autonomy of civil society. As demonstrated
by the development of the doctrine of constitutionalism, beginning with the classical
ideas of John Stuart Mill, Friedrich August von Hayek, and other representatives of
the liberal legal tradition, freedom of expression is regarded not only as an individual
right but also as a necessary condition for the functioning of democratic institutions
and a safeguard against the arbitrariness of state power.

Under contemporary conditions of the digitalization of social relations, the
content and mechanisms for the implementation of media freedom are undergoing
significant transformations. Information and communication technologies create new

302



opportunities for the dissemination of information and the development of public
debate, while simultaneously generating new challenges related to cyber threats, the
spread of unlawful content, digital surveillance, and the use of electronic data in
criminal proceedings. In this regard, the issue of ensuring an effective balance
between guarantees of freedom of speech and the need to protect other socially
significant interests, particularly national security, public order, and the rights of
others, acquires special importance.

An analysis of constitutional and legal approaches in different legal systems
demonstrates the existence of various models of normative protection of freedom of
speech. The American model of constitutionalism has traditionally been
characterized by a high level of protection of freedom of expression and minimal
state interference in the sphere of information relations. In contrast, the European
model proceeds from the necessity of ensuring a balance between freedom of speech
and other constitutional values, which allows for its restriction provided that the
principles of legality, legitimate aim, and proportionality are respected.

In this context, the case law of the European Court of Human Rights plays a
particularly important role, as it forms modern European standards for the
interpretation and application of the right to freedom of expression enshrined in
Article 10 of the Convention for the Protection of Human Rights and Fundamental
Freedoms. The Court’s judgments define the criteria for the admissibility of state
interference in media activities, establish requirements for the proportionality of
restrictions on freedom of speech, and emphasize the special role of journalists as
«public watchdogs» in a democratic society.

Thus, media freedom in the modern digital society acts not only as an individual
right but also as an institutional guarantee of the functioning of the democratic
constitutional order. Its effective protection requires a comprehensive combination of
constitutional, legislative, and institutional mechanisms of protection, as well as
consideration of the standards developed in the case law of the European Court of
Human Rights. These standards constitute the methodological basis for further
research into the constitutional and legal guarantees of media freedom and
journalistic activity in the conditions of digitalization and the counteraction to cyber
offenses, which determines the need to move to the analysis of the relevant
mechanisms for their implementation within the legal system of Ukraine.

2. Constitutional and Legal Foundations for Guaranteeing Freedom
of Speech and Media Activity in Ukraine
The provision proclaimed in Article 15 of the Constitution of Ukraine,*
according to which social life in Ukraine is based on the principles of political and
ideological diversity, belongs to the fundamental principles of the constitutional
order of the state. This principle implies the state’s orientation toward democratic
values, the recognition of the priority of human and civil rights and freedoms, and
establishes the normative prerequisites for the functioning of civil society. In this

12 Koncruryuis Ykpainn: 3akon Ykpaiau Bix 28 yepBHs 1996p. Ne 254k/96-BP. Bidomocmi
Bepxognoi Paou Yrpainu. 1996. Ne 30. Cr. 141.
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context, adherence to the principles of political and ideological pluralism serves as
one of the key guarantees of freedom of thought and speech.

Moreover, the importance and significance of this provision have received
official interpretation in the practice of the Constitutional Court of Ukraine. In
particular, in Decision No. 18-rp/2001 of December 13, 2001 (the case on youth
organizations), the Court formulated the legal position according to which «the
principle of diversity of social life is fundamental in determining the foundations for
the implementation of this constitutional right and the establishment of civil society
institutions, a component of which includes various associations of citizens
representing certain ideological and other views, as well as the interests of different
social groups and individuals»'®. This approach emphasizes the inseparable
connection between freedom of association, freedom of expression, and the
democratic character of the state.

In a broader sense, the global legal community proceeds from the premise that
freedom of thought and speech, as well as the ability to freely express beliefs and
conduct public discussions on issues of public importance, constitute a necessary
prerequisite for the existence of a democratic and tolerant society. This concerns not
only an individual right but also an institutional form of democracy itself, under
which no position may be deprived of the right to be expressed and publicly
discussed within the limits of the law. Under the modern conditions of the
development of the information society, these rights acquire particular significance,
since it is through mechanisms of information dissemination that public
consciousness is formed, citizens’ political rights are exercised, and transparency in
the activities of public authorities is ensured.

Ideological diversity presupposes the free coexistence within society of various
political and other worldview concepts, doctrines, and schools, as well as the
possibility of their dissemination through mass media and their public defense
without unlawful interference by the state. At the same time, the principle of
ideological pluralism implies the prohibition of the establishment by the state of a
mandatory ideology, that is, the inadmissibility of the normative consolidation of a
system of universally binding views or beliefs that citizens would be obliged to
adhere to under the threat of legal liability.

Thus, freedom of thought, speech, and information ensures the formation within
society of an environment of ideological competition and diversity of information
sources, which corresponds to Ukraine’s democratic choice, its commitment to the
principles of the rule of law, the republican form of government, and the affirmation
of human rights and freedoms as the highest social value.

The enshrinement in the Constitution of Ukraine of the principle of political and
ideological diversity essentially indicates that «Ukrainian democracy will be a
constitutional weapony capable of protecting itself from encroachments that occur in
societies seeking to overcome their totalitarian past. This is evidenced, in particular,
by the wording of the article in the first section of the Constitution devoted to the

1 Pimennss Koucruryuiiinoro Cyny VYkpainu Bix 13.12.2001 Ne 18-pr/2001. Odhiyitinuii
sicnux Vipainu Big 04.01.2002. 2001. Ne 51. C. 466. Ct. 2310. URL: http://zakonO.rada.gov.ua/
laws/show/v018p710-01
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principle of a multiparty system, which remained almost unchanged at the stage of its
final adoption. Ideological diversity is a natural consequence of the exercise of a
complex of constitutional rights and freedoms of the individual and the citizen, in
particular freedom of thought and speech, freedom of conscience (religion), and other
fundamental rights. Its normative consolidation reflects the nature of a democratic
state in which diversity of worldviews is recognized as an objective social reality
and is protected by law.

The ideological orientation of the Ukrainian state, which bears responsibility to the
individual for its activities, also follows from the provisions of Article 3 of the
Constitution of Ukraine, according to which the human being, his or her life and health,
honor and dignity, inviolability and security are recognized in Ukraine as the highest
social value. In this context, the principle of ideological pluralism enshrined in Chapter
| of the Basic Law acts as an institutional guarantee preventing the persecution of
individuals for their beliefs, which is of particular importance in light of the historical
experience of the totalitarian past. These provisions should be interpreted systematically
in conjunction with Articles 34, 35, and 54 of the Constitution of Ukraine, which
guarantee freedom of expression, freedom of worldview and religion, and freedom of
literary, artistic, scientific, and technical creativity.

Developing these principles, the Constitution of Ukraine, in Article 34,
establishes the right of everyone to freedom of thought and speech, as well as to
freely collect, store, use, and disseminate information orally, in writing, or in any
other manner of their choice. This provision has direct effect and applies to all forms
of media, including traditional mass media, online publications, social platforms, and
other digital services, which corresponds to contemporary trends in the development
of the information society.

At the same time, the constitutional model of guaranteeing freedom of speech
presupposes its balancing with other fundamental rights. In particular, Article 32 of the
Constitution of Ukraine guarantees the right to non-interference in personal and family
life, while Article 31 ensures the secrecy of correspondence, telephone conversations,
telegraph, and other communications. For journalistic activity—especially in the digital
environment-these provisions are of fundamental importance, as they define the limits
of permissible state interference in the sphere of private communications and ensure an
appropriate level of protection of information sources.

Thus, the constitutional enshrinement of ideological diversity and the rights and
freedoms associated with it forms a comprehensive system of guarantees of freedom
of thought and speech that corresponds to the general principles of democratic
constitutionalism and the rule of law. Within this system, freedom of expression is
not regarded as absolute but as one that may be subject to restrictions exclusively
under the conditions defined by the Constitution.

In Ukraine, as a European state, the issue of restrictions on freedom of speech is
regulated in accordance with the generally recognized European legal paradigm
formed under the influence of the Convention for the Protection of Human Rights

1 Bapa6am FO.I'. JleMokpaTis fK KOHCTMTYIiiiHa ineosoris: ykpaiHCBKuii BapiamT.
JleMokpaTH4Hi 3acagu oprasizamii i (YHKI[IOHyBaHHS BHIINX OpraHiB Jiep)KaBHOI BT
VYkpaiuu : MmoHorpadis. Xapkis : [Ipaso, 2013. C. 14.
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and Fundamental Freedoms and the International Covenant on Civil and Political
Rights. This approach provides that freedom of expression is not absolute; however,
its restrictions are possible only on the basis of law and in compliance with the
principles of legitimate aim, necessity, and proportionality.

According to Part 3 of Article 34 of the Constitution of Ukraine, the freedom to
collect, store, use, and disseminate information may be restricted by law in the
interests of national security, territorial integrity, or public order, for the purpose of
preventing disturbances or crimes, protecting public health, safeguarding the
reputation or rights of others, preventing the disclosure of confidential information,
as well as maintaining the authority and impartiality of justice. This list of grounds is
exhaustive and reproduces the standards developed within the European human rights
tradition. In the digital environment, this means that state measures aimed at
combating cyber offenses or ensuring information security cannot nullify the very
essence of media freedom or create excessive obstacles to the exercise of the right to
freedom of expression.

At the same time, according to Part 2 of Article 64 of the Constitution of
Ukraine, certain restrictions on rights and freedoms may be introduced under
conditions of martial law or a state of emergency, with an indication of the duration
of their validity. In particular, the Constitution of Ukraine of 1996, drafted according
to Eastern European constitutional models, contains thirteen, and with regard to
martial law and a state of emergency fifteen, limitations on the fundamental freedom
of speech. However, even in such circumstances, state interference must comply with
constitutional criteria of legality and may not lead to the abolition of the very essence
of the right to freedom of expression.

Important legal positions concerning the possibility of restricting this right were
formulated by the Constitutional Court of Ukraine in its Decision of April 10, 2003
No. 8-rp/2003 (the case on dissemination of information) and in the Decision of
January 20, 2012 No. 2-rp/2012, adopted in the case upon the constitutional petition
of the Zhashkiv District Council of Cherkasy Region regarding the official
interpretation of the provisions of Parts 1 and 2 of Article 32 and Parts 2 and 3 of
Article 34 of the Constitution of Ukraine, as well as in the Decision of December 21,
2021 No. 3-r/2021.

An analysis of the provisions of the Constitution of Ukraine and the current
legislation in the field of information relations provides grounds to assert that the
established restrictions must comply with a number of fundamental requirements.
First, they must be proportionate to the threats to the rights and freedoms protected
by law and should not extend to other rights the exercise of which is not directly
related to the relevant restrictions. Second, such restrictions must be consistent with
the democratic principles of the functioning of the state. Third, they must be
formulated with sufficient clarity and foreseeability, which ensures the possibility of
properly understanding their content and predicting legal consequences. Fourth, the
relevant provisions must not contradict Ukraine’s international obligations.

At the same time, in the legal systems of post-totalitarian states there is
sometimes a tendency to use excessively broad or evaluative concepts, such as
«interests of society», «public necessity», «interests of national security»,
«information security», or «information sovereignty» as grounds for indirect
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restrictions on freedom of expression. In the absence of clear legal criteria, such
categories may be used for excessive state interference in the sphere of intellectual
and creative activity of individuals, which potentially creates risks of narrowing the
space of freedom of thought and speech.

Thus, at the present stage of development Ukraine recognizes as an effective
mechanism for ensuring freedom of speech not only its proclamation but also a clear
and normatively defined delineation of the possible limits of its exercise. Such a
model, based on the principle of legal certainty and judicial control, corresponds to
the standards of democratic constitutionalism and ensures a balance between
individual freedom and public interests.

At the same time, constitutional provisions correspond with the norms of
international law and generally recognized standards in the field of human rights. In
particular, Article 19 of the Universal Declaration of Human Rights enshrines the
right of every person to freedom of opinion and expression, which includes the
freedom to hold opinions without interference and to seek, receive, and impart
information and ideas through any media and regardless of frontiers. Similar
guarantees are provided in Article 10 of the Convention for the Protection of Human
Rights and Fundamental Freedoms, which establishes standards for permissible
restrictions on freedom of expression and forms the basis for their interpretation at
the European level.

In addition, the relevant provisions are consistent with the norms of the
International Covenant on Civil and Political Rights, as well as with the obligations
arising from the Final Act of the Conference on Security and Cooperation in Europe.
An important stage in the further institutionalization of freedom of speech standards
was the adoption in 2000 of the Charter of Fundamental Rights of the European
Union, which, in Article 11, guarantees freedom of expression and information, and
in Article 13 guarantees freedom of the arts and sciences.

Thus, the constitutional foundations of freedom of speech in Ukraine were
formed, taking into account international human rights standards. Ukraine, as a state
oriented toward European democratic values, has incorporated into its legislation the
approaches developed in international legal practice. In particular, the provisions of
the European Convention for the Protection of Human Rights and Fundamental
Freedoms, as well as the International Covenant on Civil and Political Rights, have
played an important role in shaping national standards of freedom of expression.
These international legal instruments have defined the basic approaches to
understanding the content of freedom of speech, the limits of its exercise, and
permissible restrictions.

Therefore, the national model of guaranteeing freedom of speech in Ukraine
constitutes a component of the broader European and universal system of human
rights protection. Its normative structure demonstrates the integration of the
principles of international law into the domestic legal order and confirms the
orientation of Ukrainian constitutionalism toward ensuring the real, rather than
merely declarative, nature of freedom of expression.

An important component of the guarantee of freedom of speech is the law-
making activity of the European Court of Human Rights, the main international
supervisory body in this field, and a widely recognized «creator» of standards of
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judicial protection. The Court’s case law (The Sunday Times v. the United Kingdom
(1979), Lingens v. Austria (1986), Goodwin v. the United Kingdom (1996),
Oberschlick v. Austria (1997), Fressoz and Roire v. France (1999), Romain and
Schmit v. Luxembourg (2003), Busuioc v. Moldova (2004), Ukrainian Media Group
v. Ukraine (2005), Gazeta Ukraina-Tsentr v. Ukraine (2010) and others)
demonstrates its consistency in protecting freedom of speech and freedom of
expression, as well as the right to freely receive and disseminate information. In
addition, the ECtHR has established strict criteria for assessing the justification of
restrictions on freedom of expression, as a result of which freedom of speech has
obtained a clear priority over its limitations. In this context, it should be emphasized
that in Ukraine, in accordance with the Law «On the Execution of Judgments and the
Application of the Case Law of the European Court of Human Rights» of February
23, 2006 No. 3477-1V, the state is obliged to execute judgments of the European
Court of Human Rights in cases against Ukraine; to eliminate the causes of violations
of the Convention for the Protection of Human Rights and Fundamental Freedoms
and its Protocols by Ukraine; and to introduce European human rights standards into
Ukrainian judicial and administrative practice.

The implementation of constitutional guarantees of freedom of speech and
freedom of information in Ukraine is ensured not only by the provisions of the Basic
Law but also by a developed system of special legislation regulating the sphere of
media and information relations.

The modern Ukrainian media space operates based on several regulatory legal
acts, among which an important place is occupied by the Law of Ukraine «On
Information», the Law of Ukraine «On Media», as well as the Law of Ukraine «On
Television and Radio Broadcasting» (in the part of provisions that continue to be
applied). In addition, the relevant legal relations are regulated by the norms of civil
and criminal legislation, which determine the grounds for legal liability for violations
of information rights and abuses of freedom of speech.

The constitutional guarantees of freedom of speech and media activity in Ukraine
have been further developed in a number of special legislative acts. In particular,
relevant provisions are enshrined in the Law of Ukraine «On Media», the Law of
Ukraine «On Electronic Communications», the Law of Ukraine «On Ensuring the
Functioning of the Ukrainian Language as the State Language», the Law of Ukraine
«On Cinematography», the Law of Ukraine «On Advertising», the Law of Ukraine
«On the Public Media of Ukraine», the Law of Ukraine «On the System of Foreign
Broadcasting of Ukraine», as well as the Law of Ukraine «On State Support
for Media, Guarantees of Professional Activity and Social Protection of Journalists».

One of the key guarantees of freedom of speech in the national legal order is the
prohibition of censorship, which is enshrined in Article 15 of the Constitution of
Ukraine and further specified in Article 24 of the Law of Ukraine «On Informationy,
as well as in the provisions of the Law of Ukraine «On the System of Foreign
Broadcasting of Ukraine». The legislation also establishes the fundamental principles
of information relations, including: the guaranteed right to information; openness and
accessibility of information; freedom of exchange of information; reliability and
completeness of information; freedom of expression of views and beliefs; legality
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in obtaining, using, disseminating, storing, and protecting information; as well as the
protection of individuals from unlawful interference in their personal and family life.

Particular importance is attached to the legislative provisions concerning the
legal status of statements in the sphere of public communication. In particular,
according to Article 30 of the Law of Ukraine «On Information», a person cannot be
held liable for expressing value judgments that are not subject to refutation or proof
of their truthfulness. This approach corresponds to European standards of freedom
of expression and is aimed at ensuring appropriate conditions for the development
of public debate in a democratic society.

An important place in the system of modern media legislation of Ukraine is
occupied by the Law of Ukraine «On Media» (2022), which significantly updated the
legal regulation of media activities in accordance with European standards.
This normative legal act enshrines the fundamental principles of freedom of activity
of entities in the media sphere, the prohibition of censorship, as well as guarantees
of editorial independence that apply both to traditional mass media and to online
media. At the same time, the law also provides for certain mechanisms of state
regulation of the media sphere, the application of which must be carried out taking
into account the constitutional guarantees of freedom of speech and the standards
developed in the case law of the European Court of Human Rights, which defines
the criteria for permissible state interference in the sphere of freedom of expression.

All provisions of the special national legislation aimed at ensuring freedom of
speech and the functioning of the media are based on the constitutionally enshrined
right to freedom of thought and speech guaranteed by the Constitution of Ukraine.
At the same time, an important element of the system of legal protection of media
freedom is the establishment of appropriate guarantees for the professional activities
of journalists, particularly in conditions of armed conflict and martial law, when
the risks for the exercise of journalistic activity significantly increase.

In this context, the provisions of Article 25 of the Law of Ukraine «On Informa-
tion» are of key importance, as they define the main guarantees of the activities of
mass media and journalists. In particular, a journalist has the right, after presenting a
document confirming his or her professional affiliation, to collect information
in areas of natural disasters, catastrophes, at sites of accidents, mass disturbances,
and military actions, except in cases provided for by law'®. In addition, the legislation
guarantees journalists the right to freely choose the forms of recording information
using the necessary technical means, the right to disseminate information under their
own authorship or under a pseudonym, as well as the right not to disclose sources
of information or information that may contribute to their identification.

The Law of Ukraine «On State Support for Media, Guarantees of Professional
Activity and Social Protection of Journalists» is also of significant importance
for ensuring proper conditions for the professional activities of journalists. It provides
a system of social and legal guarantees for representatives of the media sphere and
members of their families in the event of harm to life or health while performing
professional duties. Such guarantees include, in particular, the right to proper

5 3akon Vkpainm Bix 02 sxoras 1992 p. Ne 2657-XII. Baza danux «3axonodascmeo
Vxpainuy | BepxoBna Paga Ykpaiuu. URL: https://zakon.rada.gov.ua/go/2657-12
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working conditions, benefits, and compensation for work in difficult or hazardous
conditions, medical examinations, social insurance, as well as the conduct of a
comprehensive investigation into accidents, death, or harm caused to a journalist’s
health during the performance of professional duties.

In particular, the law establishes the right to appropriate compensation, financial
assistance, and funeral assistance for the family members of journalists who died
while performing their professional duties. It also provides for the payment of one-
time financial assistance: for family members of a deceased journalist, in the amount
of 100 subsistence minimums established by law for able-bodied persons at the time
of payment; and for a journalist in the event of injury (concussion, trauma, or
mutilation) sustained during the performance of professional duties — in the amount
of 50 subsistence minimums®.

The peculiarities of the legal status of journalists during an armed conflict are
also reflected in departmental regulatory legal acts. In particular, according to the
Order of the Ministry of Defence of Ukraine «On Approval of the Instruction on the
Procedure for the Implementation of the Norms of International Humanitarian Law in
the Armed Forces of Ukraine», journalists have the status of civilians, which
corresponds to the provisions of international humanitarian law. This approach
confirms that journalists enjoy the full range of guarantees provided by national
legislation for the civilian population, including relevant social payments and
compensation.

Taking into account the increased risks faced by media representatives while
covering military events, the legislator has introduced additional legal mechanisms
for their protection. Thus, Law of Ukraine No. 7367 «On Providing Additional
Protection Guarantees for Journalists Working in Areas of Military (Combat)
Operations» was adopted, which establishes the obligation of media organizations to
provide journalists with personal protective equipment against firearm injuries and
shrapnel wounds, as well as medical first-aid kits'’. In addition, the law establishes
the requirement for mandatory insurance of journalists at the employer’s expense in
the event of injury or death while performing professional duties in areas of
hostilities or in temporarily occupied territories.

Thus, Detector Media conducted a survey of television channels and found that
some of them already insure their employees, although there is still no complete
clarity regarding the insurance mechanisms as well as the practical implementation of
the law. Nevertheless, in May, an International Journalists’ Insurance Fund was
established in Ukraine, to which media professionals who travel to combat zones and
do not have grounds for insurance at the employer’s expense may apply.

An important political and legal signal regarding the significance of freedom of
speech during wartime also became the Resolution of the Verkhovna Rada of

16 3akon Vipainn «IIpo AepaBHY MiATPUMKY Meiia, rapantii mpodeciiiHoi misubHOCTI
Ta COoLiaIbHUN 3aXUCT XKypHaicTay BiJt 23.09.1997 Ne 540/97-BP URL:
https://zakon.rada.gov.ua/laws/show/540/97-sp#Text

" MIpo BHeceHHs 3MiH JI0 NESKUX 3aKOHIB YKpaiHM 1010 HAJAHHA J0JATKOBMX rapaHTiit
3aXHMCTy MpaliBHAKaM 3aco0iB MacoBoi iH(opmalii, sKi NPaLlOTh y pailoHaX BeIEHHS
BoeHHHX (0OoifoBHX) nIiif Ta/abo Ha THMYacoBO OKYNOBaHWX TepHTOpisx Ykpaimum. URL :
https://document.vobu.ua/doc/14117
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Ukraine No. 7266 «On the Statement of the Verkhovna Rada of Ukraine on the
Value of Freedom of Speech, Guarantees of the Activities of Journalists and Mass
Media during the Period of Martial Law». This document emphasizes that one of the
key tasks of the state is to ensure the constitutional guarantees of freedom of speech,
as well as the free receipt, collection, and dissemination of information, taking into
account the restrictions associated with the introduction of martial law.

At the same time, the document stresses the inadmissibility of unlawful interference
in the activities of journalists and mass media and the necessity of an appropriate
response from law enforcement authorities to any offenses committed against
journalists. It is also stated that any cases of technical disconnection of pro-Ukrainian
television channels from broadcasting must receive a decisive response from law
enforcement agencies, with those responsible being brought to fair legal liability.

Under the conditions of martial law, the state will support honest journalists and
independent mass media, which are a defining feature of any democratic society, as
undoubtedly is the society of Ukraine. Furthermore, the resolution calls upon all state
authorities, including law enforcement bodies, as well as local self-government bodies,
to ensure the protection of the rights of journalists and mass media during martial law,
to respond promptly to reports of violations of their rights, and to guarantee freedom
of speech as one of the most important features of a democratic society™®.

To summarize, it should be emphasized that the work of journalists during
wartime is difficult to overestimate. They operate in combat zones, constantly under
tension, focused and attentive, since the risks to their life and health require the
highest level of caution. All of this is done to deliver the most complete, truthful, and
impartial information possible and to reproduce an accurate picture of events. The
Ukrainian state understands and highly values the contribution of representatives of
both Ukrainian and foreign media to the country’s information policy. For this
reason, it has provided additional guarantees and developed mechanisms for the
protection and support of journalists working in wartime conditions.

Of particular importance for journalists in the digital environment are the
provisions of the Criminal Procedure Code of Ukraine, which regulate access to
items and documents (Articles 159-166), the conduct of searches (Article 234),
temporary seizure of property, and the inspection of electronic information systems.
The application of these norms in cases related to cyber offenses directly affects the
realization of media freedom.

Thus, in modern conditions, the legal regulation of media activities in Ukraine
combines constitutional guarantees of freedom of speech with a system of special
legislative mechanisms aimed at ensuring the safety and proper conditions for the
professional activities of journalists. These guarantees acquire particular relevance
under martial law, when journalists perform an important public function by
informing society about the course of military events, often working in extremely
dangerous conditions. For this reason, the Ukrainian state is gradually forming
additional legal instruments for the protection of journalists aimed at ensuring a

*® TlocranoBa BepxoBroi Pamu Vipainn «IIpo 3asBy BepxoBHoi Pamu Ykpainu mpo
LIHHICT CBOOOIM CIIOBA, TapaHTil IisSUIBHOCTI JKYPHAIICTIB 1 3ac00iB MacoBoi iH(popmaril mijg
yac aii BoeHHOro craHy» Big 14.04.2022 Ne 2190-1X URL: https://zakon.rada.gov.ua/
laws/show/2190-20#Text
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balance between the requirements of national security and the need to preserve
democratic standards of freedom of speech and media activity.

The conducted analysis of the constitutional and legal foundations
for guaranteeing freedom of speech and media activity in Ukraine provides grounds
to conclude that the relevant system of legal regulation has been formed on the basis
of a combination of national constitutional principles and international legal
standards in the field of human rights. The central place in this system is occupied
by the provisions of the Constitution of Ukraine, which enshrine freedom of thought
and speech, the right to information, the prohibition of censorship, and the principle
of political and ideological pluralism as fundamental elements of the democratic
constitutional order of the state.

In particular, the provisions of Article 15 of the Constitution of Ukraine, which
proclaim the principle of political and ideological pluralism, create the normative
preconditions for the existence of an open information space and the functioning of
independent media. In systemic connection with the provisions of Articles 3, 32, 34,
35, and 54 of the Basic Law, this principle forms a comprehensive constitutional
model for the protection of freedom of expression aimed at ensuring a balance
between individual human rights, the interests of society, and the needs of the state.
An important role in the development of the relevant constitutional doctrine is played
by the practice of the Constitutional Court of Ukraine, which, in its decisions, has
repeatedly emphasized the inseparable link between the principle of ideological
pluralism, freedom of association, and freedom of expression as necessary conditions
for the functioning of a democratic state.

The national system of guaranteeing freedom of speech is also largely integrated
into the European legal space through the implementation of the standards of the
Convention for the Protection of Human Rights and Fundamental Freedoms and the
case law of the European Court of Human Rights. The jurisprudence of the Court
plays a key role in shaping the criteria for the admissibility of restrictions on freedom
of expression, particularly through the application of the principles of legality,
legitimate aim, and proportionality of state interference. These standards have
become an important reference point for the development of Ukrainian legislation
and judicial practice in the field of media law.

An essential element of the national model for ensuring media freedom is the
system of special legislation, which specifies constitutional guarantees and
determines the mechanisms for their practical implementation. The key normative
acts in this sphere include the Law of Ukraine «On Media», the Law of Ukraine
«On Informationy, the Law of Ukraine «On Electronic Communicationsy, as well as
a number of other laws regulating particular aspects of the functioning of the media
sphere. These normative acts establish the legal foundations of the activities of media
market participants, define guarantees of editorial independence, the rights of
journalists, and mechanisms of liability for abuse of freedom of speech.

These legal guarantees acquire particular significance in the context of the
digitalization of social relations and the armed aggression against Ukraine.
The development of the digital information environment creates new opportunities
for the realization of freedom of speech, while simultaneously generating new
challenges associated with the spread of disinformation, cyber threats, and the need
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to ensure the information security of the state. Under such conditions, the Ukrainian
legislator is gradually forming legal mechanisms aimed at achieving a balance
between guarantees of media freedom and the need to protect national security.

At the same time, law enforcement practice demonstrates that the effectiveness of
constitutional guarantees of freedom of speech largely depends on the proper
functioning of judicial control, the legal certainty of normative restrictions, and
compliance with the standards developed in the case law of the European Court of
Human Rights. It is precisely the combination of constitutional principles,
international legal obligations, and modern media legislation that forms a
comprehensive system for ensuring media freedom in Ukraine.

Thus, the constitutional and legal model for guaranteeing freedom of speech in
Ukraine reflects the gradual integration of the state into the European legal space and
the consolidation of democratic standards in the field of information relations. In the
contemporary conditions of digital transformation and counteraction to cyber
offenses, this model acquires particular relevance, since the effective combination of
guarantees of media freedom, protection of journalistic activity, and ensuring
information security determines the ability of a democratic state to maintain an open
public discourse and ensure an appropriate level of protection of human rights.

3. Case Law of the European Court of Human Rights on Media
Freedom and Journalistic Activity in the Digital Environment

An important component of the system of guarantees of freedom of speech and
media activity in a modern democratic society is the case law of the European Court
of Human Rights, which plays a key role in shaping international standards for the
protection of freedom of expression. The Court acts as an authoritative interpreter of
the provisions of the Convention for the Protection of Human Rights and
Fundamental Freedoms, primarily its Article 10, which guarantees everyone the right
to freedom of expression, including the freedom to receive and impart information
without interference by public authorities.

The Court’s jurisprudence demonstrates a consistent position regarding the priority
of freedom of expression in a democratic society. This legal position was formulated as
early as the judgment in The Sunday Times v. the United Kingdom (1979), where the
Court emphasized the importance of open public debate in a democratic society. These
approaches were further developed in a number of the Court’s judgments. In particular,
in Lingens v. Austria (1986), the Court stressed that the limits of acceptable criticism
regarding political figures are significantly wider than those concerning private
individuals. In Goodwin v. the United Kingdom (1996), the Court formulated the
fundamental principle of the protection of the confidentiality of journalistic sources,
recognizing it as one of the basic guarantees of press freedom. In the judgment in
Oberschlick v. Austria (1997), the Court confirmed the importance of protecting
political criticism within the scope of freedom of expression.

Important guidance for legal practice was also provided in Fressoz and Roire
v. France (1999), where the Court emphasized the right of journalists to use
information of public interest, and in Roemen and Schmit v. Luxembourg (2003), in
which a violation of Article 10 of the Convention was found in connection with
searches aimed at identifying journalistic sources of information. Similar approaches
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were confirmed in the judgment in Busuioc v. Moldova (2004), where the Court
stressed the special role of journalists in covering issues of public interest.

The case law of the European Court of Human Rights is of significant importance
for the development of national standards for the protection of freedom of speech and
media activity in Ukraine, since the Court’s legal positions serve as a guideline for
the development of judicial practice and the improvement of legislative regulation in
the field of information relations. Thus, in the judgment in Ukrainian Media Group v.
Ukraine (2005), the Court found a violation of Article 10 of the Convention for the
Protection of Human Rights and Fundamental Freedoms due to the disproportionate
application of civil liability to a mass media outlet for disseminating information of
public interest. The European Court of Human Rights emphasized that the imposition
of substantial financial sanctions on media outlets may have a chilling effect on
journalistic activity and restrict public debate on issues of public importance.

A similar legal position was expressed in the case of Gazeta Ukraina-Tsentr v.
Ukraine (2010), in which the judgment was delivered on 15 July 2010. In this
decision, the European Court of Human Rights emphasized that holding the editorial
board of a newspaper liable for publishing critical materials concerning public
officials, without properly taking into account the public interest, constitutes a
disproportionate interference with freedom of expression. The Court stressed that
national courts must consider the public interest of the disseminated information and
the special role of the media as a «public watchdogy, ensuring an appropriate balance
between the protection of reputation and freedom of expression.

These standards were further developed in Editorial Board of Pravoye Delo and
Shtekel v. Ukraine (2011), where the Court found a violation of Article 10 of the
Convention for the Protection of Human Rights and Fundamental Freedoms
in connection with the imposition of liability on a newspaper editorial board
for reprinting material from the Internet. The Court noted that the automatic
imposition of liability on journalists for disseminating information from online
sources, without assessing the good faith of their actions and the public significance
of the information, is incompatible with the principles of freedom of expression.

In addition, in Shapovalov v. Ukraine (2012), the Court established a violation
of Article 10 of the Convention due to the unjustified imposition of liability on
a journalist for criticizing public authorities. The Court emphasized that the limits of
permissible criticism with regard to public authorities are wider than those
concerning private individuals, since the activities of state bodies must remain under
close public scrutiny.

In its more recent jurisprudence, the Court has also examined cases related to
information security and media freedom in the context of the Russian aggression
against Ukraine. In particular, in the inter-state case Ukraine and the Netherlands
v. Russia (2025), in which the judgment was delivered on 9 July 2025, the European
Court of Human Rights recognized systemic human rights violations in the occupied
territories of Ukraine, including persecution of journalists, seizure of media
infrastructure, and suppression of freedom of expression.

Thus, the case law of the European Court of Human Rights concerning Ukraine
has developed some important legal standards, including the necessity of adhering to
the principle of proportionality in interference with freedom of speech, taking into

314



account the public interest of disseminated information, ensuring special protection
for journalistic activity, and guaranteeing an appropriate balance between media
freedom and other rights and interests in a democratic society.

Particular importance in the Court’s case law is attached to the development of
clear criteria for the admissibility of restrictions on freedom of expression. The Court
consistently applies a three-part test, according to which any interference with
freedom of expression must be: prescribed by law, pursue a legitimate aim, and be
necessary in a democratic society. This approach has effectively shaped
the European paradigm for assessing the justification of restrictions on freedom of
speech, according to which priority is given to ensuring openness of public debate
and the free functioning of the media.

In Ukraine, the case law of the European Court of Human Rights has particular
significance in connection with the provisions of the Law of Ukraine «On the
Execution of Judgments and the Application of the Case Law of the European Court of
Human Rights», which establishes the obligation of the state to execute the Court’s
judgments in cases against Ukraine and to take into account its legal positions in
national judicial and administrative practice. The application of the Court’s
jurisprudence contributes to the implementation of European human rights standards
into the national legal system and ensures the harmonization of Ukrainian legislation
with the general European approaches to the protection of freedom of expression.

The rapid development of digital technologies has significantly transformed the
nature of journalistic activity. Modern media actively use electronic devices, cloud
services, encrypted communication channels, and digital platforms for the collection,
processing, and dissemination of information.

At the same time, the digital environment creates new challenges for ensuring
media freedom. During the investigation of cyber offenses, state authorities may
apply measures of criminal procedural coercion related to access to journalists’
electronic devices, servers, or digital accounts. Such actions potentially create a risk
of revealing journalistic sources and interfering with professional activities.

In this context, particular importance is attached to ensuring a balance between
the interests of criminal justice, on the one hand, and guarantees of freedom
of speech and the protection of journalistic sources, on the other.

In its case law, the European Court of Human Rights consistently emphasizes
that the Internet has become one of the key tools for the exercise of freedom
of expression. For example, in Delfi AS v. Estonia (2015), the Court examined the
issue of the liability of an internet portal for user comments. The Court recognized
the possibility of holding online platforms liable for unlawful content, but
emphasized the need to comply with the principle of proportionality and to take into
account the role of internet media in ensuring public debate.

Another important precedent in the field of legal regulation of online media and
internet platforms was established in Magyar Tartalomszolgaltatok Egyesiilete and
Index.hu Zrt v. Hungary (2016), in which the European Court of Human Rights
delivered its judgment on 2 February 2016. In this case, the Court examined
the compatibility with the requirements of Article 10 of the Convention for the
Protection of Human Rights and Fundamental Freedoms of the practice of holding
owners of internet resources liable for offensive or unlawful comments posted
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by users on their websites. The applicants were the Association of Hungarian Internet
Content Providers and the popular news portal Index.hu, which challenged the
decisions of national courts that had imposed liability on them for comments made
by third parties.

Analyzing the circumstances of the case, the European Court of Human Rights
noted that internet platforms and online media play an important role in ensuring
freedom of public debate in a modern democratic society. It is largely through
internet resources that citizens exercise their right to freely receive and disseminate
information, as well as their ability to participate in public discussions on issues
of public interest.

The Court emphasized that the automatic imposition of liability on the owners of
websites or internet platforms for user comments, without taking into account the
specific circumstances of the case, may create disproportionate restrictions on freedom
of expression. According to the Court, such an approach may lead to the so-called
«chilling effect», which would restrain the development of online discussions and
negatively affect the functioning of internet media as an open space for public dialogue.

At the same time, the European Court of Human Rights stressed that the
assessment of the liability of internet resources should be carried out about several
criteria, including: the nature of the comments, the existence of content moderation
mechanisms, the promptness of the platform’s response to notifications about
unlawful content, and the role of the relevant resource in disseminating information
of public significance.

Thus, the judgment in Magyar Tartalomszolgaltatok Egyesiilete and Index.hu Zrt
v. Hungary (2016) became an important stage in the development of European
standards for regulating the activities of online media. It confirmed the necessity of
ensuring a fair balance between the protection of reputation and the rights of others,
on the one hand, and guarantees of freedom of expression and the development of the
digital information space, on the other. This legal position of the Court is of
significant importance for national law-enforcement practice, particularly in the
context of determining the limits of liability of media platforms for user-generated
content on the Internet.

These approaches were further developed in Magyar Jeti Zrt v. Hungary (2018),
where the Court concluded that holding journalists liable solely for posting
hyperlinks may have a «chilling effect» on the freedom of journalistic activity in the
digital environment. The Court emphasized that journalists should be able to use
modern digital tools for disseminating information without the risk of
disproportionate interference by the state.

Protection of journalistic sources of information is recognized by the European
Court of Human Rights as one of the cornerstones of media freedom. Of particular
relevance in the context of the digitalization of journalistic activity is the judgment in
Sanoma Uitgevers B.V. v. the Netherlands (2010) (14 September 2010), in which the
Court formulated the requirement of prior independent review before granting state
authorities access to journalistic materials. Such access must be accompanied by
effective procedural safeguards designed to prevent abuse. In the modern digital
context, these guarantees acquire particular significance, since journalistic materials
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are often stored in the form of electronic data — on servers, in cloud storage, or
in electronic correspondence.

Another decision of significant importance for the development of modern
standards for the protection of journalistic materials is Financial Times Ltd and
Others v. the United Kingdom (2009), delivered on 15 December 2009. In this case,
the European Court of Human Rights examined the legality of requiring several
British media outlets to disclose a source of information related to confidential data
concerning the possible takeover of one company by another. The Court concluded
that a requirement by state authorities to disclose journalistic sources constitutes a
serious interference with freedom of expression guaranteed by Article 10 of the
European Convention on Human Rights. In its judgment, the Court emphasized that
the protection of the confidentiality of journalistic sources is one of the fundamental
prerequisites for press freedom, since without such guarantees potential informants
may refrain from providing information of public interest.

The Court stressed that the obligation to disclose sources of information cannot
be applied automatically even in cases where the relevant information is of interest to
law-enforcement authorities or business entities. Any state interference in the
protection of journalistic sources must meet strict requirements of necessity and
proportionality and must be justified by the existence of a compelling public interest.

Furthermore, the Court noted that forcing journalists to disclose their sources
may create the so-called «chilling effecty», which negatively affects the ability of the
media to perform their democratic function of informing the public. In this regard,
the European Court of Human Rights recognized that national courts must apply
particularly careful scrutiny when resolving issues related to access to journalistic
materials, ensuring an appropriate balance between the interests of justice and the
guarantees of freedom of expression.

The aforementioned judgment became an important guideline for the
development of European standards for the protection of journalistic sources and
reaffirmed the established position of the European Court of Human Rights that the
confidentiality of information sources is one of the key elements of the effective
functioning of independent media in a democratic society.

Important benchmarks in the field of digital surveillance were also established
in the judgments Big Brother Watch and Others v. the United Kingdom (2021)
(25 May 2021) and Centrum for réttvisa v. Sweden (2021) (25 May 2021), in which
the Court recognized that mass electronic surveillance may pose a serious threat to
media freedom if it is not accompanied by effective legal safeguards. For Ukraine,
these standards are particularly relevant in light of the use of cybersecurity measures
and intelligence activities.

Therefore, the analysis of the case-law of the European Court of Human Rights
demonstrates the formation of a comprehensive system of international standards for
the protection of media freedom and journalistic activity in the digital environment.
In its judgments, the Court consistently emphasizes that freedom of expression,
enshrined in the European Convention on Human Rights, extends to all modern
forms of communication, including the Internet, digital platforms, and other
information and communication technologies.
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At the same time, the digitalization of social relations generates new challenges
for ensuring media freedom, particularly those related to the use of digital evidence,
searches of electronic devices, access to cloud services, or the application of mass
digital surveillance tools. In this regard, the European Court of Human Rights has
developed a number of fundamental legal positions according to which any
interference by the state in journalistic activity must comply with the requirements of
legality, pursue a legitimate aim, and be necessary in a democratic society.

The Court pays particular attention to the protection of journalistic sources of
information, the prevention of the so-called «chilling effect» on journalistic activity,
and the ensuring of effective judicial control over the application of measures of state
interference. In the digital context, these guarantees become even more significant,
since access to journalists’ electronic communications, servers, or mobile devices
may create a real risk of revealing confidential sources of information.

For Ukraine, the implementation of these standards is of particular importance in
view of the need to simultaneously ensure effective counteraction to cybercrime,
protect the state’s information security, and respect fundamental human rights. In this
context, the practice of the European Court of Human Rights serves as an important
guideline for the development of national legislation and law-enforcement practice,
contributing to the formation of a balanced model of legal regulation that ensures
an appropriate balance between the interests of a democratic society, the needs
of national security, and the guarantees of freedom of expression and media activity
in the digital era.

CONCLUSION

The modern system of guaranteeing media freedom and journalistic activity is
formed under the influence of the complex interaction of constitutional principles,
international legal standards, and the practice of international judicial institutions.
In this context, the key role is played by the legal combination of national
constitutional guarantees enshrined in the Constitution of Ukraine with the
standards of protection of freedom of expression developed within the European
Convention on Human Rights and further elaborated in the jurisprudence of the
European Court of Human Rights.

The analysis of the theoretical and normative foundations of the functioning of
media freedom indicates that in a modern democratic society, it acquires not only the
character of an individual subjective right but also performs an institutional function
of ensuring the openness of public discourse, transparency in the activities of public
authorities, and the effective functioning of civil society. For this reason, guarantees
of freedom of speech and journalistic activity should be considered an important
element of the system of democratic constitutionalism, which ensures the possibility
of public oversight over government and the formation of informed public opinion.

At the same time, the development of digital technologies significantly changes
the nature of media activity and creates new legal challenges for ensuring freedom
of expression. The digital environment considerably expands the possibilities
for disseminating information, but at the same time increases the risks of unlawful
interference in journalistic activity through the use of digital control tools, access to
electronic data, seizure of information carriers, or the use of electronic surveillance
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technologies. Under such conditions, the formation of effective legal mechanisms
capable of ensuring an appropriate balance between the needs of criminal justice,
the interests of information security, and the guarantees of media freedom becomes
particularly relevant.

The case-law of the European Court of Human Rights plays a decisive role in this
process, since its judgments have developed the key standards for assessing the
lawfulness of state interference in the sphere of freedom of expression. In particular, the
Court consistently emphasizes the need to apply the principle of proportionality, to
prevent the so-called «chilling effect» on journalistic activity, to ensure proper
protection of journalistic sources of information, and to introduce effective procedural
safeguards when the state uses control mechanisms in the digital environment.

For Ukraine, these standards are of particular importance given the simultaneous
need to ensure democratic freedoms, counter cybercrime, and protect the state’s
information security in the conditions of armed aggression and hybrid information
threats. Under such circumstances, the legal positions of the European Court of
Human Rights serve as an important guideline for improving national legislation,
developing judicial practice, and forming a balanced model of legal regulation of
media activity in the digital environment.

Therefore, ensuring effective constitutional and legal guarantees of media
freedom in the digital era requires a comprehensive approach that combines
constitutional principles, international legal standards, and modern mechanisms for
the legal protection of journalistic activity. Such an integrated model of legal
regulation is capable of ensuring an adequate level of realization of freedom of
expression while maintaining a balance between democratic values, the interests of
society, and the needs of ensuring state security in the conditions of the rapid digital
transformation of the information space.

SUMMARY

This article examines the constitutional and legal guarantees of media freedom
and journalistic activity in the digital environment, with particular emphasis on the
case law of the European Court of Human Rights in the context of cyber offences.
The study analyzes freedom of expression as a fundamental value of modern
constitutionalism and an essential prerequisite for the functioning of a democratic
society governed by the rule of law. Special attention is devoted to the constitutional
framework of freedom of speech and media activity in Ukraine, as well as its
relationship with international human rights standards.

The article explores the role of the European Court of Human Rights in shaping
contemporary legal standards for the protection of freedom of expression under
Article 10 of the European Convention on Human Rights. It reviews key ECtHR
judgments concerning media freedom, the protection of journalistic sources, and the
limits of permissible state interference in journalistic activity. Particular attention is
given to the legal challenges arising from digital technologies, including access to
electronic data, digital surveillance, and the use of digital evidence in criminal
proceedings.
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The study concludes that effective protection of media freedom in the digital era
requires a comprehensive system of constitutional, legislative, and institutional
guarantees aligned with European human rights standards.
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THCTUTYIHIOHAJIIBALIS HAIIIOHAJIbHOI CACTEMM
KIBEPBE3IIEKHA: IPABOBUI CTATYC TA IOBHOBAKEHHS
CYB’EKTIB CEKTOPY BE3IIEKHU I OBOPOHU

CuiBak M. B., /ly6ina O. M.

BCTYII

MacmrabHa pociiicbka kibeparpecist mpoTu YKpaiHu cTaja KIIOYOBUM KaTai3a-
TOPOM, IO HE JIMIIE BHSBUB KPUTHYHI BPA3JIUBOCTI, 8 i MiAKPECINB €K3UCTEHIIHHY
HEOOXiTHICTh IPHCKOPEHOTO PO3BUTKY HAlliOHAJIBHOI IHIYCTPIl MPOIYKTIB Ta MOCIYT
kibepbesnexy. CydyacHuil craH iH(GOpPMAIIHOrO MPOTUCTOSHHS XapaKTepPU3y€eThCs
0e3MpereeHTHOI0 KIIBKICTIO Ta CKJIQIHICTIO aTak: YKpaiHa cTabiIbHO BXOAUTBH 10
MepetiKy KpaiH CBITY, IO 3a3HAIOTh HAHOLIBIIOr0 HU(PPOBOTO TUCKY, TOCTYIAI0YHUChH
3a iHTeHcuBHicTI0O yume CIHA. Jlume mnpotsrom 2023 poky Oymno odiuiitHo
3adikcoBaHo 2544 kibepiHmummeHTH, MmO Ha 16% TNEPEBHIIIO IOKA3HUKU
MOTIEPeAHBOT0 poKy. LI nuHamika CBimYMTH Tpo mmepexin Kibep3arpos y ¢asy
MepMaHEHTHOTO THCKY Ha JepKaBHI IHCTHUTYILi{, 000pPOHHO-IIPOMHUCIIOBHH KOMILIEKC,
eHepreTuky Ta QinancoBui cexrop. [locTiiHi aTakk 3 GOKY POCIHCHKNX XaKEPCHKHUX
YIpynoBaHb, 10 BHUKOPUCTOBYIOTH MeTomu DDoS, po3HoBCIOKEHHsS Mporpam-
BuMarauiB  (Ransomware) Ta  ¢immHry, 3MycHIM  YKpaiHCBKH  PHHOK
€BOJIIOIIIOHYBATH IIBU/LIE 32 CBITOB1 TPEH/IH.

SIx HacHiOK, 32 OCTaHHI BICIM POKIB 00CAT YKpaiHCHKOTO PHHKY KiOepOesmexu
MIPOIEMOHCTPYBaB CTPIMKE 3POCTaHHs, 301IBIIMBIINCE Y YOTHPH pasu — 3 32 MIH
nomnapiB y 2016 pori o 138 muH gonapis y 2024-my. [lompu Te, mo yactka Ykpainu
Ha TII00aJIBHOMY PUHKY ITOKH IO CTAaHOBUTH MeHIe 1%, KpaiHa mepeTBopHiacs Ha
CBITOBOrO TpeHJCeTTepa Ta yHIKanbHHUU momiroH st R&D-inHoBamiil. Crienmdika
BOEHHOTO CTaHy 3yMOBHWJIA JOMiHYBaHHsS cerMeHTa KiOeppilleHs, sikuil 3aiimae 57%
PHHKY, BHIIEPEMIKAIOYM TIJOOANTPHHH MOKa3HHK, e IepeBakaloTh cepsicH. lle
HOSICHIOETBCSL TOCTPOIO TOTPEOOI0 y BIPOBA/PKCHHI aBTOMAaTH30BaHHX CHCTEM
3aXUCTy Ha OCHOBI LITYYHOTO iHTEJEKTY, 3AaTHUX MHUTTEBO pearyBaTH Ha 3arpo3u 3a
YMOB OOMEXKEHOTO IIOJICBKOTO pecypcy. IIporHO3m BKasyloTb Ha MOJANbIIY
iHTeHcuiKaIifo ramysi: odikyerbes, mo 10 2029 poxy puHOK 3pocTe me Ha 50%,
OCATHYBIIN Mo3Ha4kK y 209 wmiH nomapiB. Takwii pO3BUTOK € HE MPOCTO
€KOHOMIUYHMM MOKa3HHKOM, a CTPATEeTiYHHM eJIEMEHTOM HAIIOHAIBHOI Oe3neKd,
OCKIIBKM MacIITabM 3arpo3 JUKTYIOTh BUMOTH J0 CTBOPEHHS MOBHICTIO aBTOHOMHOL
Ta BHCOKOTEXHOJOTIYHOI EKOCHCTeMH KiOep3axucTy, 34aTHOI HPOTHCTOSTH
BUKJIMKAM IIEPIIOi Y CBiTi MOBHOMACIITAOHOI KiOepBiitHu .

! Ornsn punky kiGepGesnexu B Ykpaiui : 38it / DataDriven, minkomirer 3 kiGep6esnexu
EBA, CyberTech xomiter Acomianii IT Ukraine 3a cnpusuus Acnen Incturyry Kuis, 3a
migrpumkn  IIpoekty USAID. Civens 2025. URL: https://itukraine.org.ua/files/Ukraine-
Cybersec-Market-Review.pdf (nara 3sepuenus: 10.02.2026).
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1. KiGep0Oe3neka sik 6aratoacnexkTHe siBUIIE: Pi3Hi mixxoau
A0 BUSHAYCHHSA Ta 3a0e3neYeHHsl 3axXucCTy

CBIT CTpiMKO 3MiHIO€ThCsl. HUHINIHE Pi3k0 KOHTpacTye i3 BYOpamHiM. Po3BuTok
HOBUX KOMYHIKaIliif 1 TeXHONOTid (30kpeMa IHTepHET) CyHmpOBOIKYIOTHCS HOBHMHU
necTalimi3alifHIMK  BUKJIMKaMu  (CydacHi iH(opmamiiiHi BiiHH, KiGep3arposn),
«TIOJIKPU3aMM» Ta «IepMaKpu3aMi» (3HauHa KUIBKICTH HpoOJeM, sIKi BHHHKAIOTh
ONHOYACHO) sIKi mouanM QopMmyBaTHcs e Hampukinmi 2010-x pokis®. Opmax
TEOPETHYHHM BHKJIMKOM JUIS CY4acHOT HAyKH € He JIHIIE TIPoOJIeMH KOHIIENTyai3arii
Cy4JacHUX TpaHcdopMaliil a i IpoAyKyBaHHS HOBHUX THIIIB 3HAHHS Ta KOHCTPYIOBAaHHS
HOBMX THIHIB BimHOCHH. [To3ask Mu >KHBUMO 3a A00M rioGamizauii 3HaHb i CIUTBHHX
mpoOJIeM JIFOACTBA, OiTbIIA BIAKPHUTICTH iHPOPMALIIITHOTO IPOCTOPY MOTPeOye 3aXUCTY.
ADKe 'y HBOMY HAIIapOBYIOTCS MO€IHAHHS HAIiOHAIBHOIO, COLIaJIBHOTO,
KyJIBTYpHOTO 1 HaBiTh CyTO OCOOHCTOTO 13 TJIOOATBHHM, 3arajbHOIIOJCEKUM,
yHiBepcaJlbHUM 1 Oe3nekoBuM. B cydacHHX yMmoBax mpoOnemu iH(pOpMaIiifHIX
BITHOCHH aKTyali3yBaJWCs y 3B’S3Ky 3 InoOamizamiero iHGOpMamiiHHX IpOIeCiB,
OypXJINBUM PO3BHTKOM 1 IAHYBaHHSM, CTaJIO OYCBHUIHUM BiJOKPEMJICHHS TAaKOTO
SIBUIIA, K «KiOepOe3neKay.

Kibepbesmeka — e CKIaAHHNA 1 OaraTorpaHHUil mpolec, IO OXOIUTIOE Pi3Hi
ACIIEKTH HaIpsMKiB, MEXaHI3MIB 1 METOIIB 3aXUCTy. X04a CTPYyKTypa KibepOe3neKH 1ie
HE TOBHICTIO CHCTEMAaTH30BaHA, ii PO3YMIHHS SK KOMIUIEKCHOI IisUTbHOCTI JIO3BOJISE
TapMOHI3yBaTH TEPMIHOJIOTIIO Ta TIIMOIIE POaHANII3yBaTH CYTTEBI aCHEKTH i€l chepu.
BuBuaroun kibepOesreKy, HEOOXiJHO MaM’sITaTH, 0 BOHA € HEBiJ €MHOI YaCTHHOIO
iHpopMamiifHUX TEXHONOTiH. Y Cy4acHOMY CBITi CTPIMKMI PO3BHUTOK i HMOIIMPEHHS
HOBHX 1H(OpPMAaIlifHO-KOMYHIKAI[IHHAX TEXHOJIOTIH CTBOPIOE YMOBH JUISl TJI00aIbHOT
iH(opmartiitaoi pesomrortii. Lleit mpomec Mae Ge3mocepeHiil BIUIUB Ha BCi aCMEKTH
JISUTBHOCTI JI€prKaBH, BKIIIOYAIOUM TOJTITHYHY, KOHOMI4HY, YIPABIiHChKY, (DiHAHCOBY,
KyJIbTypHY, HAyKOBY Ta iHpopMauiitHy chepu. Sk cmymHo 3a3Hadae B. Bonmapenko
JIFOJICTBO KMBE B iH(pOpMaLifHOMY CycmiibCTBi. [H(pOpMamis — € pyIIiHOI CHIOI
MEePEeTBOPEHb Ta PO3BHMTKY JIIOJACTBA, a 3alOPYyKOK HOro TMpOLBITAHHS € JIFOACHKA
IHTENeKTyaJlbHa TBOPYICTh. 1 OJOBHHM O0’€KTOM, Ha SKOMY KOHIICHTPYEThCS
OesnocepeHiil iHGOpMaNitHMH JEeCTPYKTHBHHII BIUIMB y Mexkax iH(opmariiHol
BilfHH, CTaM rpOMa/IChKa TyMKa Ta CBIIOMICTh OKpeMoi jroauHu. CaMe TOMY JyXOBHI,
KyJIbTYpHi, ICTOPUYHI, €THIYHI i 3aralbHOHAI[IOHANBHI IHHOCTI, TPaauIlii, HaT0AHHS
JIepXKaBH CTAIOTh TI0JIeM KiOepOUTBH, ajhke e TOH MPOoCTip, e Ayxke 6araTo BpasiHBHX
il 4y TJIMBUX PELENTOPIB CYCMiIbCTBA .

Huni, ocobmuBy yBary TNpUAUIAETHCS — JIOMMHOLCHTPUYHHM  IiAXOZaM,
30aJJaHCOBaHOMY YIPaBJIiHHIO PECypcaMy Ta pO3MIMPEHHI MOKIMBOCTEH 1udpoBsizarii.
Iudposizamis Bkmodae B ceOe KOMIUIEKCHHH aHai3 Ta BIPOBA/PKEHHS IHU(PPOBHX
TEXHOJIOTIH y Bcl acmekTd IisuibHocTi mimmpuemcts. [[. IMTomosa, C. SIpemeHko mix
KibepOe3neKoro, po3yMilOTh CUCTEMY KOMIUIEKCHHX 3aXO/iB, 110 3a0e3MeUyI0Th 3aXHCT

2 ExsucreHmiiini BukiMku mepesn Ykpainow. Jemorpadis. DeepState. 23.09.2023.

URL: https://deepstateua.com/iekzistientsialni-vikliki-ukrayini-chastina-i-diemoghrafiia/ (mara
3BepHeHHs: 11.02.2026).

Bounapenko B. KibepOesneka: ponb jAepkaBU y 3aXHCTi CYCHIBCTBA Ta OKPEMOi
0CcOOHCTOCTI Y 30epeKeHHI MIDKETHIUHOTO MUPY. Acnekmu ny6niunozo ynpasninus. 2020. T. 8,
Ne Cren. Bum. 1. C. 18-21. DOI: 10.15421/152031
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iHpOpMALITHUX pecypciB, TEXHOJNOTiH Ta IHGPACTPYKTypH Bif 3arpo3 OyAb-sIKOTO
MOXO/DKCHHSI 3 METOK 3a0e3MeueHHs CTIMKOCTi, HamifHOCTI Ta Oe3lnepepBHOTO
PO3BHTKY JIepKaBH, CyCIIJIECTBA Ta OKPEMHX 0ci® B yMoBax IH(ppoBoi TpaHchopmanii
ta Iamyctpii 5.0. Ha ix mymxy Immycrtpito 5.0 He ciig chnpuiiMaté sIK 3aMiHy
nonepeHiit napagurmi — [Hayctpii 4.0, a paxgue 5K ii pO3BUTOK Ta JOMOBHEHHS, K
BHOCHUTH HOBI KJIFOUOBi aCHIEKTH:

— JlrogunouenTpuynnit minxin. IHmycrpis 5.0 miakpeciaroe 3HaUEHHS CTBOPEHHS
0E3IeYHOr0 Ta IHKIF3UBHOTO POOOYOTO CEPEIOBHIIIA, JIC TIPIOPUTETOM € 3T0POB’S Ta
Graromnony4ys NpaliBHUKIB, 3 METOK JOCSTHEHHS HE JIMIIEe BHCOKOI HMPOIYKTHB-
HOCTI, a /f 32/10BOJICHHS TOTPeO KOXKHOTO TpalliBHUKA.

— CrilikicTb. 31aTHICTh MIBUAKO aIaNTyBATHCS JIO 3MIiH € KPUTHYHO BaXXIIHBOIO
JUISL TIIPUEMCTB, SKi NMParHyTh 3aJMIIATHCS KOHKYPEHTOCIPOMOXKHHMH B YMOBax
HEBHU3HAYCHOCTI, BKJIIOYAIOYM HOBI TEXHOJOTIYHI pO3pOoOKH Ta 3MiHM B PUHKOBHX
norpedax.

— Exonoriunuif  po3BuTok. IHmycTtpis 5.0 Harojomye Ha  BaXJIMBOCTI
LUPKYJIAPHUX ITIPOLECIB, SIKi CHOPHUSAIOTH HEepepoOLi Ta MOBTOPHOMY BHKOPHCTaHHIO
HPUPOJHUX PECYPCiB, 3MCHIICHHIO BIAXOIB Ta 3HIKCHHIO CKOJIOTIYHOTO BIUIMBY,
THM CAMEM ITiIBHIYI0YH e(eKTHBHICTS BHPOOHUIIX MPOLECiB®.

3a iHmIMM mMigXxomoM, KibepOesmleka MONsATae B 3axHCTi Bif KibepaTak, ski
HAIIJICHI Ha KOPIIOPAaTHUBHI Mepe)lcis. JI. Benkin, 0. IOpunens, M. benkin, €.
KpuBonam 10BOASATH, 110 KibepOe3mneka € OKpeMHUM BHIIAJKOM 3arajbHOTO MOHSTTS
Oesmeku iH(popmarii, ane Takoi iHdopMarii, sika obepraeTscs y Kibepmpocropi. [lpu
pOMY IMPUYMHOIO Mi/JBUIIEHOI yBarWm came A0 Kibep3arpo3am i kibepOesmeku €
Jlefiai 3pocTaroda posb 00iry iHdopmarii B KOMIT FOTEPHUX CHCTEMaX 1 €lIeKTPOHHO-
KOMYHIKaliiHIX Mepexax. Ta MpONOHYIOTh BBECTH y CTaOUTGHWHA HAyKOBHH 1
MPaKTUYHUA O00OpOT TIOHATTS «KOTHITUBHA Oe3MeKka» sAK CTIHKICTh MPOTH
iH(OpMAIiTHO-IICHXOIOTYHIX BILTMBIB HA TIOAMHY i CYCIILCTBOC,

I'. ®opoc ta B. JKoroB B oxHiif 3i cBOIX myOuikamili HaroJjomIyIOTh Ha JBOX
MigXoJax /0 TOHATTSA KibepOesmeka: By3bkoMy Ta ImupokoMy. [lpu posrmsai
KibepOe3nekn y By3bKOMY 3HA4€HHI, Ha AyMKY HayKOBIiB, HCOOXiIHO TOBOPHTH,
mepm 3a BCE MPO 3aXHUIICHICTh JKUTTEBO BAXKIMBHUX I1HTEPECIB JIOAWHHU 1
TPOMAJITHUHA, CYCIUIBCTBA Ta JEPXKaBH IiJ Yac BHUKOPUCTAHHS KiOepmpocTopy, 3a
SIKOT 320€31eUyIOThCS CTANNI PO3BUTOK 1H()OPMAILIHHOTO CYCIiIbCTBA Ta IHU(PPOBOTO
KOMYHIKaTHBHOTO CEpE/IOBHIIA, CBOEYACHE BHUSABJIICHHS, 3a00IiraHHs 1 HelTpaizamis
peanbHUX 1 MOTEHNIHHMX 3arpo3 HamioHalbHIN Oe3neni YkpaiHu y kiGeprpocTopi.
V mmpokoMmy ceHci, iXHe Oa4yeHHs Iojsirae B TOMy, IO KibepOesmeka — 1e
CYKYTHICTh BOJILOBUX CYCIHIIBHHX BiJHOCHH, IO CKJIaJal0ThCs B IPOLECi CBiIOMOro

* Tlonosa JI. B. KiGepGesneka B eroxy Iuaycrpii 5.0: HOBi BHKIMKHM Ta MOXIHMBOCTI.
Exonomiunuii gicnux JJonbacy. 2024. Ne 3. C. 203-216. DOI: https://doi.org/10.12958/1817-
3772-2024-3(77)-203-216

® Koctpomina M. O. Ki6epcriitkicts i kxiGepGesnexa: y womy pisuunsa? Cyuacnuii 3axucm
iuqboep,uauii'. 2022. Ne 4. C. 71-75. DOI: 10.31673/2409-7292.2022.040012

Benxin JI. M. CniBBinHOLICHHS HOHATD «iH(hopMaliiiHa Ge3mnekay, «be3neka iHpopmariiy,
«kibepOe3neka» B KOHTEKCTI OesnexoBux crparerii Ykpainu 2020-2021 pokiB. FOpuouunuil
sicnux. Ilosimpsane i xocmiune npaso. 2022. Ne3. C. 78-86. DOI: 10.18372/2307-9061.
64.16893
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i JOOpOBITBHOTO NOTPUMAHHS TPOMAasHAMH BCTAHOBICHHX B HOpMax IpaBa Ta
B IHIIMX HOpPMax HEIOPUAWYHOTO XapakTepy NMpaBHJI IOBEIIHKU B KibeprpocTopi, i
THUM CaMUM 3a0e3IedyIOThCSI 371aro/UKeHe, CTiiKe, CIUIbHE JKUTTS JIOJeH B yMOBax
PO3BHHYTOTO CYCIILILCTBA .

I. SxoBiB BBaxkae, IO KIIOYOBHM TEPMIHOM [UIsi PO3YMIHHS CYTHOCTI
«xibepOe3nekn» € «kidepmpocTipy». 3a3BHuYail HOro mOB’S3YIOTH 3: IIIOOATBHO
PO3MOIIIEHUMU CHCTEMaMH, IO Peai3oBYyIOTh HU(GPOBI KOMIT IOTEpPHI TEXHOJIOTii
00poOKkK iHpOpMAITii; BIpTyaIbHIM CEPEIOBHUILIEM HA OCHOBI IUX CHCTEM, B SKOMY
MOXYTh ICHYBAaTH BHIyMaHi aKTHBHI 00’€KTH (Pi3HOMaHITHI Tepoi KOMIT FOTEPHUX
irop 1 u¢poBoi aHimarii, cuMyJALiiHI Mozeni Ta inme). Lli inpopmariitai 00’ ek,
IO ICHYIOTh TUIBKM B KOMII'IOTEpax, 3JaTHI 3/IHCHIOBATH peaJbHHH CEHCOpHUit
BIUIMUB Ha IICHXiKy JIIOOWHHU (Bi3yaJbHUI, 3BYKOBMH Ta iHINiH); MOXJIUBICTIO
3ifiCHIOBaTH TNpHUXOBaHI (aHOHIMHI) iH(oOpMaliifHi BIUIMBM Ha JOAed 1 pi3Hi
MPUCTPOi; BIACYTHICTIO «TEPUTOPIAIbHUX KOPIOHIB» IMpPH KOMYHIKaWifx Jroaei
Pi3HHX JepxkaB (BIICYTHICTh «KiOEPKOPIOHIBY) .

VY naykoBoMy n0pobky O. Tkauenka Ta K. TkaueHKO MpeACTaBIeHa KOMILUICKCHA
nediHilis KIIOYOBUX Kareropii chepu nuppoBoi Oe3MekH, 30KpeMa MOHSATH
«kibeprpocTip», «kibepOesnmeka» Ta «3abe3nedeHHS KibepOesmekn». ABTOPH
NPOIOHYIOTh  po3rismatu  Kibepmpoctip sk crmenudpivuHe KibepiHpopmariiine
CepeloBHIIe, 10 aKyMYyJIO€ B CO0i CEMaHTHYHY CYTHICTB 00’€KTiB HpodinbHOT
iHpPACTPYKTYpH, a TAaKOXK apXiTEKTypy B3a€MO3B’SI3KIB MK HUMH. Y Mexax miel
KoHIenii 06’ ektu kibepindopmaniiiHoi iHPpacTpyKkTypu AU(EPEHIIIOI0TECS Ha TPU
3acaJHUY1 PiBHI: alapaTHO-TEXHIUYHUH (KiHIEBE 00JIaJHAHHSI, TaKETH, IIEPCOHAIBHI
00YHCITIOBAIbHI MAIlIMHK); MPOrPaMHO-TEXHOJIOTIYHUH (MepexeBa iH(pacTpyKTypa
Ta BiAMOBiTHE MporpaMHe 3a0e3MnedeHHs ); iHpopMaliitauit (0a3u JaHuX, BEOKOHTEHT
Ta MacHWBH iHTepHeT-BimoMocteit). Ilim kibepOes3mnekor MOCHIMHUKH PO3YMIIOTh
TUHAMIYHUH CTaH 3aXMIIEHOCTI KiOepHmpocTopy IepikaBH Ta HOTO CTPYKTYPHHX
€JIEMEHTIB BiJl JIECTPYKTHBHOTO 30BHIIIHBOTO BIUIMBY. Takmil cTaH XapakTepu-
3y€eThCsl MiHIMI3alli€l0 PH3MKIB MOPYIICHHS CTabiTbHOCTI cHCTeMH Ta ii crajoro
po3Butky. KirouoBum acriektoM kibepOesneku B iHTepIpeTallii aBTOPiB € 31aTHICTh
0 cBo€wacHOi imeHTH(ikamii, mnpeBeHIil Ta HeWTpamizamii KiGep3arpos i
KiOep3JI0YnHIB, IO MOXYTh 3arpoXyBaTH IiHTepecaM OCOOHM, KOPIIOPaTHBHOTO
CEKTOpY, JACpKaBHUX IHCTUTYIIH YM HaIlllOHaJbHIH Oe3memni 3aranoM. JloriyHEM
MPOJOBXKEHHSAM 1IIi€l KOHIemii € nediHimis 3a0e3neueHHs KiOepOesneku, ske
TPaKTYEThCS SIK IJIECHIPSIMOBAHA CYKYHHICTh 3aXOMiB, OPIEHTOBAaHHX Ha PEIyKIII0
PU3HKIB 3aIOJIisTHHS IIKOM BHACIIIOK TEXHIYHMX 300iB, MPOrpaMHUX MOMHIOK a0
HECaHKI[IOHOBAHOTO (HEKOPEKTHOT0) BHKOPUCTAHHs pecypciB KibepnpocTopy. Kpim

" ®opoc I'. B. Oco6IHBOCTI TpaKTyBaHHs MOHATTS «KibepOesneka» B CydacHiit IOpHIMdHiil
Hayui. [Ipasosa Oepacasa. 2019. Ne33. C. 128-134. DOI: https://doi.org/10.18524/2411-
2054.2019.33.162068

8 dxosis 1. Inpopmariiiino-TenexoMyHikamiiiHa CHCTeMa, KOHLENTyalbHa MOIENh Kibep-
npocropy i kibepoesneka. Information Technology and Security. 2017. Vol. 5, Ne 2. C. 134-144.
DOI: https://doi.org/10.20535/2411-1031.2017.5.2.136981

325



TOTO, el TPOLIEC OXOILTIOE 3aX0IU 3 ONEPATUBHOTO BiAHOBICHHS (YHKIIOHAIBHOCTI
BCIX CKJIAZIOBHX KibepiH(pacTpyKTypH MiC/Is HACTAHHS JECTPYKTHBHUX IO ’.

2. 3akoHOaBYe peryJIIOBaHHd Ki0epOe3nexkn B YKpaiHi:
aHaJi3 iMIJieMeHTaNii Ta cTpaTerivHUX HANPSAMKIB

Ockineku KibepOesneka craja HamiOHATPHUM HPIOPUTETOM, BiNOBiNAIBHICTH
32 po3poOKy Ta peai3allifo TOJMITHKH KibepOesnekn Oyla 4YiTKO pO3MOJicHa
B JIep)KaBHOMY cekTopi. OIHaK JKOJIEeH 3 ICHYIOUMX OpraHiB BJaAd HE Ma€ KOMII-
JIKCHOTO PO3YMIHHA Ta IOCTaTHbO IIMPOKOTO MaHIATy Ul YIOPaBIiHHA BciMa
acriekTamu KibepOesneku. B. J[3toHmsiok Ta €. KoTyX BHIOUISIOTE HU3KY 3arajlbHUX
aCIIeKTiB, sKi, HA X MOIJIAN, MalOTh OyTH MPUCYTHIMH B IOJITHII Ta CTpaTterii Kidep-
Oesmekn B YkpaiHi. 30kpema, Ile: ypaxyBaHHs NMHUTaHb CYBEPEHITETY HPH PO3poOii
TIOJITHKY; BOXKIIUBICTH JIaJlOTy 32 y4acTi0 0araThOX 3allikaBICHHX CTODiH; BaXKJIMBICTh
€KOHOMIUHHX acIeKTiB KibepOe3neky; MOKpamieHHs] MDKHAPOIHOTO CIIIBPOOITHUIITBA,;
THYYKHH Iiaxix po ¢GopMyBaHHS Ta peaisamii MONITHKH; HoBara 0 (yHIaMeHTalb-
HUX ULiHHOCTeH; MOCWJICHHS KOOpJAMHALIl OpraHiB BIaJd Ha MOJITUYHOMY Ta
OIIEPATHBHOMY PIBHSIX; 3MIlIHEHHSI ITyGIi4HO-IIPUBATHOTO CIIiBPOGITHHIITBA™,

OxpeMi mnuTaHHSA KiOep3aXxucTy MicTaThCsl B KoJekci NMBIIBHOTO 3aXHUCTy
Vkpainu, B 3akoHax Ykpaiuu «IIpo inpopmanito», «IIpo 3axuct iHdopmarii
B iH(OpMAaIiifHO-KOMYHIKalliHHUX cucteMax», «[Ipo ocHOBHI 3acanu 3abe3neueHHS
kibepbesrmekn  Ykpainmn», «[Ipo  kputmuny iH(ppacTpykTypy». B mocranoBax
Kabinery MinictpiB Ykpainu: [Ipo 3atBepmxenHst [lopsiiky OLIHIOBaHHS CTaHy
kibep3axucty iHpOpMaLiiiHNX, €IEeKTPOHHMX KOMYHIKalifHMX Ta iH(opMamiifHo-
KOMYHIKalliifHUX cHcTeM, 00 €KTiB KPUTHYHOI iHPPACTPYKTYpH, 00 €KTIB KPUTHIHOT
iHpopmauiitnoi inppactpyktypu (Bim 31.12.2025 Ne 1799), Ilpo 3aTBepmKeHHS
IMopsinky — 3AifiCHEHHS  JEpPXKABHOTO  KOHTPONIO 33  JOJICP)KAHHAM  BHUMOT
3aKOHOAaBCTBa y cdepi kibep3axuery (Biml7.12.2025 Ne 1668), [esxi mutaHHA
MONIYKy Ta BHSBJICHHS IOTEHIIWHUX Bpa3IMBOCTEH B iH(POpMAIiifHO-KOMYHIKa-
mifanx cucremax (Bim 03.12.2025 Ne 1580), [eski muTaHHS pearyBaHHS Ha
kibepiHnMaeHTn, kibepatakm Ta Kibep3arposum (Bim 26.11.2025 Ne 1533),
Ipo 3arBepmkenns [lopsaky npu3HaueHHS KepiBHHMKA 3 KiOep3axucTy Ha HOcamy
B Oprati aepxasHoi Biaaau (Bix 26.11.2025 Ne 1516) Ta in.

[TocnigoBHICTH Y HaMipax 3aKOHOJABISI POCTiAKOBYeThCs 3 2016 poky. 30kpema 3
3atBepkeHHs Crtparerii kiOepOesmeku YKpaiHW, IO CTalda BaXIMBHUM KPOKOM Y
3ampoBa/DKEHHI MIAXOMAIB JIOBIOCTPOKOBOTO IUIaHyBaHHA B Wi cdepi. Meroro
Crparerii kibepbe3nekn Ykpainu (2016 poky) cTano CTBOPEHHS yMOB JUIsl O€31IeYHOr0
(hyHKIIOHYBaHHA KiOepHpOCTOpY, HOro BUKOPHUCTAHHS B IHTEpEcax 0COOH, CYCIHIbCTBA
i nepkaBu. J[jist mocsirHeHHs wi€i MeTH HeoOXixHUMHU OyIiio: CTBOPEHHS HalliOHAIBHOT
CHCTEMH KiOepOe3reKH; MOCHICHHS CIPOMOXKHOCTEH Cy0’€KTIB CEKTOpYy Oe3meku Ta
oboponn [uisi 3abe3nedeHHsT epeKTHBHOI OOpoThOM i3 Kibep3arpo3aMu BOEHHOTO
Xapakrepy, KiOepILIIUTYHCTBOM, KibepTepopuzmMoM Ta Kibep3JI04MHHICTIO,

® Tkauenko O. KiGepmpoctip i kiGepGesneka: mpoGleMH, MEPCTIEKTHBH, TEXHOJOTII.
Lugposa nramgpopma: ingopmayiuni mexnonoeii ¢ coyioxymomypniii cgepi. 2018. Bum. 1.
C. 75-86. DOI: https://doi.org/10.31866/2617-796x.1.2018.147257

0 Izommox B. B. KiGepbesneka sK OIMH 3 NPIOPHUTETIB HAIIOHATBHOI MOTITHKH.
epoicasne 6yodisnuymeo. 2020. Ne 2. C. 1-19. DOI: 10.34213/dh.20.02.01
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MOTTIMONICHHST MDKHApOTHOTO  CHiBpOOITHHLTBA y IiH cdepi; 3abe3nedeHHs
Kibep3axucTy JiepKaBHUX eICKTPOHHUX iH(popManiiiHuX pecypcis, iHpopmanii, BUMora
IIOJI0 3aXKCTY SIKOI BCTAHOBJICHA 3aKOHOM, a Takox iH(opMariiHoi iHdpacTpyKTypH,
sKa 3HAXOOUThCSA MiJ IOPUCAMKLIEI YKpaiHH, Ta MOPYLICHHS CTaloro
(yHKLIOHYBaHHS SIKOI MaTHME HETaTHBHMII BIUIMB Ha CTaH HaI[iOHAJBHOI Oe3MeKH i
oGoporn Ykpainu (kpuTrHaHa indopMaiiiHa indpactpykrypa)'.

Y 2017 poui OyB mnpuiiHatuii 3akoH VYxkpainm «[Ipo ocHOBHI 3acamgu
3a0e3medyeHHs KibepOesnekn YKpaiHW». 3aKOH BU3HAYMB IPABOBI Ta OpraHi3aliiHi
OCHOBH 3a0€3MCUCHHS 3aXWUCTy JKUTTEBO BAXIIMBUX IHTEPECIiB JIIOAMHU 1
TpOMaJsIHUHA, CYCIIIBCTBA Ta JEpKaBH, HAIiOHAIBHUX IHTepeciB YKpaiHH y
KibeprpocTopi, OCHOBHI LN, HANPSIMU Ta NPHHIUIM AEPXKaBHOI IOJITHKH y cepi
KibepOe3reky, TOBHOBAXEHHS JAEPXKAaBHUX OpraHiB, IMiJIPHEMCTB, YCTAaHOB,
IiSUIBHOCTI 13 3a0e3neyeHHs kibepOesmeku. Y cT. 1 3aKOHOAABelb TAyMauddTh Taki
TEepMiHH SIK: 1HIUKATOpH Kibep3arpos, iH¢popmarlis mpo IHIOUACHT KibepOesmexw,
iHIMOeHT KibepOesmeku, kibepaTtaka, KiGep3arposa, KiOep3axucT, KiOep3IIOouWH,
KiOep3IoUnHHICTh, KibepoOopoHa, KibeprpocTip, Kibeppo3Bimka, KiOepTepopusM,
KiOepmmuryHcTBO Ta iHIm. 30KpeMa, 3aKOHOJaBelb TePMiH KibepOeseKka TPaKkTye sIK
3aXHIIEHICTh XUTTEBO BAKIUBHUX IHTEPECIB JIIOANHHM 1 TPOMAISHIHA, CyCIIIbCTBA Ta
JIepKaBU TMiJl Yac BHKOPUCTAHHs KibepmpocTopy, 3a sAKOI 3a0e3MeUyOThCs CTATHH
pO3BUTOK  iH(OpMaLifHOrO CycminbCTBa Ta  HU(POBOrO  KOMYHIKaTHBHOTO
CepeIOBHIA, CBOEYACHE BHUSBJICHHSA, 3amoOiraHHs 1 HeHTpamizamis peambHHX 1
MOTEHLIHHUX 3arpo3 HallloHAJbHIN Oe3meri YKpaiHu y Ki6epnpOCTopi12. Bignosigao
o cT. 4 3akoHy 00’ekTamu KibepOesmeku €: 1) KOHCTHTYLiHHI mpaBa i cBOOOAM
JMIOAWHU 1 TPOMAJsSHWHA, 2) CYCHiJIbCTBO, CTAJHH PO3BUTOK iH(POPMAIIITHOTO
CycIinbcTBa Ta NU(GPOBOTO KOMYHIKATHBHOTO CEpelOBHINA; 3) Iepxkasa, il
KOHCTHUTYLIHHHHI J1aJ, CyBEepeHiTeT, TepUTOpialbHa LUIICHICT I HEJOTOPKAHHICTH;
4) HauioHaNbHI iHTEpeCH B YCiX chepax KXUTTEMISUIBHOCTI 0COOH, CYCHiJIbCTBA Ta
nepkaB; S5) 00’exktH KpuTH4HOI iH(pacTpykTypu. OO’ektamMu Kibep3axucry
BHM3HAUeHi: 1) KOMyHiKaliliHi cuCcTeMH BCiX opM BIacHOCTI, B IKUX OOpPOOISAIOTHCS
HaIllOHaJbHI 1H(GOPMaLiiiHi pecypcu Ta/abo sKi BHKOPHCTOBYIOTHCS B iHTepecax
OpraHiB Jiep>KaBHOI BJIQJM, OPraHiB MiCHEBOTO CaMOBPSIYBaHHS, MPABOOXOPOHHUX
OpraHiB Ta BIMICBKOBHX ()OpPMyBaHb, YTBOPCHUX BIIIOBIIHO JI0 3aKOHY; 2) 00’€KTH
KpUTHYHOI iH(popManiiiHol iHdpacTpykTypu; 3) KOMYHIKaliifHi CHCTEMH, SKi
BUKOPUCTOBYIOTBCS U  3aJI0OBOJICHHS CYCIUIBHHX TOTpe® Ta/abo peamizarii
NPaBOBITHOCHH Yy cdepax eNeKTPOHHOTO YpPSAyBaHHS, €JICKTPOHHHUX AepKaBHHUX
MOCTIYT, EEKTPOHHOI KOMEPILii, eTeKTPOHHOTO JOKYMEHTO00Iry ™.

" Mpo pimenns Pagy HamionansHoi Oesnexu i 060porn Yipainu Bix 27 ciuns 2016 poky
«IIpo Crpaterito kibepOesnekun VYxkpainm» : Yka3 Ilpesnmenta Ykpaimm Bim 15.03.2016
Ne 96/2016. URL: https://www.president.gov.ua/documents/962016-19836 (nara 3BepHEHHS:
14.02.2026).

2 TIpo ocHoOBHI 3acaau 3abesmeucHHs KibepOesmekn Ykpainu : 3akoH VYkpaiHu
Bim 05.10.2017 Ne 2163-VIIl. URL: https://zakon.rada.gov.ua/laws/show/2163-19#Text (mata
3BepHeHHs: 14.02.2026).

'3 Tam camo.

327



HoBa Crparteris kibepOesmexkn Ykpaiau (2021 poky) BpaxyBasia IONepeIHii
JIOCBiZ 1 mpoOieMu, CTaH KiOepOe3neKOBOro CEpeIOBHINA HAa HAI[IOHATBHOMY Ta
MDKHapoIHOMY piBHI, a Takox mojyoxxeHHs: Ctparerii kibep6esnexn €C Ha nudpose
NECATHIITTS, CTpaTerii kibepbesnekn okpeMux JepkaB — 4wieHiB €C Ta nepxaB —
uyneHiB HATO. Bynu Bu3HaueHi HOBi 3arpo3u kibepOesmeni YkpaiHu: ribpuaHa
arpecis Pociiicekoi @enepartii npotu Ykpainu y kxibeprnpoctopi; KiOep3n104nHHICT,
IO 3aBJa€ MIKOAM iHGOPMAIIHUM pecypcaM, CYCHUIBHHM IIpOLEcaM, OCOOHCTO
TpoMajsiHaM, 3HIKYE JIOBIpY CYCHUIBCTBa OO0 iH(POpMAIIMHUX TEXHOJOTIH Ta
OPU3BOANTH 10 3HAYHUX MaTepiallbHUX BTpAT; OpPraHi3oBaHI Ta CIIOHCOPOBaHi
ypsZaMH IHIUX JiepkaB KibepaTakw, IO IOB’sI3aHI 3 BUKPAJCHHSIM Y IMOJITHYHHX,
E€KOHOMIYHMX a0o0 BIMCHKOBUX IIUIIX YyTIMBOI iH(opMarii (KiOepHImmuryHCTBO)
Ta 3MIUCHEHHSAM  PO3BiIyBaJbHO-TIAPHUBHOI  MisJIBHOCTI; BHUKOPUCTAHHS TEpO-
PUCTHYHUMH OpTaHi3allisiMU KiOEpIpOCTOpY Ul BUYMHEHHS aKTiB KibepTepopH3Mmy,
(hiHaHCOBOT Ta 1HIIOI MIATPUMKH TEPOPHCTUYHOI MisNBbHOCTI. BiAmoBinHO BU3HAYEH]
MepeyMOBH Ta YUHHHUKH, Ki (OPMYIOTh OKpECIIeHI 3arpo3u:

— BHCOKAa TEXHOJIOTIYHA B3aJeXKHICTh YKpaiHH BiJ 1HO3eMHHX BHUPOOHHKIB
npoxykmii  iHOpMaIiifHO-KOMYHIKaiHHIX —TEXHOJOTIH, BIJACYTHICTh CHCTEMH
OLIHKY BIATIOBITHOCTI TaKol NMPOXYKIIl BUMOram 3 Oe3NeKH, IO MiIBHUIIyE CTYIiHb
ypas3nuBocTi iH(OpMaIiiHOI iHppPaCcTPYKTYpH BiA He3aleKsIapoBaHWMX (YHKIIH Ta
3BY’)KY€ CIPOMOXKHOCTI IPOTHAIT Kibep3arpo3am;

— HEJOCKOHATICTh HOPMATHUBHO-IIPaBOBOI 0a3u y cdepi kibepOesneku, a Takox
ii 3acrapimicTs y cdepi 3axucty iHdopmamii, TOBLTbHA IMITIEMEHTAIlisl TOJOKEHb
€BPOTEHCHKOTO 3aKOHOAABCTBA, HEAOCTATHS BPEryJIbOBaHICTh IH(POBOi CKIIAJOBOT
PO3CIiTyBaHHS KpUMiHANGHUX MPaBONOPYIIEHb, & TAKOXK HU3BKHH PiBEHb MPAaBOBOL
BiJITIOB1TaTEHOCTI 32 MOPYIICHHS BUMOT 3aKOHOJIABCTBA Y Wil cdepi;

— BIICYTHICTP y 3HAYHOI YAacTHHH [JI€P)KaBHUX OpraHiB  BIIMOBITHUAX
CTPYKTYPHHX IiJPO3/iNiB, HEOOXIJHOTO KaJpoBOro 3a0e3NedeHHs Ta HaJIeKHOTO
KOHTPOJIIO 3a Kibep3axucTom, 3IiiicCHeHHS (QiHAaHCYBaHHS poOiIT i3 Kibep3axucry 3a
3aJIMIIKOBUM IPHHIIUIIOM;

— BIJCYTHICTh CHUCTEMH HE3AJICKHOTO ayIuTy iH(opmMauiiiHoi Oe3neku Ta
MeXaHi3MiB PO3KpUTTS iH(opMmamii mpo BpasIUBOCTI B yMOBax AMHAMIYHOL
nudpoBsizawii Bcix cdep Aep:kaBHOTO YIPABIiHHA Ta KUTTEASUIBHOCTI AEPIKaBH;

— HEBIANOBINHICTh CyYaCHUM BHMOTaM piBHS IIATOTOBKH Ta IIiJBHIICHHS
kBamidikamii QaxiBmiB 3 THTaHP KibepOe3mekn Ta Kibep3aXHCTy, 30Kpema
Hee(DeKTHBHI MEXaHi3MH 1X CTHMYJIIOBaHHS JI0 pOOOTH B Iep)KaBHOMY CEKTOPI;

— BIICYTHICTh 3aKOHOJIAaBUOTO aKTa IPO KPUTHYHY iHPPACTPyKTypy YKpaiHH
Ta ii 3aXMCT, IO 3HAYHO YCKJIagHIOE (OPMYBaHHS CHUCTEMH KiOep3axHCTy Takol
iH(ppacTPyKTypH;

— HEe3aBEepUICHICTH 3aXOMiB 3 YIPOBA[KEHHS OpraHi3alliifHO-TeXHIYHOI MoJemi
Kibep3axucTy, sika BiINOBIAaTUME CyYacHHUM 3arpo3am, BUKJIHKaM y Kibeprpoctopi
Ta rJI00aNEHUM TEHCHIISIM PO3BUTKY IHIYCTpii KibepOe3neku;

— BIACYTHICTb Ji€BOI CHCTeMH iH(pOpPMAaLifHO-aHAIITHIHOTO 3a0e3NeUeHHs
KibepOe3neku;

— HEJOCTaTHS 3axHUICHICTh Bix KibepaTak JepkaBHUX iHGOpMaiHHKUX
pecypciB Ta 00’ ekTiB KpUTH4HOI iH(pOpMaLiiHOT iHPPacTPyKTYpH;
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— HEBIANOBIIHICTh BHMOTaM 3aKOHOIABCTBA CTaHY 3axHCTy iH(opmamiiiHO-
KOMYHIKaIlifHUX CHCTEM JepXKaBHHX OPTaHiB Ta cy0’€KTiB rOCIIOJapioBaHHs, B SIKHX
00po0IIsIeThCS 3HAUHA YaCcTHHA iH(popManii 3 00MeKXEeHHM JJOCTYIIOM;

— BIACYTHICTh CHCTEMH HiIBHIICHHS IM(POBOI I'paMOTHOCTI TPOMAJsSH Ta
KyJIbTypH O€3MEeKOBOr0 ITOBODKEHHS B KiOEpIPOCTOPi, HU3BbKUI PiBEHb 00i3HAHOCTI
CYCIiNBCTBA 100 Kibep3arpos Ta kibepsaxucry ™.

Jns monmaneimoi po30ynoBH HaIliOHAJNBHOI CHUCTEMH KibepOe3meku Ha 3acamax
CTpUMYBaHHs, KiOepCTiiKOCTi, B3aeMO/ii HEOOXITHIM €: TIOCHIICHHS CIIPOMOYKHOCTI
HAIlIOHAJBHOI CUCTEMH KibepOe3neKn Uil YHEMOKIIMBIICHHS 30pOHHOI arpecii mpoTu
VYkpaian y kibepmpoctopi abo 3 HOro BHKOPHCTAHHSM, HeWTpamizamii po3Bimy-
BAJIBHO-IIIIPUBHOI MisUTBHOCTI, MiHIMi3amii 3arpo3 kiGep3modwHHOCTI Ta Kibep-
Tepopu3My (CTpUMYyBaHH:); HaOYTTS 3JAATHOCTI IIBHIKO aJaNTyBaTHCS 1O BHYTPII-
HIX 1 30BHIIIHIX 3arpo3 y KibepmpocTopi, HMiITpUMyBaTH Ta BiIHOBIIOBATH CTalle
¢dyHKIlOHYBaHHS HallioHaNbHOI iH(pOpMauiiinol iHpacTpyKTypH, HacaMmepen
00’eKkTiB KpuTHYHOI iH(poOpMauiiiHoi iHppacTpykTypu (KiGepcTilikicTp); 3abe3me-
YeHHS PO3BUTKY KOMYHiKamii, KOOpOHWHAIII Ta mMapTHEpCTBa MiK Ccy0’ekTamu
3a0e3rmedyeHHs KiOepOe3leKkd Ha HaliOHAIBHOMY piBHI, PO3BHUTOK CTpPATETiYHHX
BITHOCHMH y cdepi kibepOe3nekn i3 KIIOYOBUMH 1HO3EMHHMH ITapTHEPaMH,
nepenycim 3 €Bponelickkum  CorozoM, Cromyuenumu IlltataMmu  Amepuku Ta
iHmuMu aepkaBamu — wieHaMu HATO, chiBpoOiTHHITBO y 1l cdepi 3 iHIINMHU
JiepKaBaMH Ta MDKHAPOIHUMH OpraHi3allisiIMid Ha OCHOBI HAIllOHAJBHUX IHTEPECIB
Ykpainu (B3aemonis)™>.

3rogoM 3aTBep/DKEHO IaH 3axoniB Ha 2025 pik 3 peamizauii Crparerii
kibepOesnekn Ykpainu. Y tabmuni [Imany Ypsgom Oyno BuzHaueHO 29 3aBIaHb.
30KpeMa TaKUMH €: CTBOPEHHS B cucTeMi MiHOOOpoHM KiOepBilichK, 3a0e3meueHHs
iX HaneKHUMH (IHAHCOBMMHM, KaJpOBHMH Ta TEXHIYHHMH pecypcamu Ui
CTpUMYyBaHHs 30poifHOi arpecii B kiOeprmpocTopi Ta HamaHHs Biicidi arpecopy;
3aMpoOBa/KCHHST  €(DEKTHBHUX  MEXaHI3MIB  B3a€EMOJIii  OCHOBHHX  CyO’€KTiB
HAIlIOHANBHOI CHCTEMH KibepOe3mekn Ta CHil OOOpPOHH B YaCTHHI CIUIBHOTO
BUKOHaHHsI 3aBlaHb KibepoOOpOHM; pO3pOONCHHS Ta 3a0e3MeveHHs BUKOHAHHS
IIaHy KiObepoOOpOoHM SIK CKJIAaZ0BOi YaCTWHH IIaHYy OOOpOHM YKpaiHW; NOCHIJICHHS
CIIPOMOXKHOCTEH II0JI0 MPOBEIEHHS HEIJACHUX MEpeBipOK CTaHy TOTOBHOCTI
00’€KTIiB KPUTHYHOI 1HPPACTPYKTYpH IO MOXIMBUX Kibeparak i KiOepiHIUIEHTIB,
MOCTYIIOBE  OXOIUIEHHS  TAaKUMH  3aXOJaMH  BCiX  OO0’€KTiB;  ITOCHJICHHS
KOHTPPO3BiyBaJIbHOTO 3aXHCTy CcQepH eJIeKTpOHHHX KoMmyHikaniil, |T-chepu,
adinmiiioBaHOro 3 HHMH CepelOBHINA, M0 CHPSIMOBaHWH Ha BHSBICHH,
HOTePeKEHHS. 1 NPHUIMUHEHHS PO3BiAyBalTbHO-MIAPUBHUX MOCATaHb CIELCITYX0
iHO3EMHIX [epiaB Ha HalioHAIbHY Gesnexy y chepi kibepGesmexu'®.

“ TIpo Crparerito kiGepGesnexn Yipainn : Ykas Ilpesumenrta Ykpainu Big 26.08.2021
Ne 447/2021  (pimenns PHBO Bim 14.05.2021). URL: https://www.president.gov.ua/
documents/4472021-40013 (nata 3BepreHns: 14.02.2026).

** Tam camo.

8 Tpo s3atBepmxenns mmaxy 3axoniB Ha 2025 pik 3 peamizauii Crparerii kiGepbesnexu
VYkpainu : posnopsypkenHs KabGinery MinictpiB Ykpainu Bix 07.03.2025 Ne 204-p. URL:
https://zakon.rada.gov.ua/laws/show/204-2025-%D1%80#Text (nata 3BepHenns: 14.02.2026).
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3. Knacudikanisi Ta MexaHizMu ynpaBiiHHs KidepiHImMIeHTaAMM:
CHHEeprisi HAyKOBHUX MiAXO0iB Ta Aep:KaBHUX CTAHAAPTIB

JocmimkeHHsT yKpaiHChKOT HayKOBOI CHUIBHOTH JEMOHCTPYIOTH €BOJIOLIIO Bif
TEOPETHYHOTO OCMHCIICHHS KiOep3axucTy A0 PpO3pOOKH TNPUKIAJHUX METOAUK
OpoTHAIl B yMOBax peaJbHOI KiOepBiiHM. AHaii3 mpanbs NPOBiTHUX (axiBIiB
JI03BOJISIE BUOKPEMHTH KIIFOUOBI BEKTOPH PO3BUTKY BITUM3HSHOI HAayKOBOI JyMKH
moxo knacudikaiii Ta ynpaeminHsa KiOoepinuuaentamu. [pami €. XKupuna ta 1.
PoMaImku 30cepeikeHi Ha CTBOPEHHi CHCTEMHHX MPOTOKOIIB CHimbHOT Jii. Ixmiit
MiAXiA MOKPECNIoE  BAXKJIMBICTh 37aro/KeHOI B3aeMoiii pi3HHX CyO’€KTiB
KibepOe3neku He JMIIe MiJ yac aTaku, a ¥ y mporeci JikBigauii il HacmigkiB, IO
(axTHaHO (hOpMye OmepamiiiHy OCHOBY i AEPXKABHOI CHCTEMH peEaryBaHHs' .
B. ®equk ta I'. JleHHCEHKO aKIECHTYIOTh yBary Ha 3aXHCTi 00’€KTiB KPHTHYHOL
indpactpykrypu. Ixmi mocmimkeHHA Ki1acudiKyOTh IHIMAEHTH Kpi3h HPH3MY
MEHE/UKMEHTY KPH30BHX CHTYyaIlilf, IPOIOHYIOYH METOJOJIOTIIO0, Je pearyBaHHS €
HEBI'€MHOIO YACTHHOK 3aranbHoOi crpaterii ympapmimms pmsukamu'. [Turamms
BUMIPIOBAaHOCTI YCIiXy KOMaHJ pearyBaHHs migHimaioTe B. KinzepsBuii Ta
B. I'nattok. BcranoBieHHs 6a30BHX MOKAa3HUKIB €PEKTUBHOCTI J03BOJISIE 00’ EKTUBHO
OLIIHIOBAaTH CIPOMOJXKHICTh MiAPO3ALTIB 1 Kiacu(ikyBaTH X 3a piBHEM TOTOBHOCTI 10
BiOUTTA 3arpo319. 0. Caxaposa Ta I. BIu3HIOK pO3IIIAIaI0Th BUSABICHHS 1HLIUICHTIB
AK CTpaTeTiuHMi iHCTPYMEHT 3aH06iraHHs Kibep3/I09YMHHOCTI. [XHS mo3uIis inTerpye
TEXHIYHI 3aX0I pearyBaHHA y 3arajbHy MPaBOBY paMKy OOpOTHOU 31 3JIOUMHHICTIO B
wrppoomy mpocropi”’. CydacHHM JOIOBHEHHSAM IO TEXHIYHHX acleKTiB € poGoTa
O. T'apacumuyka, T. Kocrummna, O. Jlro6unka ta M. llIBen, ski ¢okycyroTecs Ha
po3po0Ili METOAMK OMOBilleHHs HacedeHHsA. Lle po3mmproe KiacuuHe pO3yMiHHS
pearyBaHHs, BHBOISYM HOrO 3a MeXi By3bKocmemliamizoBaHux I[T-memaprameHTiB
Y IWIOMIKHY CYCHiJIbHOT Gesnexn’.

Ha nymxy A. BaBineHKko 3aeXHO Bil XapakTepy Ta MacIITadiB KiOepiHIUAECHTH
MOXYTh OyTH KiIacu]ikoBaHi Tak: 1) IHIWASHTH HU3BKOI BXKIIMBOCTI — MiHIMAITbHHI
BIUIMB Ha CHCTEMY, SKWi He TPU3BOAUTH IO CEPHO3HUX HACHTiIKiB; 2) ceplo3Hi
IHIIMJICHTH — IHIIUJICHTH, SKi CYTTEBO BILTUBAIOTH HA (DYHKIIIOHYBaHHS CUCTEMH a00
MOXXYTh CIIPHYMHHUTH BHTOKM KOH(DIZEHIIHHWX TaHUX; 3) KPUTWUYHI IHIUICHTH —

T Kusmno €. O. IIpoTokon crinbHUX il cy6’exTiB 3ab6e3neuenns Kibepbesnexu mij yac
pearyBaHHS Ha KiOepiHIUIECHTH, a TaKOX IIpU YCYHeHHi ix HacmiakiB. Cucmemu ynpaeninns,
nasieayii ma 36 ’szky. 2024. Bum. 1. C. 66-76. DOI: 10.26906/SUNZ.2024.1.066

8 ®emmk B. P. TeopeTuKko-MeTOJOJIOTIUHI  MiAXOAW [0 YHPABIIHHA pPU3UKAMU
kibepOe3rnekn Ha 00’€KTax KPUTHYHOI IH(PACTPYKTypH: pearyBaHHS Ha KiOepiHLIHICHTH
Ta MCHE/DKMEHT KPH30BUX cHUTyalil. [nghopmayia i npaso. 2024. Nel. C. 195-202.
DOI: 10.37750/2616-6798.2024.1(48).300822

¥ KimsepsBuit B. Ba3oBi mokasHukn e(peKTHBHOCTI POGOTH KOMAHI pearyBaHHS Ha
1<i6e]29inunz[eﬂm. besnexa ingpopmayii. 2014. T. 20, Ne 2. C. 193-196.

0 Caxaposa O. B. BHsIBICHHS Ta pearyBaHHs Ha KiOGIHIICHTH i KiGepaTaku sK 3aXOIH
3anobiranns  kibep3nounnHocti. Hayxka i npasooxopona. 2023. Bum. 2. C. 220-231.
DOl (Issue): https: //doi.org/10.36486/np.2023.2(60)

T'apacumuyk O. 1. Po3poOka BJOCKOHAJIEHOI METOIMKH OIOBIIIEHHS HACENECHHS IPO
KibepiHuuaeHTH. [Hpopmamurxa ma mamemamuuni memoou 6 mooentoeanni. 2025. T. 15, Ne 2.
C. 187-195. DOI 10.15276/imms.v15.n02.187
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IHIIUCHTH, IO MArOTh BEIUKHA MacmTtad 1 MOXYTh HPU3BECTH 10 3HAYHHUX
(pinancoBux aGo peryTamifHIX BTpAT A1 Opramisariiz:.

YotupupiBHeBa Mojenb kinacugikamii iHIuneHTis, 3anpononosana O. Camopai
ta O. CeMeHIOK, CTaHOBHTh METOJOJOTIYHy 0a3zy Uil KOMIUIEKCHOTO aHawi3y
MOTCHIIHHUX JECTPYKTHBHUX BIUTUBIB. [lofinm 3arpo3 Ha TEXHiYHi, COIiajbHi,
¢bi3uuHi Ta iHOMAEGHTH Oe3mekH [J03Boiisie cHOpPMYyBaTH LUTICHY apXiTeKTypy
MOHITOPUHTY Ta OOpaTH HAHOIbII peleBaHTHI cTpaTerii AeTekuii # anropuTMu
pearyBaHHS IJIsl KOYKHOTO CTIeNU(IgHOTO cueHapiro. Takuil cTpyKTypoBaHUH MiXig
3abe3neuye BHCOKY AJANTHBHICT CHUCTEM 3aXHCTYy O DI3HOIUIAHOBHX BHKIIHKIB
cydacHoi IT-iHdpacTpykTypu. PosrissHeMo KoxkeH i3 3a3HaYCHUX PIBHIB JCTATbHIIIC.
TexHIYHI IHIUIEHTH CTAHOBIIATH KATErOpil0 JIECTPYKTHUBHUX IIONiH, 3yMOBJIEHHX
amapaTHUMHM YM MTPOTPAMHHMU JCTPaallisiMH, 1110 MPU3BOIATH 0 AecTadimizamii abo
MOBHOI 3yNUHKU poOoTH iH(opmarniiiHux cucteM. Etiororis Takux 3001B 3a3BHyaif
OXOIUTIOE IMPOKUH CNIEKTP YMHHHUKIB, cepel] AKHX HepIIOYeproBe 3HaYECHHS MaroTh
KPUTHYHI HecnpaBHOCTI (isnuHOro oOmamHaHHS — cepBepHOi iH(GPACTPYKTypH,
HaKOIMYyBayiB JaHUX Ta MepekeBUX By3imiB. llopsn i3 mUM CyTT€BUl pHU3UK
CTAQHOBJIATH HEIOCKOHAJIICTh NPOIPAMHOTO KOy, HasBHICTh Ypa3JIMBOCTEH, a TAKOX
BUHHKHEHHS MDXKAIUTIKaiHHUX KOHQIIIKTIB 200 MOMUJIOK TIiJl 9aC OHOBJICHHS CHCTEM
gepe3 iXHIO TEXHOJNOTiIYHYy HecyMicHicT. OKkpemy TpyIly YHHHHKIB (OPMYIOTH
HOpPYIIEHHS B poOOTI KOMYHIKAIIHHIX KaHAaJIB, [0 BKJIIOYAIOTH BIIMOBH MapUIpyTH-
3aTopiB, IepPEeBaHTAXKECHHS JiHII 3B’s3Ky Ta HU3bKY eKCIUTyaTaliliHy sKiCTh MOCIYT
iHTepHeT-npoBaiiiepiB. KpiM Toro, KpuTH4YHMII BIUIMB Ha JOCTYIHICTb pPECypciB
MaloTh IinecnpsiMoBani DDoS-aTaku, MexaHi3M SKHX MOJSrae y IITYYHOMY
CTBOPEHHI MacoBOTO IIOTOKY 3amlMTiB IS BHYEPHAHHS IIMITIB CHUCTEMH, IO
HEMHHYYe CIPHYHHSAE YacTKOBYy a00 TIOBHY BIiIMOBY B 0OCIyroByBaHHi
xoprcTyBauis®. [HImMIeHTH Gesrmekn K1acH(iKyThCsS SK MO, IO HECYTh MPSIMY
3arpo3y LUTICHOCTI, JOCTYHMHOCTI Ta KOHQIAEHIIHHOCTI iHPOPMAIIHUX aKTHBIB,
MOTEHIIIHHO MPU3BOJITYM IO HECAHKIIIOHOBAHOTO BUTOKY a00 eKCOUIbTparlii JaHuX.
CrekTp TakKWX IHIMJCHTIB OXOIUTIOE KOMIIPOMETAIiF0 OONIKOBUX  3aIlHCIiB
KOPHCTYBa4iB HULIXOM iHimiamii artak tumy «brute-force» (mimbip mapomi) abo
eKCIUTyaTalil0 CHCTeMHHUX Yypa3IMBOCTEH Ul HECAHKI[IOHOBAHOTO MPOHHKHEHHS
B IEPUMETP KOPIOPAaTHMBHUX 1 JepiKaBHUX Mepexk. J[0ZaTKOBUM acCleKTOM €
JIECTPYKTHBHI [Iii, CIIpsIMOBaHI Ha KOIiIOBAaHHs, HECAHKLIOHOBaHY ITyONiKaIlil0 4H
nepefadyy KPUTHYHO BAXKIIMBUX Bimomocrtedl TpeTiM ocobam. CyTTeBy poib y
CTPYKTYpi TakKMX 3arpo3 Bigirpae BIPOBaUKEHHS MLIKIAJIMBOIO IMPOrPAMHOIO
3a0e3neueHHsT — BIpYCiB, TPOSHCBKHX TIpOrpaM Ta KPHUITOJIOKEpiB (mporpam-
BHMaradiB), 10 3AaTHI 3ammpoByBaTH iH(GOpMamiliHI MacHBH 3 METOI IMIAHTAXKY
a00 BCTAQHOBIIOBATH MOBHMI aJAMIHICTPATUBHUI KOHTPOJIL Haja iH(IKOBaHOIO
cucremoro®. Cowianbi iHIMACHTH CTAHOBIATH KATErOPIIO 3arpo3, O Peai3yioThes

%2 PBaginenko Al Tlpouec ympapiiHHs KiGepiHIMIECHTaMM sK HEOOXigHuWi eran

B oprasizanii kibepOe3mnexu MiAMpUEMCTBA. [Hgopmayiina 6e3nexa MOOUHU, CYCRITbCMEA,
Oeporcasu. 2025. Ne 1 (38). C.64-71. DOI: 10.511369/2707-7276-2025-1(38)-6

% Camopaii O.K., Cemeniok O.0. TeopeTHuHi i NpPAKTHUHI MiAXOZH 1O PO3yMiHHS
KiOepiHmaeHTiB Ta ixHOO01 ineHTudikauii. €sponeticokuti npasnuyuil yaconuc. 2025. Bum. 8.
C. 56-62. DOI 10.36919/3041-1149 (Print).8.2025.56-62
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gepe3 METOAM LIJIECIIPSIMOBAHOTO IMICHXOJOTIYHOTO BIUIMBY Ha Cy0’eKTiB iH(opMma-
LiHUX BITHOCHH /ISl OTPUMAHHSI HECAHKI[IOHOBAHOT'O OCTYIY 10 KOH(IICHIIHHIX
akTuBiB. KiTFOUOBMM 1HCTpYMEHTapieM TaKHX aTak € QIIUHT — po3cuika dambcudi-
KOBAaHHMX EJIEKTPOHHUX JIHCTIB a00 NOBIIOMIJICHb, SKi IMITYIOTh BepHpikoBaHi
odimiiHi mKepena 3 MeToro ekchinpTpamii 00MIKOBUX AaHUX KopucTyBadiB. Okpeme
MiCIle 3aiiMarOTh PI3HOMAHITHI TEXHIKM COLIANBHOI iHXKEHepii, 1o 0a3yrThcs Ha
OpsAMiii MaHIMyJSILii CBINOMICTIO Ui KOMIIPOMETAllii cucTeM abo BHUKpaJICHHS
iHpopmarii. Lle moxke BimOyBaTHCs yepe3 HaB A31MBY Tele(OHHY KOMYHIKAIIO
(BIIIMHT), CTBOPEHHs MIaXpadHChKUX 3amuTiB a00 3acTOCYBaHHS METOIIB OOMaHY
B COLIaJIbHUX Melia, 1e 3T0BMUCHHKH BUKOPHCTOBYIOTh KOTHITHBHI yIepePKeHHS Ta
JIOBiIpY KOPHUCTYBAYiB IS MTOJOJAHHS BCTAHOBJIEHUX IPOTOKOMNIB Oe3meku. Dizuyni
IHIIMJICHTH KIaCU(IKYIOTHCS SIK MO, HACTIIKOM SKHX € MaTepiallbHa JIerpajaiis,
MeXaHIYHe ITONIKO/UKEHHs abo Oe3rmocepenHs BTpaTa eleMEHTIB iH(opMariiHux
cucTeM, MepexeBoi iHGpacTpykTypu Ta (i3nuyHHX HOCIB gaHuxX. HaiGimbm
KPUTHYHUMHU TPOSBAMM TaKHX IHIUICHTIB € aKTH HE3aKOHHOTO BiJUy)KeHHs abo
HaBMHCHOTO 3HHUILECHHS allapaTHUX 3ac00iB, 30KpeMa KpamdiKKu MOOITBHUX poOoUYnX
CTaHIi, CepBepHMX MOAYNIB 4M HakomuuyBadiB iHdopmamii. CyTreBuit
JNECTPYKTHBHHI MOTEHI[iall MaroTh TAKOX IPUPOIHI YMHHUKH (opc-MaskopHOTo
XapakTepy — IIOBEHI, MOXKEeXi, CEeCMiUYHA aKTUBHICTh Ta iHINI KaTakJIi3MH, 34aTHI
CIOPUYMHHATH MacCIITaOHI pyHHYBaHHS CEPBEPHUX INPHMIIICHb 1 HEHTPIB 0OpOOKH
naHux. Kpim Toro, mo 1miei kateropil BiIHOCATh KPHUTHYHI 300i B JIOMTOMIXHUX
IH)KEHEPHHUX CHCTEMax, TaKUX SIK MOJYJI eJIEKTPOXKUBIICHHS a00 KOHIUIIOHYBaHHSI.
[TopymieHHS pErJIAMEHTHHX YMOB eKCIUTyaTalil NPHU3BOAUTH JO TEPMIYHOrO
HIepEeBaHTAKCHHSI CEPBEPIB, 1110 TATHE 3a cOOOI0 amapaTHy BiZIMOBY KOMIOHEHTIB abo
Ge3MOBOPOTHY BTPATY U(DPOBHX MACHBIB TaHAX .

Y HayKOBOMY CepelOBHIII MiAXiA IO BUSABJICHHS Ta aHaJi3y Kidep3arpos gacrto
6a3yeThCs Ha THYYKHX CBPHCTHYHHX MOJENSX Ta NPEIWKTHBHIN aHAMiTHIN, ne
TOJIOBHA yBara MPHIIISETHCS AWHAMIYHIA TPHUPOl aTak 1 TMOIIYKY iHHOBAIlIHUX
METO/iB 3axHcTy. HaromicTh 3aKOHOJABElb OIEPYE KaTeropisiMH IKOPCTKOL
periaMeHTanii Ta HMpaBOBOI BH3HAYEHOCTI, ()OKYCYIOUHCHh Ha BCTAHOBJICHHI UiTKOI
TaKCOHOMil, YacOBHMX JIIMITIB iH(QOPMyBaHHSI Ta CyBOPOrO PO3IMOIIIY BilIOBi-
JAIBHOCTI MiXk cy0’ekTamu KibepOesmnexu. TakiuM 4MHOM, SIKIIO HAYKOBL NMParHyTh
PO3IMIMPUTH MEXI Ti3HAHHS MEXaHi3MiB 3arpo3, TO MPaBOTBOpYA MO3HIIis
CIIPSIMOBaHAa HA CTBOPEHHS CTAOLIBHOTrO, IOPHAMYHO 3HAYYLIOTO MPOTOKOIY, IO
3a0e3nedye HEBiIBOPOTHICT pearyBaHHs B MacIITabax yciel epkaBu.

IocranoBoto KabGinery MinictpiB Ykpainm «Jlesiki NHUTaHHS pearyBaHHS Ha
KibepiHImaeHTH, Kibepataku Ta Kibep3arpo3m» Bix 26 macromama 2025 p. Ne 1533 6yno
3aTBepkeHo: HarioHanbHUI IUTaH pearyBaHHS Ha KiOepiHIMIEHTH, KibepaTaku Ta
Kibep3arpo3u; Kpurepii BigHeceHHs iH(OopMaLli Ipo XapakTep, TEXHIYHI Ta iHII AeTaii
KibepiHImaeHTY, KibepaTaku 10 iHdopMarii 3 00MeXEHUM TOCTYIOM, MEePEIiK IiICcTaB,
HOPSIIOK Ta METY PO3KPUTTS Takoi iHpopmarii; [Topsmok myOmiuHoro iHpopmyBaHHI
a0o 3BITyBaHHS IIPO pearyBaHHSI Ha KiOepiHIMAEHTH, KiOepaTakw, yCyHEHHS IX

% Camopait O.K., Cemeniok O.0. TeopeTwusi i NMpakTHUHI MiAXOAM A0 PO3yMiHHS
KibepiHImaeHTIB Ta iXxHOOT ineHTHIKALIl. Esponeticokuti npasnuuuii yaconuc. 2025. Bum. 8.
C. 56-62. DOI 10.36919/3041-1149 (Print).8.2025.56-62
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Hacminki.?® 3okpema y HarioHansHOMy IUTaHi 3aKOHOJABEIh BH3HAYMB 3araiibHi
MpOLIEypH pearyBaHHS Ha KiOepiHIMICeHTH, KiOeparaku, KiOep3arpo3m, a TaKoX
MEXaHi3M KOOpJAHMHALil Ta B3aeMOAili MK Cy0’e€KTaMM HaIiOHAIBHOI CHCTEMH
pearyBaHHs Ha KiOepiHIMAeHTH, KiOeparaku, KiOep3arpo3n Ta Cy0’eKTamu
3a0e3meyucHHs KibepOe3mekH, iX pojb B paMKax (YHKIIOHYBAaHHS HalliOHAJBHOT
CHCTEMH pearyBaHHs Ha KiOepiHUMACHTH, KibepaTaky, Kibep3arpo3u Ta HalllOHAJIbHOI
cHcTeMH OOMiHY iH(oOpMaLi€o Mpo KibepiHIMOeHTH, KibepaTtaky, kibepsarpos3u. s
0poro HarioHanmpHOTO IIaHy TOUIMPIOETHCS Ha OCHOBHUX CYO’€KTiB HAlliOHAJIBHOL
CHCTeMH KiOepOe3meky, Cy0’€KTiB HaliOHAJbHOI CHCTEMH pearyBaHHS, OpraHd
JIepKaBHOI BIIAJIH, Aep>KaBHI OPraHH, OPraHH MICIIEBOTO CaMOBPSITyBaHHS, OIIEpaTopiB
KpPUTHYHOI 1H(PACTPYKTYpH, BIACHHUKIB a00 pPO3MOPSAHUKIB 00’€KTIB KPHTHYHOI
iHdopmaniitHoi iHppacTPyKTypH, iHIIMX CyO’eKTiB 3abe3rneueHHs KibepOesmeku, siKi
BINIOBIJHO /IO 3aKOHOJABCTBAa 3aJydeHi 1O BHKOHAHHS 3aBJaHb B paMKax
(YHKIIIOHYBaHHA HaIllOHAIBFHOI cHcTeMH pearyBaHHS. OKpiM IIbOro, 3aKOHOZABEIlb
pPO3KpUBa€e Taki MOHATTS SK: BJIacHa KOMaHJA pearyBaHHA Ha KiOepiHIMAEHTH,
kibepaTaku Ta kibep3arposu (CSIRT); mimpo3min 3 kibep3axucty; moais Kibepoe3neku;
pU3HK KiGepGesmexn®’ .

IMporec mpotuaii kibep3arpo3am, arakaM Ta IHIWACHTAM IHII[IOETBCS CTaMi€l0
MIITOTOBKH, y MEXaXx SKOi Cy0’€KTH HAI[IOHATLHOT CHCTEMH KiOepOe3eKH 31iHCHIOIOTh
(yHAaMEHTaNbHI JOCHIIKCHHS HAsSBHUX THIIIB KiOep3arpo3 Ta po3poOisSiOTh
IPEBEHTHBHI MeXxaHi3mMu 3axucty. Lleil eranm nepembauae (opMyBaHHS KOMILIEKCY
OpraHizalliiHUX, TEXHIYHUX 1 KaJpOBMX YMOB, HEOOXIIHHMX Ui ONEPaTHBHOIO Ta
PE3yJIBTaTHBHOTO BiAOWTTSA 3arpo3. 3okpeMa, cyO’exkTH 3a0e3medyloTh CHCTEMHE
IUIaHYBaHHS 3aXOJiB pearyBaHHS, IPYHTYIOUMCh Ha pe3yibTartax Oe3IepepBHOTO
yOpaBIiHHS KiOeppu3nkamu. BaXknmBuM acmeKTOM € HaJaro/KEHHS  YiTKoi
BEPTHKAIBHOT Ta TOPH30HTAITHLHOI B3a€EMOIIT MK KepIBHUKAMU HAIPSIMIB KiOep3axuCTy,
npoQiIBHUMH TiPO3AinamMy, BHYTpimmHIME KomaHmamu pearyBaHHs (CSIRT) Ta
3araJlbHOICP)KaBHIMH ~ CTpyKTypaMu. HopmaruBHa 0a3a MiATOTOBKH —BKIIIOYAE
PO3poOKy Ta MOCTiiHy aKTyai3aliio CTaHIapTHUX onepauiitaux npouenyp (SOP) mms
PI3HHX CLIEHapiiB aTak, 110 6a3yIOThCs Ha METOJUYHHUX PEKOMEHAALisx AIMiHicTpamil
Hepxcner3s’sisky. OkpeMy yBary NpHIUICHO OCBITHROMY KOMIIOHEHTY: OpraHi-
3amii AnQepeHIiHoBaHOTO HABYAHHS MEPCOHANY, IpOrpama sKOTO aJanTyeThCs
mix QyHKIIOHATMBHI poii Ta mpodeciiiHy KkBamidikamiro cmiBpoOiTHUKIB. TexHiuHa
CKJIa[I0Ba  MIArOTOBYOrO0 €TAlly peami3yeTbCs 4Yepe3 CTBOPEHHS HEOoOXiIHOI
iH}pacTpykTypn Ui iHTerpamii JIOKQIBHUX CHCTEM i3 Aep)KaBHUMH TEXHIYHHMH
3acobaMy pearyBaHHs, 30KpeMa uepe3 MiIKIIOUeHHsS 10 LEHTPali30BaHOI CHCTEMH
JlepxaBHOTO LIEHTpY Kibep3axucty )lepnccneum’ﬂsxyz .

Ertan BusBIeHHs Ta aHaiizy Oa3yeTbcsi Ha Oe3MEPEPBHOMY MOHITOPHHIY CHUCTEM
Ui ineHTH(iKamii aHOMaIbHOI aKTUBHOCTI Ta iHAWMKAaTopiB kommpowmeraii. [Ipomec
pearyBaHHSI aKTUBYETBCS SIK BHYTPIIIHIMU CITy’kKOaMu Oe3IeKH, Tak 1 depe3 AeprkaBHi
mwiatopMu OOMiHY HaHMMH. Y pa3i MiATBEpKEHHS IHIUACHTY Cy0’€KTH Oe3neKu

% Jlesiki MATaHHs pearyBaHHsA Ha KiOepiHUMIEHTH, KibepaTaku Ta Kibep3arposu : IToctaHoBa
KaGinery Miunictpie Vkpainun Big 26.11.2025 Ne1533. URL: hitps://zakon.rada.gov.ua/
laws/show/1533-2025-%D0%BF#Text (nata 3sepreHHs: 14.02.2026).
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cnieHO 3 CERT-UA a6o mpodinpanvu komangamu CSIRT kmacugikyroTs #Horo 3a
HALliOHAJIbHOI0 TaKCOHOMI€I0 Ta BH3HAYAIOTH PiBEHb KPUTWYHOCTI: Bix 0 (Oimmit) —
HEKPUTHUYHHH, 0 5 (YopHHMH) — HaA3BHYANHUWI, L0 3arpoXKye >KUTTIO Jroaed abo
¢yHKIIOHYBaHHIO AepxaBu. [lpomec iHGOPMYBaHHS 3HIHCHIOETBCS B  PEKUMI
PEaTbHOT0 Yacy 4epe3 NPHHIIUII «€JHHOTO BikHa» Ta mwiaTdopmy MISP-UA (kepoBany
CBbY), 3 000B’SI3KOBUM JOTPHMAHHSAM TNPOTOKOAy KoH(pimenmiHocTi TLP.
Jnst 06°€eKTiB KPUTUYHOI iHQPACTPYKTYpH Ta IEp)KyCTaHOB BCTAHOBJICHO JKOPCTKHI
periaMeHT: IMOBIIOMJICHHS PO 3HAYHI IHIMICHTH Mae OyTH HaJicliaHe HPOTSAroM
onuiel roqunn. [lopansima 3BiTHICTS epea HauioHambHUM KOOpAMHALIIHUM LIEHTPOM
KibepOe3neku nepenbavae 4iTKi 4acoBi MeXKi: MONepeaHil 3BiT — 24 TOAUHY, TIOTOYHUI
— 72 romuuu, Ta (iHaTBHHIA — TpoTaroM Micsmsa. Ile 3abe3medye 3maromKeHy
KOOpAMHALIIO MDK MPUBATHUMH, Tally3eBUMH Ta HAI[lOHATbHHIMH LEHTPaMU
KiOep3axuCTy Al ONIePaTHUBHOT JIOKaMi3allii 3arp0329.

4. B3aemonis cy0’exTiB 3a0e3neueHHs1 KibepOe3nexkn
moao ¢ikcauii nndppoBux Aoka3ziB Ta HeiliTpamizauii kiGepiHunIeHTIB:
eMnipuyHMii aHATI3 TiSVILHOCTI OpradiB NpaBoNopsIAKY

BignosigHo nmo cr. 5 3akony VYkpainum «lIpo ocHOBHI 3acamu 3abe3neueHHS
KibepOe3mekn YKpaiHW» KOOpIWHAIS MiSUTBHOCTI Yy cdepi KkibepOesmeku sk
CKJIa0BOi HaliOHANBHOI Oe3nekn YKpaiHu 3ailicHIOeThes [IpesmnmentoM Ykpainu
4yepe3 OuONIOBaHY HUM Paay HamioHanbHOI Oe3mekd 1 00OpoHHM YKpaiHH.
HanionansHui KoopIwHaLiHHKUN IeHTp KibepOesmeku sk poOoumit opraH Pamm
HaIliOHATBbHOI Oe3rmekn i 000poHU YKpaiHu 3MIHCHIOE KOOPAMHAII0 Ta 3arajbHUMN
KOHTPOJIb 32 JisIBHICTIO Cy0’€KTiB cekTopy Oe3mekH i 000poHH, sIKi 3a0e3neuyoTh
KibepOe3mneKy, 3arajJbHy KOOPAWHALII0 Cy0’ €KTIB HalllOHAIIFHOI CHCTEMH pearyBaHHS
Ha KiOepiHIMOeHTH, KiOeparaku, kiOep3arpos3u; momae 10 Panum HamioHanbHOT
Oesrexn 1 000poHH YKpaiHM TPOIO3HMINI IOAO OTOJOMIEHHS KPHU30BOI CHTYyarlii
B KibepOe3neni; koopanHye peamizarito Ctparerii kibepOe3nexn YkpaiHu, mogae 10
Panu HarioHankHOI Oe3nekH i 000pOHH YKpaiHH MPOIMO3HUIi 010 GOPMyBaHHS Ta
yrouneHHs Crparerii, y TOMy 4YHCIi 3 YypaxyBaHHSIM IOJOXEHb JIMpEeKTHBH
€Bporneiicekoro Coro3y momo MepexeBoi Ta iHpopmauiitnoi 6e3mexu (NIS 2
Directive); Bu3Hauae MpiOpUTETH, PO3POOJISE KOHLENTYalbHi 3acagd Ta BHOCHTH
[Ipe3uneHToBi YkpaiHu mpomo3uiii II0J0 MpPOBEAEHHs Kibepormepalliii crpaTte-
riYHOTO pIBHA B iHTEepecax HaIllOHAIBHOI Oe3mekn 1 o0OpoHH Ta 3abe3meuye
KOOpIMHALIIIO CYO’€KTiB ceKkTopy Oe3meku i1 OOOpOHM MIONO IX MPOBEACHHS;
KOOPJIMHY€ CTpaTeridni KoMyHikaii y cdepi kibepGesmexi.

Kab6iner MinictpiB Ykpainu 3a0e3nedye (HopMyBaHHS Ta peasli3alliio JepxaBHOL
NOMITHKA Y chepi KibepOe3rneky, 3axuCT MpaB i CBOOOJ JFOJMHH 1 TPOMAJsSHUHA,
HalllOHAJIBHUX iHTepeciB YKpalHu y KibeprpocTopi, 60poTe0y 3 KiOep3iIouMHHICTIO;

% Jlesiki MHTAaHHS pearyBaHHs Ha KiOepiHLMIEHTH, KiGepaTaku Ta Kibep3arposu : IloctaHoBa
Kabinery Minictpie VYkpaimum Big 26.11.2025 Ne1533. URL: hitps://zakon.rada.gov.ua/
laws/show/1533-2025-%D0%BF#Text (nata 3BepueHHs: 14.02.2026).

¥ TIpo ocmoBHi 3acamu 3abesmeuenns KiGepGesmexu VYkpainm : 3axon VYkpaiuu Bif
05.10.2017 Ne 2163-VIIl. URL: https://zakon.rada.gov.ua/laws/show/2163-19#Text (nara
3BepHeHHs: 14.02.2026).
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opranizopye Ta 3a0e3medye HEOOXiTHMMH CHIaMH, 3acobamum 1 pecypcamu
(YHKIIOHYBaHHS HaIiOHAJIGHOI cHCTeMH KibepOesleku; 3aTBeppKye HaliOHAIBHMI
IUIaH pearyBaHHs; 3aTBEPIUKYE 3arajibHi BUMOTH 3 KiOep3axXHCTy 00’€KTIB KPUTHIHOL
iH}pacTpyKTypH; 3aTBep/UKY€E MOPSIOK OLIHIOBaHHS CTaHy KiOep3axucry iHpopma-
LIMHKX, ENEKTPOHHUX KOMYHIKaliffHMX Ta iH(opManiiiHO-KOMYHIKaliifHUX CHCTEM,
B SIKMX OOpOOJSIOTRCS JAepKaBHI iHpopMaLiiiHi pecypcu abo ciyx6oBa iHbopMarltis
Ta iHdOpMallis, 10 CTAaHOBUTH AEP)KABHY TAEMHHIO, 00’€KTiB KpUTHYHOI iH(pa-
CTPYKTYpH, 00 €KTIiB KPUTHYHOI iHpOpMamiiiHoi iHPpacTpykTypu (KpiM cHCTeM Ta
00’€KTiB OaHKIB); BCTAHOBIIIOE TOPSAOK B32a€MOJIii Cy0’€KTiB HALIOHAJIBHOI CHCTEMH
pearyBaHHs Ha KiOepiHIMIEHTH, KibepaTaky, Kibep3arposm i3 cy0’ekramm 3abesre-
YeHHs! KibepOesIeKH, 3 IPaBOOXOPOHHUMH, KOHTPPO3BiyBATLHIMH, PO3BITyBaTbHUMA
OpraHaMH Ta Cy6’eKTAMHU ONePaTHBHO-PO3IIYKOBOI isUIHOCTI

Cy0’exTamH, sIKi 6€3MOCePEeIHBO 3MICHIOIOTh Y MEXaX CBOET KOMITCTEHINIT 3aX0/IH
i3 3abesmeueHHs KiOepOe3meku, €: MIHICTEPCTBa Ta I1HINI IIEHTPalIbHI OpraHd
BUKOHABYOI BJagW; MICIEBl Jep)KaBHI aJMIHICTpallii; OpraHd MICIIEBOIO CaMOBpSI-
IyBaHHS; IPABOOXOPOHHI, PO3BIAyBaJbHI i KOHTPPO3BIAYBaJbHI OpPraHH, CyO €KTH
OTIEPaTUBHO-PO3IIYKOBOT  MismbHOCTI; 30poiHi Cmam VYxpaiHu, iHIII BifiCEKOBI
¢opmyBanss, Hanionansanii 6aHk Ykpainu; orepaTopw KpUTHYHOI iHPPACTPYKTypH
Ta BIIACHUKH 200 PO3MOPSTHUKH 00 €KTIB KpUTHYHOI iH(OpMaIliiHOl iHdpacTpyKTypH;
Cy0’€KTH TOCIIOJIAPIOBAHHA, TPOMAISHH YKpaiHH Ta 00’€qHAHHSA TPOMAJIH, IHIII
ocobu, sIKi TPOBAATH [isUIBHICTh Ta/ab0 HANAlOTh IOCIYTH, IOB’s3aHi 3 HaIlio-
HaJbHUMK  iHQOpMaUiiHUMH  pecypcamu,  iHQOPMALIMHUMH  €IEKTPOHHUMH
MOCITyTaMH, 3[IHCHEHHSAM €JIEKTPOHHHUX IPABOYMHIB, €IEKTPOHHUMH KOMYHIKaIlisIMH,
3aXMCTOM iH(opMarii Ta Ki6CpSaXI/ICT0M32.

Cy6’exTn 3a0e3medeHHs KibepOe3nekn y Mexxax CBO€l KOMITeTEHIIi: 3AiHCHIOIOTh
3aX0[W IMONO 3amo0iraHHs BHKOPHUCTAHHIO  KIOEpPIpPOCTOpY y  BOEHHHX,
PO3BiTyBaNTBEHO-MIAPUBHHUX, TEPOPUCTUYHHUX Ta IHIINX MPOTUIPABHHUX 1 3JIOYMHHHX
LUIAX; 3[IMCHIOIOTh BHSBICHHS 1 pearyBaHHs Ha KiOepiHIMASHTH Ta KibepaTakd,
YCyHEHHs iX HACIi/IKiB; 31iiiCHIOIOTH iHpOpMaIiiiHii 0OMIH LI0/I0 peasli30BaHUX Ta
MOTEHLIHHNX Kibep3arpo3; po3poOIIsiIoTh i peani3yroTh 3amoOiKHI, opraHizariiHi,
OCBiTHI Ta iHmII 3axomu y cdepi kibepOe3neku, KiOepoOOpoHH Ta KiOep3axwHCTy;
3a0e3meuyIoTh MPOBEICHHS ayAuTy iHpopMalliifHoi Oe3mekd, y TOMy 4YHCIi Ha
MiAMOPSAAKOBaHUX 00’eKkTax Ta 00’€KTaX, IO HaleXaTh 10 cdepH iX yIpaBIiHHS,
3IIHCHIOIOTH 1HII 3aX0/H 13 3a0e3MeUeHHs pO3BUTKY Ta Oe3meKH KibeprpocTopy ™.

[HcTHTYLIMHE 3a0e3medeHHs KibepOe3neKn Ha piBHI Jep>KaBHUX IHCTUTYLIH Ta
KPUTHYHOI 1H(PaCTPyKTypH peajli3yeThcs depe3 00O0B’SI3KOBE CTBOPEHHsS Mpodinb-
HHUX CTPYKTYPHHX OJVHHIB — IiJAPO3ALTIB 3 Kibep3axucTy. 3akoHOgaBelpb y CT. 5-1
3akony «IIpo ocHOBHI 3acaan 3abe3nedyeHHs KibepOe3neku YKpalHH» BCTaHOBIIOE
BUMOTY IJIsl OpPTaHiB AEPXKAaBHOI BIAIH, SIKi ONEPYIOTh IepiKaBHUMHU iH(OpMALiii-
HUMH pecypcaMu a00 TaeEMHOIO iH(hopMali€ro, He aume GopMyBaTH Taki IiIpO3ALTH,
a W mpU3HAYaTH KEpiBHUKIB 3 KiOEp3aXWUCTy 3 MPSAMUM HiINOPSIIKYBAHHIM.

® TIpo ocHoBHi 3acamu 3aGesmeueHHs KiGepOesnekn VYkpaiu : 3akoH VYkpaiuu Bix
05.10.2017 Ne 2163-VIIl. URL: https://zakon.rada.gov.ua/laws/show/2163-19#Text (mara
3BepHeHHs: 14.02.2026).
27
aM caMo.
% Tam camo.
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AmnarnoriuHi QyHKIII B OpraHax MICIICBOrO CaMOBpPSIyBaHHI Ta Ha 00’e€KTax
KpuTH4YHOI  iH(opMamiiHOT IHPPACTPYKTYpH MOKIANAIOTECS Ha  CIEHiaIbHO
NpU3HAYEHHUX BigmoBiganbHUX oci6. OcoOimBa yBara HpUAUIIETBCS IPOLEXYypi
KaJIpoBOT0 BiZ0OpY: MPpU3HAYEHHS KepiBHUKA 3 KiOep3axHCTy B Iep)KaBHOMY CEKTOPi
noTpebye 00OB’SI3KOBOrO IOTO/DKEHHS 3 JIepiKCrel3B’si3Ky Ta IPOXOJDKCHHS
nepeBipku 3 60Ky Ciryx0u Oe3nexku Ykpainu. [Ipu npomy i€ MexaHi3M «MOBYa3HOT
3roJn», SKIIO0 BMOTHBOBaHA BiMOBa He Oylia HaJaHa MpPOTAroM MicAusd. DyHKIio-
HaJlbHE HABaHTAXXCHHS TAaKUX KEPIBHUKIB Tependadae 3IiliCHEHHS Oe3nepepBHOTO
KEpIBHUITBA, KOOPIAMHAII Ta KOHTPOIIO 3aXOiB KiOep3axucTy, M0 3aIHMIAETHCS
HE3MIHHAM MpIOPUTETOM HaBiTh B YMOBaxX IPaBOBOTO PEXHUMY BOEHHOTO CTaHY.
Lle mimkpecroe cTpaTeridyHy pojb YIPaBIIHCHKOI JIAHKH Y 3a0e3NeueHH] CTIHKOCTI
iH(OpMALIIfHIX CHCTEM 0 KPHUTHYHUX BILTHBIB>,

BignosigHo g0 cT. 8 3akoHy HaIliOHaJbHa cHUCTeMa KibepOesmeku YKpaiHu
po3rIIAaaeThes K 0araToacmeKTHa €KOCHCTeMa, IO IHTErpy€e IIUPOKY CYKYIHICTh
Ccy0’€eKTiB Ta B3a€MOY3TO/DKEHHX 3aXOIIB A KOMIUIEKCHOTO 3aXHCTy IHU(POBOTO
cyBepesiTeTy. [i apXiTekTypa OXOILTIOE He NMIIE TEXHiYHI Ta iHKeHEepHi PillleH s, a i
3aXOAM IOJITHYHOTO, HAyKOBOTO, OCBITHBOTO Ta IPaBOBOro xapakrepy. Oxpeme
MicIie B CTPYKTYpi CHCTEMH IIOCIIA€ peaizaris crenupiuHux AepKaBHUX (QYHKIIH:
OIlepaTUBHO-PO3IIYKOBOi, PO3BiAyBaJbHOI Ta KOHTPPO3BIAYBaJbHOI MisIBHOCTI, a
TakoX 000poHHMX cTparerii. Takuii minxin 3abe3nedye HamilHKI KpunTorpadivyHmit
i TeXHIYHMH 3aXMCT HAlliOHATBHUX iHQOPMAUIHHUX AaKTUBIB Ta TapaHTye
KiOepcTiKicTh 00’ €KTiB KpUTHYHOI iH(pOpMamiiHOT iH(bpaCprKTypn35.

KoopmuHamist 3ycuns y wmiff chepli NOKIAmaeTbcs Ha KIIOYOBHX CyO’€KTiB
HAIliOHAJIBHOI CHCTEMH KiOepOe3neKH, KOXKeH 3 SIKHX i€ B MeXaX BH3HAUYCHOI 3aKOHOM
KoMIieTeHIii. J[0 OCHOBHOrO IHCTHTYLIHHOro siipa Hanexarb JlepkaBHa ciyx0a
CIIeniaJIbHOTO 3B’SI3Ky Ta 3axWcTy iHgopmamii, Ciyx06a Oesnekn Ykpainm, Hamio-
HaJIbHa rodinis, MiHicTepcTBO 060poHM pazoM i3 ['enepansanm mrabom 3CY, a Takox
po3BigyBanbHi oprand. OKpiM CHIIOBOTO Ta TEXHIYHOrO OJIOKY, O CHCTEMH iHTErpo-
BaHi HarionansHuit 6ank Ykpainu Ta MiHiCTepCTBO 3aKOPIOHHHX CIPAB, 110 JO3BOJISIE
3a0e3neuyBaTH eKOHOMIYHY CTaOUTBHICTh Ta JUINIOMATHYHY HiATPUMKY KiOep3aXucTy
Ha MKHapoHii apeHi. Taka posramykeHa CTpYKTypa cy0’€KTiB 3a0e3reuye HiTiCHICTD
JIep’KaBHOTO pearyBaHHA Ha Kibep3arpo3u OyIb-sIKOTO piBHS CKJIATHOCTI.

EdekruBHiCTs  (YHKIIOHyBaHHsS  HAIiOHATBHOI  CHUCTEMH  KibOepOesmeKu
0e3MocepeTHFO 3aJICKUTH BiJl CIIPOMOYKHOCTI TIPABOOXOPOHHUX OPTraHiB Ta Cy0’€KTiB
JIepXKaBHOTO KOHTPOJIIO 3JiMCHIOBaTH KBadidikoBaHWil 30ip, ¢ikcamito Ta aHami3
mppoBux nokasiB. [IpoBimHa ponb y LbOMY Ipoleci HaIeXHTh JlemaprameHTy
kibeproniniii HarionaneHoi mominii  Vkpainu, sikuii 3a0e3nedye mpolecyaibHe
CYIPOBO/DKCHHSI KiOSPIHIMICHTIB y MEXaX KPUMIHAJIBHOTO CyJOYHHCTBA. JlisUTbHICTh
OBOTO MiAPO3IUTYy CHpsIMOBaHa Ha BHUSABJIEHHS iHAMKaTOpiB Kommpometauii (I0C) Ta
BUITy4eHHS I(POBUX CII/IIB 32 JOIOMOTOIO CIICIiaNIi30BAHUX MPOrpaMHO-alapaTHUX
KOMIIIEKCIB, IO TapaHTYIOThb 30epekeHHs aBTEHTUYHOCTI JAHUX Yepe3 CTBOPEHHS
JI3epKAIbHUX 00pa3iB HOCIB iHpopMamii. BaxinmBor CKIagoBOIO € Jerajizaris

* Tlpo ocHoBHi 3acamu 3aGesrmeucHHs KibepOesmekn Ykpainu : 3akoH Ykpaiuu Bif
05.10.2017 Ne 2163-VIII. URL: https://zakon.rada.gov.ua/laws/show/2163-19#Text (mata
3BepHeHHs: 14.02.2026).

% Tam camo.
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TeXHIYHHUX IMapaMeTpiB aTaku, ¢ pe3yJbTaTH KpuMiHamictuaHoro anamizy (forensics)
TpaHC(OPMYIOTECS y IOPHIMYHO 3HAUYILy JOKa30By 0a3y, IO BIiAIIOBifa€ KPUTEPisIM
JIOIYCTUMOCTI Ta ITICHOCTI.

Amnaniz npaktuuHoi misibHOCTI [lemapramenrty kibGeprominii HarionameHol
nominii Ykpainu y 2024 poui CBiTYMTH NpO Mepexix A0 cTpaTerii akKTHBHOTO
HACTYNaJIBHOTO MPOTHUCTOSHHA 3arpo3aM y LUGPOBOMY MHpPOCTOpi. Y 3BITHOMY
mepiomi 3ycwuis migpo3ainy Oynum 30cepeKeHI Ha MpeBeHUii, IeTeKIii Ta
HeHTpamizamii KiOepiHIUACHTIB, IO MiATBEPIKYETHCS BATOMAMH CTAaTHCTUIHUMH
MMOKa3HUKAMH OTEePaTHBHO-CITY>KOOBOT AisTbHOCTI. EMIipryHi naHi BKa3ylOTh Ha
BHUCOKY IHTEHCHBHICTH OOpOTEOM 3 KOHCOJIJOBAHHUMH 3JIOYMHHHMHU YTIPYIIO-
BaHHAMH. 30KkpeMa, y 2024 pomi OyI1o JIiKBiJOBaHO 57 OpraHi30BaHUX TPYI, 3 IKHX
9 ckiaganu  3704YMHHI  opraHizamii. Jlo KpUMIHAIBHOI  BiAMOBIZATBHOCTI
HOPUTIATHYTO 254 ydac-HUKH, YHsl JECTPYKTHBHA MisJIbHICTH OXOIUIIOBANa ITOHAZ
1000 emi3oniB. 3arampHa OuHaMika mpouecyanbHoi aisiapHocTi HKII 3a pik
XapaKTepU3yEeThCA HACTYTHUMHU MTOKAa3HUKAMU: peecTpais 2,5 Tuc. Kibep3ao4ynHiB;
OTOJIOMIEHHS MPO Mixo3py 1,7 Trc. ocobaM y BUMHEHHI 3,5 THC. IPaBONOpPYIICHB;
3aBepIICHHS JOCYIOBOTO PO3CIiAyBaHHS y 4,4 THC. NPOBAKCHHAX; HAIIPABICHHS
0 Cyoy OOBUHYBaJIbHHX aKTiB IMOJMO TOHaA 4 THC. 37104nHIB. EdexkTuBHICTH
¢GyHKOINH BigIIKOMYBAaHHS 30WMTKIB JIEMOHCTPY€E IO3HTHBHY TEHJICHIIIO: IIOTEp-
MMM 3a0e3MedeHo MOBepHEHHsS MoHan 168,6 MaH IpH, mo cTaHOBUTH 42,5%
BiJl 3araJbHOI CyMH 3aBJIaHOI MaTepiaJIbHOT IIKOIH.

JlocmikeHHsT BUSBUIIO aJlaNTallilo KiOep3MOYMHHOCT] O aKTyalbHHUX COLaTbHUX
TpeHniB. CnenudivHUMU U1 TEpioJy BOEHHOTO CTaHy CTajdd NPaBOMOPYIICHHS,
MOB’s3aHI 3 HaJaHHAM (IKTUBHUX MOCIYT YOJOBIKaM IPU30BHOTO BIKY, (ajbCH-
(ikamiero BOJOHTEPCHKOI JIOIOMOTM Ta MIAXpalCTBOM Yy cdepi OpeHAW IKUTIA
st BIIO. ¥V 1mpoMy CerMeHTi IMpaBOOXOPOHIUIMH ieHTH(]IKOBAHO Ta IOBiIOMIIEHO
npo migo3py mnonax 700 ocobam, a momo 620 ocid MaTepiald TepeaaHo 0 Cymy.
B mexax Miksinomuoi B3aemonii 3 HBY Ta [lepikcmer3s’sizky Oyno peanizoBaHO
MeXaHi3M MacoBOr0 OOMEXEHHS JOCTYITy /IO JOMEHHHX IMEH, 3a/JiTHUX y (ilIMHIOBHX
KaMITaHisAX Ta COIliabHii IHKeHepil.

Cyuacuuii piBenp iHTerpamii JKII y cBiToBy apxiTektypy KibepOesnexku
MiATBEPIKY€EThCA ydacTio y 17 mMacmTaOHUX MDKHapOIHHX MONILEHCHKHUX orepa-
IisIX, TIPOBEJICHHX CIILTFHO 3 IHO3EMHUMH MapTHepaMu Ta €BporonoM. Pesynsratom
CTaB JIEMOHTaX IHQPAaCTPyKTypH KUIBKOX TPAHCHAIIOHAIBHUX XaKEPCHKHX
00’eHaHb. BaskimBUM KpokoM y Meskax peanizanii Ctparerii kibepOe3nexn YkpaiHu
CTaJO OTPUMAaHHS JIOCTYNy A0 KOMyHikamiiiHoi cuctemu «lHTepmon [-24/7», mo
IPHCKOPHIIO TPAHCKOPJOHHUI 0OMiH LU(POBUMH JOKa3aMH.

OcobnuBoro 3HaueHHs HaOyna exocucrema «BRAMAY, cTBOpeHa 3a Kkoop-
IUHALil KiOeprmomimii sK NpUKIan Aep)KaBHO-MPUBATHOTO MapTHepcTBa. I[IpoekT
o0’eqnaB BojoHTepiB Ta [T-¢axiBumiB mis ONOKyBaHHS BOPOXKUX JKepel
nesindopmanii. EQekTHBHICTS m1aThopMu HiATBEPIKYETHCS AUHAMIKOIO OXOIUICHHS
ayauTopii: Ha KiHels 2024 poKy KUIBKICTh aKTHBHHX IiJIMCHUKIB KaHATY HMPOTHIIT
BOPOXKOMY KOHTEHTY gocsiria maibke 148 tucsy ocio.

Taxkum umHOM, pesynbraTH 2024 poKy MiATBEPIUKYIOTH poib JlemapraMeHTy
kibeprominii sk cy0’ekra, 1m0 3a0e3neuye He JHMIIe KPUMiHAIbHO-IIPaBOBE
nepeciiayBaHHs 3JI0BMHCHHKIB, a H Oe3lnepepBHUIl MOHITOPHHI HAaI[iOHAJIbHHX
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KOMYHIKaiiHIX MEpPEeX Y PEeKUMI PEalbHOTO Yacy, IHTeTpyIUd CydYacHi TEXHO-
JIOTi4HI pIlIeHHS B apXiTEKTypy HAIIOHAIBHOI Oe3MeKH” .

[MapanensHO 3 HMOMIIEHCEKUM OJIOKOM, OpraHH JepKaBHOTO KOHTPOJIIO, 30KpeMa
JepxaBHa ciyx0a creniaTbHOTO 3B’S3Ky Ta 3axHCTy iHpopMmaunii YkpaiHw,
BUKOHYIOTB POJIb INIEPBHHHOI JIAHKHW TEXHiuHOro pearyBaHHs. Uepe3 [lep>kaBHuit
ueHTp kibepsaxucty Ta komanmy CERT-UA 3niiicHIOETbCS MOHITOPHHI 00’€KTiB
KpUTHYHOI iH(pacTpykTypH, ¢ikcarist or-¢haiiiB Ta BCTAaHOBICHHS METOAUYHHX
CTaHIapTiB 30epekeHHs UQpoBoi iHpopMamii. ¥ BHMAAKAX, KOTU KiOepiHIMICHT
3arpoXKy€ HaIllOHaJbHId Oe3menmi abo TepUTOpiaNBHIA IUTICHOCTI, IO MpOLeCy
nonyuaetbes Cnyx6a Oesmexku  Vkpaimu. i QyHkumii  3ocepemxeni Ha
KOHTPPO3BiyBalbHIl aTpHOyIii aTak, IO J03BOJSAE 1MEHTU(IKYBaTH HMPUYETHICTH
iHo3eMHUX crencityxk6 abo APT-yrpynoBans. Koopaunaiiis Mixk numu cy6’ektamMu
6azyeThcsl Ha MPUHIMIN «IaHIIOKKa 30epiranHs» (chain of custody), ne TexHiuHi
naHi, 310paHi Mg Yac MOHITOPUHTY, CTalOTh OCHOBOIO IJISi €KCIEPTHUX BHCHOBKIB.
TakyuM YMHOM, CHHEPTisi NPaBOOXOPOHHHX Ta KOHTPOJIOIOYHMX OPraHiB CTBOPIOE
HalifHUA MeXaHi3M BHKODHCTAHHS CJEKTPOHHMX [OKa3iB, II0 3abesmeuye
HEBIIBOPOTHICTH BiAMOBIJAILHOCTI 32 MPABOTIOPYIICHHS Y KiOepIpocTopi.

CyuyacHuii etarn riOpuaHoi arpecii mpoTn YKpaiHH XapaKTepH3yEThCs MOAAIIBIIONI0
ecKayalielo B KiOeprpocTopi, IO MIATBEPIKYETHCS JaHUMH AHAIITHYHOTO 3BITY
JlepxaBHOI CiTy»OH CHELiaIbHOTO 3B’5I3Ky Ta 3aXMCTy iHpopManil YKpaiHu 3a meprie
niBpiyus 2025 poky. Kiiro4oBoro 0CoOIMBICTIO 3BITHOTO NEPioy CTana BUCOKA CTYIiHb
KOOpAMHALI] Kibeporepaiiif i3 KOHBEeHIIIHHIMH BIHCEKOBUMH JIisSIMH, 30KpeMa paKeTHO-
JPOHOBUMHM yJaapaMu MO 00’ekTax iH(QPacTPyKTypH, IO CBITYMTH MPO iHTETpariiio
mu(poOBUX aTak y 3aralbHUN CTpaTETiyHMH 3aayM NPOTHBHHKA. [IpoTarom meprroi
nooBuHu 2025 poky 3adikcoBaHo 3 018 kibepiHIUACHTIB, IO BiIOOpakae 3pOCTaHHS
iHTeHCHBHOCTI Ha 17% mopiBHsHO 3 ApyruM miBpidasM 2024 poky. B acmexti sikicHOT
OLIIHKHM CIIOCTEepiraeThesi TpaHc(hOpMALlis CTPYKTYpH IHIMIEHTIB: TIPU 3arajJbHOMY
301IBIICHH] KITBKOCTI aTak CEepeIHbOro PIiBHS KPUTHYHOCTI 3apikCOBaHO 3HIDKEHHS
YaCTKW KPUTHYHUX Ta BHUCOKHMX IHIMIACHTIB. Taka TEHICHIlS € TPSMHAM HACIiIKOM
IPEBEHTHBHOTO TOCWJICHHS HalliOHAIBHUX CHCTeM KiOep3axucrty. Posmomin 1iseit
KibepaTak JeMOHCTPY€ MPIOPUTETHICTH BIUIMBY HA CHCTEMY JIEP>KABHOTO YIPABIIiHHS
Ta cekTop Oe3meku. HaifOimpIIoro 1ecTpyKTHBHOTO THCKY 3a3HAJIM: OPTaHH MiCLIEBOTO
camMoBpsTyBaHHS — 34%); cekTop Oe3meku Ta 000poHn — 23%; ypsmoBi opraHizamii Ta
HEHTpaIbHI OpraHM BHKOHaBYOI Biamu — 19%. Y cTpyKTypi BHKOPHCTOBYBAaHOTO
IHCTpYMEHTapito JOMiHyIoTh (imuHT (27%), iH(IKyBaHHS IIKIUIMBUM HPOTPaMHHUM
3abe3neueHHIM (21%) Ta kommpomeranist 00nikoBuX 3amuciB (5,4%). XapakTepHOIO
O3HAKOI0 3BITHOTO MEPiOJy CTajl0 BUKOPUCTAHHS BHCOKOTEXHOJIOTIYHHX METOIB
NPOHUKHEHHS] XaKePChbKUMHU YrpynoBaHHsmH, adimioBanumu 3 'Y T'lll 3C PO.
3okpema, 3adikcoBaHO aKTUBHY ekciulyartamito Zero-Click BpasnmmBocTeld, ki He
noTpeOyIOTh B3aeMOJii 3 KopHucTyBadeM sl iH(pikyBaHHA cucteMu. OCHOBHUMH
BEKTOPAaMH aTaK 3aJIMINAIOTHCS MOITOBI IwaTdopmu Roundcube ta Zimbra, a Takox
BUKOPHCTAHHS JIETITUMHHUX XMapHUX cepsiciB (Dropbox, Google Drive, Cloudflare)

% 3pir mpo nmisubHicTs JlemapramenTy kibeprominii Hariomamsmoi mominii Ykpainu
y2024 poui : 3Bit Big 31.01.2025. Odiuifiauit caiit Kibeprmomimii VYxpainn. URL:
https://cyberpolice.gov.ua/news/zvit-pro-diyalnist-departamentu-kiberpolicziyi-naczionalnoyi-
policziyi-ukrayiny-u--roczi-7074/ (zara 3Bepuenss: 17.02.2026).
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JUIA TPUXOBAHOI JOCTABKM IMIKiUTHBOTO KOHTEHTY" . OKpeMy HayKOBY yBary
npuseptae 3adikcoBane CERT-UA BHKOPHCTAHHS TEXHOJOTIH INTyYHOTO iHTEIEKTY
JUIsL TeHepalii aganTHBHHUX (IIMHTOBMX IOBIJOMIICHb Ta aBTOMAaTH3alli po3poOKu
eKcIuTyaraniiiHoro koxy. lle cBimuMTH mpO SKICHUH CTPHOOK Yy TEXHOJOTIUHIN
OCHAIIICHOCTI Cy0’ekTiB Kibeparpecii. HesBaxkatounm Ha 3pocTarouy IHTCHCHBHICTB
BUKJIUKIB, PIBEHb PE3UCTCHTHOCTI  JEp)KaBHUX 1 MNPUBAaTHUX  1HCTHUTYLUH
MPOJEMOHCTPYBAB CTIMKY MO3UTUBHY JUHAMIKY.

OyHIaMEHTOM IS IUX 3MiH CcTaja IMITIEMEHTAIls MTOJOKeHb 3aKoHy YKpaiHn
«[Ipo BHEeceHHS 3MiH 10 NESKUX 3aKOHIB YKpaiHH MIOA0 3axucTy iHQopmamii Ta
Kibep3axucTy Jep)kaBHUX IHGOPMAIIHUX pecypciB, 00 €KTIB KpUTHIHOI iHpopMa-
HiifHOT 1H(QPACTPyKTypH», IO periiaMeHTye po30yIOBY Mepexki periOHaJbHHX Ta
cekropaipHux KoMmann pearyBaHHs (CSIRT). BaxiauBum eramoM iHCTUTYyHiifHOT
Tpancopmariii crano peopmysanus CERT-UA y craryc HamionansHoro CSIRT,
mo 3a0e3ledmsio [EHTpalizallilo KOOpAMHAIIMHUX MpPOLECIiB Ta MiABHIIMIO
OTIEPaTUBHICTh pearyBaHHs Ha 3HauHI KiOEpiHIMACHTH 8

BHUCHOBKH

JlocnmijukeHHsT TIPOJEMOHCTPYBaNo, M0 B Cy4YacHHX YMOBax «IEepMaKph3»
KibepOesrmeka TpaHchopMyBanacs 3 By3bKOTEXHIYHOI AUCIUIUIIHN y OaraToacreKTHe
coniangpHO-TIpaBoBe siBuie. HaykoBi mizxoau (3okpema koHuenii Tumyctpii 5.0 Ta
KOTHITHBHOI 0€3IeKH) aKIEHTYIOTh yBary Ha 3aXHCTi He JuuIe iHppacTpyKTypH, a i
CBIZIOMOCTI JIFOJMHU SIK TOJIOBHOTO 00’€KTa ECTPyKTHBHOTO BIUTMBY. BcraHOBIEHO,
IO KIIFOUOBHM JUISi PO3YMIHHS Taly3i € TpUpPIBHEBE TPAKTYyBaHHS KiOepmpocTopy
(amapaTtHuil, mporpamHuii, iHpopMaIiitHuil piBHi), Ae Oe3mmeka 3a0e3neuy€eThCs Yepes3
CTanuit pO3BUTOK 1 CBOEUACHY HEHTpalli3amilo 3arpo3 Ha KOXKHOMY 3 €TalliB.

Amnamiz HopMaTuBHOI 0a3M CBIJUUTH IIPO CHCTEMHICTh 3yCHIIb JIEpIKaBH
y po30y0Bi mpaBoBoro (yHIaMeHTy Kibep3axucty. [IpocTexyeThcs mepexia 1o
KOPCTKOI perjamenTauii npouenyp pearyBanus. CtBopeHHs HarioHanbHOro raHy
pearyBaHHs Ta 3alpOBa/DKEHHs 00OB’SI3KOBHX MOCaJ KepiBHUKIB 3 Kibep3axucry 3
OpsSMUM TiAnopsakyBaHHAM [lepkcnenss’sisky ta CBY 3aBepummio ¢opmyBaHHS
BEpPTUKAJII YNpPaBIiHHA, IO 3a0e3medye CTIHKICTh IepikaBHHUX iH(opMamiiHIX
pecypciB HaBiTh B yMOBaX BOEHHOTO CTaHy.

EmmipryHi 1aHi cBiT4aTh MPO €KCHOHEHIlIAFHE 3POCTAHHS BITYU3HSHOTO PUHKY
kibep6esmexu (3 32 mmH mon. y 2016 p. mo 138 mum monm. y 2024 p.). Ykpaina
nepeTBopuiacs Ha mnobaneHui R&D-momiroH, ge cnenugika BOEHHOTO CTaHy
CTHMYJTIOBAJIa JOMiIHYBaHHS CerMeHTa KiOeppimenb (57% pHHKY) Haa cepBicaMH.
[IporHo3zoBaHe jgocsrHeHHs BiaMmiTku y 209 miH nom. no 2029 poky Ta po3BHTOK
exocucteM Ha kmTant «BRAMA» mizkpecmioiors (OpMyBaHHS aBTOHOMHOI Ta
BHUCOKOTEXHOJIOTIUHOI 1HAYyCTpii, 3maTHOi 3a0e3nmeunTH IMQPOBUI CyBEpeHITET
JIepKaBU B YMOBaX TI100a1bHOTO iHPOPMAIIHHOTO TPOTUCTOSIHHSL.

¥ ®immnr, Zero Click-excrumoiitn, Al-atakm: Tempenuii «kibepsarpos B  Ykpaini
y 2025 poui. IT Ukraine. 07.10.2025. URL: https://itukraine.org.ua/fishing-zero-click-eksplojti-
ai-ataki-tendentsiyi-kiberzagroz-v-ukrayini-u-2025-rotsi/ (gata 3Bepuents: 17.02.2026).

®IIpo BHeceHHs 3MiH [0 NESKMX 3aKOHIB YKpaiHM W00 3axucTy imQopmaiii Ta
Kibep3axucTy JepskaBHUX iH(GOPMAIiHHUX pecypciB, 00’ €KTIB KPUTHUYHOI iH(pOpMaliiHOT
inppacrpykrypu : 3akoH Ykpainu Bix 27.03.2025 Ne 4336-1X. URL: https://zakon.rada.gov.ua/Il
aws/show/4336-20#Text (nata 3Beprenss: 17.02.2026).
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V3arajbHEHHsI NPEACTABICHUX TEOPETHYHUX IOJOXKEHb, HOPMATUBHO-TIPABOBOTO
aHAI3y Ta EMNIPUYHMX JAaHHUX JM03BOJSIE c(OPMYJIIOBATH HI3KY Te3: 1. 3 ormamy
Ha aKTHBHE BUKOpUCTaHHS Al 171 aBTOMAaTH3aMil aTak 1 3aXUCTy, KPUTHYHO BRKITUBUM
€ JOCIIKCHHS FOPUIMYHUX AaCTEKTIB «aBTOHOMHOI KiOepBiliHW». [IpiopuTeTHHM €
aHaymi3 iMIUIeMeHTalii eBporeiickkoro Al Act y HalioHanbHe 3aKOHOAABCTBO
Ta po3poOKa eTHYHUX IPOTOKONIB 3aCTOCYBaHHS aITOPUTMIB Yy  IisUTBHOCTL
MPaBOOXOPOHHUX opraHiB. 2. Tpanchopmariis kibep3arpo3 y IUIOMMHY KOTHITHBHOL
Biitau (FIMI — Foreign Information Manipulation and Interference) Bumarae neperssmy
KJIACMYHMX MiaxofiB. HacTymHi mOCHi[KEHHS MAaroTh 30CEPEAUTHCS Ha pPo3poOii
METOJIIB 3aXUCTy BiJl MaHIMyJSMii CBIIOMICTIO, Je IU(PPOBI TEXHOIOTII BUKOPUCTO-
BYIOTECS K IHCTPYMEHT pyHHyBaHHs corianbHoi noBipu. 3. Ilicis 3akoHOmaB4oro
3aKpiIUICHHS] CTBOpEHHs KiOepBilchbk (KiHemp 2025 p.), aKTyalbHHUM CTa€ HayKOBE
OOTpYHTYBaHHsI IXHBOT'O CTATyCy, PO3po0Ka JOKTPUH BEICHHS HACTYNAJIbHUX ONepalliil
y 1ugpoBOMY IPOCTOPi Ta MEXaHI3MIB 3aTyUeHHS «Kibeppe3epBy» 3-TIOMDK IIUBLIEHUX
¢axiBiiB. 4. BpaxoByroun MacoBy 1u(pOBI3allil0 Ta BUKOPUCTAHHS XMapHHUX CEpPBiCiB
(Dropbox, Google Drive, Cloudflare) sk BekTOpiB aTak, TIEPCIIEKTHBHAM €
JOCII/DKEHHs. TapMOHI3alii HamiOHANBbHUX CTaHAapTiB Oesmeku loT-mpuctpois
i3 MDKHapOZHMMH BHMOTaMH, IIO 3aKJIaJeHO B IUIaHAaX pearyBaHHs. 5. HeoOximHo
TIONIe OCTIANTH MEXaHi3MH CTHMYJIIOBAHHS BITYM3HSHOIO PUHKY KiOepOesmeku.
IpiopureToM € po3poOka Mopenell Aep)KaBHO-NPUBATHOTO IAPTHEPCTBA, e
IPUBATHUI CEKTOp CTa€ HE JIMIIE MOCTAYaIbHUKOM MOCIYr, a W iHTerpoBaHUM
€JIEMEHTOM HalllOHAJIBHOI CHCTEMH pearyBaHHs. 6. 3BaXkaloud Ha PO3BHUTOK KBaHTOBUX
o0uYMCIIeHb, HAYKOBMH IHTEpEC CTAHOBHTh Tepexii O00’€KTiB  KPUTHYHOI
iHQPACTPYKTYpU Ha TMOCTKBAHTOBI aJrOPUTMHU MH(PYBaHHA, IO CTaHE KIIOYOBHM
BUKIJIMKOM JIJIsl HAIlIOHAJIBHOT O€3MEeKH BXKe Y HAHOIKYI POKH.

AHOTANIA

3nifiCHEHO KOMIUIEKCHE JOCHI/DKeHHS IHCTHTYLIHHMX Ta TIPaBOBHUX 3acak
(dyHKIIOHYBaHHSI Hal[lOHATBbHOI cucteMu KibepOesneku Ykpainu. IIpoananizoBaHo
EBOJIIOLII0 HAYKOBUX MiAXOMAIB 10 Ae(iHilil KIIOYOBUX KaTeropii ramysi, 30kpema
MOHATH «KibepmpocTip» Ta «kibepOe3mekay, y KOHTEKCTI JIOJMHOLEHTPUYHOI
napaaurMu  Ta  [HAyctpii 5.0. OcoOmuBy yBary mnpumineHo TpaHchopmarii
BITYHM3HSHOTO 3aKOHOAaBCTBa MpoTsirom 2016—2025 pokiB, 30KpemMa BIPOBAIKEHHIO
HamionanpHOTO TIaHy pearyBaHHS Ha KiOSpiHIMICHTH Ta pedOpMyBaHHIO
CERT-UA y nanionansauii CSIRT. Ha oCHOBI akTyanbHHX eMIIpUYHHMX JaHHX
3a 2024 ta mepre miBpivus 2025 poKy BHCBITIEHO AMHAMIKy Kibepartak, mpoaHai-
30BaHO ponb JlemaprameHty kiGepmomiuii Ta Jlepkcnenss’s3ky y 3a0e3neucHHi
uudpoBoi criiikocTi gepkaBu. JleranizoBaHO YOTUPHPIBHEBY MOAENb Kiacupikarii
KiOepiHIIMACHTIB Ta PO3KPUTO MEXaHi3MH 300py HU(PPOBUX MOOKa3iB y Mexax
KPUMIHAIBHOTO ~CyJOYMHCTBA. BHOKPEMJIEHO CTpaTeridyHy pojib JACp)KaBHO-
NPUBATHOTO MAapTHEPCTBAa Ta MDKHAPOAHOI CIIBIpamni 4yepe3 cucreMu [HTeprmony Ta
€Bporoiy. OOGIpyHTOBAaHO MEPCHEKTHBH MTOJATBIIOTO PO3BUTKY Taily3i, BKIIOYAIOUN
CTBOpPEHHs KiOEepBIifChK Ta IMIUIEMEHTALI0 IITYYHOTO IHTEIEKTY B apXiTEKTypy
HaLliOHAJILHOT Oe3IeKy.
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OKPEMI ITPOBJIEMM IIU®POBOI IHOOPMAIIIL
TA JOCTOBIPHOCTI, A0ITYCTUMOCTI HU®PPOBHUX JTOKA3IB

Crparonos B. M., Bacucra 1. B., I'ytHuk A. B.

BCTYII

Jns GopMyBaHHS Halie)KHOT JTOKa30BOi 0a3u HAIBaXXJIMBO He JHIIE 3i0paTH
MEBHY CYKYIHICTh iH(opMallii, a OCHOBHHI akKIEHT CIil 3pOOMTH Ha TaKHX
00cTaBHHAX, SKi IPOrHO30BAHO O3BOJIATH TaKiii CYKyHMHOCTI BiANOBIZaTH BUMOTaM,
SIK1 HasiBH1 y YUHHOMY KPHMiHAJIBHOMY MPOLecyaJbHOMY 3aKOHOJABCTBI 10 JOKa3iB.

OTOX BapTO PO3PI3HATH TEPMIHH «JOKazW» Ta «iHpopMmaris». Maemo i Taki
cutyamnii (MOBa PO Pi3HOIUIAHOBI MOPYIICHHS), 32 ICHYBaHHS SIKUX € BEJIUKA JOJIS
HMOBIpHOCTI, 0 3700yTO nmmre iHpopMamifo, ska (akTHIHO y LBOMY cTaTyci it
3aJMIIUTECS, 00 HEe Mae MIaHCy IMEHyBaTHCS JTOITyCTHMHM Ta JOCTOBIPHUM JOKa30M.

Maemo mpaBOBY HEBHU3HAYEHICTh y YNHHOMY KPHMIHAIBHOMY MPOLECYaIbHOMY
3aKOHOJABCTBI, sIKA «I1030aBJIsS€ CyA Ta yYaCHHMKIB KPHMIHAJIBHOTO MPOBAKCHHSI
OyTH BIEBHEHHMHU y IPAaBUIBHOCTI MPaBOBHUX PE3YJIbTATIiB CBOIX il Ta pillIeHB:
[I0/I0 €TEKTPOHHMX (IU(POBUX) T0KA31B — Y AOIyCTUMOCTI Iu(poBoi iHdopMarii K
JI0Ka3y B KpPHMiHaJbHOMY MpOBa/KEHHI» . YaCTKOBO JOMOMArarTh MPaKTHKaM
nopau i3 [Ipotoxoiy Bepkuri, ane koiu 3 cITijf 10 HHOTO 3BEpTaTUCS?

CyuacHuil TH(POBUI PO3BUTOK JO3BOJISIE 3 YIICBHEHICTIO BECTU MOBY HE JIHIIIE
npo nudpoBi T0Ka3H, a i MPO Te, M0 y HAHOIMKIOMY 4Yaci BUHHKHE HEOOXiTHICTh
TOIIYKY HOBHX HalilMeHyBaHb Juisl iHpopMmauii, ii ciiaiB ta noKazis,

ABTOpaMH TIOCTaBJICHO CO0i 3a MeTy, Ha OCHOBI aHaJ3y JOKTPHHAIBHHX
MiXO/IB, Cy/Z0BOi MPAKTHUKH, HAsSBHHUX MPAKTUYHO-OPIEHTOBAHHUX IOPai, HE JIUIIC
OKpECIIUTH OKpeMi mpobiemu mu¢poBoi iHGopmamii Ta JTOCTOBIPHOCTI, JOMYCTH-
MocTi IH(GPOBUX OKa3iB, a # y3aralbHUTH KiNbKa i€BUX MpPaBUJ MEPEBIpKU 1
MiATBEPPKEHHS JOCTOBIPHOCTI IIU(poBoi iH(hopMarii.

! Konnenryanbni ocHOBM 1MdpoBi3amii KpUMiHAIBHOTO NPOBAKEHHs YKpaiHu
MoHorpadis / 3a 3ar. pex. H.B. I'muucekoi ; HJII BHBY. mpoOmeM 3JI0YMHHOCTI iM. akaj.
B. B. Crammca Han. akax. mpaB. Hayk Ykpainu. XapkiB : IIpaso, 2024. C.274. DOLI:
https://doi.org/10.31359/9786178612139

2Ckpunank A, B. BuxopucramHs uudpoBoi iHopmanii B KpHMiHaTbHOMY
IpolecyalbHOMY J0Ka3dyBaHHI : MoHorpadis / Harm. ropua. yH-T im. SlpociaBa Myxaporo.
Xapkis : IIpaso, 2022. C. 110-112. DOI: https://doi.org/10.31359/9789669982940

KonuenryanbHi ocHOBH IH(pOBi3alii KPUMIHAJIBHOTO HPOBA/DKEHHS YKpaiHU
moHorpadis / 3a 3ar. pex. H.B. I'muncekoi ; H/II BMBY. mpoOieM 3JI04MHHOCTI iM. akas.
B. B. Crammca Ham. akax. npaB. Hayk Ykpainu. XapkiB : Ilpaso, 2024. C. 200. DOI:
https://doi.org/10.31359/9786178612139
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1. Indopmanisi un noxazu? Enexrponna (i), uudposa (i),
eneKTpomm—umébposa @i)?
He Bnepie 3a7a104nch TaKUM IMHUTAaHHAM , Ta SIK BOHO BXKe Iepe0yBaslo y MO
30py Adonina [.C., I'aspumrok JI.B., I'muacekoi H.B., T'moerok L.B., 303ymi H.,

% Bacucra 1.B., Taspwmok JI.B., I'ytauk A.B., Xurpa A.Sl. Bukopucranus mudpoBux
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Kamanui L.T'., Knenku [1.1., KoBanenka A.B., Ckpunanka A.B., CromitHeoro A.B.,
CrparonoBa B.M., Xurpu A, Ilexama .M. Ta iHmMX BYeHHWX, aje 1 He
CIIOCTEpirarou IEBHHUX 3pYIIEHb y YHHHOMY 3aKOHOJABCTBi, MIiIKPECIHMO, IO
OYCBU/IHO HAI[IOHATFHUM OPIEHTHPOM Y Il IIApWHI MOKH IO € JIMIIe HACTAHOBHU
o0 igeHTUdIKali, 30upaHHs, 3M00yTTS Ta 30epeKeHHs MUPPOBUX TOKA3iB, SKi
Mmictute Harionaneuuit crangapt Yxpainu JICTY ISO/IEC 27037:2017, sikuit
yuaHuHA Bix 01.01.2019 poky Ta HOKIMKAaHUIA TOMOMOTTH «OpraHizamisM B IXHIX
TUCHUILTIHAPHHUX TIPOIeypax Ta 3a0e3lmedeHHi OOMiHy MOTEHHIHHUMHU MH(POBUMH
JOKA3aMH MiK IOpHCAMKIaMI»'. He IMBISYNCH Ha Te, MO y IHIINX TalTy3eBHX
3aKOHAX BCE )X He MOBa IPO «EIEKTPOHHI JTOKa3m»’, y aHaJi30BaHOMY CTaHAApTI
3rafyloThCsl BUKIIOUHO «II(POBI JOKa3W» 1 MPO IIe BXKE IMiAKPECIIOBAIH aBTOPH .
B cuity Takoro cTaHy crpaB i y ImpolecyalbHHX JOKYMEHTaX, 1 y Cy/IOBUX pillleHHSIX,
SK 1 y ONPHIIOJHEHHX HAayKOBO-NIPAaKTHYHUX IMO3ULISAX CYATIB Y CIOBOBXHUTKY
NpPEBATIOE  «CIEKTPOHHHI» , 60 mependadyBaHo, WO SKIO LUBITBHHI Mpole-
CyallbHUIl 3aKOH OIlepye MM IOHATTAM, a y KPHMIHAJIbHOMY HpOIECYalbHOMY
HasgBHA 13 I[bOTO TPUBOAY INPOTAIMHA, TO II 3AIOBHIOIOTH NUIIXOM ONHCAHOL
perenii. Ajie Taka CHTYaIlisl € He 30BCIM BIPHOIO, IIPO IO BiKE TAKOXK HIITa MoBa®,
3a3HaueHU BUIIE CTaHIAPT, BMIIyIOYH HACTAHOBH JJISI pOOOTH i3 KOHKPETHUMH
HPUCTPOSMH, SIK OT: HOCIH ;I 30epiraHHs IM(POBHUX TAHUX, BUKOPHUCTOBYBAaHHI
y CTaHAAPTHUX KOMIT'IOTepax, MOOUIBHI TelneoHH, IepcoHANbHI  HU(POBI
MOMIYHUKH THepcoHanbHi enektponHi npunagu (PEDS), kaptu mam’sti, MoOuUTbHI
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URL.: https://rep.dnuvs.ukr.education/handle/123456789/4178

" Cymns Bepxossoro Cyay Hartamis Mapuyk po3moBina mpo CymoBy MpaKTHKY HIONO
OLIIHIOBAHHS EJEKTPOHHHUX JO0Ka3iB y KpUMIiHAIbHOMY HpOBaUKEHHI. Cy0ogo-ropuduuna
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HaBiramiifHi cucteMu, UQPOBI GOTO- Ta BigeOKAMEpH, CTAHIAPTHHUN KOMII IOTEp
3 MEPEXKEBUMHU 3 €[IHAHHAMH; Mepexi, siki rpyHtoBani Ha TCP/IP Ta iHmunx
mU(POBUX NPOTOKOJIAX, a TAKOXK NPHIAAM 3 (YHKLISIMH, HOAIOHNMH HaBeACHUM
BHIe’, BCe X MiAKpECTiOe, W0 3aIpPONOHOBAHMII Mepelik He IpeTeHAye Ha
BUYEPIHICTE 1 IIe JIOTi4He, y CHIIy PO3BHUTKY TexHoJorii. [Ipu npomy, y cranmapri
HeThCsl BUKIIIOYHO MPO «IU(POBICTHY», X04Ya, 3rOPKYEMOCS, 110 OYEBHIHO 3r0JJOM
3 SBIATECS HE JIHIIC KHOBI BHAM MPUCTPOIB, ane i HOBI THIHN 3amuicy indopMartiin'?,
cigiB Ta gokasiB. Ilpu 1pbOMy MOINIAEMO HAYKOBY IMO3HIIIO MO0 BUOKPEMIICHHS
OKPEMOro JpKepela Takux MUMPOBHX OoKais™. Takok poO3ilLeMo IpOLecyaTbHi
XBWJIIOBAHHS THUX HAIIUX KOJIET, SKi apryMEHTOBAHO MiJKPECIIOI0Th, IO «BIICYT-
HICTh HaJIGKHOI MPaBOBOI pErjaMeHTAallil NEBHOTO IPABOBOTO SIBHIIA, 30KpeMa
CJICKTPOHHUX (IU(POBHX) OKa3iB € OKPEeMHUM pH3UKOM Yy IPaBO3aCTOCYBaHHI,
OCKIUJIBKM TIpaBOBa HEBH3HAYCHICTh MO30aBISE€ CyN Ta YYaCHHKIB KPHUMiHAIBHOTO
MpOBaKeHHsI OyTH BIEBHEHUMHU y TPABHIBHOCTI MIPABOBHUX PE3yJbTATIB CBOIX il
Ta pillleHb: MO0 ENEKTPOHHUX (IH(POBUX) NOKA3iB — y JOIMyCTUMOCTI HMU(POBOL
iH(opMaILii SIK IOKa3y B KPHMiHATBHOMY TIPOBaDKCHHIN .

Ille onHiero CHipHOIO CHUTYyaIli€l0 € OTOTOXKHEeHHS IM(poBoi iHdopmarii Ta
mudpoBHX 10Ka3iB. Y OyAb-sIKOMY BHIIAJKy JXOXHA iH(pOpMamis oipasy He 31aTHa
HaOyTH MpOLECyaNbHOro CTaTyCy JI0Ka3y y KpHUMiHaibpHOMY mpoBapkenHi. [{udposa
iHpopMaliist He € BUHATKOM. Jluiie mepeBipeHa Ta JOCTOBiIpHA iH(oOpMalis, sKa
BiJMIOBila€ BUMOTaM HAJEXKHOCTI Ta JOMYCTHMOCTi, OTpHMaHa B MepeadadyeHOMY
KIIK Ykpainu nmopsaaky Ta Moxe OyTH BHKOPHCTaHA IJIsi BCTAHOBJICHHS HAasBHOCTI
9l BiACYTHOCTI ()akTiB Ta OOCTaBHMH, IO MArOTh 3HAYEHHS Ui KPHUMiHAIBHOTO

. . 15 3
MPOBAa/DKEHHA 1 TMUIATalOTh  JJOKa3yBaHHIO Mae€ «OpouecyajJbHUM  IIAHCH»
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iMeHyBaTHCs 10ka30oM. OTOX BapTO PO3PI3HATH TEPMIHH «IOKA3MW» Ta «iHGOpMALIisD».
Maemo 1 Taki curyarii, 3a SKHX HECAHKI[IOHOBaHHH JOCTynm nx0 iHpopmamii,
BUKpaJICHHS OOJIKOBHX 3alMCiB, IIOPYIICHHS YMOB HAJaHHS IOCIYT, SK OT
KOPHCTYBALIbKOi yroau mofo BeO-caiity abo miatdopmu, ckpeimmiHr (komu oe
3a00pPOHEHO INEBHOIO IOPHCAUKIIEI0) TOIIO YHEMOXIIMBIAT HAOYTTS HEIO CTarycy
OKa3zy y KpPHMIiHAJIbHOMY IIPOBa/DKeHHI, TOOTO iHopMmanito My 3100yaemMo,
a JIOIyCTUMHMHU Ta JOCTOBIPHUH T0Ka3 — Hi*®.

2. J10CTOBIipHiCTH Ta I0NMYCTUMICTh, AK JOCATHYTH?

3naBanock 6w, Takuii mporec 300py iHhOpMAaLii € He CKIaJHUM, IPOTE HAMH BiKe
Oynia BCTAQHOBJICHA 1Iijla HU3KA HAsSBHHUX TPYAHOIIIB, 30KpeMa i II00 HOMHIKOBHX
migxoniB mo 306opy nudposoi iHdopmarii 3aramoM, Ta i3 BIIKPHUTHX JKepe,
30KpeMa, JIaHIrora ii 30epekeHHs, BIICYTHOCTI ClieliaTbHUX KPUTEPIiB JUIs 11 OIiHKH
TOIIO ', BUXOAMYHM i3 TUX BUMOT, ki okpiM KIIK Vkpaiuu HasBHi i y IIpoTokomi
Bepxni™®. JlocHiaHMALI HABITh 3aIpONOHYBAIM BHPIIIATH NPOGIEMH i3 LUPPOBHME
JIOKa3aMH uepe3 KOMIUIEKCHHH KpPOK 3aKOHOMAABIL, K OT 3akoH Ykpainu «lIpo
BHECEHHS 3MiH 10 KpuMiHambHOro mporecyasbHOT0 KOAEKCY YKpaiHH IIoAo
nudpoBizalii KPUMIHAJTBHOTO MPOBADKCHHS» Ta MIATOTYBAIH 1 OMPIITIOIHWIN
BiIOBI/HY MOSCHIOBANBHY 3aIIHCKA 0 HOT0 MPOEKTY ™.

Cymnst  BepxosHoro Cyxy, po3MOBimarodd NpO CYIOBY TIPAKTUKY —IIOMO
OLIIHIOBAaHHS €JIEKTPOHHMX JIOKa3iB Yy KPUMIHAIBHOMY HPOBAKEHHI B paMKax Kypcy
HELP «Kibep3mounHHICTE Ta EJIEKTPOHHI JOKa3W», CEpel IHIIOrO BaXKIIHBOTO,
MiIKpECTIOBaNa, II0 HE MAJOBWKIMBOI € SKICTh TaKWX JIOKa3iB, MILIOCS
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0e3mocepe;HEO TPO SIKICTh Bifieo3amucy. TakoXK aKIEeHTOBAHO, L0 «IyOJikar
JOKyMEeHTa, a TaKoX Komii iH¢popMarii, y TOMy YHCI KOMIT'IOTepPHHX MaHUX, IO
MicTAThCSL B iH(MOpMAIiHHNX (ABTOMATH30BaHUX) CHUCTEMAaxX, BHTOTOBJICHI CIIT4UM,
HPOKYPOPOM i3 3aTy4eHHsIM CIIeLialiCTa, BU3HAIOTHCS CYJIOM SIK OPHIiHAN JOKYMEHTA.
IIpokypop Mae OOIpyHTYBaTH TOXOMKCHHS CICKTPOHHMX JOKAa3iB Ta  1iHIII
IpoLecyaitbHi MUTaHHS, SIKi CTOCYIOThCS HQJIAHUX HUM EJIEKTPOHHUX nokaszien?.,

Takox cymnmi 3BepTaloTh yBary Ha 4acTi 3BEPHEHHS CTOPOHH 3aXHCTY, TOOTO
KJIONIOTAHHS PO HEOMYCTHMICTh TaKUX JOKa3iB Yepes Te, IO «IeBHUH dail Kinbka
pa3iB KomiroBaBcs Ha Pi3HI HOCII (OCOONHMBO SKIIO TakoX 3MiHIOBaBcs (opmar
IH(pPOBEX JAHKX), a TOMY BiH He € OPUTIHANOM i HOTO LiTiCHICTH mOpyIIeHON?..
I 3 mporo mpuBOAY NMPABHIBHO IiJMIYEHO, IIO 3a OIMCAHOI CHUTYyaIlil CyMHIB Mae
CTOCYBAaTHCSl HE JONMYCTHMOCTi, @ «JIOCTOBIpPHOCTI (QBTEHTHUYHOCTI): YHM MHiHCHO
EIICKTPOHHMIT 10KA3 € CIPABKHIM i Ui MOXKHA HOMY TOBIpATH»??2

1 y mpomoBkeHHA WIIKOM BipHO AIarHOCTOBAHO TPO Te€, L0 JUIA JOBEICHHS
JIOCTOBIPHOCTI JI0Ka3y (MpHHAIMHI BiACYTHOCTI BTpy4aHHS 3 OOKy CTOpOHH
0OBMHYBaueHHA) Ma€ CHOCI0 MOKYMEHTYBaHHA i 3abe3medeHHs Oe3mepepBHOCTI
KOHTPOJIIO HaJl TOKa3aMM 3 MOMCHTY IX OTPHMAaHHS 1 10 MOMEHTY IX JOCIHiUKCHHS B
cyai (TobTo Te, 10 B aHIIIOMOBHIH JiTepaTypi HasuBaroTh «chain of custody», To6To
JaHIor 3abe3nedeHHs 30epiraHHs pedoBUX JOKa3iB Mix 9ac iX rmoeTamHoi nepenadi,
SIKU Ma€e yCyHYTH Oy/b-SKi PO3YMHI CyMHIBH I[OZO MOXJIMBOI HigpOOKH 3 OOKYy
paBooXopoHLiB). Ha »anp, BiTYN3HsIHA MPAaKTHKa CYAIB IepLIo] iHCTAHLIT 3 aHaAi3y
JaHIora 30epiraHHs eJeKTPOHHHUX JOKa3iB He € MOmMpeHoro i mousarts «chain of
custody» pinko dirypye B pi].HCHHﬂX»Za.

Y 2024 pomi aBTOPCHKUM KOJEKTHBOM HAayKOBO-TIPAKTUYHOTO IOPaJHHKA
«BHUKOpHCTaHHS eJIEKTPOHHUX JJOKA3iB IIijl 4ac JOCYA0BOIO PO3CIiAyBaHH 3JI0YHHIB
OpOTH MHpPY, Oe3MeKkd JIACTBa Ta MiXHapogHoro mnpasonopsaky (IIporokosn
Bepkui)», cepen IHIIMX BaXIIMBUX MOPAj JUIS NMPEACTaBHUKIB OpraHiB J0CYJOBOTO
PO3CITiTyBaHHSI, IiIKPECIFOBAIOCS PO CKJIaJ0Bi KOXHOrO i3 eramie chain of custody
Ta HOro BayKIIMBOCTI 3arajioM Juisi HabyTTs 3100yTor0 iH(OpMAIli€I0 CTaTyCy J0Ka3y

» Cynns BepxoBHoro Cyamy Hatanis Mapuyk posmoBina mpo CyIOBY NPaKTHKY IIOJO
OLIHIOBAHHS EJICKTPOHHUX JOKa3iB y KpUMIHaIbHOMY mpoBapkeHHi. Cydogo-opuduuna
easema : BeO-caiir.  05.02.2025. URL: https://sud.ua/uk/news/sud-info/322490-sudya-
verkhovnogo-suda-natalya-marchuk-rasskazala-o-sudebnoy-praktike-po-otsenke-elektronnykh-
dokazatelstv-v-ugolovnom-proizvodstve

2 Tymuma 1., Tecns JI., Thiyratop T. JIONMyCTHTH HE MOYHA BiIKHHYTH: SIK JOBIpATH
CNIEKTPOHHUM J0KazaM y KpumiHaneHoMy npoueci? JUSTTALK : BeG-caiit. 06.11.2025.
URL: https://justtalk.com.ua/post/dopustiti-ne-mozhna-vidkinuti-yak-doviryati-elektronnim-
dokazam-u-kriminalnomu-protsesi

Cynni KKC BC o006roBopuiau npobiemui numanus OONYCMUMOCMI  eleKmMpPOHHUX
ookazié nio wac c¢y0o6o2o posenidy. Bepxosnuii Cyo : Beb-caiir. 28.10.2021. URL:
https://supreme.court.gov.ua/supreme/pres-centr/news/1202347/

2z Tymuma 1., Tecns M., Ilnyratop T. JIomyCTUTH HE MOYKHA BIAKHHYTH: SIK JOBIpSTH
€JIEKTPOHHMM JI0Ka3aM y KpuMiHaisHoMy mporeci? JUSTTALK : BeG-caiit. 06.11.2025. URL:
https://justtalk.com.ua/post/dopustiti-ne-mozhna-vidkinuti-yak-doviryati-elektronnim-dokazam-
u-kriminalnomu-protsesi

2 Tam camo.
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Yy KpUMiHAIbHOMY HpOBa,I(>KCHHi24. I 3a curyamii moTpuMaHHS BCiX MPONOHOBAHHX
peKoMeHaniii OTpUMAaEMO cepe]] IHIIOTO MPOoLeCyaTbHO-0akaHOTo 1 MpOoIeCcyanbHy
€KOHOMII0, ajpKe IIJ 4Yac IPaBMIFHOTO OTPHMaHHS IudpoBoi iHopmarii Ta
HaJIOKHOTO MOBODKCHHs 13 HEI B3araji Mo)ke BiamacTu Oyap-ska motpeba
B IIPU3HAYCHHI Ta INPOBEICHHI EKCHepTU3, 00 caMe TakOK € HasBHA IPaKTHKa
BepxoBHoro Cynyzs. BipHO momiTunu aBTOpH, II0 Yepe3 oOpaHuil MiAXia KOJeTiero
cyaniB Tpertsoi cymosoi mamatn KKC BC Big 12.06.2024 y cnpasi Ne 569/1908/23,
IUIA CTOpPiH copMyBamacs «4iTKa IHCTPYKINS: SKIIO BOHH Oa)KarOTh 3asBUTH IPO
HEZOCTOBIPHICTh €JIEKTPOHHOTO JI0KA3y, TAKE MHUTAHHSI MOYKE BHPIIIYBATHCS uepes3
MIPOBEJCHHS eKCHepTI/I3I/I)>26. 3BiCHO € W Taki cuTyalii y mepebiry I0CyIOBOTO
po3CIIifyBaHHS Ta ¥ CyHZOBOTO pO3MNIAAY, KoM O3 TpOBEINEeHHS eKCIepTH3H
He obilitucs, 30kpeMa e nos’s3ane i3 deepfakes, yuacri LI Tomo, mpo 1mo Tex
GinbI possIore BXKe fuuocs? .

3 ornsAy 3HAYHOI KiJIBKOCTI HE BHUPILICHHUX MpoOieM y Il mapuHi BXKe HaBiTh
Ha MoHorpadiunomy piBHi L.I'. Kananga 3anpononyBana, cepen iHIIOro HarajabHOTO,
i KOMIUIEKC aJrOpHTMIB MOMmyKy Ta (ikcamii mudpoBuX HOKa3iB Ta METOIHKY
MiATBEPPKEHHS IX aBTEHTHYHOCTI Ta IUTICHOCTI, BXXKHMBAIOYHM IX O3HAYCHHS depe3
CIIOBOCIIONYHUEHHS «TOKA3H ENEKTPOHHOT (hopMI»Z,

[likaBuM € J1OCBiA IHIIMX KpaiH IOJ0 BHKOPHCTaHHSA NUQPPOBHX OKAa3iB
y KpuMiHaneHOMYy cynounHcTBi. [. ApneeBa Ta E. JKuynwka-Kosnoscbka
BcTaHOBWIHM, 10 Ha choromui y CIIA nirote Federal Rules of Evidencezg, AKI

# BHKOPHCTaHHA €JEKTPOHHHX JOKa3iB MiJ dYaC JOCYJOBOTO DO3CIifyBaHHS 3JOYHHIB
IPOTH MHPY, OE3MEKH JIIOICTBA Ta MbKHapoHoro npasomnopsaky (IIporokon bepxii) : Hayk.-
npakT. nopaanuk / JI. B. TaBpuntok, I. B. bacucra, [I. C. Adonin, A. B. IlleBuniieH Ta iH. ;
3a 3ar. pea. M. C. Hyukipiaze. Kuis : THAI MBC Vkpainu; Bun-o «IlonitexHika», 2024. 196
c. htt;gs://rep.dnuvs.ukr.education/handle/ 123456789/4178

TlocranoBa koserii cyaniB Tpetboi cynoBoi manatu KKC BC Bin 12.06.2024 y cnpasi
Ne 569/1908/23.URL.: https://reyestr.court.gov.ua/Review/119741340

% T'ymuma 1., Tecas [., Ilayratop T. JJomycTuTH He MOXKHA BIAKUHYTH: SIK IOBIpATH
eJIEKTPOHHKMM JI0Ka3aM y kpumiHaisHOMYy mporeci? JUSTTALK : Be6-caiir. 06.11.2025. URL:
https://justtalk.com.ua/post/dopustiti-ne-mozhna-vidkinuti-yak-doviryati-elektronnim-dokazam-
u-kriminalnomu-protsesi

" Bacucra I.B., I'yraux A.B., Xurpa A.S. PosmisuaBamus deepfakes sx momiHaHTHa
cKkiIaoBa mpotuaii iHpopmaniitHum 3arpozam. Cekrop Oe3rneku i 000poHN YKpaiHu Ha 3aXUCTI
HAL[lOHAJIIBHUX IHTEpPECIB: aKTyalbHI MPOOJIIEMH Ta 3aBJAaHHSA B YMOBAaX BOEHHOI'O CTaHY : TE3H
Il MixHaponHoi HayKOBO-NpakTH4HOI KoHpepeHuii (XmenpHunpkud, 21 nucromana
2024 poxy). XmenpHunbkuit : Bunasaunrso HAJITICY, 2025. C. 1097-1099.

Bacucra 1.B. Bukopuctanus I B KpUMIiHATICTUYHMX LIISX Ta CHIBBIIHECEHHS
i3 IOMyCTHMICTIO 310paHHX [OKa3iB: OIJAN Cy4acHOTO CTaHy CIIPaB: PO3ALT IO MOHOrpadii
«HoBe CTONITTS KPUMIHANICTHKH Ta CynOBHX Hayk : Liber Amicorum Ha yecTh akajgemika
B. 10. Ileniteka»: MoHorpadis / [M. Illenmiteko, A. I'etbman, B. XKypasens Ta in.] ; Ham.
opua. yH-T iM. SpocinaBa Mynporo ; Han. akax. mpas. Hayk Ykpainu ; MixHap. KOHrpec
KpuMiHamicTiB ; [3a pex. M. B. Illemiteka]. Xapki : Ilpaso, 2026. C. 388-405. URL:
https://dspace.nlu.edu.ua/handle/123456789/20701

% Kanmanua 1.T. Jlokasu eneKTpoHHOT GOpMH y KpHMiHABHOMY Tiporieci Ykpaiuu: Teopis
Ta mnpaktuka. Jlucepranis Ha 3100. cryneHs n.1o.H. cren. 12.00.09. HauionanbHa akageMis
BHyTpitHiX cmpaB, KuiB, 2025. C.34-35 ta iu. https://elar.navs.edu.ua/handle/123456789/
38317

% Federal Rules of Evidence amended to December 1, 2024. Legal Information Institute.
URL: https://www.law.cornell.edu/rules/fre
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KUTbKaHAUATh pa3iB 3MIHIOBAIM Ta IOMOBHIOBaTH. ONUTYBaHHSAM MpPAaKTHKIB Y
CIIA Oyno BCTAaHOBJICHO, IO iM TAaKOX «HE BHUCTadae 3HAHb IIPO TEXHIUHI
XapakTepucTUKH ImGpoBoi iHpopMamii, mpaBwiaa ii BHWIy4eHHS Ta 30epiraHHs.
Crigui motpeOyloTh KOMIUICKTIB HayKOBO-TEXHIYHUX 3aC00iB Ayisi poboTH 3 1udpo-
BUMH JOKa3aMH, 30kpemMa cymok apazmes Ui i30JIOBaHHS —EJICKTPOHHHUX
an/ICTpo'iB>>3O. IIpu upoMy BakIMBO, IO HA BiMiHYy BiJ HAIIOTO CTaHy CIpaB, LI
«uanpukiHni XX cr. undposi gokasun y CIIIA BuokpemMwin y rpymy [oKasiB
y 3B’SI3Ky 3 OCOOJHMBOCTSIMH IX CTBOPEHHS, 30€piraHHs, BUSBICHHS, JTOCITIHKCHHS i
OIIHKHU iX OITyCTUMOCTI Ta JAOCTOBIpHOCTi. 1995 p. CHiTPHUMHU 3yCHIUISIMU TIPaBO-
oxoponHi opranu CIIA, Kanagn # neskux kpaiH €BpomnM CTBOPHIIM MiXKHApOIHY
opraizamilo 3 KOMITIOTEpHHX JoKa3iB (anri. International Organization on
Computer Evidence, IOCE)®, a 1998 p.— HaykoBy poGody rpymy 3 ZOCIiZKeHH
uudposux nokasis (aunrm. Scientific Working Group on Digital Evidence, mami —
SWGDE)®, sika 06’exnana poOOTYy MPaBOOXOPOHHHX, aKaJEMIYHUX 1 KOMEPIIHHUX
opravizamii y ramy3i nuppoBoi KpPUMIHAJTICTUKH 3 METOI0 PO3POOJICHHS MiX-
IUCHUIUTIHADHUX TOCIOHWKIB 1 CTAaHIApTIB MIOAO BiTHOBICHHS, 30CpeKEHHSA W
IoCTiKeHHT nugpoBux aokasziB. ['pyma SWGDE po3pobuia OCHOBHI cTaHIapTH
Ta NPUHOUNY PoOOTH 3 IM(POBUMH JOKa3aMH, IO 3a0e3nedye HAICKHICTb 1
JIOIYCTUMICTb IMX J0KAa3iB Y CyIOYHHCTBI» .

I3 Federal Rules of Evidence (https://www.law.cornell.edu/rules/fre) cuinye
BaXXJIUBE IPaBUJIO, AKE€ TaKOX KOHCTATOBAHEC i BUIIC HWUTOBAHUMU aABTOPKaMH Ta
KOTpe, Ha >Kallb, HEXTYEThCS Y HALlIOHAJIBHUX PO3CIIAyBaHHIX Ta CyJOBUX PO3IJISi-
JaX, Ipo JOMYIIEHHS 0 MOCTIKEHHA HU(PPOBHX JOKa3iB JumIe KBamiiKoBaHUX
IT-ceniamicTiB i3 METOI0 MaKCUMAJIBHOTO 30€PEeKEHHS 1X wimicHoeTi >,

3. epesipka i minTBepaKeHHs T0cTOBipHOCTI U PoOBOi iHPopMmaIii

[epeBipka moctoBipHOCTI HUPpOBOI iH(MOpMALii SK €IeMEHT ii JO0Ka30BOTO
3HAQUEHHS] HE € YHIKAIBHOKIO I KPUMIHAJIBHOTO Ipomecy. Y CyMDKHHUX cdepax
(xypramictuka, OSINT, aHamiTHMKa BIIKPUTHX JUKepes) Bke c(hOpMOBaHi craii
nigxoau ao Bepudikanii MPOBOro KOHTECHTY, SKi MOXYTh OyTH aJanToBaHi 10
noTped KpuMiHaNbHOro mpoBakeHHs. Hanpukian, ETuunnii komexe ykpaiHCBKOTo
JKypHaJTicTa BU3HA4Yae€, MI0 HaiimepmM 00O0B’SI3KOM JKypHAJIICTa € MoBara J0 IpaBa
TPOMAJICEKOCTI Ha TIOBHY Ta 00’ €KTHBHY iH(opMamiro npo ¢akt Ta nmoxii. byas-saxa
TeMa TOTpeOye MaKCHMaJbHO TOBHOTO Habopy ¢akrtiB i aymok. Tomy 3aBmaHHS

% Asneepa T., XKupyupka-Kosnoscska E. TTpoGieMH BHKOPHCTAaHHS HH(POBUX J0KA3iB
y KpuMiHanpHOMY cymounHcTBi Ykpainu Ta CLLIA. Teopist Ta nmpakTuka CyJOBOI €KCHIEPTH3H i
kpuminamictuku. 2023. Bum. 1 (30). C.126-143. DOI: https://doi.org/10.32353/khrife.1.
2023.07

® International Organization on Computer Evidence (IOCE) / UIA. Global Civil Society
Database. URL: https://uia.org/s/or/en/1100029648

%2 gcientific Working Group on Digital Evidence (SWGDE). URL: https://www.swgde.org/

® Asneepa T., XKupyupka-Kosnoscska E. TTpoGieMH BHKOPHCTAaHHS HH(POBUX J0OKa3iB
y KpuMiHansHOMY cynounHcTBl Ykpainu ta CIUA. Teopis ma npaxmuxa cyoogoi excnepmusu i
kpuminanicmuxu. 2023. Bum. 1 (30). C. 126-143. DOI: https://doi.org/10.32353/khrife.1.
2023.07
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JKypHATICTA BCE 1€ 3HAMTH B KOMICTGHTHHX pKepenax . Cepel KIIOYOBHX
HPUHIHIIB MERIiarpaMOTHOCTI € «IIPaBMWIIO TPHOX mKepe». Lle mpaBuio 3BOAUTHCS
JI0 TIepeBipkH iHpopMarii y MiHIMYM TPHOX Pi3HUX (3a HA3BOIO, (OPMOIO BIACHOCTI,
PelaKIiiHOK TOMITHKOK, reorpadiuHiM pO3TALIyBaHHAM) Kepemax-’. CXOkwil
npuHiun BukopuctoByioth OSINTepn — «rpukyThHuk nepeBipku» (Verification
Triangle). Cyte migxomy — mepesiputy iH(GOpMaIifo HIOHAWMEHIIE 3 TPHOX PI3HHX
mkepen abo Touok 3opy: (1) opuriHa’mpHi HOKyMeHTH ud oOQiuiiHI KaHi;
(2) Hezanexui Bigkputi jkepena (HOBHHH, 0a3u maHWX, CBiAKH); (3) TexHiuHI um
OUQpoBi MATBEPKEHHS (TEOJOKaIlis, MeTanaHi, GoTo/Bigeoananis). Tinpku KoIu
TPUKYTHHK «3aMHKAE€THCS» — MOXKHA TOBOPHUTH, IO (aKT MiATBEPIKEHO. ABTOPH
HAaBOJATH INPHKIAL, IO I IOYATKy aHAII3yIOTh JpKepeno IyOuikamii, maii
LIYKAIOT {HII T TBEPKEHHS, HA OCTAHOK 3iMCHIOITS L(POBY MEPeBipKy > .

Crioco6u nepeBipku 1udpoBoi iHpopMaril Ha JOCTOBIPHICTh Y KPHMiHATBHOMY
MPOBAa[KEHHI TaKOXX HAJABAJIMCh HaMH paHime . AHAII3YyI0Ud JOCTOBIPHICTH
pesynbratiB OSINT y cynosiit mpaktui, I. ToBlok mporonye mig gac pobotu 3
BIIKPUTHMH JDKEpeNlaMH BH3HAUMTH, 4YM € iHpopmamis abo TBEPIKCHHSI B
1(pPOBOMY KOHTEHTI Ha HNEPIINi OIS HaJiHHUMY, [UIIXOM MEPEryIsay Ta OLiHKH
KOHTEHTY, a TAKO’K KOHTeKCTyalbHO{ iHdopMmarii, mo MicTUThCs y ¢aiini. 30kpema,
e TmepeBipka BOYMOBaHUX METallaHWX, TMOB’s3aHOi iH(opMmarii Ta mkepena. Llei
mpolec IOBMHEH BKIIOYAaTH CHpoly ifeHTU(]IKyBaTH OpUTiHAJIBbHE KEpeso
Marepiaidy, L0 MOXKE BHUMaraTH BiJICTEXEHHS IOXO/DKEHHS IaHHX B IHTepHeTi,
ocoOu, siKa 3aBaHTaXkuIa ix, abo aBTOpa39.

Toxk, 3 ypaXyBaHHSAM LIMX BUCHOBKIB, 3 METOIO MiATBEPPKEHHS UM CIIPOCTYBAHHS
JOCTOBIpHOCTI IM(MPOBOi iHPOPMAIL] MPONOHYEMO aTanTOBAaHUU MiJ KpUMiHAJIbHE
MPOBAKEHHS «TPUKYTHUK TEpeBipKH» LOUPpPOBOI iHPOpMAIi HAa JOCTOBIPHICTB.
3anponoHOBaHUM HaMM Miaxix (akTHIHO (DOPMye pIBHEBY MOJENb II€PEBipKU

% KomeKc eTHKH YKDaiHChKOTO XKypHamicTa. Komicia ocypranicmcukoi emuku : BeG-caiir.
URL: https://cje.org.ua/ethics-codex/?fbclid=lwY 2xjawPJ59NIeHRuA2FIbQIXMABicmIKETF
4d1FuTWI0ZIk1T3ZEN1pwc3J0YwZhcHBfaWwQQMjlyMDM5MTc40DIwMDg5MgABHsqw
8h90h1aWfNOZBnZgXuxSBriIRY AiNvwPx76s8XnuKMKV4mdz3vTw1Xb0_aem_YGU4pi
OQHM40z1Zfvz92Jw

Maiiganrok B. IlpaBuiao TppoX [pKepen: 4YOMy BaKJIMBO IEPeBIpATH iH(pOpMaLiio
3 PI3HUX, HE3ANSKHUX JKeper. Ounaiin-media JJocnionuyvko-ananimuunoi epynu «Ingholaiimy.
29.05.2025. URL: https://infolight.in.ua/2025/05/29/pravylo-troh-dzherel-chomu-vazhlyvo-
pereviryaty-informatsiyu-z-riznyh-nezalezhnyh-dzherel/

TpuxytHuk nepeBipku iHpopmanii B OSINT: sk Bigpi3HUTH (akT Bix MaHIMYIIAIii.
InsightOps : BeG-caiit. 26.08.2025. URL: https://insightops.com.ua/2025/08/26/%D1%82%
D1%80%D0%B8%D0%BA%D1%83%D1%82%D0%BD%D0%B8%D0%BA-%D0%BF%D0
%B5%D1%80%D0%B5%D0%B2%D1%96%D1%80%D0%BA%D0%B8-%D1%96%D0%
BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1%96%D1%97-%D0%B2-
0sint-%D1%8F%D0%BA/

% KpuMiHagbHi npouecyanbHi Ta KpHMiHATICTHYHI OCHOBH BHKODHCTAHHS ©IEKTPOHHHX
JIOKYMEHTIiB y JOKa3yBaHH : KOJeKTHBHa MoHorpadis / A.B. I'ytauk, A.Sl. Xutpa. JIbBiB :
JIssAYBC, 2022. C. 100.

® Tnoeiox LB. Ouinka pesymbrarie OSINT y cymoBili mpakTii: OkpeMmi HHTaHHS.
Haykosuii sichux  Yaceopoocvrkoeo Hayionanvrozo Yuisepcumemy. Cepis IIPABO. 2025.
Bumyck 91: wactuna 4. C. 255. DOI https://doi.org/10.24144/2307-3322.2025.91.4.35
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nudpoBoi iHQopMmamii, sSKa OXOIUTIOE SK 3MICTOBHY, TaK 1 TEXHIYHY CKIAIOBY
oU(POBOTO JOKa3y.

INepmM KpokoM € nepegipka Odicepena nyobnixkayii. 11lo po3ymiTa min «aHamizoMm
JoKepena» mosicieHo y m.177 Ipotokony bepkii. Pekomenaartii momo izeHTUdiKamii
i IepeBipKU mepoKepena i 3MicTy (BKIIOYAIUM Micue moaii, naty i npubnusHuit
Yac) Mo>kHa 3HaiTu y IlociOHHKY 3 Bepn(bixaui'i40.

Y mpoMy Onoui 3BepHEMO yBary TUIBKHM LIONO MPOOJieM BCTAHOBJIEHHS aBTOpa
mudpooi iHpopmarii. Tak, y m. 177 IIpotokory Bbepkii 3a3HadeHo, mo «...[HTepHET-
CEepEeIOBUIIE CTBOPIOE TPYJHOINI I aHANI3y DKEepeN, OCKUIBKH 0arato mKepen €
AQHOHIMHHMMH a00 TICEBIOHIMHMMY ... . Hampuxian, € Bumaaxu, Koiau aBTop mudpoBoi
iHdopmanii Bumae cebe 3a iHmy ocoOy. Tak, mimo3proBaHMil 3 METOI0 NMPHXOBAHHS
BOMBCTBA Ta Jie30pieHTALl] IPABOOXOPOHHKX OPraHiB OpraHi3yBaB IOi3IKy 0 €THNTY,
IITYYHO CTBOPHUBILIM c0Oi amibi mono mepeOyBaHHS 3a MeXaMH YKpalHH y MOMEHT
BUYMHEHHS 310unHy. [lepeGyBatoun B M. Lllapm-enp-11leiix, BiH BiJ iMEHI MOTEPILIOrO
my0JTiKyBaB OBiIOMIICHHS Ta ()OTO B COLianbHii Mepexi DeicOyK, sIKi MaJu CTBOPUTH
VSBIICHHS, IO TOTEPIUTHIA KUBUI 1 CAMOCTIHHO 3aJIMIIMB TEPUTOPI0 YKpaiHH, YAM
HAMATaBCs MPUXOBATH pealbHy JaTy Ta OOCTABMHM BUMHCHHS BOMBCTBA',
AHaT3yIoun 10 yXBaJy y IHIIOMY JOCHI/UKCHHI, MU BHCIIOBIIOBAJIN CBOI 3acTepe-
JKEHHS 110 BHKOPHCTAHHS OJIHOTO i30JbOBAHOTO JOKa3y, 30KpeMa JaHWX PO Miclie
nepeOyBaHHS 0COOM, € HEIOCTaTHIM Ul JOCTOBIPHOTO MiATBEP/DKCHHs amibi Ta
norpedye MepeBipKu y CyKYITHOCTI 3 iHIIMMHU JJOKa3aMu .

MoxyTts OyTm 1 iHOI CHTyamii, Hampukiag Komu [udposa iH(opMariis
myOmiKyeTsest Bin iMeHi ¢eiikoBoi ocodn. Hampukmnan, y ciuni 2024 poky 3 MeTOIO
KOMITPOMETAIii )KypHATICTIB CTBOPEHO (heHKOBE BUIAHHS, Yy PEAKLI] SIKOTO 3a3HaAYEHO
BHTaIaHNX 0Ci6 3 GoTorpadisM, siKi 3reHepyBaB mTyuHmi iHTenekt . [TyGmikaris Bix
iMeHi BUTalaHoi O0COOHW Iie Te K came IO i MmyOJTiKamis BiJ iMEHiI HEBiIOMOI OCOOH.
Takox YBaXHO CIiJl BITHOCHTHCH N0 0a3-JaHUX, SIKi HEBIIOMO KHM CTBOPCHI Ta
aJMIHICTpYIOThCs. Hanpuknan, Oasa-manmx «MupotBopersy. Jlani 3 miei mepexi
MOXKYTb HE BiflIOBiIaTH, OKPIM iHIIMX BHMOT, BHUMO3i JOCTOBIPHOCTI (HEMOXKIHBO

“ TMoci6muk 3 Bepudbixamii. Penaxtop: Kpeiir Cinbsepman, Incruryt Iloitutepa. Penary-
BaHHS Ta aJaNTalil0 NepeKiIaay Ha YKpPaiHCbKy MOBY 3iHCHEHO YKpalHChKOK0 Acouiali€ero
Bupasui mix kepiBaunTBoMm Omnekcis IToropenosa Ilepeknan, mitepaTypHe peaaryBaHHs Ta
BepcTka B’suecnaB binmoycoB ®inampHa BepcTka — €BpONEHCHKHN IEHTP SKYPHATICTHKH.
C. 106-109. URL: https://verificationhandbook.com/downloads/verification.handbook_ua.pdf

* TIpotokon Bepkii 3 BefeHHsS PO3CIiAyBaHHS 3 BUKOPHCTAHHSM BiJKPHTHX LU(BPOBHX
naHuX. IIpakTnuHmi MOCIOHWK IIOJO e(EeKTHBHOrO BHKOpUCTaHHS uudpoBoi iHdopmamii
Y BIIKPHTOMY JIOCTYM Il pO3CHiyBaHHS MOPYIIEHb MiKHAPOJIHOTO KPUMiHAJIBHOTO IpaBa,
3 [IpaB JIIOJUHU Ta ryMaHiTapHoro mpasa / Heodiu. mep. 3 anria. O. B. 3i03b. Hero-Hopk;
XKenesa: Llentp i3 npas moxunu Kamidopr. yu-Ty, Bepkmi, IOpuna. mx., OOH Vmp. Bepxos.
komicapa 3 mpas mmoauan, 2020. C. 92. URL: https://www.law.berkeley.edu/wp-content/
uploads/2022/03/Berkeley-ProtocolUkrainian.pdf

? Yxpanma Ileyepchkoro paiiomHoro cyay m.Kuesa Bin 17.03.2016 poky y cmpasi
Ne 757/12089/16-k. URL: http://reyestr.court.gov. ua/Review/56950544

4 KpumiHaneHi npolecyanbHi Ta KPHMIiHANICTHYHI OCHOBH BUKOPHUCTAHHS CIEKTPOHHHX
JIOKyMEHTIB y JIOKa3yBaHHi : KojlekTuBHa MoHorpadis / A.B. I'yrauk, A. 5. Xurpa. JIbBiB :
JIsBIYBC, 2022. C. 56.

4 Pomaniok A. MeTo1 «THHJIOTO OCEJIE/IsA»: XTO i HaBIlIO aTaKye XKypHaJicTiB. Jemexmop
media : BeG-caiit. 16.01.2025. URL: https://detector.media/blogs/article/221791/2024-01-16-
metod-gnylogo-oseledtsya-khto-i-navishcho-atakuie-zhurnalistiv/
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BCTaHOBHUTH XTO, KOJH Ta Ui 4Oro ImyOIiKyBaB iH(QOpMALiio, sKa JISKUTh B OCHOBI
JOCHE, XTO HAIOBHIOE 6asy)’. € Takox BHIAIKW, KOMM BIACHHK CaiiTy BiTOMHi,
OJJHAK, 4epe3 CIIBIpPAIi0 3 AHOHIMHUMH [DKEpelaMH BHHHUKAIOTh CYMHIBH IIOJO
nocroBipHocTi iH(popmarii. Hanpuknan, npusatHuii cait-napcep YouControl, skuii
paHillle BUKOPHCTOBYBAaB Yy CBOIH poOOTi TUIBKK JepaBHI PEECTpU JonaB 6a3y JaHUX
«MuportBopeib». Tox Bukopuctanss iHdopmarii i3 Takux 0a3 JaHUX UIsI JOKa3y-
BaHHS Hece TEBHI pI/I3I/IKI/I46. AHAJOriYHO, HEMOXXIHMBO 0€33aCTEePEXHO HOBIPATH
iH(popMarii, omyOmikoBaHIi BOPOroM, aKE € HEMOOTMHOKI BHIAIKH BHKPHBICHHS
49y BUTaJaHHs iH(opMmallii, ska myOIriKyeTbes Ha ioro oimifHuX caifTax.

VY 1. 177 Iporokony Bepkii Takox 3a3Ha4eHO, IO X04a BU3HAUCHHS aBTOPCTBA €
KOPHCHHM, BTIM HOTO BiJCYTHICTb, SIK TIPABIJIO, HE € KPUTUIHUM JUIsI BCTAHOBJICHHS
aBTeHTHYHOCT OHiaiiH-emeMenTa’ . TaKMM UHHOM, Y CYYaCHHX MiDKHAPOIHHX
MiIX0max akKIEeHT 3MIIIyeThcs 3 iAeHThGiKamil aBTopa IM(POBOr0 KOHTCHTY Ha
BCTAHOBJICHHsI aBTEHTHYHOCTI caMoro HU(GpoBoro 06’ekra Ta WiNICHOCTI iH(pOpMaILii.
OpHak, y IeAKHMX KaTeropiix KpHMiHAlIbHHX IPaBONOpPYLICHb, 30KpeMa IIif Yac
HEPEeBIPKH TOCTOBIPHOCTI BiIcO KOPCTOKOTO MOBOPKEHHS HAJl TBapHHOK, BCTAHOB-
JICHHSI 0COOU aBTOPA € OJHIEIO 13 00CTaBUH, IO MiIATAE JOKa3yBaHHIO.

HacTymHUM KpOKOM € TOUIYK niomeepodicenHs y inwux Ocepenax. JIns mbporo
ciig mpoBecTH cmigui abo HermacHi (cmigui) posmrykosi mii. Takox MokHA
MEepEeBIpUTH JI0Ka30By iH(OpMali0 3 BUKOPUCTAHHSIM BIIKPUTHX JDKepen (Menia,
cowianbHi Meaia, BeO-caiitn, 6a3u maHMX, odiuiliHi qaHi Tomio ). Ilig yac nmomyky
MiATBEp)KEHb y IHIIMX JDKEpenax, SK MM 3a3Hadald BHIIE, y JXYPHAIICTIB €
CTaHIAPT NEPEBIPKU SKHAWMEHIIIE B TPHOX PI3HUX JDKEpesax .

* Bacucra 1., I'yrauk A. Buxopucrauus indopmanii 3 6a3u mammx Llentpy «Mupo-
TBOpELB» Y Iepebiry TOCYIOBOTO PO3CIiTyBaHHS: OKpeMi acleKTH. [epoicasa i Cycninbcmeo:
cyyacui eukauku ma nowtyk piwenv : 30ipHuK MatepianiB III BceykpaiHCbkoi HayKoBO-
TeopeTHYHOI KoH(pepeHwil, 16 Tpasus 2024 p. K.: KTIT, 2024. C. 397.

% Bacucra 1.B., T'yrauk A.B. Iludposa indopmaris Ta mupposi mokasu 3 BigpuTHX
JOKEpeJI: OKpeMi TEOpPEeTHYHI Ta TpakTUuHi npobneMu. LJugposizayis KpumiHaibHO20
npoeaoddicents: cman ma nepcnekmugy . MaTepianu HayK.-PakT. KPYTJIOro CTONy, M. XapKiB,
19 Bepec. 2024 p. / [peaxoin.: H. B . I'nunceka (romnos. pen.), . I . Knenka, A. A . Bapa6ami] ;
H/I BuB4. mpobaem 3nounHHOCTI iM. akaa. B. B . C rammca HAII pH Ykpainu ; Bin. nocmimk.
mpobJieM KpUMiH. mpoliecy Ta cyaoycTporo. Xapkis : [Ipaso, 2024. C. 21.

" Mpotoxon Bepkii 3 BeleHHS PO3CTiAyBaHHS 3 BHKOPUCTAHHSAM BiJKPHUTHX HU(BPOBHX
naHuX. IIpakTnuHmi NOCIOHMK IMORO e(EeKTHBHOrO BUKOpUCTaHHS LuUdpoBoi iHdopmamii
Y BiIKDMTOMY JOCTYMi Ul PO3CHiflyBaHHS NOPYLIEHb MiXKHAPOJHOTO KPUMiHAILHOIO IpaBa,
3 IpaB JIIOAMHA Ta TyMmaHitapHoro mpaea / Heo¢in. mep. 3 anri. O. B. 3103s. Hero-Hopk;
Kenesa: Ientp i3 npas moaunn Kamipopn. yu-ty, bepkui, FOpua. mk., OOH Vmp. Bepxos.
komicapa 3 mpas mmomuman, 2020. C. 92. URL: https://www.law.berkeley.edu/wp-content/
uploads/2022/03/Berkeley-ProtocolUkrainian.pdf

“® BukopHCTaHHS €IEKTPOHHHX JOKA3iB Mij| Yac JOCYJAOBOrO PO3CIiAyBaHHsS 3J0UMHIB
NPOTH MHUpY, OE3NeKH JIOACTBa Ta MikHapoaHoro mnpasonopsaky (IIporokon bepkimi) :
Hayk.-nipakT. nopaauuk / JI. B. TaBpuiiok, 1. B. Bacucra, 1. C. Adonin, A. B. llleBuniuen ta
iH. ; 3a 3ar. pea. M. C. Lynkipinze. Kuis : JIHAI MBC VYkpaiuu; Bug-so «IlonitexHika», 2024.
C. 23-30. URL: https://rep.dnuvs.ukr.education/handle/123456789/4178

* TlociGuuk 3 Bepudixamii. Penaxrop: Kpeiir Cinssepman, Incrutyt Ioitutepa. Penary-
BaHH] Ta aJalTalilo NepeKiIagy Ha YKpalHCbKYy MOBY 3IiHCHEHO YKpalHChKOIO Acolialiero
Bupasuis mig kepiBrunrBoMm Omekcis Iloropenosa. Ilepexnan, niTepaTypHe penaryBaHHS
Ta BepcTka — B’siyecnaB binoycos. ®inanbHa BepcTka — €BpONEHCHKHN HEHTp JKYPHATiCTUKH.
C. 105. URL: https://verificationhandbook.com/downloads/verification.handbook_ua.pdf
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[ligTBepmkeHHss meBHOI iH(pOpMaLii MOXHA 3HAHTH Yy Marepiamnax XKypHa-
JCTCHKUX po3ciixyBanb. Hanpukian, Ha mifcTasi (akTiB, ONPIIIIOHEHUX Y KypHa-
JICTCHKOMY PO3CIiIyBaHHI IMOAO MisUIBHOCTI Ha TEPUTOPil OMHOTO 3 MOHACTUPIB
TonociiBcekoro paiiony wmicta KueBa migmineHoro HaBuampHOro 3akianxy CBY
po3moYay 10Cy10Be po3ciiayBanHs 3a 4. 1 ct. 436-1 KK

OpHak, a1 Toro, mo0 us iHdopMamis craga JOKa3oM, il CIiJ| «Ieraji3yBaTiy.
VroBHOBa)keHHI Cy0’€KT Mae (h)aKTHIHO MOBTOPHO i 3i0paTu 3a JOMOMOTrok0 3ac0o0iB i
cnocobiB, mo BusHaueHi KIIK. Opi€HTOBHHMII anroput™ <«JIeraiiallii» MaTepianiB
JKYPHAJTIICTCBKOTO PO3CITiTyBaHHs Ta OJOTiB mporonye A. KoBaneHko. ABTOp pe30HHO
3a3Hayae, 10 MaTepiayl JKYpHATICTCHKOTO PO3CIIAyBaHHS Iepell BHKOPHCTaHHIM
TIOBMHEH OYTH OLIHEHHM 3 TOUKH 30Dy HAIEKHOCTI, JOIyCTHMOCTI i JOCTOBIPHOCTI ",
AJpke onyOniKOBaHMMH MOXYTh OyTH 3aMOBHI Y¥ HEIPAaBAMBI MaTepiaiu.

3aKkiHYCHHAM TIEPEBIpKU € yugposa nepesipka. COOM MOXKHA BiJHECTH
TexHIUHMI aHaTi3 Ta BepHDIKAIiI0 METATaHWX >, MOCIIKCHHS XCII-3HAYCHB VIS
MiATBEPKEHHS IUTICHOCTI, OI[iHKA TEXHIYHUX IapaMeTpiB MPHCTPOIO, EKCIepTU3a
tomro. [Ipo mesiki i3 mUX MpoLeciB BxKe WIITa MOBA Y MONEPEIHBOMY ITiAPO3.ILITI.

BHUCHOBKH

Otox, iHpOpMaLis oxpa3y He 37aTHa HaOYTH IPOIECYAIBHOTO CTaTyCy IOKa3y
y KpUMiHanbHOMY mpoBa/pkeHHI. llupposa iHdopmamis He € BuHATKOM. Jlnme
nepeBipeHa Ta JOCTOBIpHA iH(pOpMAIlis, AKa BiAMOBIIa€ BUMOTraM HAJICKHOCTI Ta
JOIyCTUMOCTi, oTpuMaHa B nepenbadeHomy KIIK Ykpainu nopsaky Ta Moxe OyTu
BUKOPHUCTAHA [T BCTAHOBJICHHS HAasBHOCTI YM BiACYTHOCTI (hakTiB Ta 0OCTaBHH, IO
MAalOTh 3HAYECHHS AT KPUMIHAIBHOTO TPOBAPKEHHS 1 MiAISAraoTh JOKa3yBaHHIO
Ma€ «IpolecyaTbHUIl MIaHC» iMeHyBaTHCS Toka3oM. [Ipu mpomy, kBamidikopani 1T-
CHEMiaTiCTH TMOBHHHI 3aJy4aTHCS Ha JOMOMOTY CIiI4OMy, JETEKTUBY IO BiAIO-
BiJTHUX OTJIA/IB, OOIIYKIB, JJIs BiIIyKaHHS MAGPOBHUX CIIJIIB TOIIO.

Po3pinsemo HayKOBY MO3HILIO IO/I0 BUOKPEMIIEHHS OKPEMOT0 JDKepelia (P POBHX
JOKa3iB Ta MPO TPaBOBY HEBH3HAUCHICTh Yy KPHMIHAJIBHOMY IIPOLECYaIbHOMY
3aKOHOJABCTBI y LApHHI JOMyCTUMOCTI IM(pPoBOI iHpopMalii, K J0Ka3sy B KPHUMi-
HAJIbHOMY IPOBaDKEHHI.

IepeBipka 1 MiATBEpKEHHS AOCTOBIpHOCTI IwdpoBoi iHpopMamil y Kpumi-
HAJIEHOMY IIPOBa/PKEHHI Ma€ 3/IHCHIOBATHCS K OaraTopiBHEBHI MPOIIEC, IO MOETHYE
aHAN3 JpKepena, IOMIYK IMiATBEP/DKEHb Yy HE3AISKHMX JDKepenax Ta TEeXHIUHYy
(umdpoBy) mepeBipky. Amanrailis miaxoniB, chopmoBanux y xypHaticTuii, OSINT,
JI0 BUMOT KPHMIHAJIBHOTO IIPOLIECY JO3BOJSIE MIiHIMI3yBaTH PH3UKH BHKOPHUCTAHHS
HEJIOCTOBIPHHX JaHHX.

% Posmouato [OCYZIOBE PO3CIIAYBAHHS 3a (DAKTAME, ONPUIIOOHEHUMI JICYPHANICIAMIL
Cniocmeso.Ingo, wooo nionineroi wkonu ua mepumopii monacmups. Ogic I'enepanvrozo
npokypopa : Beb-caiir. 07.01.2026. URL: https://gp.gov.ua/ua/posts/rozpocato-dosudove-
rozsliduvannya-za-faktami-oprilyudnenimi-zurnalistami-slidstvoinfo-shhodo-pidpilnoyi-skoli-
na-teritoriyi-monastirya

1 Po3crigyBanHs kKonabopawiiHoi IisutbHOCTI : mpakT. nocioHuk / €.0. ITuchMeHChKHI,
C.B. I'onokiH, A.B. Kosanenko, B.B. Kosanenko. Kuis: B/l Jlakop, 2024. C. 182-183.

2 Tnosiok IB. Ominka pesynsratie OSINT y cymoBiii mpakTuii: OKpemi MHTAHHSL
Haykosuii sichux  Yaceopoocvkoeo Hayionanvrozo Yuisepcumemy, 2025. Cepis IIPABO.
Bumyck 91: wactuna 4. C. 257. DOI: https://doi.org/10.24144/2307-3322.2025.91.4.35
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AHOTAIIA

3amnporoHoBaHa IyONiKamist € TPOJOBKCHHAM cepil AaBTOPCHKHX HAyKOBO-
HPaKTHIHUX PO3AYMIB IIOJO PO3MEXYBaHHS CYKYIHOCTI iH(opMarii BiJf CyKyImHOCTI
noKa3iB. BkoTpe apryMeHTOBaHO, IO EKCTPAIOJIIOKYM I[i BUCHOBKM Ha IM(POBY
iH(popMallifo, BApTO HE JHMINE 3HATH MEXY, sKa Bimaiisge mudpoBy iHbOpMAIito
BiZ cTaTycy LU(POBOTO IO0Ka3y, a W PO3YyMITH, SIK YHHKAaTH THUX MPOLECYaIbHUX Ta
IHIIMX TOPYLIEHb, SKi HE J03BOJIATH LU(POBii iH(OpMalii iMEHyBaTHCS A0y CTUMHIM
Ta IOCTOBIPHUM JIOKa30M.

3po6IieHO cIpo0y YaCTKOBO 3aIIOBHUTH IPABOBY HEBU3HAUYCHICTH, IKa MA€ MICIIC
Yy YMHHOMY KpHMiHaJbHOMY IPOIeCYaJIbHOMY 3aKOHOIABCTBI, mopagamu i3 [Iporo-
koxry bepkii 3amns 3a0e3nedeHHs I0mycTUMOCTi udpoBoi iHdopmarrii, sk Jgokazy
B KPUMiHAJIbHOMY NPOBaDKCHHI. Tako y3arajibHEHO KillbKa Ji€BUX IIPaBHJ Iepe-
BIPKM 1 MiATBep/KEHHs IOCTOBipHOCTI Im¢poBoi iHdopMalii Ta TPOJOBKEHO
MIPOTHO3HU IIOJI0 HACIIAKIB Cy4acHOTo LU(POBOTO PO3BUTKY VIS AOKA30BOTO IpaBa
3arajioM Ta KpUMIiHAJIbHOI MPOIEeCyaabHOI iSNBHOCTI 31 300Dy, MEPEBIPKH Ta OLIHKU
uudpooi iHpopmarii 30Kpema.
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DIGITAL CRIMINALISTICS AS A STRATEGIC DIRECTION
FOR THE DEVELOPMENT OF MODERN CRIMINALISTICS

Shevchuk V. M., Zatenatskyi D. V., Kolesnikova L. A.

INTRODUCTION

The modern stage of the development of criminalistics is characterized by global
digitalization, which is not just a technical update, but a fundamental scientific
prerequisite for the transformation of its theoretical foundations. In today’s realities,
the processes of digitization and digitalization are objective, inevitable, they cannot
be stopped, because they are such that they reflect the objective requirements set
forth by scientific, technical and social progress'. The transfer of information into
digital form and digitization trends under such conditions are a new stage in the
development of our society, they appear as a new era of development of the digital
economy in Ukraine. They influence all spheres of activity of society and the state,
including the activity of law enforcement agencies in the field of combating crime,
modernize and update the development of legal science and criminalistics®.

Under such circumstances, the processes of digital transformation of criminalistics,
which create prerequisites for the development and formation of new criminalistic
knowledge, become especially relevant. The essence of the digitization of criminalistics
is the application of digital technologies to identify, research and secure evidence
of a digital nature®. These processes affect the development of criminalistics as an
applied science, which includes the latest methods of investigation related to digital
information, as well as ways to detect and prevent them®.

Digitization in criminalistics is first of all manifested in the integration of digital
technologies in criminalistic activities, which includes the development and use
of special methods, techniques and tools for working with digital evidence and

! Shevchuk, V., Zhuravel, V., Yevdokimenko, S., Yevdokimenko, S., Myshkov, Y. (2025).
Forensic Examination and Criminalistics in Investigating War Crimes: European and Ukrainian
Experiences. Jurnal Media Hukum, 32 (1), 59-77. DOI: https://doi.org/10.18196/jmh.
v32i1.25056

? Illeuyk B. M. [limkuramisamis, umdpoizalis Ta TeXHOJNOTI3allis KpUMiHATICTHKH:
npobieMu ChOTOJEHHS Ta MEPCHEeKTHBH MailOyThoro. Jidowcumanizayis cyo0oeo-eKxcnepmuoi
HAYKU 8 YMOBAX BOEHHO20 CMAHY.: MaTepialld MDKH. HayKro-LpakT. KoH¢. (8 mnmcromana
2024 p., m. XapkiB). Xapkis: IIpaso, 2024. C. 324-327.

% Shevchuk, V., Bululukov, O., Chornyi, H., Tyshchenko, O., & Baranchuk, V. Latest
Criminalistic Tools and Technologies in the Investigation of Cybercrimes: International and
Ukrainian Experience. Law, State & Telecommunications Review, 2025, 17 (2), 207-235.
DOI: https://doi.org/10.26512/Istr.v17i2.55927

4 Konovalova V.O., Shevchuk V.M. Digital criminalistics as a strategic direction of
formation of criminalistic knowledge. Advanced discoveries of modern science: experience,
approaches and innovations: 1l International Scientific and Theoretical Conference, January
20, 2023. Amsterdam: European Scientific Platform. Pp. 73-77.
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investigating crimes in the digital sphere®. It enables the search, retrieval,
preservation and investigation of digital evidence for the detection, detection and
investigation of criminal offences. Such processes created the prerequisites for
the formation of a new strategic direction in criminalistics — digital criminalistics®,
the concept of which requires special scientific research and determination of the
vector of prospects for its development in modern conditions and in the future’.

1. Digital transformation of criminalistics — a scientific
prerequisite and methodological basis for the formation
of new criminalistic knowledge

Strategic planning in science allows not only to record current changes, but to
anticipate the dynamics of crime through the creation of proactive models of law
enforcement®. The strategic vector shifts the emphasis from " criminalistics of the
past” (investigation by material traces) to " criminalistics of the future”. This involves
the development of theoretical models of criminal activity in cyberspace®, forecasting
ways to counter the investigation, and creation of algorithms for neutralizing methods
of anonymization and data encryption.

It is believed that the digitization of criminalistics should include several aspects:
1) the use of digital technologies to increase the efficiency of the investigator’s
search and cognitive activity, effective organization of this activity at the modern
level, optimization of the interaction of various bodies and institutions in the
investigation of criminal offenses; 2) the use of information and communication
(informational computer) technologies for the investigation of criminal offenses,
which contributes to the algorithmization of the pre-trial investigation process as a
whole and its individual stages; 3) solving didactic tasks in the field of training,
retraining, advanced training of investigators, forensic investigators, forensic experts,
exchange of experience®® . In these directions, the processes of digital transformation
of forensics in the modern conditions of hybrid warfare, taking into account the
trends of Europeanization and technologization of our society, are taking place.

® Marynene C., llepuyk B., Bantpynene FO. IlITyunuii iHTeNeKT B JisIbHOCTI Oprais
MPABOINOPAJKY Ta FOCTULII: yKpaiHCBKMi Ta eBpomeWchkmii nocBin. Teopis ma npakmuxa
cy0o0eoi excnepmusu i kpuminanicmuku, 4 (29), 2023, 19.

® Konogina A.C., ®enoposa T.C. Ludpposa kpuminamicTrka: npoGremMu Teopii i MpakTHKH.
FOpuouunuii nayxoeuu enexkmponnuit scypuan. 2022. Ne 4. C. 378-380.

7 Shevchuk, V., Zhuravel, V., Yevdokimenko, S., Yevdokimenko, S., Myshkov, Y. (2025).
Forensic Examination and Criminalistics in Investigating War Crimes: European and Ukrainian
Experiences. Jurnal Media Hukum, 32(1), 59-77. DOI: https://doi.org/10.18196/jmh.
v32i1.25056

8 Konovalova V. O., Shevchuk V. M. Modern criminalistics in the conditions of war:
problems of adaptation and reload. Modern research in world science: Proceedings of the 5th
International scientific and practical conference (August7-9, 2022). Sci-conf.com.ual. Lviv,
Ukraine. 2022. Pp. 896-903. https://sci-conf.com.ua/wp-content/uploads/2022/08/ MODERN-
RESEARCH-IN-WORLD-SCIENCE-7-9.08.2022.pdf
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Digital transformation leads to a transition from the traditional paradigm of the
study of material traces to the study of information and computer patterns of the
emergence and existence of evidentiary information. The development of modern
criminology and its digital transformation today is not a opportunistic response to
technical progress, but represents a global change in the scientific paradigm®®.
Traditional criminalistics, which for decades was based on the theory of the reflection
of the material world in a material environment, is now faced with the phenomenon
of «digital reality». This makes it necessary to review the methodological basis in this
field of knowledge.

The scientific premise of this transformation is the convergence of criminalistics
with informatics and the theory of systems and forecasting. If previously the object of
knowledge was a physical object (media), now it is an information process — an
algorithm for creating, transmitting, and saving data. This requires the development
of a new theory of the digital trace picture, which includes not only data directly, but
also metadata that allows establishing the context of the event without physical
contact with the attacker’2. The methodological basis of this process is based on the
integration of special knowledge in the field of information technology, cyber
security and programming into the system of criminalistic knowledge. The formation
of new knowledge occurs through the expansion of the object sphere: from physical
media to virtual environments. This requires the development of new research
methods, which became the basis for distinguishing digital forensics as a new
scientific direction in the system of criminalistic knowledge and forensic
sciences.The methodological basis of the formation of new knowledge in this context
is structured according to three vectors: a) epistemological; b) systemic and
structural; ¢) axiomatic. The epistemological vector is associated with a change in the
nature of cognition. In digital forensics, the path from «trace» to «fact» is through
software mediation. The expert does not observe the object directly; he sees the result
of the algorithm. Therefore, the methodology necessarily includes verification of the
toolkit — proving that the software does not distort the original digital matter.
The system-structural vector affects the formation of knowledge about the «virtual
environmenty as a space for committing a crime. This environment has the following
properties: cross-border, anonymity, easy changeability and the possibility of instant
destruction of evidence. Accordingly, criminalistic knowledge is adapted to work
with «ephemeral» objects that exist only under voltage (random memory) or in cloud
storage. The axiomatic vector involves a revision of basic criminalistic categories,
because digital transformation introduces new axioms: the «copy identity principle»,
according to which a duplicate digital file is legally and technically identical to the

Y IlleBuyk B. M., Tumenko O. I. TexHonori3amis KpUMiHATICTHKH, CyI0BOT EKCIIEPTH3H i
KPUMIHATBFHOTO TPOBA/KEHHS] B CydacHHX yMmoBax wudposizauii. FOpuduunuii nayxoeuil
enexmponnui scypran. Ne 12.2024. C. 375-380. URL: http://www.lsej.org.ua/12 2024/88.pdf

2 shevchuk, V., Zatenatskyi, D., Kapustina, M., Kolesnikova, I., & Shevchuk, A. Crimi-
nalistics Means and Methods of Combating Ecocide in the Modern Conditions of Military
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original, provided the hash sum matches. This extends identification methods
by adding algorithmic methods for comparing large data sets®?.

Thus, digital transformation acts as a catalyst for the creation of digital
criminalistics, as a strategic direction for the development of modern criminalistics,
which becomes an integrative bridge between traditional forensics and computer
science. It provides a transition from «technical assistance» to the investigator to the
formation of a new strategy and approach to the process of evidence collection,
investigation, and trial, where digital information is the central link of evidence.

Today, the tasks of criminalistics, depending on theoretical-cognitive and applied
problems, can be divided into three levels: 1) tasks aimed at improving the theoretical
and methodological foundations of criminalistics, the formation and development of
the general theory of criminalistics; 2) tasks aimed at improving law enforcement
practice, that is, scientific and practical developments for the development of the
theory of criminology and for the practice of law enforcement, taking into account
the modern realities of consent; 3) tasks aimed at developing and implementing
forensic innovations into practice, as well as improving the strategy of combating
crime by means of criminalistics. In this context, we are talking about the formation
and the need to develop new directions in criminalistics, in particular, criminalistic
innovations, forensics strategy, military forensics, medical, nuclear and digital
criminalistics™. Therefore, an urgent issue today is the need to develop scientific
recommendations regarding the use of modern digital technologies, work with certain
types of digital evidence, procedural processing of detected digital traces of a
criminal offense; the need to ensure the integrity and authenticity of digital evidence
by applying modern information protection methods'®. Therefore, digital
criminalistics is a strategic direction of research in the system of criminalistic
knowledge and modern criminalistics *".

In view of the above, it can be seen that the formation of strategic directions of
research in criminalistics is a response to the systemic crisis of traditional
approaches, which arose as a result of the technological gap between the methods of
committing criminal offenses and the methods of their investigation. The formation

13 Shevchuk V. M. Methodological problems of the conceptual framework development for
innovation studies in forensic science. Journal of the National Academy of Legal Sciences of
Ukraine. 2020, 27, 2, 170-183. URL: http://visnyk.kh.ua/en/article/metodologichni-problemi-
formuvannya-ponyatiynogo-aparatu-kriminalistichnoyi-innovatiki
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of strategic directions contributes to the synthesis of criminalistic knowledge with the
achievements of various technical, legal (criminalistic) sciences, neurosciences,
biotechnology and artificial intelligence. This makes it possible to create complex
methods where, for example, the digital profile of the offender is integrated with his
biometric and psychological characteristics, forming a complete identification system
in the absence of physical contact traces.

Strategic research allows criminalistics to go beyond the local investigation. In
the conditions of hybrid threats and cross-border crime, the unification of standards
for working with digital evidence is of strategic importance, which ensures their
recognition by international judicial authorities. This turns forensics into a tool of
international security and protection of national sovereignty in the information space.
The strategic direction of such research makes it possible to increase efficiency and
optimize the process of criminal proceedings, resource and procedural support.
Determining strategic priorities allows you to concentrate intellectual and financial
resources on the development of domestic expert software and the training of a new
type of personnel — digital criminalistics or criminalistic-analysts capable of working
with Big Data and cloud technologies®,

Therefore, such studies ensure the viability and innovative essence of crimi-
nalistic science, transforming it from a theoretical-descriptive discipline to a funda-
mental projective-applied science that effectively counters crime with criminalistic
means, methods and technologies to ensure national security, defense and state
sovereignty in the era of global digitalization and military realities.

The value of digital criminalistic for the formation of a criminalistic strategy lies
in the transition from a tactical response to individual episodes to the creation of a
comprehensive model of anticipatory documentation, investigation and prevention
of criminal activity. Within the framework of further scientific research, this aspect is
revealed through the following conceptual provisions.

First, the change of the object of strategic planning. Under such circumstances,
criminalistic science ceases to be a science of «things» and becomes a science of
«connections and algorithms». This approach necessitates the formation of a new
normative model of criminal proceedings, where digital information is recognized as
primary, and not derived from physical media. If previously the traditional strategy
was built around the physical representation of the crime scene, today the digital
transformation moves the center of strategic planning to the digital (virtual) space,
where digital information and digital evidence become the key element, that is,
digital traces are the key source of evidentiary information. The object of strategic
analysis is not a single file or document, but the correlation of gigantic arrays of data
from various sources (billing systems, cameras with FacelD, registries). Strategic
planning is aimed at the development of intelligent search algorithms in these arrays,
which makes it possible to separate evidentiary information from informational
noise. The strategy in today’s environment is now aimed at intercepting and
preserving data before it is remotely destroyed.

%8 Shevchuk, V., Morozova T., Chornyi, H., Nehrebetskyi V., and Slobodeniuk, 1. (2025).
Artificial Intelligence in Criminal Proceedings: Criminalistics, Criminal Procedure and
Psychology Issues. International Annals of Criminology, 2025. Pp. 1-19. DOI: https://doi.org/
10.1017/cri.2025.10090
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Secondly, projectivity and intellectualization. They act as the highest steps in the
evolution of digital criminalistics, transforming it from a retrospective discipline to a
strategic-level proactive tool. Projectivity (from the Latin projectio — projection
forward) defines the ability not only to analyze and investigate past events, but also to
project (model) possible scenarios of criminal activity and methods of their
neutralization. Digital criminalistics introduces the method of criminalistic forecasting
into the strategy. The analysis of digital traces allows not only to identify patterns of
behavior of criminals, but also to predict possible threat vectors (use of weapons of
mass destruction, cyber attacks, etc.) and to prepare means and methods of their
neutralization in advance'®. This turns the strategy from figuratively speaking "catch-
up" to "preemptive”. Intellectualization of digital forensics means the integration of Al
and machine learning technologies®® in the methodology of criminalistic research,
which fundamentally changes the role of the forensic expert and specialist in criminal
proceedings. It makes it possible to use neural networks for automatic detection of
anomalies, hidden connections between figures and recognition of behavior patterns
that a person is physically unable to notice. Digital forensics is becoming the
intellectual core of national security, as it ensures the state’s ability to legally and
technically respond to threats arising in a high-tech environment.

Third, evidentiary reliability in the long term. The development of a methodology
for preserving the authenticity of digital evidence over the years (for example, for
international tribunals) is of strategic importance. Forming a strategy for using
blockchain technologies or creating public registries of hash sums of evidence
ensures that digital data will not lose its power due to changes in software standards
in the future. Effective application of the strategy involves harmonization of
procedural legislation with international and European standards and domestic
realities. This includes taking into account the international experience of using
digital forensics tools and their ability to collect evidentiary information in pre-trial
investigation, as well as the processes of its verification and legitimization of remote
methods of evidence collection and recognition of the results of automated data
analysis algorithms as independent elements of the investigation strategy and judicial
review of court decisions.

The formation of strategic directions contributes to the synthesis of criminalistic
knowledge with the achievements of neuroscience, biotechnology and artificial
intelligence. This makes it possible to create complex methods where, for example,
the digital profile of the offender is integrated with his biometric and psychological
characteristics, forming a complete identification system in the absence of physical
contact traces. Strategic research allows forensics to go beyond the local
investigation. In the conditions of hybrid threats and cross-border crime, the
unification of standards for working with digital evidence is of strategic importance,
which ensures their recognition by international judicial authorities.
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Thus, a criminalistic strategy strengthened by a digital component becomes the
foundation for building a system of national resilience, where every digital footprint
is seen as a strategic resource for establishing the truth and restoring justice.
The forensic strategy should combine the efforts of investigators, technology experts,
intelligence (OSINT), blockchain technologies and significantly increase the level
of work with evidentiary information, taking into account the predictive function
of forensics. In this context, the importance of digital forensics lies in the creation
of a single digital forensic space in Ukraine and the world, which will allow the
exchange of information, strengthen international cooperation and quickly integrate
data from various digital sources (drones, smartphones, satellites) into an integrated
system of evidence of war crimes and effectively investigate them and form an
evidence base for consideration in international and national courts.

The formation of strategic directions of research in modern criminalistics is a
response to the systemic crisis of traditional approaches, which arose as a result of
the technological gap between the methods of committing criminal activities and the
methods of their investigation. Strategizing in forensics primarily helps in ensuring
scientific prognostication. The strategic vector shifts the emphasis from
«criminalistics of the past» (investigation by material traces) to «criminalistics of the
future». This involves the development of theoretical models of criminal activity in
cyberspace, forecasting methods of countering the investigation, and creating
algorithms for neutralizing methods of anonymization and data encryption. This turns
modern criminalistics into a tool for the international security of Ukraine’s digital
environment and the protection of national sovereignty in the information space.

2. Digital criminalistics: concepts and significance in the formation
of evidentiary information in the conditions of hybrid warfare

In the modern conditions of martial law, the question of increasing the effectiveness
of the investigation of modern crime, including war crimes and cybercrimes, using the
tools of digital criminalistics®’. Today’s digital evidence is becoming a reliable means
of recording and verifying real events, refuting disinformation, and identifying subjects
acting remotely??. The process of forming evidentiary information in a digital
environment is complicated by use opponent of methods of anonymization and
destruction of digital traces. Under such circumstances, the trend of the formation of a
new scientific direction — digital criminalistics Z.

2 Konovalova V. O., Shevchuk V. M. Modern criminalistics in the conditions of war:
problems of adaptation and reload. Modern research in world science: Proceedings
of the 5th International scientific and practical conference (August 7-9, 2022). Sci-conf.com.ual.
Lviv, Ukraine. 2022. Pp. 896-903.

2 Avdeeva G. Technological breakthrough in criminalistics and forensic examination : new
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In the conditions of hybrid warfare, the importance of digital criminalistics is
growing critically, as the line between a cyber attack, an information operation and a
physical act of aggression becomes more and more transparent. It ensures the
procedural fixation of immaterial objects (e-mails, metadata, log files), turning them
into legitimate sources of evidence that meet the criteria of admissibility and
reliability, facilitates the detection, recording and analysis of digital traces, assists in
the investigation and prevention of criminal offenses, and also ensures the use of
digital evidence in judicial proceedings and the process of proof. Digital
criminalistics is basically understood as a system of scientific provisions and forensic
means, methods and technologies aimed at detecting, recording and analyzing digital
traces in order to establish the circumstances of the commission of a criminal offense.

In the specialized literature, various terms are used to denote this direction —
«computer criminalistics»?, «electronic criminalistics»? or «forensics in computer
systems»?®, «digital criminalistics» (Digital Forensics, Digital Forensic Science or
Digital Criminalistics)?".

In the specialized literature, there are different approaches to defining the concept
of digital forensics and its place in the system of forensics and criminalistic sciences.
Some scientists point out that digital forensics is a separate branch of forensic
science, which is a system of scientific methods for researching digital evidence in
order to facilitate the detection and investigation of criminal offenses®. Others point
out that digital criminalistics is related to the process of collecting, receiving, saving,
analyzing and submitting digital data for the purpose of obtaining investigative
information, evidentiary information and carrying out investigations and criminal
prosecutions in relation to various types of criminal offenses®, including war crimes
committed by the occupying forces of the Russian on the territory of Ukraine.

Some sources indicate that digital forensics is «one of the branches of
criminalistics that focuses on criminal procedural law and evidence regarding
computers and related devices»®, such as mobile devices (for example, phones and
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smartphones), game consoles and other devices that function through the Internet.
In addition, digital forensics is related to the process of collecting, obtaining,
preserving, analyzing and presenting electronic (digital) evidence in pretrial and
judicial proceedings. Therefore, digital criminalistics can be a strategic direction in
the development of criminalistic science® .

In view of the above, it can be asserted that the subject of digital criminalistic is the
regularities of detection, recording, preliminary research, use of computer information,
digital traces and means of their processing in order to solve the tasks of detection,
investigation and prevention of criminal offenses, as well as the development of these
regularities of technical means and methodological recommendations aimed at
optimizing activities to combat criminal offenses in the digital space.

The object of digital criminalistics is, on the one hand, criminal offenses related
to the use of computer (digital) technologies and social relations that arise in the
course of detection, disclosure, investigation and prevention of criminal offenses,
when detection, recording, research, use of computer information, digital traces and
means of their processing is carried out, and on the other hand, the activities of law
enforcement agencies in relation to the investigation of such criminal offenses and
the issue of the development and application of forensic techniques, methods, means
of using computer (digital) technologies in the fight against crime in the digital space.

Therefore, digital criminalistics is a branch of forensics that studies the patterns
of occurrence and use of digital traces and, based on the knowledge of these patterns,
develops technical means, techniques and methods for detecting, recording,
extracting and researching digital information (evidence) and means of its processing
for the purpose of disclosure, investigation and prevention of criminal offenses.

It is important for scientific research to take into account the relationship between
digital forensics and the digitalization of forensics and forensic examinations. Thus,
we believe that it is necessary to clearly distinguish digital forensics as a system, a
field of criminalistic knowledge aimed at the study of digital traces, on the one hand,
and on the other — the use of digital technologies in the investigation and judicial
proceedings, that is, the process of digitization of forensics as a natural modern stage
of its development and formation, which involves the introduction of digital
technologies in various fields of forensic technology and forensic examination, to the
very process of pre-trial investigation®.

Regarding the relationship between digital criminalistics (properly computer-
technical examination) and forensic examination, it is worth noting that they perform
different functions in the process of collecting and analyzing evidence in criminal
proceedings. So, in particular, digital criminalistics (computer forensics) primarily
focuses on digital data, while forensics focuses on physical evidence, such as
fingerprints, traces, and biological samples, etc. Also, experts in the field of computer

* Ileniteko B., Illenitbko M. ®opMyBaHHs MHPPOBOT KPUMIHATICTHKH SIK CTpaTeriuHmit
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and technical expertise have specialized knowledge in the IT field, while forensic
scientists use various techniques from different fields of science.

In addition, digital criminalistics and computer-technical expertise, in its name,
already has an emphasis on the fact that the mention is a technical expertise, which
excludes it from the composition of forensic types of expertise defined by the law
"On forensic expertise”. And also, Art. 7 of this Law, it is stated that the performance
of examinations can be entrusted to other specialists (experts) from the relevant fields
of knowledge in the manner and under the conditions specified by this Law. Also in
Aurt. 7 states that the basis for conducting a forensic examination is a contract with an
expert or an expert institution, if the examination is carried out on the order of other
persons. Although these fields are closely intertwined, their distinction is based on
the object of research and methodology: forensic examination (in the classical sense)
focuses on material traces of the real world (prints, biological samples, documents),
while digital forensics works with virtual data stored on physical media. Its
specificity lies in the fact that the evidence is intangible, easily changed and requires
special software to extract it without violating its integrity. The main difference in
functions: criminalistic identifies a person or object through physical properties,
while digital forensics restores the chronology of actions and the content of
information in the digital environment™,

The connection between the use of special knowledge in the study of digital
traces and the collection of evidentiary information, the determination of the
possibilities of criminalistic research, the evaluation and use of the results of forensic
examinations in evidence in the conditions of the activation of the use of digital
technologies is important®. Currently, objects in digital form are submitted for
forensic examination, both on individual data carriers and on computer systems.
Therefore, in order to legally obtain digital traces, it is necessary to use relevant
special knowledge, as well as to conduct forensic computer-technical examination
and examination of telecommunication systems and means (examination of digital
and analog devices)®.

In today’s military realities, digital criminalistics is a reliable tool in the system
of ensuring national security and defense of Ukraine. Digital criminalistics in the
conditions of the modern scientific paradigm should be considered as a complex
system of theoretical provisions, criminalistic tools, technologies and methods of
detection, fixation, extraction and research of digital traces that exist in virtual space
or on physical media. In the context of doctoral research, it is important to emphasize
that the object of knowledge here is not only "computer information", but digital
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reality — a dynamic set of data, algorithms and network connections that reconstruct
the circumstances of the event of a criminal offense® .

Digital criminalistics is important in the formation of evidentiary information in
the conditions of hybrid warfare. It ensures the formation of an evidence base for
legal responsibility for armed aggression and the commission of war crimes, where it
is especially important to establish a cause-and-effect relationship between actions
and consequences, which are accompanied by traces, including digital (metadata, IP
address, code) and criminal actions of specific persons who committed such war
crimes (military personnel, commanders of military units, military political
leadership of the aggressor country etc.).

Hybrid warfare is accompanied by massive information and psychological
operations (IPSO).In such situations, the role of digital forensics lies in the ability to
disprove fake content (deepfakes, photo/video manipulation) by analyzing metadata,
file structure and information distribution logs, which turns criminalistic computer-
technical examination and examination of telecommunication systems and means
into an effective tool for establishing the objective truth against propaganda. Digital
evidence often exists in cloud storage, self-destructing messengers, or destroyed
critical infrastructure. Digital forensics allows for the formation of an evidence base
through remote methods of data extraction and recovery, which is critical when
physical access to the scene is limited by combat operations.

The formation of evidentiary information in the conditions of war has a strategic
goal — the presentation of evidence at the International Criminal Court (hereinafter
referred to as the ICC). Digital forensics ensures data integrity and authenticity through
the use of hash functions and digital signatures, ensuring that a digital copy from a
crime scene (such as data from a drone or smartphone) has not been altered since
recovery™’. The value of the synergy of the technical and tactical direction lies in the
integration of OSINT data into the classical process of proof. Digital criminalistics
legitimizes data from satellites, social networks, and closed databases, turning disparate
digital activity into a systematic evidence model of military aggression.

In the context of hybrid threats, the further development of criminalistics in the
conditions of the information society, digitization and military realities of today is
impossible without the wide use of innovative and fundamental knowledge in the
field of digital criminalistics *®. Today, forensics corresponds to the development of
digital technologies, creating means and methods for the possibility of extracting
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B Ykpaini. Cywacui peanii npomudii 60€HHUM 3M0YUHAM: HAOYMUL O0C8I0 MaA NOIs0
6 maubymne . marepianu naHenpHoi muckycii VII XapkiBcekoro MikH. topua. ¢opymy
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% Koryruu I. 1. 3acTocyBaHHsS HH(POBUX TEXHONOTiH — HOBUIl HANPAM KPHUMIHATICTHKH.
Haykoei yumanna nam’smi I'anca Ipocca : 30ipHUK Te3 MDKHApOIHOI HayKOBO-TIPAKTHYHOT
xoHpepenuii (M. YepHniBmi, 09 rpymus 2021 p.). UepHiBelbkuil Hal[iOHAIBHUH YHIBEPCHTET
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forensically significant information from a new type of media®. Thanks to scientific
and technical progress, it is possible to use digital technologies in criminal
proceedings, which speeds up the investigation process, allows more complete
formation of the evidence base in the investigation of war crimes®, and in the future
should ensure the quality of the judicial review of proceedings and the prospects of
court decisions, both in international and national courts.

Therefore, digital criminalistics is of great importance in the formation of
evidentiary information in the conditions of hybrid warfare. It becomes a kind of
digital tool that allows you to translate virtual and online acts of Russian military
aggression into the plane of criminal procedural evidence, ensuring the inevitability
of punishment for war crimes committed both in the physical environment and
in cyberspace in the context of hostilities.

3. The role of digital criminalistics tools in the detection,
recording and investigation of war crimes in Ukraine

Digital forensics tools are transforming the process of investigating war crimes,
making it high-tech and cross-border. They make it possible to overcome difficulties
in processing digital information and collecting digital evidence and, in turn, to form
a reliable evidence base, which is the foundation for bringing to justice the highest
political and military leadership of the aggressor at the international level. The role of
digital forensics in the investigation of war crimes of the Russian Federation against
Ukraine is determined by the need to process colossal data sets (Big Data) and the
impossibility of traditional access to the locations of events in occupied territories or
in active combat zones.

The main areas of application of the tools of digital criminalistics in the
detection, recording and investigation of war crimes are: a) remote means and
technologies for recording war crimes; b) digital data analysis and mobile forensics
(Mobile Forensics); c) expert study of UAVs (Drone Forensics); d) 3D scanning and
photogrammetry of the scene; e) use of blockchain technologies and cryptographic
algorithms (hashing); g) application of artificial intelligence technologies, etc.

Remote means and technologies for recording war crimes make it possible to
reconstruct the circumstances of shelling of civilian objects and identify the
aggressor’s units without the physical presence of an investigator at the scene. Digital
criminalistics tools allow you to legitimize data from open sources (OSINT (Open
Source Intelligence) technologies by analyzing social networks, Telegram channels,
Maxar/Planet Labs satellite images, etc.The role of analytical platforms consists in
verifying the authenticity of the content, establishing the exact time (timestamping)
and geolocation of the event. This makes it possible to reconstruct the circumstances

® Bopucosa, K. €., Ciimunuii, B. A. 3acrocyBanns wadpoBoi kpuMinamictuku. Cyuachi
menOenyii PO36UMKY KPUMIHATICMUKY MA KPUMIHATLHO20 NPOYeCy 6 YMOBAX BOEHHO20 CMAHY:
Te3u jaon. MikHap. Hayk.-mpakT. kKoHd.(M. Xapkis, 25 mucrom. 2022 p.). Xapkis: XHYBC,
2022. C. 83-84.

° Jlomamrerko O. M. IIpo6ieMHi MHTAHHS BUKOPHUCTAHHS LUQGPOBHX JOKA3iB Y KpHMi-
HawicTuli. [HHOBayilini memoou ma yugposi mexnonoeii 6 Kpuminaricmuyi, cy0osii
excnepmu3i ma 10puOuunill npakmuyi: Marepiad MDKHAp. «KPYIJIOro croiy» (Xapkis,
12.12.2019) / B. lLemiteko, B. XKypasens, B. LlleBuyk. X. : IIpaso, 2019. C. 52-55.

372



of shelling of civilian objects and to identify the aggressor’s units without the
physical presence of the investigator at the scene of the incident. Satellite
reconnaissance and remote sensing of the Earth (Satellite Imagery) are becoming
important. The role of satellite technologies (Maxar, Planet Labs, ICEYE) is to
provide retrospective recording of landscape changes. This allows for documentary
confirmation of: moments of mass burials (for example, the case of Buchi and
Mariupol); the dynamics of civil infrastructure destruction as a result of artillery
shelling; moving military equipment and deploying artillery positions in territories
where investigators do not have physical access.

The analysis of digital data in criminal proceedings involves the use of software
and hardware complexes (for example, Cellebrite UFED, MSAB Oxygen) and allows
to extract data from phones, chest cameras and GPS navigators of captured or
liquidated occupiers. Analysis of data from GPS-navigators and geotagging of photos
allow you to reproduce the combat path of a specific unit. Such digital information is
often the key to linking specific individuals to places of mass executions or torture in
a certain period of time. Studying and analyzing chats in Telegram, WhatsApp or
Signal (even deleted messages) allows you to identify the members of the groups,
their callsigns and real identification data, which is often the only way to identify war
criminals. Removed digital orders, screenshots of orders in messengers and
recordings of conversations make it impossible for the defense to use the argument
about "arbitrary actions of privates". This makes it possible to raise the level of
responsibility to senior officers and plays a decisive role in revealing direct evidence:
orders for executions, photo and video recordings of torture, as well as establishing
the chain of command (command responsibility).

An important means of collecting evidentiary information by means of digital
forensics is the forensic investigation of UAVSs, which constitutes a new scientific
direction, which is often called "Drone Forensics" in foreign literature. The formation
of this direction as a system of scientific knowledge is a strategic task to ensure the
completeness of the investigation of war crimes committed with the use of high-tech
weapons.The object of Drone Forensics is a complex system that includes not only
the aircraft itself, but also the ground control station (remote), mobile applications
and cloud services of the manufacturer. Expert research allows you to extract:
a) telemetry data: speed, height, angles of inclination and flight coordinates in real
time; 2) metadata of media files: EXIF data of photos and videos containing exact
geographical coordinates and time of shooting; 3) system logs: information about
failures, critical commands and equipment identifiers (serial numbers of
components), which allows you to track the supply chain of components to
circumvent sanctions. A key role of Drone Forensics in the investigation of war
crimes is the ability to retrospectively reconstruct the route. Specialized tools (eg
VTO Labs) allow you to reconstruct the flight paths of kamikaze drones and
reconnaissance UAVs. This is critical for fixing launch points from the territory of
the Russian Federation or Belarus, which is direct evidence of aggression and
violation of state sovereignty. Identifying the point of departure is direct evidence of
an attack from a specific territory (for example, from the territory of the Russian
Federation or the occupied territories of Ukraine), which is of critical importance for
the legal qualification of the crime of aggression.
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3D scanning and photogrammetry of the scene of the incident is an important
area of application of the tools of digital criminalistics in the detection, recording
and investigation of war crimes. The use of laser scanners and photogrammetry
drones allows creating digital duplicates of destroyed objects (schools, hospitals,
residential buildings). This provides "conservation" of the crime scene in virtual
space, which allows ballistics and explosives examinations to be carried out years
after the event, when the physical object can already be demolished or rebuilt. The
use of drones for remote inspection of the scene of the incident allows for the
creation of highly accurate orthophoto plans and 3D models of destroyed objects.
Photogrammetric processing allows you to turn a series of pictures from a drone into
a metrically accurate digital copy of a building. This allows ballistics experts to
remotely calculate the angle of arrival of a projectile and identify the type of weapon
without exposing themselves to danger under rubble.

The use of blockchain technologies and cryptographic algorithms (hashing) in
digital forensics is a strategic response to the fundamental challenge of ensuring the
authenticity and immutability of digital evidence over a long period of time (from the
moment of extraction on the battlefield to presentation in the ISS). Cryptographic
hashing performs the function of creating a unique digital fingerprint of any file or
the entire image of the medium, which provides a guarantee of integrity and is of
procedural importance. It is obvious that Any minimal change of at least one bit of
information in the proof will lead to a complete change of the hash sum.This allows
the expert to mathematically prove to the court that the provided copy of the data is
bit-by-bit identical to the original, seized from the occupier or from the site of the
shelling. Procedural significance — hashing becomes a mandatory element of the
"chain of custody" (Chain of Custody), recording the state of digital information at
every stage — from the inspection of the scene to the forensic examination.
Cryptographic algorithms and blockchain transform digital forensics from a "method
of technical analysis" to a system of guaranteed trust. In a strategic dimension, this
allows Ukraine to build such a mechanism for gathering evidence, where the
technological impossibility of falsifying data becomes the main argument of
prosecution in international tribunals.

The use of artificial intelligence technologies has occupied a central place in
military realities for collecting evidence of war crimes in digital forensics* . Al acts
not only as a tool to speed up the expert’s work, but also as a means of identifying
hidden patterns inaccessible to human perception*2. The use of artificial intelligence
technologies has taken a central place in military realities, transforming digital
forensics from the process of mechanical data collection into a system of intellectual
analysis of large arrays of information (Big Data Forensics). In the conditions of war,
the amount of digital data (video from drones, interceptions, satellite images) is so

' Dumchykov, M. O. Protsesy didzhytalizatsii i kryminalistyka: rektrospektyvnyi analiz.
Kryminalistyka i sudova ekspertyza Forensics and forensic examination, 2020, 65, 100-108 in
Ukrainian.

2 Illepuyk B. M., Apjeea I'. K. BHKOpHCTAHHS TEXHONOTiH INTY4HOTO iHTENEKTY Ta
CHeliajbHUX 3HaHb y PO3CIiyBaHHI BOEHHUX 3JIOYMHIB. [IpasHuua Hayka ma 3aKoHOOA8CmMEo
Vipainu: esponeiicokuii 6eKmop po3gumky 6 ymMoeax 60cHno2o cmay : MoHorpadis; Har, aka.
npaB. HayK Ykpainu. Xapkis, 2023. C. 491-503.
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colossal that traditional "manual™ analysis becomes physically impossible. Therefore,
the role of Al in collecting and analyzing digital evidence of war crimes is
increasing™®.

It is believed that the process is a natural stage of development and formation of
modern forensic knowledge** and involves the active implementation of digital
technologies in various fields of criminalistics, forensic expertise and legal practice®.
At the same time, it is important not to exaggerate the potential and advantages of
artificial intelligence: it is worth considering its individual shortcomings. We see that
the use of Al in judicial proceedings and law enforcement activities is permissible
only under the condition of mandatory observance of the principles of the rule of law,
basic human rights, respect for his honor and dignity, equality before the law and the
court, proportionality, competition between the parties, transparency, impartiality and
justice, etc*®.

The use of artificial intelligence is becoming especially relevant and important
within the framework of the investigation of war crimes, in the course of criminal
proceedings there is a possible violation of human rights (regarding the protection of
the confidentiality of personal data and interference in private life), etc*’. This
requires intensifying the development and implementation of advanced technologies,
methods and tools that are based on the application of forensic knowledge, adhering
to the standards of evidence in criminal proceedings and the use of digital
technologies and the capabilities of artificial intelligence®.

Among the main areas of use of Al technologies in Ukraine today are the
following: 1) analysis of: satellite images; video and photo materials, audio materials;
social networks; data from medical institutions; text information; 2) facial recognition
and identification of the offender in social networks and video recording cameras
(including those of the Russian military); 3) ensuring road safety, identifying and

“ Cremantox P. JI. Lludppoa KpuMiHAMICTHKA  YIOCKOHATIGHHS CHCTEMH KpHMiHa-
nmictuyHOl TexHiku B YkpaiHi. Bicwuk JIIVBC im. E. O. [ioopenka. 2022. Bun. 3 (99).
C. 283-294. URL: DOI: 10.33766/2524-0323.99.283-294

“ Illeuyk B. M. IlTyuynuii iHTeneKT B KPUMiHATICTHI[ :@ NPOBGIEMH, MOMUIMBOCTI,
NepCrieKTHBU. [THghopmayitine 3abe3nevennss po3caioyeanns 3nouunie . matepiann X MixHa-
poanoro kpyrioro croiy (M. Oneca, 19 tpaBus 2023 p.). Oneca: Bunasuunrso «fOpuaukay,
2023. C. 89-97.

4 Shepitko V. Yu., Konovalova V. O., Shevchuk V. M. et. al. Scientific and technical
support of investigative activities in the context of an adversarial criminal procedure. Issues
of Crime Prevention, 2021, 1, 42, 92-102.
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moHorpadis / [B. 0. Ilemiteko, I'. K. ABnmeeBa, B. M. IlleBuyk Ta iH.] ; 3a 3ar. pen.
B. 10. lleniteka ; H/I BuBY. npo6iem 37104uHHOCTI iM. akaza. B. B. Crammca Harr. akaz. mpas.
Hayk Ykpainu. Xapkis : I[IpaBo, 2024. C. 87-88.

47 [llepuyk B. M. Kpuminanictiune 3a6e3neyeHns po3ciilyBaHHA KPUMiHATBHHX IPaBO-
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6 KpumiHanicmuyi ma cyoosiil ekcnepmusi | HayK.-IPaKT. MOCIOHUK : €JIEKTPOH. HayK. BUI. ;
3a pen. B. 10. Illemiteka ; Hau. akan. npas. Hayk Ykpainu ; H/II BuBY. npo6iem 3104HHHOCTI
im. akax. B. B. Crammca HATIpH Vxpainu. Xapkis: [Ipaso, 2023. C. 85-93.

“8 Baltriiniené J., Shevchuk V. Artificial Intelligence Technologies in Law Enforcement and
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recording violations of traffic rules; 4) the use of drones to combat the illegal
circulation of firearms, drug crime, military operations and the collection of evidentiary
information on the conditions of war and the conduct of active hostilities with the aim
of recording war crimes; 5) prevention of criminal offenses using intelligent security
systems with various information collection devices (sensors); 6) prediction of criminal
offenses by the method of crime mapping, with the help of which forecasts are formed
regarding local crime and individual criminal behavior®, etc.

The use of Al in criminalistic activities is a promising innovative direction that
opens up new opportunities for increasing the effectiveness of crime detection,
automating routine tasks, predicting crime, and analyzing large volumes of data. In
order to minimize risks and increase the effectiveness of the use of artificial
intelligence in forensics, it is necessary to develop clear ethical and legal standards,
ensure the transparency and accountability of algorithms, and improve the quality of
training data. It is recommended to introduce Al into forensic practice gradually and
cautiously, maintaining human control over final decision-making and taking into
account the potential impact of technology on human rights and judicial justice®.

Digital criminalistics is of particular importance for: obtaining information from
mobile devices of seized phones of participants in criminal proceedings; obtaining
information from personal computers of individuals and legal entities; obtaining
information from servers and other information stores in organizations and institutions;
obtaining information about radio frequency identifiers, GPS trackers, sensors,
stationary and mobile measuring devices using geolocation, video surveillance and
positioning systems; receiving information from network services that establish voice
and video communication between computers via the Internet, such as ICQ, Skype,
WhatsApp, Viber, Telegram and others; receiving information from banking systems
on appropriate digital media (SD disks, flash cards, etc.); receiving information from
cellular communication operators regarding the details of subscriber communication
and establishing the location of the subscriber from geolocation; obtaining information
from video surveillance cameras of various state structures; obtaining information from
cameras and video cameras seized from participants in criminal proceedings.

Key areas of implementation of Al technologies in digital criminalistics:

1. Automated recognition of objects and persons. Al algorithms make it possible
to process thousands of hours of video from surveillance cameras, chest recorders
and drones for automatic identification of military equipment (by tactical signs), the
type of weapons and the faces of combatants. This makes it possible to quickly
establish the involvement of specific units in war crimes in populated areas.

2. Audio data analysis and speech analytics. In the investigation of war crimes,
Al is used to automatically transcribe and translate intercepted radio or telephone
conversations of the occupiers. Al-based systems are able to perform phonoscopic

# Jlarmm K. IludpoBa kpuMinamictka y mepion BiiiHH B VYkpaiHi: MoxIHBOCTI
BHKOPHUCTAHHS CIELiaIbHUX 3HaHb y cdepi inpopmariiinux texxororii. Kriminalistikairteismo
ekspertologija : mokslas, studijos, praktika: 18, 2022, 18, 32.

YepsanboBa JI. A., Kypman O. B. 3acrocyBaHHS IITy4yHOTO IHTEJNEKTY B KpUMiHa
JICTHIL: TIEPCIICKTUBH Ta PUMKH. AHAnimuyHo-nopieHsibe npagosnascmeo. 2025. T. 3. Ne 3.
C. 211-115.URL: https://app-journal.in.ua/wp-content/uploads/2025/06/33-2.pdf
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identification (identification of a person by voice) and detect key words-markers
in speech that indicate the provision of criminal orders.

3. Detection of manipulations and Deepfakes. Countering disinformation is a
strategic task of Al in digital forensics. Specialized neural networks analyze video
and photo materials for digital anomalies, allowing experts to distinguish real footage
of war crimes from enemy-generated or edited propaganda materials.

4. Correlation analysis and construction of networks of connections. Artificial
intelligence allows you to combine disparate digital traces (geotags of photos, billing
data, mentions in social networks) into a single logical scheme. This makes it
possible to reconstruct the hierarchy of command and establish specific perpetrators
and masterminds of crimes, revealing connections that at first glance seem random.

5. Predictive analytics and event modeling. Al helps reproduce 3D models of
artillery strikes by analyzing the shape of cavities and damage to buildings, which
allows you to calculate the trajectory of the projectile with high accuracy and identify
the positions of enemy artillery even in the absence of direct video surveillance.

Therefore, the investigation of war crimes committed in conditions of full-scale
armed aggression requires the use of high-tech tools to document massive violations
of international humanitarian law. The use of these tools allows for the completeness
of the investigation in cases where a traditional examination of the scene is
impossible due to hostilities or landmines, making digital evidence the basis for
future convictions in national and international courts™.

In the realities of today’s war, the digital toolkit of modern criminalistics is
considered not just as an auxiliary tool, but as a technological foundation for proving
war crimes, genocide and aggression in the conditions of a full-scale armed conflict.
Intellectualization of digital forensics provides Ukraine with a strategic advantage in the
legal field. Al technologies transform a chaotic set of digital data into a structured
evidence base that meets the standards of international justice. This allows not only to
scale the investigation process, but also to ensure its objectivity, minimizing the impact
of the human factor when processing evidence of war crimes committed in Ukraine.

CONCLUSIONS

Summarizing the results of research on digital criminalistics as a strategic
direction for the development of modern forensic science, some conclusions can be
formulated: 1) a change in the scientific paradigm can be traced, since the digital
transformation of forensics led to the transition from the study of purely material
traces to the study of informational and digital patterns of the emergence,
preservation and transmission of evidentiary information. This allows us to consider
digital criminalistics as the intellectual core of a modern criminalistic strategy based
on the principles of projectivity and intellectualization; 2) a transformation of the
research object and methodology took place, that is, the object of strategic planning
in criminalistics is not only the physical place of the event, but the digital

5! Shevchuk V.M., Konovalova V.0., Sokolenko M.O. Digital criminalistics: formation and
role in the fight against crime in wartime conditions in Ukraine. The use of digital information
in the investigation of criminal offenses: materials of the international science and practice
round table, Kharkiv, December 12. 2022; Scientific Research Institute crime problems named
after Acad. V. V. Stashis. Kharkiv: Pravo, 2021. Pp. 97-102.
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environment and digital traces; 3) the methodological basis of modern criminalistics
is expanded due to the introduction of cryptographic methods (hashing), blockchain
technologies to ensure the "Chain of Custody" and artificial intelligence algorithms to
process Big Data arrays; 4) digital criminalistics acquires strategic importance in the
conditions of a hybrid war, acts as a key tool for overcoming anonymity and solving
the problem of legal attribution of the aggressor’s actions. In modern conditions, it
provides verification of facts in a distorted information field, allowing to separate
objective digital evidence from products of disinformation and manipulation
(Deepfakes); 5) digital criminalistics determines innovative areas of investigation of
war crimes, among which the use of Drone Forensics tools and remote sensing of the
Earth is an irreplaceable way of recording war crimes in occupied territories and in
combat zones, which allows for the formation of a reliable evidence base for
international judicial authorities; 6) further development of criminalistic science and
digital forensics should be aimed at normative legitimization of remote methods of
evidence collection and implementation of "Criminalistics by Design" standards.
Therefore, in today’s realities, it is necessary to update the development of the issues
of digital criminalistics in modern conditions. At the same time, special attention
should be paid to increasing the role of forensic didactics, in particular, forensic
training of investigators, prosecutors, courts, detectives, forensic investigators,
forensic experts in the field of digital technologies. Starting a new profession and
training a digital criminologist is relevant today. Under such circumstances, the
modern paradigm of criminology should be aimed at the further development and
formation of digital criminalistics in order to effectively solve new tasks in the
conditions of martial law.

SUMMARY

Actual problems of digital criminalistics as a strategic direction of development of
modern criminalistics are studied. It has been proven that digitalization in criminalistics
is manifested in the integration of digital technologies in criminalistic activities, which
includes the development and use of special methods, techniques and tools for working
with digital evidence and investigating crimes in the digital sphere. The processes of
digital transformation of criminalistics as a scientific prerequisite and the
methodological basis of the formation of new criminalistic knowledge are analyzed. It
is noted that the methodological basis of the formation of new knowledge in the context
of digital criminalistics research is structured according to three vectors:
epistemological; systemic and structural; axiomatic The value of digital criminalistics
for the formation of a criminalistic strategy lies in the transition from a tactical response
to individual episodes to the creation of a comprehensive model of anticipatory
documentation and investigation of criminal activity. A modern understanding of digital
criminalistics is offered, its role and significance in the formation of evidentiary
information in the conditions of hybrid warfare is analyzed. It is indicated that digital
criminalistics is of key importance in the formation of evidentiary information in the
conditions of hybrid warfare. It becomes a kind of digital tool that allows you to
translate virtual and online acts of Russian military aggression into the realm of
criminal procedural evidence. The most promising directions of research in this field of
knowledge have been identified and considered.
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