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IHEPEJIIK YMOBHHUX CKOPOYEHb

3anutr HTTP - me npouec mnepemadi 3amury Bia KIIlEHTa 0 cepBepa 3a
nonomMorotro nporokosy HTTP.

Koncoar GCP (Google Cloud Platform Console) - 1mie BeG-inTepdeiic mus
ynpasiiaHsa pecypcamu GCP. Koncons GCP Hagae kopuctyBauam JOCTYI A0 BCiX
nociyr GCP, Bxmouaroun Compute Engine, App Engine, Cloud Storage, Cloud
SQL Ta iHmmx.

CepBicHuii o6JikoBuii 3amumc (Service account) - e OONIKOBHH 3amuc, SKHN
BUKOPHUCTOBYEThCS Il aBToMaTu3ailii 3apaaHb Ha tuiatgopmi Google Cloud
Platform. CepBicHi 0O0JiKOBI 3amucH HE TMOB'I3aHI 3 JKOAHUM KOHKPETHHUM
KOPHCTYBaueM 1 MOXYTh BUKOPUCTOBYBATHCS I nocTymy a0 pecypciB GCP Bin
IMEH1 mporpamMu abo MOCIYTH.

ACCESS _TOKEN - 1ie TokeH noctymny, SIKMA J103BOJISIE TIpOrpamMi OTPHUMYBATH
JIOCTYII 10 PECYPCIB cepBepa.

APl (Application Programming Interface) - e iHTepdeiic NpPUKIATHOIO
IporpaMyBaHHsI, SIKUM JTO3BOJISE€ JBOM IIporpaMaM CITUIKyBaTUCS MK co6oro. API
- e Habip mpaBwi 1 cnernudikaiii, ki BU3HAYAIOTh, K JBI MPOrPaMH MOXYTh
OOMIHIOBATHCS JTAHUMHU.

Cloud Storage - me 00'ekTHE CXOBHINE JaHHX, SKE J03BOJIsE 30epiraTh Oyab-sKi
naHi 0ynb-skoro po3mipy B xmapi. Cloud Storage € wacturor miargopmu Google
Cloud Platform i1 mpononye HamiitHe, MaciITaboBaHE Ta BUCOKOJOCTYITHE CXOBHIIE
JaHUX.

CRUD Onepanii - - me abpeBiaTypa BiJi YOTUPHOX OCHOBHHIX OIEparlii, sKi
BUKOPHUCTOBYIOTKCS JJIS yIpaBiiHHA JaHuMu B 6a3i manmx: Create, Read, Update,
Delete

Google Cloud Platform (GCP) - nie Habip XMapHUX OOYHCITIOBAILHUX CIYKO, 110
HajgaThesi Google. GCP mnpornoHye MHUPOKUNA CHEKTP MOCIYr, BKIHOYAKOUYu

004YMCIICHHS, TaHl, MAllIMHHE HAaBYaHHS, aHAJIITUKY, MPOAYKTHUBHICTb TOIIO.
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Google Drive - ciryxx6a 30epiranHs Ta CHHXpOHi3allii ¢aiini, po3podiaena Google.
Google Drive, 3anmymenuii 24 xBiTHS 2012 poky, A03BOJIsIE KOPUCTyBadyam
30epiratu (aitiu B XMapi, CHUHXpOHI3yBaTh (GalauM Ha pPI3HUX NPUCTPOSX 1
niuTucs daitnamu.
Github - me nmarpopma mIs XOCTHHTY KOy, SKa BUKOPUCTOBYETBHCS IS
KepyBaHHS BepcisiMU Ta criBopaill. BoHa 103Bojsie BaM Ta IHIIUM MPALIOBAaTH HaJ
NPOEKTaMH 3 Oy/b-SIKOi TOUKH CBITY.
GET, POST - ue npa natnommupenimri meroan HT TP-3anuTis.
OAuth 2.0 - ne BigkpuTHil cTaHAApT aBTOpH3AIllii, KWW JO3BOJSE MpOrpamam
OTPUMYBAaTH JIOCTYI IO PEeCypcCiB, SKi KOHTPOJIIOIOTHCS KOpPHUCTyBadem, Oe3
HEOOXI1THOCTI Mepe1aBaTH MapoJib KOPUCTyBaya.
Zoom - mue xmapHa IuiatdpopMa s BineokOHEpeHIlid, sKa T03BOJISIE
KOpPUCTyBayaM CHUIKYBAaTHCSI OJIMH 3 OJTHUM JUISl BIICOJI3BIHKIB, OHJIAMH-3yCTpiue
1 BeOiHapiB. Lle ogna 3 HaWmomyssIpHIMX MUIaTGoOpM IS BiACOKOH(DEpEHIiH y
cBiti 3 moHaa 500 MiTbHOHAMH KOPUCTYBaYiB.
Zoom API - nue REST API, sxuit no3Bosise po3poOHHKaM IHTEerpyBaTd (GyHKIIIT
Zoom y BnacHi nporpamu. Z00m APl Hagae pi3HOMaHITHI KIHIIEBI TOYKH JIJIst
KepyBaHHS KOPUCTYBadYaMu, 3yCTpi4aMHu, 3allMCaMHU Ta IHIIUMH pecypcamu Z00m.
Zoom Marketplace - ne mrardopma, ae po3pOOHHKH MOKYTh IyOJIKyBaTh Ta
npojaBaTu CBOI iHTerpaiii Zoom. Iarerpariss Z00M — 1e mporpamu, CIyx 0w Ta
IHCTpYMEHTH, SKi PO3IIMPIOIOTH (YHKIIOHANBHI MOKIMBOCTI Z0om. Ix MoxHa
BUKOPUCTOBYBATH JJisi TOKpAIICHHS BiJcOKOH(EpeHIili, BeOIHApIB Ta 1HIINX

MOKJIUBOCTE Z00OMm.



BCTYII

Zoom € TOMYJSIPHOK MPOTrpaMor0 i BiJeOKOH(epeHIid Ta OHIalH-
3ycTpiuei. BoHna no3Bosisie KopucTyBauaMm 3A1MCHIOBATH ayJlio- Ta BiJICO3B'S30K 3
IHIIMMHU KOPUCTyBayaMH B peajbHOMY 4aci, a TaKOX CHUILHO MpaloBaTH HaJ
NPOEKTaMHM, TUTUTUCS €KPAHOM Ta BUKOHYBATH 1HII (PYHKITII.

Zoom cTaB nowmupenuM y nepiog nanaemii COVID-19, konu 6araro moaeit
OyaM 3MYIIICHI TMEepPeXOauTH Ha poOOTy 3 JIOMYy Ta 3HAXOJUTH HOBI CIIOCOOM
KOMYHIKaIlii 3 KoJeraMu Ta Jpy3sMH. Z0Om HaJlaBaB MPOCTHH Ta 3py4YHUH
IHCTPYMEHT JJisi 30C€peKEHHs 3B'SA3Ky 3 IHIIUMHU JIIOJbMHU, IO 3HAXOJWINCA B
pi3HUX yacThHaX cBITYy. CaMe C TiX 4aciB cepBic BileOKOH(EPEHIlii, CTaB OJJHUM 3
OCHOBHUX 1HCTPYMEHTIB, SIKI BUKOPUCTOBYIOTh TPOMAJISIHU 3eMill JJisi MIATPUMKH
3B's13Ky uepe3 [HTepHer.

KpiMm Toro, Zoom craB NOMyJISIpHUM I1HCTPYMEHTOM JJii HaBUYaHHA Ha
BiJIIaJICHI OCHOBI, SIK y IIKOJaX, TaK 1 Yy BUIIMX HaBUaJbHUX 3akianax. IcHye
KUTbKa MMPUYMH, YOMY BiH CTaB TaKUM IOMYJISIPHUM Cepe;l TIeJaroriB Ta CTYASHTIB:

> JlerkicTb BHKOpPHMCTaHHSI: Z0oOm Ma€ MPOCTUH Ta IHTYITUBHO
3pOo3yMUIHHA 1HTEepdEHC, 110 J03BOJISE BUMTEISIM Ta CTYJICHTAM JIETKO 3B'S3yBaTHCS
OJIMH 3 OJTHUM.

> SAxicTh 3B'A3KY: Z00m HaJla€ BUCOKOSIKICHHH 3B'I30K 3 MOXKJIUBICTIO
nepeaadi Biieo Ta ayAio B pealbHOMY Yaci, 0 JO3BOJISIE BUUTEIISAM Ta CTYJICHTaM
IIPOBOJIUTH YPOKH Ta JISKI(li 0e3 nmepeOoiB Ta 3aBHCAHb.

> MosxauBocTi cmiBnpani: Zoom Mae (yHKIIl CIUTBHOT poOOTH HaT
JOKYyMEHTaMH Ta €KPAaHOM, IO O3BOJISIE BUMTEISIM Ta CTYJICHTAM IMpaIfOBATH
pa3oM HaJ MPOEKTAMHU Ta 3aBJIAHHIMHU.

> I’'nyukicTh: Zoom [03BOJISIE TMPOBOAUTH 3AHATTS B  PEXKHUMI

peanbHOTO Yacy, abo 3anucyBaTu iX JUIsl EPErJisiAy B 3pyYHUM JIJIsl CTy/I€HTA 4Yac.



7

Zoom OyJ0 HEIOCTaTHBO CTAaTU BIi3HABaHUM OpeHaoM. HacTynmHum kpokom
OyJ0 CTaTH HEB1J'€MHOIO YaCTHMHOI BE0O-CaWTIB 1 3aCTOCYHKIB, 3alPONOHYBaBUIN
API 1 SDK. Jlns OaratboX po3pOOHMKIB II€ Jal0 MOXJIMBICTH CTBOPIOBATU
OPOAYKTH 3 MOTOKOBUM Biie0 ab0 KOH(EpPEHI-3B'SI3KOM, a TaKOX IUIAriHu JJIs
MOMYJIIPHOTO CEPBICY BIACOA3BIHKIB, SK-OT TPAHCKPUIIlA Ta JOMOBHEHHS 0

IHTEPAKTUBHUX 1IrOop Zoom.

Ane He TUBIAYUCH Ha Oe3niy nepesar riargopma Z00M Mae psiji HEAOIIKUB,
0COOJIMBO 10 CTOCYEThCs 30epiranus 3anucis y Zoom Cloud:
> Baprictb: Zoom Cloud Recording icHye Tinbku IJisl miiaTHUX rwiaHiB [1].
BaprticTh BHKOpHCTaHHS XMapHOTO CXOBHIIA ZOOM CYTTEBO BiJIPI3HAETHCSA Bij
iHmux Cloud Storage.
» Oomexenns: 3a yacom: Zoom Cloud Recording mo3Bossie 30epiraTu 3amucu
npotsroM 180 mHiB. SIkimio Bu XodeTe 30epiraTu 3amucH JIOBIIE, BaM IMOTPIOHO
OyJie 3aBaHTKUTH 1X Ha CBIM KOMI'toTep a0o iHIIIe Miciie 30epiraHHs.
> Henocratus opranizania: Zoom Cloud Recording He mnporonye Oarato
dbyHKIIHM 111 opraHizaitii 3anuciB. Bu Mo)keTe copTyBaTH 3amucH 3a AaTOr0, ajie He
MOJKETe CTBOPIOBATU TEru a00 MaIKU.
> Henocratusa 0e3meka: Zoom Cloud Recording mpomonye neski QyHKI
Oesmeku, Taki sk mudpyBaHHi Ta aBodakTopHa ayteHTUdikamis. OgHak 11
¢byHKI1i{ HE € 000B'I3KOBUMH, 1 BU MOXKETe OyTH CXUJIBHI 10 Kidep3arpos, sSKIo He

BKJIIOUYHUTE 1X.

3apmsikn  margopmi  Zoom MOKHA TPOBOJUTH  BiJeOKOH(eEpeHiii Ta
3aMUCyBaTU iX JJIS MOJAJbLIOTO Meperysiay. Ajie 1mo poOHUTH, SKIIO MOTPIOHO
30epertd 3amuMc Ha JIOBFOTPUBAIMN Mepioj Ta AUIMTUCS HUM 3 1HIIUMHU
kopuctyBauamu? Ll poboTa npucBsiueHa BUPIIICHHIO MUTAaHHA NepeHocy (aiiiis 3

Zoom Cloud no Google Drive.






PO3IIJI 1. OI'JIAA I AHAJII3 ICHYIOUHUX PINEHBb. MEXAHI3MHA

PEAJIIBAII TOJATKY

1.1 Oraspa icHyl4YHX MiAX0AIB 10 Po3B’sI3aHHS MOCTABJIEHOI 3a1a4i

[lepenecenns xmapuux 3anuciB Zoom Ha Google /{uck moxe ctatu gyxe
KOPHCHMM I 0araThb0X KOPHUCTYBadiB, OCKULIBKM II€ JI03BOJIsE 30epiratu Ta
JTUTUTUCS CBOIMHU 3amucamMu B Oe3meyHoMy Ta HajiiHoMy Micii. [Ipore, € kiabka
IiIXOIB 710 IIBOTO MPOIIECY, KOXKEH 3 IKMX Ma€ CBOI IIEpeBaru Ta HEJOJIKH.

Hns toro, mo6 36epertu 3ammc BineokoHdepeHuii B Google Jluck,
3BUYAHOMY KOPHCTYBauy MOTPIOHO BUKOHATH HACTYITHI KPOKH:

> 3aBaHTaXXHUTH 3alUC 3 Z0OMm Ha CBill KOMIT'tOTE.

> 3aiitn Ha cropinky Google Jlucka 10 cBOro 00JIIKOBOTO 3amucCy Ta
CTBOPUTHU HOBY MArKYy, sika Oy/1e MICTUTH 3a1KicH 3 ZOom.

> Bubpatu ¢aiin 31 cBoro kommn'rorepa Ta 3aBaHTaKUTH WOTO JI0 TMAIKH,
Ky CTBOPHJIM paHIIIe.

Tak - me myxke mpocTi KpokH, aje SKimo (aiiaiB HOCUTh OaraTo, Ta BOHH
3’ SIBJISIFOTBCSL KOKHOTO JIHA - TIPOCTE 3aBIAHHS TEPETBOPIOETHCS HAa HETPUEMHY
pyTUHHY poOoTy. TOMY BUHHUKAE /1€ aBTOMATU3yBaTH II€H MpoIiec.

Hamnpukman, oguH 3 MiAXO/iB - 1€ BUKOPUCTAHHS CTOPOHHIX Iporpam ado
CKPUITIB, sIKI JTO3BOJISIOTH aBTOMATH3yBaTW IIeM mpolec Ta 30epiratu 3amucu
BiZ[pa3y MicJig 3aBEPIICHHS 3yCTPiyi.

Baprto 3a3HaunTH, 1m0 KOXKEH MiAXiJ Ma€ CBOI IUTIOCH Ta MiHycH. [lami mu
PO3TIITHEMO HAWMOMIUPIMIICHH] ICHYIOYM IHCTPYMEHTH a0o0 MeTOonu s

BHUD 1IIIEHHS TTOCTaBJICHOTO 3aBJaHHA.



10
1.1.1 Google Drive for desktop

Google Drive - Preferences
— ~ ("
¢ ornve @ fi',} U
My ThinkPad Laptop
Falders from y nputal My ThinkPad Laptop
Google Drive yore a folder on your computer to sync with Google Drive or back up
B o Google Photos
L Google Drive O owl@gmail.com 73
[ Project sssets 3Gl Activity hotification
0 oocuments 1 Gt B Reportpdt <J
m Hesume docx
J_ Google Photos
Rach
m Budget xlsx
3 Family photos
B Graph jpg
Design ai
L Google Delve

Pucynok 1.1 — IIpukian podoru nogatky Google Drive for desktop.

Google Drive for desktop - me mporpaMa Ui HaCTUIBHHX KOMIT'IOTEPIB, SAKa
CTBOPIOE BIPTyaJbHUN JUCK Ha BallOMy KOMIT'IOTEpi, JO3BOJSIOYM BaM
orpuMmyBaTu aoctyn ao daitmie Google Jlucky Tak, HiOM BOHU 30epiraroThCs Ha
BaIllOMY JIOKQJIBHOMY KOMI'FOTE€pi. BHUKOpPHUCTOBYIOYM 1€ MiAXiJ, B MOXKETE
3aBaHTXKUTH 3aMUCH Z0OM Ha CBiil JOKATBHUI KOMITIOTED, @ MOTIM MEPEHECTH X
Ha BipTyanbHuii nuck Google Drive File Stream. Ileit miaxin 3a6e3nedye OUTbITY
THYYKICTh 3 TOYKH 30pY YrOJl po iMeHa (aiiiiB 1 manok npusHadeHHs. OqHaK BiH
BUMarae OUTbIIe PYYHUX 3yCHJIb 1 MOXE 3aiiMaTH OUIbIIEe MICIS B JIOKAJLHOMY

CXOBMILII.
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1.1.2 TonaTok "Capture - Transfer to Google Drive and Dropbox™

@ marketplace.zoom.us/a

zoom App Marketplace

App Marketplace = Capture - Transfer to Google Drive and Dropbox

Capture - Transfer to Google Drive and
Dropbox

.';,"s},: 3

D KICC
By Aioo

'y

LA

Works with: Zoom Meetings

Pucynoxk 1.2 — Jlomatok Capture - Transfer to Google Drive and Dropbox na

Zoom Marketplace.

CroponHii gomarok, moctymauii Ha Zoom Marketplace [8], sikuit m03BOJISIE
KOpPUCTyBayaM 3alKCcyBaTH CBOI1 3ycTpiui B Zoom 1 aBTOMATHYHO IepeaBaTH
3amucH 10 cBOix 06iikoBux 3anuciB Google Drive abo Dropbox.

3a momoMororo Ii€i mporpaMu KOPUCTYyBaudi MOXYTh JIETKO 3alMCyBaTH CBOi
3ycTpiui Ta BeOiHapu B Zoom Yy BHCOKOSKICHOMY BimeodopmaTi, a TaKoxk
aBTOMATHUYHO TepeJaBaTH 3allUCHU JO0 CBOIX XMapHUX CXOBUI JJIsi 3PYYHOTO
JOCTyIly Ta CHUIBHOTO BUKOpHCTaHHSA. JlogaTok Hamae 3pydHH CIOCIO
CTBOPIOBATH PE3EPBHI KOMii Ta AUIMTHCS 3alIMCAHUMH CECiIMH Z0oom 3 KOJeTaMH,
YJICHaMH KOMaHI# a00 Oyab-KuM, KOMY TOTPIOEH JOCTYM JI0 3aIUCIB.

HNonatok "Capture - Transfer to Google Drive and Dropbox" mo3Boisie
KOpPHUCTYBadyaM HAJIAIITOBYBATH MapaMeTpH 3aInCy, HAPUKIIAJ, BUOUPATH SKICThH
Bijico, BHOUpATH, SKUX CHIKEPIB 3axXOIUIIOBATH, 1 JOJaBaTH BOJSHI 3HAKH 10

3anuciB 3 MeTow Openaunry. KopucTyBaui TakoX MOXKYTh HajallTyBaTH
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aBTOMAaTUYHE TUIaHYBaHHS, 1100 MOYMHATHU 1 3yNUHATH 3alUC y NEBHUI yac a0o Ha
OCHOBI B1/IBIAYBaHOCTI 3yCTpiYi.

BaxnuBo 3a3HauuTH, 10 LEH J0AATOK BUMAara€ IUIATHOI MIJMHUCKU IS
BukopucTtaHHsi. KopucTyBaui  MOBUHHI  CIIOYATKY  3apeeCTpyBaTHCS  Ha
0€3KOLITOBHY MNpPOOHY BEpCilo, a MOTIM MiANUCATACA Ha IUIATHUW IUIaH, 11100

IPOJOBXYBATH KOPUCTYBATUCS JOJATKOM IICIS 3aKIHYEHHS IPOOHOTO MepioAy.

1.1.3 JIonarok "Google Drive for Zoom by Splain™

@ marketplace.zoom.us

zoom App Marketplace

App Marketplace = Google Drive for Zoom by Splain

" Google Drive for Zoom by Splain
® & BysSpainic

Works with: Zoom Meetings

Pucynox 1.3 — Jomarox Google Drive for Zoom by Splain ma Zoom

Marketplace.

Jlo3BoJIsIE KOPUCTYBa4YaM OTpUMYBATH JOCTyM a0 ¢aiiiB 3 Google Jlucky Ta
TUTATUCS HUMH Oe3IocepeTHRO ITiJ] Yac Hapay i BeOiHapiB y Zoom|[9].

[Ticns BcTaHOBICHHS KOPUCTYBadl MOXYTh JIETKO MAKITIOYUTH CBId
obmikoBuii 3amuc Google Drive mo mporpamu, a MoTiM OTPUMATH JOCTYI IO CBOIX
daiiniB mia yac Hapan 1 BeOiHapiB y Zoom. lle ycyBae HEOOXIAHICTh MEPEMUKATUCS
MDK pI3HUMU MPOTrpaMami 1 cripoiiye oOMiH (ailiamu mijg yac ceaHciB Zoom.

3a gomomoroto mporpamu Google Juck mis Zoom KOPHUCTYBadl MOXYTh

nimutucsa  Qainamu  6esnocepenubo 3 Google [ducky 0e3 HEOOXITHOCTI ix
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MONEPEIHOTO 3aBaHTAXKEHHS. J{0AaTOK TakoX Hajae Takl (QyHKLII, K CHIBIpalsd
B PEXHMI peajbHOr0 Yacy, MONEpPeaHIN meperyisii JOKYMEHTIB 1 J03BOJIM Ha
peaaryBaHHs, 110 MOJIETIIYE KOMaHAaM CHUIbHY poOOTYy HaJ CHUIbHUMHU (hailmaMu

i 9ac Hapaja y Zoom.

1.1.4 lonaTok "Transferring-videos.com"'

@ marketplace.zoom.us/:

Z2Z00IM  App Marketplace

App Marketplace = Transferring-videos.com

Transferring-videos.com

By Islem BOUSSETTA

Works with: Zoom Meetings

Pucynox 1.4 — Jlomatok Transferring-videos.com na Zoom Marketplace.

Be06-cepBic, sikuii 103BOJIsIE KOPUCTYBauaM aBTOMAaTUYHO MYyOJIiKyBaTH CBOi
3amucH B Z0Om Ha pi3HUX MIaThopMax COIaIbHIX MEPEXK 1 B XMAPHHUX CXOBHIINAX.
KopuctyBadui MOXyTh MpPOCTO CTBOPUTH OOJIKOBHI 3amuC Ha CalTi 1
BUKOPUCTOBYBAaTH CTOpiHKY "['pymoBa mepemaua’, mo0 HamamTyBaTH Tepenady
CBOIX Z0OM-3aIKCiB JI0 MOTPiOHOTO Mictis npu3HaveHHs[10].

CepBic miaTpuMye Taki MOMYJISIPHI collianbHi Mepexi, ik YouTube, Facebook
(rpynu 1 ctopinku), LinkedIn, Vimeo, Dailymotion 1 Twitter, a Takox XmapHi
cepBicu 30epiranHs gaHux, Taki sk Google Drive, Dropbox 1 OneDrive.

[Iponiec mepeHecenHst 3amuciB mnependadae BuOip Zoom sk 1miaThopmu-

Jokepena, BuOip Oakanoi miaTtdopMu-npuiiMadya Ta BUKOHAHHS KUTBKOX MPOCTHUX
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KpPOKIB JJIs HaJalITyBaHHs MEPEHECEHHA. BChoro 3a KulbKa KIIIKIB KOPUCTYBadl
MOXXYTh aBTOMATHYHO IyOJIIKYBaTH CBOi 3alUCU B Z0OmM Ha CBOIX YJIIOOJIEHHUX
maTgopMax CoLiaIbBHUX Mepek abo 30epiratu iX Ha CBOIX YIIOOJIEHHX XMapHHUX

cepBicax 30epiraHHs JTaHUX.

1.1.5 lonaTtok "zBackup.app"

& zbackup.app

Chaure whors u hackep your Zooem recsrdings. .

We S eban by e o8 fabre Fren ronerdr e b0 B bashap avdie e dve asby i etens of pus dhetia

32 propbox vimeo & OneDrive

& Google Orive £ YouTube

Pucynok 1.5 — O¢inifiauit caliT xMapHoro cepsicy zBackup.app.

zBackup.app - 1ie XxMapHHUil cepBic pe3epBHOrO KOIMIIOBAHHS Ta BiTHOBJICHH,
KU JO3BOJIIE KOPUCTYyBaYaM JIETKO Ta OE3MEeYHO CTBOPIOBATH PE3EPBHI KOIIii Ta
BITHOBJIFOBATH CBOI JaHI.

CepBic nmponoHye MBUAKI, HA1IHI Ta 3amudpoBaHi PIICHHAS I PE3EPBHOTO
KOITIOBaHHS NJIi MPUBATHUX OCI0, MIANPUEMCTB Ta opranizamiid. KopucryBadui
MOXYTb CTBOPIOBATH PE3EPBHI KOl CBOIX (haiiiiB, Mamnok 1 JOAATKIB y XMapl Ta
OTPUMYBATH JOCTYI JO CBOIX JaHUX 3 OYIb-IKOTO MICIll, B Oynb-KUH 9ac i 3

Oy/Ib-SIKOTO IPUCTPOIO.
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zBackup.app npononye 3pyunuii BeO-iHTepdeiic 1 MOOUIBHUI TOAATOK, IO
J03BOJISIE KOPUCTyBayaM KepyBaTH IMIpolleCaMd pPE3EPBHOrO KOMIIOBaHHS Ta
BITHOBJICHHS, IJIJAHYBaTH aBTOMAaTHYHE PE3€pBHE KOMIIOBAaHHS Ta BIJCTEXKYBaTH
Xin pe3epBHOro komitoBaHHs. CepBiC TAKOXK MPONOHYE pO3MIMpPEHi (PyHKIIi, Taki
K IHKPEMEHTHE pe3epBHE KOIIIOBAHHS, KEPYBaHHS BEPCISIMHU Ta apXiByBaHHS JJis
OUIBILI HAJIIHOTO PE3epPBHOIO KOIMIIOBAHHS Ta BIIHOBJIEHHS.
3rigHo 3 iHpopmalliero Ha caiTi, zZBackup.app BukopucTOBye HaiicyyacHimni
3axoau Oe3meku sl 3a0e3nedeHHs KOH(1ASHIIMHOCTI, IIUTICHOCTI Ta JOCTYIMHOCTI
naHux kopuctyBaui. Cepsic mudpye Bcl JaHl Mija yac nepeaadi ta 30epiranss, a
TaKO)X BUKOPUCTOBYE OaraTtodakTopHy aBTeHTU(]IKaIil0 s 3arno0iraHHs
HECaHKI[IOHOBAHOMY JIOCTYITY 710 OOJIIKOBUX 3aIMCIB KOPUCTYBAYiB.
3aranom, zBackup.app € HamiiHuM 1 O€3MEYHUM CEpPBICOM PE3EPBHOTO
KOIIFOBaHHS Ta BIIHOBJICHHS JJII NPUBATHUX OCI0 1 KOMIIaHIM, sKi IIYKAaKOTh

XMapHi pIIIeHHs JJI 3aXUCTY CBOIX JTAHUX.
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1.1.6 Jonatok "Zapier"

& C & zapier.com

= _zapier
Automate your 0 When | get 2 new lead

S — N
d a t a e n t ry S Gl Letmy teamknow sbout i

saving you time, no code required.

Start automating for free

‘ Contact Sales ’

Easily connect the apps you use for work— [ " é

v/ Free forever for core features
v/ More apps than any platform

Pucynok 1.6 — Odiniifinuii caidT momatky Zapier.

Zapier - 1ie BeO-iHCTPYMEHT aBTOMAaTHU3allil, KM J03BOJIIE KOPUCTYBayaM
MIIKJIFOYAaTH Pi3H1 BeO-01aTKK Ta aBTOMATHU3yBaTH 3aBJaHH MK HUMH 0e3 Oy/Ib-
SAKOTO KOJYBaHHS ab0 TexXHIYHMX HaBHYOK. CepBiC TOKIMKAHUNA CIPOCTUTU
mpoiiec iHTerpaiii Be6-10JaTKIB 1 poOOUYUX MPOIIECIB, JO3BOJISIIOYN KOPUCTYyBadam
HAJAIITOBYBAaTH AaBTOMATHU30BaHI [ii MK HHUMH 3a JIOMOMOTOI0 TOMEPETHBO
CTBOPEHMX 200 HAJAIITOBAHUX POOOUYMX MPOIIECIB, IKI HA3UBAIOTHCA "Zaps'".

Zaps - ne koMOiHaIlis TpUTEPIB 1 i, JIe TpUTep - I OIS, sKa BiIOyBa€ThCS
B OJIHOMY JOJIaTKy, a Jisl - II¢ pe3yJbTyroYa IOIis, SKa BiOYBAa€ThCA B IHIIIOMY
nonatky. Hampukiaa, xopucTyBad MOKE€ CTBOPUTH Kamdy, SKa aBTOMATHYHO
30epirae BKJIQJEHHS €JICKTPOHHOI MOMTH 0 NeBHO1 manku Ha Google Jlucky, ab6o
Kamay, sKka Hajacwiae crnoBimeHHs Slack, Koo HOBI 3amucu JOMAOTHCS [0

enektponHoi Tabaumi Google Tabmuii.
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Zapier niaTpumye 1HTerpamito 3 nonan 3 000 Be6-101aTKIB, BKIIOYAKOYH TaKl
nonyJsipHi iHcTpymMeHTH, Ak Gmail, Trello, Salesforce, Dropbox Ta 6araTto iHIIHX.
KopuctyBaui MOXyTh CTBOpPIOBATM BJIacHI poOOYl MpOIEecH 3a JIOMOMOTOI0
iHTepdeiicy drag-and-drop ab0 BHKOPHCTOBYBATH T'OTOBI INAOJIOHM JJISI IIBUIKOT
aBTOMAaTH3allii TUIIOBUX 3aBJIaHb.

Zapier mpuU3HauYeHUM K JJIs TPUBATHUX OCIO, Tak 1 Juist O13HECY, 1 MPOIOHYE
HU3KY Tapu(HUX TUIaHIB, 10 0a3ylOThCAd HA KUIHKOCTI 3alUTIB 1 A1 Ha Micslpb, a
TaKOX MpeMiyM-QyHKIII, Taki SK 0araToOKpoKOBl 3alUTH, YMOBHa JIOTiKa Ta
OpiOpUTETHA MIATPUMKA.

Opnak Zapier - MJIaTHAWA cepBic, 1 AJi1 MOro HaJAIITYBaHHS MOXKYTh
3HaAO0OUTHUCS TIeBHI TexHIYHI HaBUYKM [Ommoka! HMCTOYHMK CCBHUIKH He

HaiiIeH. |.
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1.1.7 Ilomyk ananoris Ha Github

C @ google.com

® Q

{=

Got gle zoom records to gdrive site:github.com -issue X Em

Q Yci [ Bipeo @ MNokynkum [o) 3o6paxeHHs [ HoeukHmu ¢ Binswe IHCTpyMeHTH

Mpubnuaxa kinekicTs peaynsTarie: 1000 (0,39 c)

Peknama
zapier.com
= hitp://www.zapier.com v
Zoom & Google Drive - Connect Without Writing Code

Zapier® helps your tools work better together so you can streamline tasks. 4,000+ app
integrations. Try it free today and start automating in minutes. SMS, Email, Formatter.

O github.com

https://github.com » minds-ai ¥ lMepexnacTu W0 CTOPiHKY

minds-ai/zoom-drive-connector - GitHub
Zoom-Drive-Connector. This program downloads meeting recordings from Zoom and uploads
them to a specific folder on Google Drive.

(o) github.com

hitps://github.com » zoom-m... ¥ lNepexnacTv Lo CTOPIHKY

carlosloureda/zoom-mentor-meeting-uploader - GitHub

A quick Python/Script to upload a zoom meeting to Google Drive to the proper folder and open
the submission Google Form for the Nanodegree mentors - GitHub ...

(o) github.com

https://github.com » topics ¥ lMepexnacTu Lo CTOPIHKY

zoom - GitHub Topics
Record Zoom meetings automatically in headless docker container with Python and FFmpeg ...
Automatically uploads Zoom meeting recordings to Google Drive.

O github.com

https://github.com » accounts ¥ lMepeknacT¥ W0 CTOPIHKY

api/patch_accountld_settings.md.erb at master - zoom/api

People outside of your organization cannot open links that provide access to cloud recordings.
recording.auto_delete_cmr *optional* | Allow Zoom to ...

Pucynox 1.7 — [pukian nomyky aHaioriB gogatky Ha Github.

SIk MokHA 0OaunTH, TMONIYK 3a TaHOK TEMAaTHUKOIO BHUIAE€ BIAHOCHO HEBEIHKY
KUTbKicTh pe3ynbTariB - 1000. Ane nilicHO pelieBaHTHUX JAe-KiIbKa JIECSTKIB.
OpHak OUTBINICTH 3 HUX 3acTapiau. SIKIO OOMEKHTH TOIIYK OCTaHHIM POKOM,

KUTBKICTh BCiX pe3ynbraTiB Oyae MeHm necsatu[l4], ta Bci BoHHM He OYIyTh
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HepeJIeBaHTHUMHU. MojkHa 3pOOMTH BUCHOBOK, IO MK MOMYJISAPHOCTI JAHOI TEMHU
(mepenoc zoom records to gdrive) mpuxoautbes Ha 2019-2020 poku - movaTox
naHjeMii KOPOHaBIPYCHOI XBOpOOM Ta MOIIMPEHHA MA0JaTKy Zoom. 3BiACH,
BUTIKaIOTh OCHOBH1 HENOJIKM - PI3HI Bepcii MOB MpOrpaMmyBaHHS (HAIIPHUKIAL
python2, python3) Ta pi3ni Bepcii Google Drive API (morouna Bepcist 3 [15]) Ta
Zoom API (morouna Bepcis 3 [16]). To6To roToBoro pimieHHs, sIK TO KaXyTb, 3
KOPOOKH, HE ICHYE.
Huxue naBeneno pisHi Bepcii API Google Drive Ta Zoom API, a takox ix

AaTUu BUXOOAY Ta XaPAKTCPUCTUKMU:

Google Drive API

Bepcis 2: 14 kBitast 2010 poky
Bepcis 3: 28 nucronaga 2019 poky

Zoom API

Bepcis 2: 24 Bepecns 2014 poky
Bepcis 3: 18 xoBTHA 2022 poky

Google Drive API v2 ta v3 € ctabinpHuMH Ta HaaiiiHUMU AP, ki HagaroTh
noctyn a0 (aiiniB, manok, KOpUCTyBayiB 1 cnuibHOrO aoctyny B Google Drive.
Zoom API v2 Tta v3 Takox € ctaOuibHUMH Ta HamgiiHnumMu API, skl HamarTh
JOCTYII 10 KOH(EepeHIii, 3anmuciB, KOPUCTYBAYiB 1 CITUIBHOTO JOCTYITY B Zoom.

Omnak Google Drive API v3 mnpomonye Ounbiie (QyHKITIOHATBHUX
moxknuBocTed, HiK Google Drive API v2. Hanpuxnan, Google Drive API v3
iATpUMY€e 0araToOKOpPUCTYBAIlbKi TOKYMEHTH, peJaryBaHHA B PEabHOMY 4acl Ta
HOoBI APl mns momyky 1 anamizy. Zoom API v3 Takox mpomonye Oinbliie
byHKITIOHATBPHUX MOXJHMBOCTEH, HiX Zoom API v2. Hanpuknan, Zoom API v3
niaTpuMye 0araTOKOPUCTYBAIbKi 3aITUCH, PEJaryBaHHs B PEAIbHOMY 4Yaci Ta HOBI
API nyist mommyky 1 aHamizy.

B uinomy, Google Drive API v3 i Zoom API v3 € kpamumu BapianTamMu, HIXK

iX momepeaH1 Bepcii.



XapakTepucTUKa

Google Drive

API v2

Google Drive API
v3
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Tabauys 1.1 Iopiensanns API

Zoom AP v2

Zoom APl v3

Jara Buxo 14 xBiTHS 28 nucromania 24 BepecHs 18 >xoBTHS 2022
Y 2010 poky 2019 poky 2014 poky POKY
CrabiibHicTh CrabinbHa CrabinbHa CrabiibHa CraliibHa
Hoctyn no
HOST}.’H Ao KOoH(epeHTii,
(hatiniB, Marok, :
o 3aMHKCIB,
KOPHUCTYBaYiB i .
CIUIBHOMO KOPHCTYBAdiB i
Hoctyn no Hocryn no CIILIIBHOTO
N JOCTYIY, & TAKOX .
(atiis, . . KOH(epeHIii JIOCTYITY, a TAKOX
. . HOBI QyHKIIi, Taki . . .
DyHKHioHATBHI TIaroK, . K TATpHMKa , 3AMKACIB, HOBl'(byHKI_Ill, TaKi
CTh KOpHUCTYBa4iB KOPUCTYBadiB SK MATPAMKA
.o OaraTokopucTyBall .o
1 CITITBHOTO BKUX JIOKYMEHTIB 1 CIIIJIBHOTO OaraToKopHCTyBaIl
JOCTYITY ™ ’ JOCTYIY bKHX 3aITUCIB,
penaryBaHHS B
. penaryBaHHsS B
peanbHOMY 4aci Ta .
HoBi APl suis peanbHOMY Haci Ta
MIOIITYKY 1 aHAITi3y HoBl API.HM .
MIONIYKY 1 aHAaI3y
Java, Python,
?:_’i’ Z%tggr)s’ Java, Python, C++, C++, Java, Python, C++,
ToctymmicTs SR R 51 Node.js, PHP, Node.js, Node.js, PHP,
o NET Ruby, Go, .NET PHP, Ruby, Ruby, Go, .NET
. Go, .NET
Google Cloud Google Cloud
Platform, Platform, Google
Google Cloud ' 9 Zoom SDK, Zoom SDK,
IncrpymenTn Cloud Shell, . .
Shell, Google CTOpOHHI CTOpOHHI
po3podxu cl Google Cloud . .
oud SDK, SDK. cTODOHHI IHCTPYMEHTH IHCTPYMEHTH
CTOpPOHHI . » CTOP
IHCTPYMEHTH

IHCTpYMEHTH
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1.2 IlopiBHAHHSA Ta BUCHOBKH I10 iCHYIOUHM A0JaTKAM

Tabnuys 1.2 IopisHanHs iCHYIOUUX AHANO2I8

BapricTs Ha 01HOT0 KOpPUCTYBaYa B

Ha3ssa nopatky

Micslb
Google Drive for desktop 0€3KOIITOBHO
Capture - Transfer to Google
: $10
Drive
Google Drive for Zoom $5.99
Transferring-videos.com 9,99€
zBackup $7.99
_ $0 - 100 tasks
Zapier
$19.99D - 750 tasks
Github OE3KOIITOBHO

HalinpuBabnuBimmmu € 0€3KOITOBHI BapiaHTH.

Google Drive for desktop - sk omwmcano y posmimi 1.1.1, med miaxim He
BIAIITOBYe Hac. HaBaHTa)keHHs mepemnajae Ha KOPUCTyBada, TOMY TYT HEMHUHYY1
MTOMUJIKH.

Bapwuart 3 Github Tex Bignanae, B po3zaimi 1.1.7 oOrpyHTOBY€ETBCS YOMY.

3 eKOHOMIYHOT TOUYKH 30Dy, sKio nopiBHioBaTH Zoom Cloud Ta Google Drive,
OCTaHHIN 3HAYHO NemeBIuil. ToMy € CeHC MepeHOCUTH Ta 30epiraTu BUICO3aMUCH
B yHiBepcuteTchkii xmapi Google Drive. Po3poOka momaTka BeleThCS 3 TOYKU
30py BHUKOPHWICTaHHS B HaBUAJIBHOMY 3akjaii, € mpaitoe Oarata KUTbKICTh

BUKJIaJadiB. XEpPCOHCHKHUW JIEPKABHHUI YHIBEPCUTET HapaxoBye moHan 350



22
BukianaudiB[13]. kim0 HaBITh BUKOPUCTOBYBATH HaWACIMICBIIMN JOAATOK,
3arajJibHa CyMa KOIITIB CTaHOBUTH moHaa $2000 momicsiis.

Kpim Toro icHye ayxe BakiuBa TeMa Oe3neku maHux. llepm HDK HamaBaTu
JI03BOJIM Ha JIOCTYN CTOPOHHIM oco0aM abo oprasizailisM, BaKJIUBO PETEILHO
NepeBIpUTH iXHI OOJIIKOBI J1aHl Ta BUBHAUUTH PiBEHb JOCTYIly, SIKUU iM MOTpIOEH.
Takox BaXJIMBO BCTAHOBUTH YITKY TMOJITHKY Ta MpOLEAypH HAJAaHHS Ta
BIIKJIMKAHHS JTO3BOJIIB Ha A0CTyn. KpiM TOro, BaXKJIMBO PEryJsipHO NEperjsiaaTH
J03BOJII Ha JOCTYyH 1 TPOBOJUTU ayduT Oe3neku, o0 BHUIBUTH OyIb-sKi
NOTEHLIHI Bpa3nuBocTi abo pusuku i O6e3neku. Bee e motpedye noaaTkoBUX
3yCHUJIb Ta PECYpCIB.

3p0o3yM1iI0, 10 BUHUKA€ MUTaHHS PO3POOKHU BIACHOTO A0AATKY.
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1.3 YTouHeHa mocTaHOBKA 3a1a4i Ha po3podky 113

» llepernsHyT naHi, siIKi MOTpiOHO TepeHecTu. BusHaumtu Tunu ¢aiimis, ixHI
PO3MIpH Ta KUTBKICTb (pailiiiB, sIKi IOTPIOHO NEPEHECTH.

» BusHauutH CcTpykTypy namok ans daitmie 'y Google [lucky, skuii Oyme
CTBOPEHO Ji 30epiraHHs nepeanux Qaniis.

» Ilepexonatucs, mo Google Jluck HajgamTOBaHWK 1 TPHCTOCOBAHWUW IS
BUKOPUCTAHHS B opraHizaiii. [lepeBiputu 103BOJIM Ta TMpaBa JIOCTYIY 3alUCy
daiiniB y Google Jlucky.

» ApreHTH(]IKYBaTH OOJIIKOBHH 3amuc Zoom, sIKHK OyJie BUKOPHUCTOBYBATHCS
s nepenavi. [lepekonaiiTecs, 1mo OOJIIKOBHI 3amuc Mae HEOOXITHI J03BOJIH
JUISL IOCTYITY 0 TMOTPIOHUX JTaHUX.

» CrtBoputu TokeH API Bim Zoom, sikuii Oyae BUKOPHCTOBYBATHCS IS JTIOCTYITY
1o API Zoom.

» Hamucartu ckpurnr, skuii otpuMae qoctym 10 APl Zoom 3a 1omomMororo TokeHa
API 1 3aBa"TaxuTh HeoOXimHI (aitiin. CKPUNT TaKOX NMOBHHEH 3aBaHTAKUTHU
daiinu y BignoBigHy nanky Ha Google ucky.

» llpoTecTyBaTH CKPHIIT, OO MEPEKOHATHCS, IO BiH MPAIIOE€ HAJIC)KHUM YHHOM.
[lepexkonatucs, mo ¢aiaum 3aBaHTAKYIOThCA 3 Z00Mm 1 BUBAHTAXKYIOTHCSA Ha
Google Jluck 6€3 MOMWIOK 1 BTpaTH JaHUX.

» 3arutaHyBaTH TIEPEHECEHHs, MO0 TEePEeKOHATHUCS, IO BOHO BIAOYIETHCA Y
3pydYHHMI JJIS OpraHizamii Ta KOpuCTyBadiB dYac. BpaxoByBaTu Oynab-siki
oOMekeHHs a0o0 TONITUKHM IMOAO Tepenadi MaHuX, sIKi MOXYTh MiSTH B
oprasizartii.

» llicns 3aBepieHHs Tepemadi MEPeKOHATHCS, MO BCi (aimu OyiaM YCIINIHO
nepereceri Ha Google /luck. Ilepexkonatucs, mo m0 ¢GaiiaiB € TOCTYI 1 M0

BOHU 30€piratoThCs y BIAMOBIIHUX MAMKaX.
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1.3.1 BuGopy MoBH nmporpamMyBaHHs

[Ipu BuOOpT MOBM HporpaMmyBaHHsS Il JOJATKY CJIiJI BpaxOBYBaTH Taki

KpUTEPIi:

» CkIagHIiCTh JOAATKY - YMM CKJIATHIIINKA JOAATOK, TUM OUTBII MOTYXHOKO 1
THYYKOIO MOBUHHA OyTH MOBA MPOTrpaMyBaHHS.

» OyHKIIOHAIBHICTh JOJATKy - MOBa NMPOTpaMyBaHHs MOBHHHA MiATPUMYBATH
BC1 HEOOX1H1 QYHKIIIT 17151 JOJIaTKY.

» EQexTuBHICTh T0OAAaTKYy - MOBa MPOTpaMyBaHHs MOBHHHA OyTH e€()EeKTHBHOIO,
100 T0AATOK TpaIfoBaB MIBUIKO 1 6€3 3001B.

» JIoCTYIHICTB - MOBa MPOTrpaMyBaHHsI TOBHHHA OyTH JOCTYITHOIO, 100 ii Oyio
JIETKO BUBYHUTH i BUKOPUCTOBYBATH.

» ChirpHOTA - MOBa ITPOrpaMyBaHHS TIOBUHHA MATH BEJIMKY 1 aKTUBHY CIUIBHOTY

PO3pOOHUKIB, IIIO0 MOXKHA OyJIO OTPUMATH AOTIOMOTY 1 MIATPUMKY.

Jlns nomatky mepeHeceHHs naHux 3 Zoom Cloud go Google Drive moxHa
BUKOPUCTOBYBATH TaKl MOBU MIPOTPaMyBaHHS:

Python - e momynspHa i MOTy)kKHa MOBa MPOTPaMyBaHHsI, SIKa MiAXOIUTh IS
CTBOPEHHS IIMPOKOTO CIEKTPY HoaaTkiB. Python Mae Benuky 1 akTUBHY CHUTBHOTY
pO3pOOHMKIB, a TakoX Oe3mu O0i0mioTek 1 QpeHMBOpKIB, SKI MOXKHA
BUKOPUCTOBYBATH JIJISi CTBOPECHHS I0AATKY.

Java - me me oaHa momynspHa 1 TOTY)KHA MOBa NPOrpaMyBaHHS, SKa
MiAXOINUTH JIJII CTBOPECHHS KOPIOPATUBHUX JOJATKIB. Java Ma€ BEIIMKY 1 aKTHBHY
CHUTBHOTY PO3POOHUKIB, a Takok Oe3miu 0i0mioTek 1 (GppedMBOpPKIB, SKI MOKHA
BUKOPUCTOBYBATH JIJISi CTBOPECHHS IOAATKY.

JavaScript - e MmoBa nporpamyBaHHS, SKa BHKOPUCTOBYETHCS JUISI CTBOPCHHSI
BeO-gomarkiB. JavaScript MOXHa BUKOPHUCTOBYBAaTHM [Jii CTBOPEHHS BeO-
iHTepdeicy I JOAATKy NePEHECEHHS TaHHX.

Jns wamoro pomatrky M BuOepemo Python. Python minxomuts ms

CTBOPEHHS 1ILOTO JOAATKY, OCKIJIBKHU BiH:
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» llotyxxHuii i rHyukuid - Python Moke BHKOpUCTOBYBaTHCS Ui CTBOPEHHS
IIUPOKOTO CIEKTPY AO0JATKIB, BKIIOYAIOYM BEO-I0JAaTKH, MOOUIBHI JOJATKH,
IrpH Ta 1HIII.

» EdextuBauii - Python moxe 0yTn edeKTUBHUM JIsi CTBOPEHHS TOJATKIB, SIKi
NpAaLOI0Th BUIKO 1 6€3 3001B.

» JloctynHuii - Python € 6e3KOMTOBHUM 1 BIAKPUTUM KOJIOM, IIIO POOHUTH HOTO
JOCTYITHUM JUJIsI BCIX.

» CoinpHOTa - Python Mae Benmuky i akTHBHY CHUTBHOTY PO3POOHHMKIB, sIKA MOXKE

HAJIATH JOTIOMOTY 1 MIATPUMKY.

Python e naitkpamum BUOOpOM JiJisi pO3pOOKH TOJATKY, OCKUIBKU BIH BIATIOBIIA€
BCIM HaBeJIEHUM KpuUTepisiM. BiH € MOTYy)XHOI Ta YHIBEpPCAIbHOIO MOBOIO
IPOrpaMyBaHHS, $Ka MOXXE€ BHKOPHCTOBYBATHUCS JUIS CTBOPEHHS IHPOKOTO
cnektpy momarkiB. Kpim toro, Python € MOBOIO 3 rapHOr NEpCIEKTHBOIO Ha

MaiOyTHE, sKa MATPUMYEThCs KoMmaHiero Google 1 mpoaoBkye po3BuBarucs [45].



1.3.2. ApxiTeKkTypa 10AaTKy

JlomaTok CKJIaJaeTbesi 3 JIBOX OCHOBHUX KOMIIOHEHTIB, IKI BUKOHYIOTH
onepauii 3 Zoom API ta Google Drive API.

Jlns  aBropu3zaiii kKopuctyBaua B Z0OM KIIEHTCHKUM KOMIIOHEHT
BukopucrtoBye OAUth 2.0. Jlns 1iporo motTpiOHO cTBOpUTH jgoaatok Tumy JWT
App Type a6o Server-to-Server OAuth. ITicis oTpumaHHS TOKEHA JOCTYITY
KIIIEHTCHKUM KOMIIOHEHT MO)K€ BHKOHYBaTH omeparlii 3 Zoom API, 30kpema
OTPUMYBATH CITUCOK 3amuciB Z0Om.

Jlns  3aBaHTaxkeHHs 3amuciB Zoom y Google Drive xiieHTChKHi
KOMITIOHEHT BukopuctoBye Google Drive API. [/lns nporo moTpiOHO CTBOPUTH
obmikoBuit 3amuc s goctyny go Google Drive APIL. Ilicns orpumanHHS
00JIIKOBOTO 3amuCy KIIEHTCHKHA KOMIIOHCHT MOKE€ BHKOHYBATH oOIepallii 3
Google Drive API, 3okpema cTtBOproBaTd (aitnin Ta manku./[jas aBropu3arii
KOPUCTYBaviB CepBEpHHUN KOMIOHEHT BukopuctoBye OAuUth 2.0. [Ins 1poro
notpioHo creoputH goxatok Tumy JWT App Type ado Server-to-Server OAuth.
ITicnms aBTOpm3alii KOpHUCTyBadya CEpPBEPHUN KOMIIOHEHT 30epira€ TOKEH
JOCTYITY B JIOKaJIbHIM 0a31 TaHMX.

KimieHTChKHMIT KOMITOHEHT B3a€EMOJII€ 3 CEPBEPHUM KOMIIOHCHTOM 32
noriomoroto HTTP 3amutiB. KiieHTChKMIT KOMIIOHEHT BIANpABIISIE 3alUT HA
CEpBEpHUII KOMIIOHEHT /I OTPUMAaHHS TOKeHa nocTymy. [licias orpumanHs
TOKEHA JOCTYIy KIIEHTCHKUU KOMIIOHEHT BUKOPHUCTOBYE MOTO JJIi BUKOHAHHS
onepariit 3 Zoom API ta Google Drive API.

ApXiTeKTypa J0JIaTKy Ma€ TaKi MepeBaru:

» IIpocTora peanizamii. /lonaTtokx po3pobaenuit Ha Python, mo pobuts #ioro
IPOCTUM Y peanizailii.

» be3neka. ABTopu3allis KOpUCTYBadiB 3/IHCHIOEThCS 3a jormoMororo OAuth
2.0.

» EdexktuBnicts. JlogaTtox BukopuctoBye BiamoBimai APl mis moctymy 1o
Zoom API ta Google Drive API.
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ApXITeKTypa J0JAaTKy Ma€ TaKi HEJOJIIKH:

» HenTpanizoBanicTh. CepBepHHII KOMIIOHEHT € €IUHUM KOMIIOHEHTOM,
AKUU BIJIOBIIAE 33 aBTOPU3AL[II0 KOPUCTYBAYIB.

» HenocratHs MmacmradoBaHicTb. CepBepHUN KOMIIOHEHT MOXE CTaTH
BY3bKUM MICLIEM IS JOJATKy, SKIIO KUIbKICTb KOPHUCTYBadiB Oyje
BEJIMKOIO.

ApXITEeKTypa I0JaTKY € MPOCTOI Ta epeKTUBHOM. Jl01aTOK po3poOIeHu
Ha Python, o pobuts #oro mpocTuM y peanizailii Ta miaTpuMIl. ABTOpHU3AILis
KOPUCTYBaviB 3AIMCHIOEThCS 3a jgonomororo OAuth 2.0, mo 3a6e3neuye
Oesneky noxatky. Jlomatok BuKOpucTOBYe BianoBinHi APl nns goctymy mo
Zoom API ta Google Drive API, mo 3a6e3neuye eQpeKTUBHICTH 10JATKY.

27
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PO3/ILI 2. AITOPUTMU B3AEMO/IIi KOMIIOHEHTIB JOJATKY

ANropuTMOM B3a€MOJI1i KOMIIOHEHTIB JIOJAATKY € BUKOPUCTAHHS CUHXPOHHUX
API Zoom Cloud i Google Drive. ¥ upoMy BUIAJIKy J0JAaTOK HE TOTpeOye
cepBepa 11 30epiranns ¢ainis. JJogaTok npocto BukopuctoBye API Zoom Cloud
st 3aBaHTaxkeHHs ¢ainiB 3 Zoom Cloud 1 API Google Drive anst 3aBaHTaxeHHS
¢aitniB y Google Drive. Anroputm 3 cuaxponaumu API npoctuii y peanizaiii ta
e(eKTUBHUI, OCKUIbKA KOMIIOHEHT, sikuii Bukinkae API, He OJOKyeTbCs, MOKH

API He 3aBepIIUTH CBOIO POOOTY.

AHFOpI/ITM B3&€MO}Iﬁ KOMITOHEHTIB MOJKHAa MpCaACTAaBUTU B HACTYITHOMY BI/IFSI)Ii:

ANropmMTM B3aEMOAIT KOMIMOHEHTIB

3anyck goaatky Bu6ip dannis ana MepeHeceHHsn
nepeHeceHHA darnis

 JOCTYN A0 « iHbopmauis * NepeHeCceHHs
061iKOBOro npo BUGpaHi damnis 3 Zoom
3anucy Zoom dannm Cloud Ha

Cloud * Ha3BM, PO3MipH cepeep
e JOCTYN A0 Ta TMNU A04aTKy
061iKOBOro * NepeHeceHHs
3anucy Google cdannis 3
Drive cepsepy
[0JaTKy B
Google Drive

Puc. 2.1 Anroputm B3aEmM0/1ii KOMITOHCHTIB.
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1. 3anyck pogarTky
» KopucrtyBau 3amyckae J01aTOK, BUKOPHUCTOBYIOYM KOMaHIHHH pPSAOK, abo
J0JIaTOK aBTOMaTUYHO BUKOHYETHCA Y BIAMOBIAHOCTI 3 IEBHUM PO3KIAJI0M.
» Jlogatok oTpuMye jAocTym o oOmikoBoro 3amucy Zoom  Cloud,
BukopuctoByoun API Zoom Cloud.
» Jlomatok otpumye ngoctym g0 oOmikoBoro 3amucy Google Drive,

BukopuctoBytoun API Google Drive.

2. BuOip ¢aiisiiB 1151 nepeHeceHHs

» Jlomatox BuOmpae aitnm, ski MmoTpiOHO mepeHectd. lle BU3HAYaAETHCS
napaMeTpaMu KOMaHHOTO PsIKa.

» Jlomarok oTpumye iH(opmarliiro mpo BuOpaHi ¢aiiiar, BKIOYAOUN 1XHI Ha3BH,

po3Mipu Ta Tumnu, BukopuctoByroun API Zoom Cloud.

3. Ilepenecenns ¢aiiain
» Jlomarok 3aBaHTakye BHOpaHi (aiimu 3 Zoom Cloud Ha cepBep momaTky 3a
JIOTIOMOT 00 MPOTOKOITY Tepenadi qanux, Takoro sk HTTP a6o FTP.

» Jlonatok 3aBaHTaxye (aiiiau 3 cepsepa noaatky B Google Drive.

4. 3aBepiIeHHA NepeHeCeHHs
» JlogaTok iH(popMye mpo 3aBepiieHHsS nepeHeceHHs 3a jgornomMoror GUI a6o

KOMAaHJTHOT'O PsIJIKa.
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2.1 Zoom API

Zoom API nHanae po3poOHMKAM MOXJIMBICTH JIETKO IHTErpyBaTH IIHPOKI
cepBicH BijeokoH(pepeHIi 1 Hapaa Zoom Yy CBOi JOJaTKH, MOKPAIIYIOUH
(YHKIIOHAIBHICTh 1 KOpUCTyBalbkuil 1ocBila. API-inTepdeiicu Zoom BXoadTh 10
ckiany miaTthopMu A po3poOHUKIB, sika BkItoyae He nuine API, ane it BeG-xyku
ta SDK, mponoHyro4Yn KOMIUIEKCHUI HaOlp IHCTPYMEHTIB Il HAJAIITYBaHHS Ta
BUKOpPHCTaHHs ekocucTeMu Zoom[17].

OnuuM 3 BUmankiB BukopuctanHs Zoom API € aBTomatu3aiiisi poOo4oro
npouecy. Zoom APl Hagae MOXIMBICTH CHIPOCTUTH POOOTY, aBTOMATHU3yBaBIIH

KepyBaHHS MOJISIMU B O13HEC-TIpolIecax y BIAMNOBIIb HA MEBHI TPUTEPH.

zoom developers

Zoom API

* Verson: 200

* Host: agl 200

+ Protocols nirtp

* Accepts: oy

« Responds With: »

Move Intn

» Contact URL

¢ Terms Of Service

read our Al ot it arw eailatee v tps sl arw et at

L . 4

Puc. 2.1 - Zoom API.

[Ilo6 mouatn BukopuctoByBatd Zoom API, po3poOHuMKamM HEOOXiTHO
CTBOpUTH OOJIIKOBUH 3amuc Zoom, 3apeecTpyBaTh CBili mogaTok B Zoom
Marketplace, mo6 orpumaru o6mikoBi gani APl (JWT a6o OAuth tokeHn), i
o3HariomuTHCs 3 HokymeHTamiero Zoom API. Po3yminus npunnumie RESTful Ta
nocBin podotu 3 ¢opmaramu gaHux JSON € ayxe BaXKJIMBUMH, OCKUIBKH Zoom

API - ne RESTful cepgic, saxuii moBeptae nani y popmari JSON.
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VHiBepcanbHICT, 1 mnOpocToTra iHTerpauii Zoom API poGaste #oro
MpUBAOJIMBUM BAapiaHTOM JIJIsl KOMIAHIN 1 pO3pOOHUKIB, SIKI OaKAaIOTh IHTETPYBaTH
MOJIMBOCTI BiICOKOH(EpEeHIIi y CBOi JOJATKH, PO3MIMPIOIOYM CHEKTpP MOCIYT,

K1 BOHM MOKYTh 3alIPOIIOHYBATH, 1 NIABUIIYIOYH €EKTUBHICTH CBOET TISTIbHOCTI.
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2.1.1 Jonatoxk Tumy JWT App Type

Jnst aBreHTu(ikamii HocTynmy Ha piBHI oOmikoBoro 3amucy B APl Zoom
BukopuctoByBaBcs Tun npoxatkiB JSON Web Tokens (JWT). Tokenn JWT
MPOMOHYIOTh METOJI BCTAaHOBJICHHS O€3Me4HOi aBTeHTHdIKalli MK cepBepaMu
nuisixoM  nepenadyi  komnaktHoro JSON-o0'ekta 3  MiANUCAaHUM — KOPUCHUM

HaBaHTAKEHHSM, 1110 MICTUTB K104 1 cekpeT API Bamoro o6ikoBoro 3anucy [20].
Choose your app type

Zoom Apps €9 JWT = OAuth

Build an app that gets added and used
in the Zoom Client

Team Chat Apps "_‘

Build an app for Team Chat that gets
added in the Zoom Client.

Build an app that supports server-to-
server integration with Zoom services
without a need for user authorization

Generate your APl Key & Secret.

Meeting SDK =

Build mobile, desktop, progressive
web apps, and hybrid apps that
integrate Zoom Client functionalities.

Build an app that accesses user-
authenticated data for use with third
party applications.

Generate your OAuth Client ID &
Secret

Webhook Only

G-

Receive event-based notifications for
Zoom account events such as meeting
events, webinar events, cloud

Generate your SDK Key & Secret. recording events, and more

Puc. 2.2 - CtBopenns noaatky tuny JWT App Type.

Onnak Oyiau BUSBIICHI BEIWKI HEAONIKKA B Oe3Mell BHKOPUCTAHHS JTOJATKIB
takoro Tumy. Yepe3d mnpupomy inTerpamiii JWT, Oyap-XTO MOXKE CTBOPUTH
IHTETpaIlifo, He Mar4u OOJIKOBOro 3amucy Zoom. Zoom HE Ma€ MOXJIMBOCTI
BIJICTEKYBATH 111 IHTETpallii ado iXHIX pO3pOOHUKIB.

Tomy kommaHier0 Zoom Oyj0 BHUPEIICHO BIIMOBUTHCS BiJ JOAATKIB TaKOTO
tuny. Hubkde HaBelneHO CKPIHIIOT 3 €JIEKTPOHOrO JIMCTa, SIKiii Oylno OTpUMAaHO

aaMminictparopom noaatky tumy JWT App Type.



Your JWT app has been
deprecated

Hi Volodymyr Manziuk,
JWT Apps have been deprecated as of Sept 8, 2023.

All integrations using JWT must be migrated to OAuth or S2S immediately.
If you are using a third party integration (an integration not developed by
yourself or Zoom Video Communications), please reach out to the
developer of that integration for continued support.

If you're unable to migrate your JWT apps we are happy to grant a one-time
extension to allow continued use of the JWT app until Nov 10, 2023. By
proceeding with re-activating the JWT app type, you must acknowledge that
this is a one time extension until November 10, 2023 and that there will be
no further extensions available after that date. To re-activate your JWT App,
login to the Zoom Marketplace, select your JWT App and navigate to the
Activation tab.

You may also review the FAQ and migration guide to help you with this
process.

¥ mag test
| @ ==
JWT App

Puc. 2.3 - TlonepemkeHHs npo nmpunuHEHHS miarpuMku qogatky JWT App Type
(CKpIHIIIOT 3 €EKTPOHOTO JIUCTA).

Zoom Tmomepemkae, mo miarpumka gomatky JWT App Type Oyne
nmoBHiKCcThI0 TipuniuHeHa 31 ciuast 2024 poky. Zoom peKOMEHIye pO3pOOHUKAM,

SKi BUKOPUCTOBYIOTh nomatku JWT App Type, mepeiitn Ha iHIINANA TAT JOAATKa,
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Hanpukiaa, OAuth App Type. OAuth App Type € Oubin Oe3neyHUM 1 HAAIMHUM
TUIIOM JI0/1aTKa, SIKUi BUKOpHUCTOBYE mpoTokos OAuth 2.0 ana ayrentudikamii ta

aBTOpHU3alli KOPUCTYBAUIB.

JWT App Type Deprecation FAQ

As of September 8, 2023, the JWT app type has been deprecated. Use Server-
to-Server OAuth or OAuth apps to replace the functionality of all JWT apps in your
account. See the JWT deprecation FAQ and migration guide for details.

Additional resources
e Webinar: Migrating to Server-to-Server OAuth from JWT

o JWT deprecation guide

Puc. 2.4 - [lonepemxeHHs: Mpo MPUNUHEHHS MATpUMKH nopatky tuny JWT App

Type Ha odimiitHomy caiiti [21].

! Your JWT app has been deprecated

mag_test
. WT

Puc. 2.5 - [lonepemxkeHHs: Mpo MPUNUHEHHS MATpUMKH nofaTtky tamy JWT App

Type Ha cTopinke po3poOHuka Zoom App Marketplace.
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2.1.2 Tonatoxk Tumy Server-to-Server OAuth

Server-to-Server OAuth 101aTKKU € BITHOCHO HOBMM THIIOM aBTEHTHU(IKaIl,
BBEJICHUM Zoom Jig 3a0e3nedeHHsl OUTbl 0e3MeYyHOro Ta ePEeKTUBHOTO CIOCO0Y
ynpasiiHHg goctynoMm a0 API na piBHI cepBepa. g moxmens aBTeHTHdiKaLil
BiJIp13HAETHCA Bl Tpaauiiitnoro OAuth 2.0, 30kpeMa CBO€EIO 3IaTHICTIO TO3BOJIATH
cepBepaMm B3aeMoAisiTH 3 Zoom API Ge3 HEOOXiIHOCTI BpydHY OOMIHIOBATHUCS

TOKCHAMHU JOCTYIIY Ta 3aJIyUYCHHA KiHI_[eBOFO KOpHuCTyBada I aBTOpI/ISaHi.l..

Honarok tumy Server-to-Server OAuth mae psn mepeBar mepen iHIIUMU

TUNIAMU J0JIaTKIB Z0OMm, BKJIIOYAIOYH:

» binpmy Oesmeky: Il TWUN JMOAATKy HE BHMara€ BiJ KOPUCTyBauiB Zoom
BBOJIUTH CBOT OOJIIKOBI JJaH1 B CTOPOHHIHN JJO/IaTOK.

» binpmy HamifdHICTB: HEW THN J0JAaTKy BHUKOPHCTOBYE mpotokoia OAuth 2.0,
SAKUM € CTaHJIaPTOM Y rajysi.

» DBulbllly THYYKICTh: II€H THI JOAATKY JO3BOJIIE PO3POOHHMKAM OTPHUMYBATH

JOCTYII JI0 OUTBIII IIUPOKOTO CIEKTPY pecypciB Zoom.

[Ilo6 ctBOpuTH Server-to-Server OAuth, po3poOHMKM TOBUHHI CTBOPUTHU
00JIIKOBUH 3amuc po3poOHMKA Zoom 1 3apeecTpyBaTH CBiil J0/aTOK Ha BeO-caiTi
Zoom Developer Platform. Ilicis peectpamii gogaTka po3poOHHKHA OTPUMAIOTH
CEKpETH JI0JaTKa, SIKi BOHM MOXYTh BUKOPHCTOBYBATH ISl ayTeHTU(IKaIlii CBOTO

nonatka B Zoom API [22].

Server-to-Server OAuth app - me MOTyXHUH IHCTPYMEHT, SKAH MOXHa
BUKOPUCTOBYBATH JJIsl IHTETpallii MHUPOKOTO CIEKTPY (PYHKIIA Zoom y BIAacCHI
nporpamu. Ilelt Tunm goxatka € OUTBIN OE3MEYHUM 1 HAAIWHUM, HUK 1HII THIIN

J0AaTKIB Zoom, 1 BIH IPOMOHYE PO3POOHUKAM OUIbIIIE€ MOKIUBOCTEH.



ZO0om App Marketplace

Choose your app type

o
Zoom Apps oJ

Build an app that gets added and used
in the Zoom Client

Le:‘[n Mn’c

Meeting SDK @

Bulld mobile, desktop, progressive web
apps, and hybrid apps that integrate
Zoom Clent functionalities.

Generate your SDK Key & Secret

Leam More m

o]
OAuth o( 9\0

Build an app that accesses user-
authenticated data for use with third
party applications

Genorate your OAuth Client ID & Secret.

Learn More
Webhook Only £
(080}

Receive event-based notifications for
Zoom account events such as meeting
events, webinar events, cloud recording
events, and more

Learn Mare Create
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Team Chat Apps .@,

Build an app for Team Chat that gets
added in the Zoom Chent

Server-to-Server @
OAuth

Bulld a Server-to-Server OAuth app if
you Intend your app to be used only by
you of the users on your Zoom account,
This app can be best used for building
an internal tool or connactor to better
manage your Zoom account,

Reminder: App credentials must be kept

Puc. 2.6 - CtBopenns nonatky tumy Server-to-Server OAuth.
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2.1.3 ®peiimBopk aBTopusauii OAuth 2.0

OAuth 2.0 - me muUpoOKO pPO3MOBCIOMKEHUI (QpPEHMBOPK aBTOpU3allii, KUt
JI03BOJISIE TporpamMaM OTPUMYBATH OOMEKEHHMM IOCTyNm 10 OOJIIKOBUX 3aIHCiB
kopuctyBauiB Ha HTTP-cepsicax, takux sik Facebook, GitHub, Google ta cepBicu
Microsoft. Bin noknukanuii 3a6e3neuntu OUTbII O€3MEYHUN TOCTYI 0 PECypCiB,
HIXK TIOTIepeIH1 METOAM, OCOOJIMBO KOJIU MIETHCS MPO PO3KPUTTS OOIIKOBUX JaHUX,

TaKUX SIK IMEHa KOpUCTYyBaviB i mapo:i [18].

Zoom user (Resource

1. Authorization Request Owner)

l&—2. Authorization Grant——]

———3. Authorization Grant—»| Zoom Authorization

Server
Client [€—4. Access Token—

5. Access Token—>
Zoom API (Resource

<«———6. Resource | Server)

Puc. 2.7 - B3aemomiss MK KIIIEHTOM (7OJTaTKOM), KOPUCTyBaueM Z0om, CEpBEPOM

aBTopu3zailii Zoom ta APl Zoom (ABtentudikanis nogarky tumy OAuth).

OAuth 2.0 - me O6e3nevnnii i HAAIMHUNA CITOCIO TOCTYIY CTOPOHHIX JOJATKIB
10 obiikoBux 3amuciB kopuctyBauiB Ha HTTP-cepicax. Bin Hagae psix mepesar y

MOPIBHIHHI 3 IHITUMHU MPOTOKOIAMH aBTOpU3aIlii, 30Kpema:

» Illoxpawenuii kopucmysayvkuti doceio: OAuth 2.0 m03Bojs€ KOpUCTyBauaM
aBTOPU3YBAaTH CTOPOHHI TOAATKU JJIsi JOCTYIY JO CBOTO OOJIIKOBOTO 3alUCy

0e3 HeOOX1THOCT1 MOBIOMJISITH CBiil TapoJIb.
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» lliosuwena desnexa: OAuth 2.0 3HIKYye pU3MK (IMIMHTOBUX aTak Ta IHIINX

MOPYIIEHb O0€3MEeKH.

» Iliosuwena enyuxicmo: OAuth 2.0 1g03BOJISIE CTOPOHHIM  J0JaTKaM

OTPUMYBATU JOCTYINl JO PI3HOMAHITHUX JaHUX KOPUCTyBaya, BKIIOYAIOYH

iHpopMarlito mpo npoduib, pororpadii Ta KOHTAKTH.

Authorization
Request

»

é\ccess Token

Client

Access Token

Zoom Authorization
Server

Resource

Zoom API (Resource
Server)

Puc. 2.8 - ABrenTudikais qonatky Server-to-Server.

OAuth 2.0 - ie moTy)KHUH IHCTPYMEHT, SIKH MO>KHa BHKOPHUCTOBYBATH IS

Oe3rmeyHoi Ta HaMIMHOI aBTOpM3allii CTOPOHHIX MJOJNATKIB I JOCTYITY IO

OOJKOBUX  3amMciB  KOPHCTYBadiB  Ha

HTTP-cepBicax. Ile  mmupoko

BUKOPUCTOBYBAHUHN MPOTOKOI, SIKAW MIATPUMYETHCS ITUPOKUM CIIEKTPOM JOATKIB

1 cepBiciB.



39

2.1.4 OTpuMaHHSA TOKEHY A0CTYILY

OTpuMaHHs TOKEHa JOCTymy jnonmatky tui Server-to-Server OAuth - 1e
npoliec, SKUA JT03BOJISIE JOJATKY OTPUMATH JO3BUI HAa JOCTYH JI0 JaHWX Zoom.
TokeH IOCTYyIy € TUMYacOoBHM 1 Ja€ MOAATKy OOMEXKCHHH TOCTYI JO BaIloro

00JIIKOBOTO 3aMuCy.

[Ilo6 oTpuMaTH TOKEH JOCTYIy, MO-Meplie MOTPIOHO CTBOPUTH JOJATOK
Zoom Server-to-Server OAuth [23]. Ilicins ctBOpeHHst noaaTky Oyjae HaJaHO
cexkpeTHul kitou. Lleit ko4 HeOOX1IHO BUKOPUCTOBYBATH ISl OTPUMAHHS TOKEHA
JOCTYITY.

Jlist oTpuMaHHsI TOKEHY JOCTyIy, HEoOXiaHO BUKOHATH HacTtynmHuii POST
HTTP 3anur [24], mis npukiaay BUKOPUCTOBYEThCS IHCTPYMEHT KOMAaHIHOW

ctpokwu curl [37]:

curl -X POST https:// .us/ /token -d ‘grant_type=account_credentials" \
-d "account_id={accountID}" -H "Host: zoom.us" \

-H 'Authorization: Basic Base64Encoded(clientld:clientSecret)*

napaMeTpH:
» account id: itenTudikarop o0rikoBoro 3amucy Zoom.
» client id: inentudikarop nomgatka Zoom.

» client secret: cekpeTHuU# KITt0Y JoaTKa Zoom.

Ycnimuoro BignmoBias JSON  Oyae BKIIOUATH TOKEH JOCTYIY, SKHH € THIIOM
Bearer TOkeH, TepMiH Jii SKOTO 3aKIHYye€ThCS Yepe3 TOJWHY, 3 O0JacTiO
3acTocyBaHHS (scopes), Ky 0ysi0 0OpaHO MpU HAJAIITYBaHI JOMATKY:
“access_token®: [String],
“token_type”: “bearer”,

“expires_in”’: long,
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“scope” : [String]

App Credentials

Use the credentials to access Zoom APis from your app. Make sure to securely store the credentials. Do not
store them in public repositories.

App Credentials

Account ID
Copy
Client ID
Copy
Client Secret
) easl Copy Regenerate

Puc. 2.9 - O6nikoBi nani qonatky Server-to-Server B maHeni agMiHicTpaTopa Zoom

App Marketplace.
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2.1.5 Onepauii 3 xmapaumu 3anucamu B Zoom API

Zoom APl wnHamae pgoctym n0 XMapHUX 3anuciB Z00M, sKi € 3amucaMu
BijleoKOH(epeHIlid, 30epekeHnX Ha cepBepax Zoom. Xwmapsi 3amucu Z00m
MOXHAa BUKOPUCTOBYBATH JUIS TEPETJsiy, 3aBaHTAKECHHS, peJaryBaHHS Ta
BuaneHus [25].

Zoom API nanae HacTynHi oneparii 3 XMapHUMU 3aHCAMMU:

» CTBOpeHHs XMapHOro 3anucy: Ll onepailis CTBOpPIOE HOBUI XMapHUI 3ammuc
Ha OCHOBI B1JICOKOH(EpEHIIii.

» OtpumaHHsi XMapHoro 3amucy: l[g omepamis orpumye iHpoOpMaIiro Mpo
XMapHHH 3amuc, HapPUKIIaJl, HOTo Ha3BY, AaTy Ta Yac CTBOPCHHSI, TPUBAJIICTh
Ta PO3MIp.

» Tleperasin xmapHoro 3amucy: Lls onepaiiis 103BoJsI€ MEeperasgaTH XMapHUAN
3armc.

» 3aBaHTa)KeHHsI XMapHoro 3amucy: Lls omeparris 3aBaHTaXXye XMapHUHN 3armc
Ha JIOKAJIbHUW KOMIT'IOTEp YU CEpPBED.

> PenaryBaHusi xmapHoro 3amucy: lls omepamis 103Bosise pemaryBaTd
XMapHUM 3aIUC, HAIPUKIIAJ, 10/1aBaTh a00 BUAAISATH (hparMeHTH.

> Bupanenns xmaphHoro 3ammcy: Ll omepamis Bujanse XMapHUH 3amuc 3

cepBepiB Zoom.
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Ipukaaan onepauiii 3 xMapHumu 3anucamu B Zoom API

» OTpuMAaTH CIHCOK YyCiX KopHcTyBauiB [27]

curl -X GET \

-H "Content-Type: application/json™* \

-H "Authorization: Bearer APP_ACCESS_TOKEN"\

https://api. .us/v2/users/?page_size=30&next_page_token=

rapaMeTpu:

» APP_ACCESS_TOKEN: Bearer Token ans moctymy g0 APIL

» page size: KUTbKICTb 3alKCiB, TOBEPHYTUX MPOTATOM OJHOTO BUKIUKY API.

» next page token: BHKOPHCTOBYETHCS [IJIi PO3OHMTTS HA CTOPIHKH BEIUKHUX

HaOOPiB Pe3yJIbTATIB.

» CHHcok ycix 3anmmuciB y xmMapi 1Jist kopuctyBaua [27]

curl -X GET \
-H "*Authorization: Bearer APP_ACCESS TOKEN"\
https://api. .us/v2/users/{userld}/recordings?from={}&to={}& \

page_size=300&next_page token=

napameTpu:

» APP_ACCESS TOKEN: Bearer Token nns goctymy 1o API.

» userld: inenTudikaTop KopucTyBada abo aapeca eIeKTPOHHOI MOIITH.

» from: mara modatky IS Jiama3oHy AaT, KOJW BU XOYEeTe OTPUMATH 3aIUCH.
MakcuMalTbHAN Jialia30H MOKE CTAHOBUTH MICSIIb.

> to: mara 3aKiHYEHHS.

» page_size: KUTBKICT 3aMKCiB, TOBEPHYTUX MPOTATOM OAHOTO BUKIUKY API.

» next page token: BHKOPHCTOBYETHCS [JIi PO3OWTTS HA CTOPIHKH BEIMKHUX

Ha0OOpiB Pe3yIbTaTIB.
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> 3aBaHTaKMTH OKPEMHUIi 3aMic KOPpUCTYBa4ya
[1l06 3aBaHTaXuTH (hailyn 3ammMcy BHKOPHUCTOBYEThCs BiactuicTh download url,
yKazaHa y BIANOBIAI Ha 3amUT yciX 3amuciB KopuctyBaya. [locumanHs Ha
3aBaHTAXKCHHS Ma€ BUTJIAL:

https://{{base-domain}}/rec/archive/download/

nmapamMeTpu:

base-domain: mis Hamoro qoaaTKy e oyzae ksu-ks-ua.

> BuaanuTH oKkpeMuii 3anmuc KopuctyBaua [28]

curl - X DELETE\\
-H "Authorization: Bearer APP_ACCESS TOKEN"\
https://api. .us/v2/meetings/{meetingld}/recordings/{ }?action=trash

napaMeTpH:
» meetingld: ineHTH}IKATOD .
» recordingld: inentudikarop 3amucis, APIL.

» action: JIii BUJaJICHHS 3aMKCy, trash - MepeMiCTUTH 3aMKC Y KOIIHK.
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2.2 Google Drive API

Google API - ne yHniBepcanmbuuii AP, sikuii MOKHA BUKOPUCTOBYBATH ISt
B3a€MOJIi 3 PI3HOMAaHITHUMH MpoAyKTamMH Ta cepBicamu (Google, Hanpuxnan 3
Google Maps, YouTube, Google Drive, Gmail, Google Search, Google Translate, 1
6araro iHmwmx. i APl naroTe po3pobHUKaM n0cTyn 10 (YHKIIOHATBHOCTEH IUX
CEPBICIB, JO3BOJIAIOYM BUKOPUCTOBYBATH X y BIIACHUX JOJIaTKaX.

Google Drive API - e criertianizoBanuii API, sikuii MOXKHa BUKOPUCTOBYBATH
s B3aemonii 3 Google Drive, xMapHum cepBicoMm 30epiranns gaHux [Omuodka!
Hcrounuk ccbuikm He HaiimeHn.]. Google Drive API no3Bossie po3poOHHKaM
CTBOPIOBATH JIOAATKH, Kl B3aemMoJiioTh 3 Google Drive, BkiIO4Yaroun YUTaHHS,

3amuc, Ta yrnpasiiHHS (ailiamu Ta mankamu.

OcHoBHi moxJiuBocTi Google Drive API:

» CRUD omneparii: crBopenns (Create), unrannas (Read), onosnenns (Update) ta
Bunanenns (Delete) daiini Ta mamnox.

» VYrpaBiiHHS JT03BOJIAMH: HaJAIITyBaHHS JOCTYITy Ta JO3BOJIB O (QailliB Ta
TIarioK.

» 3apaHTaxkeHHs (aiimiB: mepenava ¢aimiB MDK JIOKATHHOI CHCTEMOIO Ta
Google Drive.

» Tlomyxk daiini: momyk ¢aiiaiB 3a pi3HUMH MapaMeTpaMu, TAKUMH SIK 1M'sl, THII,
BJIACHHUK 1 TaK JaIl.

» Jlimitees daiinamMu Ta mankaMu 3 iHITAMA KOPUCTYyBa4aMH.

» Tpancnsamis Bigeo- Ta ayniodaiinis 31 cxoBuima Google Drive.

» llepeTBopenns ¢aitniB 3 omHOTO (pOpMATy B IHIIIUH.

[Ilo6 BuxopuctoByBatu Google Drive API, motpiOHo ctBOoputH mpoekt Google
Drive 1 orpumaru igeHTU(dIKaTOp KII€EHTa Ta CEKpeT KiieHTa. OTpumaBlIn
HeoOX11H1 0OJIIKOBI JIJaH1, MO’KHA BUKOPUCTOBYBATH iX JJIsl aBTOPU30BAHUX 3aIUTIB

1o Google Drive APIL.



45

2.2.1 Buxkopucranusa OAuth 2.0 quas nocryny go Google API

OAuth 2.0 - me BigKpUTHH CTaHAAPT aBTOPH3Alii, SKHHA JO3BOJISIE
KOpUCTyBayaM BIJIKpUBATU JOCTYN JO CBOIX TMpUBAaTHUX jJaHux (paiiim,
(dororpadii, BiIeO, CIUCKM KOHTAKTIB), IO 30€piraroTbCsi Ha OJHOMY CaiiTi,

IHIIOMY caiiTy, 6€3 HeOOXIJTHOCTI BBOAY IMEHI KOPUCTYBaya Ta MapoJito.

Google Drive

D) prive APl D) Drive API My Drive
| Shared drives
Google OAuth am—
Drive App

Puc. 2.10 - OAuth 2.0 mnms moctyny mo Google APl [Ommoka! HcTouynuk

CCHUIKH He HaW/IeH. |.

[Ilo6 BukopuctoByBatu Google API, moTpibHo oTpumatu TokeH moctymy OAuth
2.0. TokeH mocTymy - II¢ TUMYACOBHH KIIOY, SKUH J1a€ JTOJATKYy OOMEKCHHI

noctym no nanux Google [6].

Y xontekcti OAuth 2.0, TOKeH JOCTymy J03BOJISIE KITIEHTCHKIA Mporpami
OTpUMATH JOCTYN JI0 TEBHOTO PECypCy HJisi BUKOHAHHS TEBHHUX i Bim IMEHi
KopucTyBada. lle Te, mo BimOMO SK CIIEHapiil JeleroBaHoi aBTOpHU3AIlii:
KOPHUCTYBau JIeJIerye KIIEHTChKIA MporpamMi JOCTYH J0 PECYpCy Bif CBOTO iMEHI.
Ile o3nauae, HampukiIaa, MO MOKHA JTO3BOJUTH TOMATKYy OTPUMATH IOCTYI IO
Google Drive API Big iMeHi KopucTyBaua. AJie TaKOX MOJDKIMBO OOMEXHUTH
MOBEMIHKY 101aTKy. Lle oOMeXeHHs € nyxe BaKJIMBUM Y CLIEHapil JeJIeroBaHoi

aBTOpHM3AIIil Ta JOCATAETHCS 3a JOMOMOI0r0 00sacTh aii (scopes). ObmacTi aii — 11e
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MEXaHi3M, SKUH JO03BOJIIE KOPUCTYBAad€Bl aBTOPU3YyBaTU Mporpamy TPEThOI

CTOPOHH IJIsI BUKOHAHHS JIMIIC IICBHUX onepauif/'l.

Authorization server

‘ a Access

token

User Client
app

°

Resource server

Puc. 2.11 - OtpumanHsI 1ocTyny J0JIaTKOM JI0 pecypciB kopuctyBada [30].

3aranpHuil orysia nporecy Bukopuctanus OAuth 2.0 qis noctymy no Google API:
1. CtBopenns npoekty B Google Cloud Platform (koncons GCP):

» B Google Cloud Console (https://console.cloud.google.com/) cTBOproemo

HOBUH TIPOEKT a00 BUOMPAEMO ICHYIOUHIA.

» Brxmowaemo API, sxuit Ham motpiben (mampukian, Google Drive API) B

MeHeKepl 010mioTekn API.

2. CTBOpEeHHS OOJIIKOBUX JTAHUX:


https://console.cloud.google.com/

>

>

47
VY koncomi GCP y pozainit "OO6mikoBl gaHi" CTBOPIHOEMO OOJIIKOBI JlaH1 Ta
Bubupaemo "ID kimienta OAuth".

Bubupaemo tun nongatka (Hanpukiaa, BeO-goaarok, Android, i0S).

3. Orpumanns ta 30epexxenss ID kiieHTa Ta CeKpeTy KIIl€HTa:

>

[Ticns crBopenns ID kiieHTa Ta cekpery KiieHTa, 30eperaemo aani. i
00JiKOB1 JaHl OyIyTh BUKOPHUCTOBYBAaTHCS B JOAATKy Mg ayTeHTU]IKawii

yepe3 Google.

4. ImmiemenTaniss OAuth 2.0 y nogatky:

>
>

BuxopucroByemo o6pany 616miotexy OAuth 2.0.

[lepenanpasnsemo kopuctyBada g0 Google mns  ayrentudikamii  Ta
aBropu3ariii. KopuctyBau BubOupae cBiii oGmikoBuil 3anmuc Google Ta Hamae
JI03BOJIH, SIKIIIO BiH iX IlI€ HE HaJaBal.

OO6pobnsieMmo koIl mepeHarnpaBieHHs, skuii Google Haacwiae noAaTKy Micis
aBTOpHU3allli KOPUCTYyBaya.

BuxopucroByemo 11e#l Koj /Uisi OTpUMaHHS TOKEHIB JJOCTYITY Ta OHOBJICHHS BiJ

cepsepa Google.

5. BukopucTtaHHsS TOKEHIB IOCTYIY:

>

BuxoprcTtoByeMO OTpHMaHWil TOKEH JOCTYIy JJiS BUKOHAHHS 3alMTIB JI0
Google API Big imeni kopuctyBaua. TOKEHHM JOCTYIy 3a3BU4Yail MarOTh
OoOMEXeHUW TepMiH [ii, TOMY MOXE 3HAJOOUTHCS BUKOPUCTATH TOKEH
OHOBJICHHSI JIJI1 OTPUMaHHS HOBOTO TOKEHY JIOCTYIly, KOJH CTapHii

3aKIHIY€THCA.

6. O6poOKa TOKEHA OHOBJICHHS

>

JIns moaaTkiB, siKi MOTPEOYIOTh TPUBAJIOTO JOCTYILY JI0 PECYPCIB KOPHUCTYyBaya,
BUKOPHUCTOBYEMO TOKEH OHOBJICHHS JJI1 OTPMMAHHS HOBUX TOKEHIB JOCTYIY,

KOJIM TIOTOYHUM TOKEH CILIMBAE.
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Buxopuctanus OAuth 2.0 go3Bosisie Bamomy n0JaTKy Oe3MmeyHO Ta €PEKTHUBHO
B3aemoisiTu 3 Google API, 3a6e3neuytoun noctyn 1o pecypciB Google Bin iMeHi

KOPHCTYBayiB.
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2.2.2 ObaikoBuii 3anmc s goctyny 10 Google Drive API

Cuctema Google OAuth 2.0 miarpuMye MiXKCEPBEPHY B3aEMOJI1I0, HATTPUKIIA
MDK JToJaTKoM 1 city k0010 Google. JIs 11boro crieHapito HaM MOTPiOEH CEePBICHUM
oOnikoBUi 3amuc (service account), SKUH HAJEKUTh HAIIOMY JOJATKy, a HE
OKpeMOMY KiHIIEBOMY KopucTyBaueBl. Ham nogatok Oyne Bukiukatu Google
Drive API Bix iMeH1 cepBICHOTO OOJIIKOBOTO 3aMKCy, TOMY KOpPUCTYyBayl He OepyTh
6esnocepenuboi ydacti. Llei crienapiit iHoa1 Ha3uBarTh «JIBOCTOpoHHIM OAuthy

abo «2LO» [5].

Kpoku mns ctBopenns Service Account s nocryny 1o Google Drive API:

1. Ha Google Cloud Console Bubipaemo nmpoekT abo CTBOPHOEMO HOBHA.

2. B maneni "biomioreka" y po3aini "API & Services" migkiarouaemo "Google
Drive API",

3. CrBoproemo o06mikoBi mani Ta BuOepaemo "Service Account". Ilics
CTBOPEHHSI, Ha CTOPIHIIl service account, HATUCHITh HA CTBOPEHHM aKKAYHT JUIs
HAJAIITYBaHHS J€TaNeH Ta yIpaBIiHHSA KIIOYaMH.

4.V poznin "Kitoui" ctBoproemo kitou y popmati JSON Ta 3aBaHTa)kyeEMO
roro. 36eperaemo (aitn kiro4a y 6e3neqyHoMy MicCITi.

5. HonaBanns Service Account 10 Google Drive

st Toro mo6 Service Account Mir oTpuMyBaTH JOCTYI J0 MEBHUX (aiiiB
a6o mamok y Google Drive, nomaemo enekTpoHHY aapecy Service Account
(3Haitnere y neransx Service Account B Google Cloud Console) sik kopuctyBaua 3
BIIMOBIIHUMHU TIpaBaMHu JIOCTYIy (YWUTaHHS, peIaryBaHHs TOIIO) IO TOTPIOHUX
daiiniB abo marok.

VY komi HaAmioro Jomatky OyaeMO BHUKOPHUCTOBYBAaTH 3aBaHTAXCHUN Qaiin
KJIto4a i1 ayTeHTudikaiii yepe3 610miorexy kiienta Google API.

[Ipu ayrenTudikamii BkazyemMo oOnacTh Jii (scopes) BIAMOBIAHO 10 MOTped

noaaTky B goctymi 10 Google Drive API.
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BukopucroByroun Service Account, MU MaEMO MOKJIMBICTb B3a€EMOJIATH 3
Google Drive APl Ha cepBepi 0e3 HEOOXIAHOCTI py4HOi ayTeHTHUdIKaIii
KOpPHUCTYBaua, L0 YK€ 3pYYHO JUIsl aBTOMAaTM30BAHMX (POHOBHX MPOLECIB Ta

cepBep-CepBep B3AEMOIIN.

2.2.3 KepyBanus ¢paiisiamu ta nankamu y Google Drive API

Google Drive API no3Bossie kepyBaTu Qaitnamu ta nankamu y Google Drive
3a ponomoroto HTTP 3anutiB. APl BUKOpUCTOBY€THCS JJii CTBOPEHHS, YNTAHHS,
OHOBJICHHS Ta BUAAJICHHS (pailmiB 1 mamok y obnikoBomMy 3amnuci Google Drive. [{ns
kepyBaHHs (aiinamu Ta nmankamu y Google Drive API uepes Service Account a6o
yepe3s ayrentudikariro OAuth 2.0, Mu Mo’keMO BUKOHYBATH HacTymHi aii [34]:

J1ist BCiX MIPUKJIA1B BUKOPUCTOBYIOTHCS
» APP_ACCESS _TOKEN: Bearer Token s goctymy 10 APL
> APP_API KEY: yHikalbHHI KITFOY, IKUH JTa€ 10aaTKy goctyn g0 APIL

> 3aBanTaxenHsi ¢aiiaiB. BukopuctoByethcs wMeron files.create() mms

3aBaHTaXKeHHS HOBUX (aiiiB Ha Google Drive.
curl -- POST \
"https://www.googleapis.com/drive/v3/files?key=[APP_API_KEY]"\
--header 'Authorization: Bearer [APP_ACCESS _TOKEN]"\
--header 'Accept: application/json* \
--header 'Content-Type: application/json’ \
--data "{}'\
--compressed

napameTpu:

» data'{}": Timo POST 3ampocy HacTymHOTO BUTJISTY



o1
{

"parents': [""]

}

» Yuranusa ¢aiaiB. BuxopucrtoByetncs files.get() nns orpumanHs iHpopMmartii
npo ¢aitn. 1lo6 npountatn BMICT (aiiny, BukopuctoByiite files.export() mmis
Google Docs daiinis a6o files.get() 3 mapamerpom alt=media aJis1 iHIIKUX TUITIB
¢aiinis.

curl\

"https://www.googleapis.com/drive/v3/files/[FILEID]?key=[YOUR_API_KEY]"\

--header "Authorization: Bearer [YOUR_ACCESS_TOKEN]"\

--header "Accept: application/json* \

--compressed
[apamMeTpu:

FILEID: inentudikatop daiiny.

» Bupanenns ¢aiiniB. BukopucroByethcs files.delete() mis BuganeHHs ¢aimis.

curl --request DELETE\\
"https://www.googleapis.com/drive/v3/files/[FILEID]?key=[YOUR_API_KEY]"\
--header 'Authorization: Bearer [YOUR_ACCESS _TOKEN]"\

--header 'Accept: application/json* \

--compressed
mapaMeTpu:

FILEID: ineatudikarop daitry.

» CtBopenns nanok. [lanku y Google Drive € 3Buuaiinumu daitnmamu 3 MIME
turiom application/vnd.google-apps.folder, Tomy Oymemo cTBOproBaTH iX 3a
nonomororo files.create(), Bkazapuu BignoBiguuiit MIME tum.

curl --request POST \
"https://www.googleapis.com/drive/v3/files?key=[APP_API_KEY]"\
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--header 'Authorization: Bearer [APP_ACCESS_TOKEN]"\
--header 'Accept: application/json* \
--header 'mimeType: application/vnd.google-apps.folder® \
--header 'Content-Type: application/json* \
--data "{}'\
--compressed
rnapameTpu:
» data'{}" timo POST 3anpocy HaCTyITHOTO BHUTJISITY
{
"mimeType™: ",
“name": """,

"parents™: ["""]

}

» Ilepemimenns ¢aiijaiB Ta mamok. BukopucrtoByerbcs Meron files.update(),
sMmiHooun napamerpu addParents ta/abo removeParents nns mepemimeHHs

¢baiiiB uM Marok B IHITY MamKy.

curl --request PATCH \

"https://www.googleapis.com/drive/v3/files/[FILEID]?addParents={}&removeParents={}&

key=[YOUR_API_KEY]"\

--header "Authorization: Bearer [YOUR_ACCESS _TOKEN]"\

--header 'Accept: application/json* \

--header 'Content-Type: application/json’ \

--data '{}'\

--compressed

rmapaMmeTpu:

» FILEID: ineatudikaTtop daitry

» addParents: crmcok imeHTH(IKATOPIB, PO3AUICHHX KOMaMH, SKi TOTPIOHO
JOIATH.

» removeParents: BigokpemiieHuii komMamM# CHHCOK iMeHTHU(DIKATOPIB, SKi

NOTPIOHO BUAAIINTH.

» data'{}": Timo POST 3anpocy HacTyImHOTO BHUTIISTY
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{

“parents': ['""]

}

VYeci 1l Metoau J03BONISIIOTH (PEKTUBHO IHTETPYBATU Ta KepyBaTu ¢aiinamu Ta
nankamu B Google Drive.

3azBuyaii, ana poooru 3 Google Drive API noTpiOHO BcTaHOBUTH OQiLIHY
KJIIEHTCHKY O10mioTeky Google ans oOpaHoi MOBHM MporpaMyBaHHS, HaNpUKIa,

s Python e 6yae google-api-python-client [35].
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PO3JILI 3. PO3POBKA JOJATKY

3.1 CtBopennsi Zoom goaatky Server-to-Server OAuth

Bbyno orpumano o6saikoBuii 3anuc Zoom Big XY -
volodymyr.manziuk@university.kherson.ua.

3axoaumo jo https://marketplace.zoom.us/ Ta cTBOprOEMO HOBHIA J10JIATOK.

200Mm App Marketplace

Categories

Analytics

Broadcasting & Streaming

Discover apps

Explore 2,482 apps In Zoom Ag

Puc. 3.1 - CTBOpeHHs HOBOTO AOAATKY Zoom.

Develop ~

Manage o

(Buid App )

) —
Documentation

Developer Blog

p Marketplace

Community Forum

Zoom App Marketplace

Choose your app type

o
Zoom Apps o)

Build an app that gets added and used
in the Zoom Client

Leam Mora

Meeting SDK i - 0;

Build mobie, desktop, progressive web
apps, and hybnd apps that integrate
Zoam Client functionalltes

Generate your SDK Key & Secret

Leam Moe

OAuth ( é\

Build an app that accesses user-
authenticated data for use with third
party sppications

Generate your QAuth Client ID & Secret

Leam More

Webhook Only C? b
Receive event-based notfications for
Zoom account events such as meeting
events, webinar events, cloud recording
events, and more,

Leam More

Develop ~ Manage o
B
Team Chat Apps ,@.

Build an app for Team Chat that gets
added i the Zoom Client

Loam More

\
Server-to-Server @
OAuth

Build a Server-ta-Server OAuth app #
you intend your app to be used onty by
you or the users oh your Zoam account
This app can be best used for building
aninternal 100l or connactor 10 batter
manage your Zoom accoum

Remnder: Apo credentials must be kept

K [ oo I

Leam More

Puc. 3.2 - CtBopenns nonatky Server-to-Server OAuth.



https://marketplace.zoom.us/

Create a Server-to-Server OAuth app

App Name

| Zoom To Google

Puc. 3.3 - HoBe iM’s1 monatky.

ZoOm App Marketplace Q Seat i Develop Manage o

Zoom To Google

I Intend to publsn: Na Account-level app Server-To-Setver DAUTH

UPLOAD

App Credentials

® Information

edentials. Do not store them in put rEpositons

@® Feature
® Scopes App Credentials
@ Activation
Account 1D
Copy
Client ID
— Copy
Client Secret

................................ w Copy Regenerate

Puc. 3.4 - OtpumanHi 00iKOBI 1aHi AOJATKY.



Add scopes

account agmin

~

Webinar
® Recording
Usar

Account

Team Chat
Marketptace

Billing
Contacts

Conferance Room Connector (CRC)

@ View all user meetings

= meelingread:admin

Get a meeting's encoded SIP URI
meetingread admin:sip_dialing

@ View and manage all user meetings

meaeting;write:admin

Get CRC dial string with passcode
meeting:write:admin:sip_diafing

5 Added

© The following scopes are available Based on your account privileges, For additionsl scopes, please please contact your

View live streaming meating token information
maeling_token.read adminiive_streaming

View local archiving meeting token infarmation
maeting. tokamread:adminlocal_archiving

+ Scroll for more

Puc. 3.5 - Obnacrti 3actocyBaHHs (Scopes) 1oAaTKa.

© App Credentials
) SZO0Pas AuNing e AP mathOoas e 304 18 A00wWead 10 Coll, Ana thuy Wil MmEoemanon a0 CHputsitin: are

® information syatable un Zoom. Soopas are restrcted 10 opoctic rescarces ke channels o Hles. If your spo &
SURANEIRG L0 Zo0m, v will wirily I rried Tor 0 Tcgastie SCOPS AgARIAE The Sl e That yonil mpgs s

. Feature 16 offer @ 1he Ume of eviaw Masse reoowve INNeeded 1Copes befow you submt your app. Laam meco
SDOUl TONns seopen

(] e

+ Add Scopes

@ Activation
Scops e | 1D
View all user meetings /mecting read admin Delets
(5, Describe how yout apg intends to use this particular scope
View and manage all user meetings /mentng wiite acmin Deolate
@ Deacribe how your app inlends o use this particular scope
View and ge sub t's user dings /recording master Doiste
@ Descrice how your app Intends to woe this parficular scope
View all user recordings /rocarding 1ond adimn Doieta
@ Descrioe how your app IMends 10 use this particular scope
View and manage all user recordings /ocording aite admin Doluta
@ Describe How your app Intends 5o use this particular scogn

L 4

[TTTTTTTTTTTTTAddScopes

Puc. 3.6 - Ob6macrti 3actocyBaHHS (SCOpes) ToAaTKa.
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Bynu o6pani HacTymHI 00J1aCTI 3aCTOCYBaHHSA (SCopes):
» View all user meetings

View and manage all user meetings

View and manage sub account's user recordings

View all user recordings

YV V V V

View and manage all user recordings

Zoom To Google

| Intend to publish: No Account-level app Server-To-Server OAuth
UPLOAD

@ App Credentials °

@ Information

® Feit Your app is ready for activation
eature

Once on, your app is allowed to invoke your selected Zoom APIs

@ Scopes

@ Activation Activate your app

Puc. 3.7 - lonatok Zoom roTOBHM 10 aKTHBAIIIi.

Created Apps
Name Status Type
; Server-to-Server OAuth
s . Activated
P Zoom To Google - - Intend to publish; No
Updated Today 11:28 AM
Account Level

Puc. 3.8 - CtBOpeHHs 1oaaTKy Zoom 3aBEPIUICHO.



3.2 CtBopennst Google npoexTy Tumy Server-to-Server OAuth

Ha Be6-caiiti Google Cloud Platform cTBOproeMo HOBHIT POEKT.

-l

Google Cloud

“5 Welcome

Select a project =

Cﬁ reate or select a project jto get up and running with Google
Cloud. Learn more about projects @

Dashboard

Recommendations

Creste a VM

Quick access

Rum o guery In BkgQuery

RPI APis & Services

{8} Compute Engine

Create a GKE chuster

e 1AM & Admin

& Cloud Storage

Search (/) for resources

products. 8 ' QSEE!Ch [
Z |

Create a storage bucket

i Biling

@ BigQuery

Puc. 3.9 - TlouaTox cTBopenHst HOBOro mpoekTy B Google Cloud Platform.

KSU.KS.UA ¥

Select a resource

NEW PROJECT :

Q search projects and folders

RECENT

v Yo
-
53

¥ 3o

STARRED
Name
% 73
.31 »

ALL

Puc. 3.10 - CtBopenns moBoro npoekty B Google Cloud Platform.

58



59

Bubipaemo HOBE iM’sI IPOCKTY.

(- - C @& console.cloud.google.com/projectcreate?previousPage=%z2Fwelcome?

B Startyour Free Trial with $300 in credit. Don't worry—you won't be charged if you run out of credits

Google Cloud

New Project

You have 19 projects remaining in your quota. Request an increase or
delete projects. Learn more [4

MANAGE QUOTAS [2

Project name *
[ Zoom To Google

Project ID: unified-surface-403611. It cannot be changed later. EDIT

Organization *
[ ksu.ks.ua

Select an organization to attach it to a project. This selection can't be changed later.

Location *
[ B ksuks.ua BROWSE J

Parent organization or folder

Puc. 3.11 - 3agaemo iM’s1 1OIaTKYy.




Search (/) for resources, ... Q_ Search Bl g8

Notifications

& Create Project: Zoom To Google Just now
SELECT PROJECT

- p— ) "o

[P o e
e SELECT PROJECT

SEE ALL ACTIVITIES

Puc. 3.12 - Orpumane noBiAOMIIEHHS ITPO CTBOPEHHSI HOBOT'O MPOEKTY.

Select a resource
KSUKS.UA ¥
Search projects and folders
Q|
RECENT STARRED ALL
Name ID
v :0( Zoom To Google) unified-surface-403611
’ ’ Aad — ap ‘ - - .- b “"w
. » - ° . — -
OP mtwe nnse@ —
. . . - o - . . @ - oo

Puc. 3.13 - OOupaemMo HOBUI IPOEKT AJIsI HATAIITYBAHHS.
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£y Welcome

You're working in ksu.ks.ua > Zoom To Google
Project number: 968765988162 I[]  ProjectID: unified-surface-403611 I

Dashboard Recommendations

Puc. 3.14 - [IpoekTt o6paHo.

é— & .e @ console.cloud.google.com/welcome?project=unified-surface-403611

@ Google Cloud &* Zoom To Google ¥

Cloud overview

Products & solutions

API  APls & Services
Enabled APIs & services

Billing Library

Credentials
|IAM & Admin

OAuth consent screen

Marketplace Page usage agreements

Puc. 3.15 - 3axoaumo B nigmeHro APIs & Services.
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€& > C & consolecloud.google.com/apis/dashboard?project=unified-surface-403611

ﬁ Start your Free Trial with $300 in credit. Don't worry—you won't be charged if you run out of credits. Leam more [3
= Google Cloud & Zoom To Google ¥ ‘
API APIs & Services APIs & Services G— ENABLE APIS AND sstces)

¢;»  Enabled APIs & services

i Library

or  Credentials Traffic
v OAuth consent screen

=  Page usage agreements

Puc. 3.16 - logaemo HeoOxigHe API.

= Google Cloud &* ZoomTo Google ¥ ] Q & a2 @

& APl Library '

.

»

Welcome to the API Library

The API Library has documentation, links, and a smart search experience.

Q, Google Drive API X

( google drive api )

Puc. 3.17 - lllykaemo Google Drive API.
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Q,_  google drive api

11 results
a

Google Drive API
Google Enterprise APl @

With the Google Drive API, you canaccess resources from Google Drive to ¢

Google Drive Activity API
Google Enterprise APl @

With the Google Drive Activity API, you can retrieve information about a use
the Google Drive API for your app to display activity on a user’s files, track ¢
changes to files.

Drive Labels API
Google

Use the Drive Labels API to define custom metadata taxonomies to organize
Drive files and folders.

Puc. 3.18 - Bubupaemo Google Drive API.
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= Google Cloud % Zoom To Google ¥

& Product details

Google Drive API

Google Enterprise API

Create and manage resources in Google Drive.

ENABLE TRY THIS API [

Puc. 3.19 - Iligkmtouaemo ta aktuByemo Google Drive API.

= Google Cloud 2* Zoom To Google ¥ J Search (/) for resources,

API APIs & Services & APIl/Service Details B DISABLE API

«}»  Enabled APIs & services
©  Touse this AP, you may need credentials.
i Library

The Google Drive API allows clients to access resources from Google Drive.

v Credentials 6 Google Drive API

iy OAuth consent screen
By Google Enterprise APl @

=»  Pageusage agreements
Service name Type Status

drive.googleapis.com Public API Enabled

Puc. 3.20 - Google Drive API nmigkmto4eHo.



Gougle Cloud o Zoom To Google v [ ! Search (/) for resources. d

RPI APIs & Services Credentials (4- CREATE camnng W DELETE w~ RESTORE DELETED CRE

AP| key

. ot

@ Zabedirnen Create credontials 00 80 jdenaifies your project using o aimple APY key 1o check quots and access

i Ubary DQAuth client ID

A Rememdert  fequests usee consent 50 yOur app can access the user's dati

Oe  Credentinle
Service account

5 Oauth L Scredn AP Enables server $o-aerver, app-leved authectication using robot accounts

Fo  Pageusage sgreements [0 e Help me choose

Asks & tow ¢ 1008 10 help you decide which f credential 10 uss
Mo AP| keya to displa fow questions 10 help you = type of crede 0 uke

OAuth 2,0 Client IDs

[0 tame Crestion date

NO Oauth clients 10 display

Service Accounts
[0 enu

No service accounts i daplay

Puc. 3.21 - [ToyaTok cTBOpeHHS OOJIUKOBHUX JIAHUX.

Google Cloud &* Zoom To Google Search (/) for
g

IAM & Admin & Create service account

IAM

© Service account details
Identity & Organization Service account name
[ zoom-to-google

Palicy Tinbleshooter Display name for this service account

Policy Analyzer Service account ID *
zoom-to-google X C ]

Organization Policies Email address: zoom-to-google@unified-surface-403611.iam.gserviceaccount.com

x|
Service Accounts

Workload Identity Federat... [ Service account description

Describe what this service account will do
Workforce Identity Federa...

Labels CREATE AND CONTINUE

Tags
Grant this service account access to project
Heliings (optional)
Privacy & Security |

© Grant users access to this service account (optional)
Identity-Aware Proxy

Roles | CANCEL

Puc. 3.22 - JlogaeMo HEOOXiaHI TaHi.
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Google Cloud

2 Zoom To Google ¥

Search (/) for resources, docs, prod

ervices

Enabled APIs & services
Library

Credentials

OAuth consent screen

Page usage agreements

Credentials + CREATE CREDENTIALS @ DELETE »~ RESTORE DELETED CREDENTIALS

Create credentials to access your enabled APls. Learn more [

A Remember to configure the OAuth consent screen with information about your application.
API Keys
[]  Name Creation date
No API keys to display
OAuth 2.0 Client IDs
O Name Creation date

No OAuth clients to display

Service Accounts

O Email

D zoom-to-google@unified-surface-403611 .iamgservlceaccoum.com)

Puc. 3.23 - OTpuMaHoO €IeKTPOHHY MOMITY AJi T0AaTKA.

&, O

Google Cloud

IAM & Admin

IAM

Identity & Organization
Policy Troubleshooter
Policy Analyzer

Organization Policies

Service Accounts )

Workload Identity Federat...

Workforce Identity Federa...

Labels

Tags

¢* Zoom To Google ¥ ’

& zoom-to-google
DETAILS PERMISSIONS KEYS METRICS LOGS
Keys

Service account keys could pose a security risk if compromised. We rec
Cloud here [2.

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organization policies [2.
Learn more about setting organization policies for service accounts [2

ADD KEY ~
Create new key

Upload existing key

Key creation date Key expiration date

Puc. 3.24 - JlomaemMo HOBOTO KJIF0Ya JI0 CEPBICHOTO OOJIIKOBOTO 3aIHCY.



Create private key for "zoom-to-google’

Downloads a file that contains the private key. Store the file securely because this key

can't be recovered if lost.

Key type

@® JsoN
Recommended

O P12

For backward compatibility with code using the P12 format

CANCEL CREATE

Puc. 3.25 - Bubupaemo tun JSON.

Private key saved to your computer

A unified-surface-203611-ba28931e4552 json allows sccess 10 yout cloud %, 50 store it

ely. Learn more hest practices (4

CLOSE
Puc. 3.26 - Hoa napa kitouyeil CTBOpEHHa.
& Downloads Q
Today
unified-surface-403611-ba28931e4552.json X
l o | blob:null/1d10da1a-3¢71-40da-9¢29-93f502e07d9%e

Show in folder

Puc. 3.27 - 3aBaHTa)XyeMO HOBI KITIOUH.




& > C @ rlle | /home/user/Downloads/unified-surface-403611-ba28931e4552 json

"type": "service_account"”,

"project_id": "unified-surface-403611",

"private_key_id": "ba28931e4552e3e57389a3ab366f3857a4cf14df",

"private_key": "----- BEGIN PRIVATE KEY-----
\nMIIEvQIBADANBgkqhkiGOw@BAQEFAASCBKcwggSjAgEAAOIBAQCiCTNbHV71bVbT\nC/wP45SsLOpC
dQDNYg+01pGQ9xuUdFVx\nSd057zySytPnUKtWkxSh1IwXB+WqaSjMtNodtLbrPvA4Xt4xSarlwDakxL
1Y+D5GGabkniai8Cv99UADoLVViSH86sZFdgNx4g\nLmwIxUDy7LIAhyhTLWR@OpSFuF1HeIoUy6reJR
rt6fLsHhZ+aYtYmIt+szaP4ANCW4Ij4gAsVsTwQKBgQDXTVXPfrp7Z2HDWBPz\nm7VR1GkiXsHel10zgG
057EVLWOpTSUYB\n25zm310idCCs JEILhCM1A7y8/dfINs9cnNv7kgcHjHTfqQpVVNJbSVewKH1LeNQz
6F+Q9xyyi/70T1/maajQd111Maq3ZvEQE1\nWu20xT/Ni5rQM1y4KDdZbrK9ZgAQLtRM1chsE0653F 1N
+Q0gr5YqloTt6fFjzd86vg/EmknbeBAOGAPFzpmIRZ JRO1bQvgOGNS\nTCB3QAqta3T4ppJiKIch3kDO

"client_email": "zoom-to-google@unified-surface-403611.iam.gserviceaccount.com

"client_id": "105253873363153386445",

"auth_uri": "https://accounts.google.com/o/oauth2/auth”,

"token_uri": "https://oauth2.googleapis.com/token",

"auth_provider_x5@9_cert_url": "https://www.googleapis.com/oauth2/vl/certs",

"client_x509_cert_url": "https://www.googleapis.com/robot/vl/metadata/x509/z0o

"universe_domain": "googleapis.com”

Puc. 3.28 - Burnsig ¢aiina 3 ceKpeTHUMHU KIIFOUYaAMHU.

< [oginitecs dannom "3anmcn Zoom" @

= =

[0 Coosicrira

-

Puc. 3.29 - Jlomaemo HEOOXiTHUX TIpaB CEPBICHOMY OOJIIKOBOMY 3aIHCYy.
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Moginutnca?

zoom-to-google@unified-surface-
403611.iam.gserviceaccount.com He BXOAUTb
B Opraxisayito "XepcoHCbKuUA 1epxXaBHUi
yHiBEpcUTeT", AKa Bonojie uum o6'ekTom. Lis
opraHi3auif 3acTepirae Woao HagaHHA
JOCTyny A0 06'eKTa KopucTyBadyam 3a if

MeXaMMu.

|

Puc. 3.30 - [linTBep>xeHHS HAJAHS MPaB.

zoom-to-google@unified-surfa
ce-403611.iam.gserviceaccoun
t.com MeHepgxep KOHTeHTY

zoom-to-google@unified-surface-40
3611.iam.gserviceaccount.com

3aranbHuu gocTyn

XepCOHCbKUI AepXaBHWUI yHIBEpCUTET ¥

Yei yuacHWKM rpyni, SKi MaloTs Le Moxe nepernagatu v
NOCKUNAHHS, MOXYTs NepernapaTy

Puc. 3.31 - CepsicHuii 00JIKOBHUH 3amyic Mae€ JOCTYIl 3 piBHEM “MeHemxkep

KOHTEHTY .

‘@ zoom-to-google@unified-surface-
‘ 403611.iam.gserviceaccount.com

3aBaHTaxye 2 o6'ekTn
16:18 30 xoa8T.

[. volodymyr_manziuk... ]

(“ My Meeting 2... J

[ My Meeting 2... j

Puc. 3.32 - 3adikcoBanu fii cepBicHOTO 00JiKOBOTO 3amucy. Tpancdep daitmin

YCIIIIITHO 3aBEPIIUBCA.
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3.3 ®yukuii nporpamu ajs poooru 3 Zoom API

3.3.1 OTpumaHHs TOKeHY A0cTyny Zoom

B opnwueln ¢QyHKIT BOpPOBaJKEHO OTPUMAHHA HOBOTO TOKEHY, abo0 HOro

OHOBJICHHS, SIKIIIO TEPMIH [Ii1 3aKIHYMBCA (CTAHOBUTH | TOJIUHY).

def update_token():
global zoom_token
global token _ttl
if not zoom_token:
logger.debug(*Requesting token ...")
client_id = config.client_id
client_secret = config.client_secret
account_id = config.account_id
auth_base_str=client_id + ":" + client_secret
url = ""https://zoom.us/oauth/token?grant_type=account_credentials&account_id="" + account_id
payload = {}
headers = {
'Authorization': 'Basic ' + base64.h64encode(auth_base_str.encode(’utf8')).decode('utf8")
}
json_response = requests.request(*'POST", url, headers=headers, data=payload).json()
logger.debug(*Token retrieved...")
logger.debug(json_response[‘access_token'])
zoom_token = json_response['access_token']
else:
if datetime.datetime.now().timestamp() - token_ttl > 3500:
token_ttl = datetime.datetime.now().timestamp()
zoom_token ="'
update_token()
else:
return zoom_token
return zoom_token
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3.3.2 OTpuMaHHA CIIUCKY BCiX KOPUCTYBa4eu

Otpumyemo cnucok kopuctyBaueid mo 30 Ha KOXHY cTopiHKy. KoxkHoro paszy
nepeBipsieMo mapameTp Next_page token, koTpuii BKasye, IO iCHY€ HacTyIHa
CTOpiHKa 3 3 IMCHaMH KopHcTyBauel. Skio mapamerp next_page_token BiacyTHiH,
BUKOHAHHS BUKIHUKY 3aKIHUyeTbcs. TOKEH AOCTymy Ta HEOOXIJHI MapaMeTpu

HTTP Buxnuky nepenatotbes yepes pynkuiro update _headers().

headers1 = update_headers()
while True:
urll = "https://api.zoom.us/v2/users/?page_size=30"
if next_p_token I="":
urll +="?&next page token='+next p token
responsel = requests.get(urll, headers=headers1)
datal = responsel.json()
for user in datal['users']:
logger.info(user[*email'])
users_count +=1
filelist = filelist + getAccountCloudRecordings(st, en, user['email'], query_params.action,
headers1)
next_p_token = datal['next_page token"]
if next_p_token==""
break
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3.3.3 OTpuMaHHs XMapHHUX 3aNIMCIB OKPEMOIr0 KOPpUCTYBaya

def getAccountCloudRecordings(start_d, end_d, user, action, headers2):
url = "https://api.zoom.us/v2/users/{}/recordings?from={}&to={}&page_size=30".
format(user, start_d, end_d)
try:
response = requests.get(url, headers=headers2)
data = response.json()
records =[] # list
for meetings in data['meetings']:
if ("recording_files' in meetings):
for recs in meetings[‘recording files']:
recoding_name = meetings[‘topic'] + * " + recs['recording_start'] + *." + recs['file_type']
records.append(recoding_name)
else:
logger.debug(**No recording_files for ** + meetings['topic'] + **. Meetings uuid ** + meetings[‘uuid'])
except HttpError as error:
logger.error(F'An error occurred: {error}’)
return records



3.3.4 3aBaHTa:KeHHA XMAapPHHX 3aNMCIB OKPEMOI0 KOPpUCTYBaya

downloadCloudRecording(recs['download url'], recoding_name)
def downloadCloudRecording(download_link, file_name):
headers = {
""Authorization': ""Bearer " + update_token()

logger.info(file_name + * downloading...")
response = requests.get(download link, headers=headers)
# Check if the response was successful (status code 200)
if response.status_code == 200:
# Save the recording to afile
with open(PATH_TO_DOWNLOAD_DIR + file_name, ""wb™) as f:
f.write(response.content)
logger.info(*{} downloaded successfully.*.format(file_name))
else:
logger.error(‘Failed to download {}. Error code:".format(file_name), response.status_code)
sys.exit(2)
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3.3.4 BujaneHss XMapHUX 3alIMCiB OKPEMOro KOpUCTyBaya

def del AccountCloudRecording(meetingld, recordingld):
logger.info(**Moving to trash...")
logger.debug(*'recordingld {} meetingld {} **.format(recordingld, meetingld))
headers = {
'Authorization': ‘Bearer {}'.format(update_token())
}

# If a UUID starts with "/" or contains "//" (example: "/ajXp112QmuoKj4854875=="),
# you must double encode the UUID before making an API request.
meetingld = urllib.parse.quote(meetingld, safe="")
recordingld = urllib.parse.quote(recordingld, safe="")
meetingld = urllib.parse.quote(meetingld, safe="")
recordingld = urllib.parse.quote(recordingld, safe="")
logger.debug(*'recordingld {} meetingld {} **.format(recordingld, meetingld))
url = "https://api.zoom.us/v2/meetings/{}/recordings/{}?action=trash’.format(meetingld, recordingld)
logger.debug(url)
response = requests.delete(url, headers=headers)
logger.debug(response)
if response.status_code in (200, 204):
# Recording deleted Meeting recording file deleted
logger.info("Moved to trash successfully." + "\n")
else:
logger.error(‘Failed to Delete. Error code:', response.status_code)
return
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3.3 ®yukuii nporpamu ajs poooru 3 Google Drive API

Jliist kokHO1 (yHKLIT Oy/e po3IIIIHYTO JIBa BapiaHTU OTPUMAHHSI pPe3yJIbTaTIB.

» BUKOPHCTOBYIOUH ieHTH(]IKATOp KII€HTA.

CrBoproethes ineHTudikarop kiieata OAuth 2.0. Jlyis 1boro HeOOX1AHO TPOUTH
aBTeHTU(IKAIII0 SK KIHIEBUA KOpPUCTYyBad 1 OTpUMATH JOCTyH JO JIAHUX
kopuctyBaua [40]. KopuctyBau Mae n0CTyn A0 KOPHOPATUBHOTO JHCKY 3

HEOOXITHUMU TIpaBaMH.

from pydrive2.auth import GoogleAuth
from pydrive2.drive import GoogleDrive
gauth = GoogleAuth()
gauth.LocalWebserverAuth()

drive = GoogleDrive(gauth)

» BHKOPHCTOBYIOYM OOJIIKOBI JaHi CEpBICHOrO OOJIKOBOTO 3amucy (service
account).
CepsicHuii 00IIKOBHM 3amuc Mae HeoOXigHi mpaBa. J[ocTyn 10 KOpIOpaTHBHOTO

JUCKY OYyJIO HaJlaHO 3a3/1eJIeTUTh aAMIHICTPATOPOM JOMEHY.

scope = ['https://www.googleapis.com/auth/drive']
service_account_json_key = ‘/home/user/z2g/unified-surface-403611-ba28931e4552.json’
credentials = service_account.Credentials.from_service_account_file(
filename=service_account_json_key,
SCOPES=SCcope)
service = build('drive’, 'v3', credentials=credentials)
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3.3.1 IlepeBipka icHyBaHHS 200 CTBOPEHHS NAIIKH KOPUCTYBA4a HA JUCKY

» BUKOPHCTOBYIOUH i€HTH(]IKATOp KII€HTA.

def gdrive check folder_OAuth(gdrive, user_folder_name):
# check or create
files =]
page_token = None
query_string = "'q: '12waDsJhsnsiPjQplgKaEbe9RBEIycj90" in parents and " \
"mimeType = "application/vnd.google-apps.folder™"
response = gdrive.ListFile({'q": """12waDsJhsnsiPjQplgKaEbe9dRBEIycj90" in parents and trashed=false and
mimeType ="
""application/vnd.google-apps.folder'*'}).GetList()
logger.info(*'"Reading folders list in shared Drive ..."")
#logger.debug(response)
for rec in response:
# logger.debug('title: %s' % (rec['title']))
if rec['title’] == user_folder_name:
logger.info(user_folder_name + ** folder exist. This is good!"")
return rec['id"]
logger.info(user_folder_name + ** folder does not exist --> create it"")

""12waDsJhsnsiPjQplgKaEbe9RBEIycj90"'}], "mimeType™: “application/vnd.google-apps.folder'})
newFolder.Upload()
logger.info("user_folder_created")
return newFolder.get(‘id")

» BHUKOPHCTOBYIOYM OOJIIKOBI JaHi CEpBICHOrO OOJIKOBOTO 3amucy (service

account).

def gdrive_check_folder_api_v3(gdrive_service, user_folder_name):
page_token = None
i=1
i=1
while True:
response = gdrive_service.files().list(
pageSize=1000,
supportsAllDrives=True,
includeltemsFromAlIDrives=True,
fields="nextPageToken, files(id,parents,name,mimeType)’,
g=""mimeType="application/vnd.google-apps.folder’ and trashed=false and
'12waDsJhsnsiPjQplgKaEbe9RBEIycj90' in parents',
pageToken=page_token
).execute()
print(**Reading folders list in shared Drive ..."")
for rec in response.get(‘files’, []):
if rec['name’] == user_folder_name:
print(user_folder_name + ™ folder exist. This is good!"")
return rec['id"]

j+=1
page_token = response.get('nextPageToken', None)
i+=1
if page_token is None:
break

print(user_folder_name + ** folder does not exist --> create it")
folder_metadata = {
‘name": user_folder_name,
'mimeType': "application/vnd.google-apps.folder’,
‘parents’: [""12waDsJhsnsiPjQplgKaEbe9RBEIiycj90™]
}



newFolder = gdrive_service.files().create(body=folder_metadata, fields="id", supportsAllDrives=True
).execute()

print(F'Folder 1D: ""{newFolder.get(*"id"")}"".")

logger.info(‘Folder ID: * + newFolder.get(*'id""))

return newFolder.get(‘id")
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3.3.2 BuBaHTaKEeHHH 3aNMCIB OKPEMOr0 KOPUCTYBAa4a HA JUCK

» BUKOPHCTOBYIOUHM ieHTH(]IKATOp KII€HTA.

def upload_to_gdrive_OAuth(user):
gauth = GoogleAuth()
gauth.LocalWebserverAuth()
drive = GoogleDrive(gauth) # Create GoogleDrive instance with authenticated GoogleAuth instance
# oauth2client
upl_folder_id = gdrive_check_folder_OAuth(drive, user) # return google folder 1D
for file_to upl in os.listdir(PATH_TO _DOWNLOAD _ DIR):
f = os.path.join(PATH_TO_DOWNLOAD_DIR, file_to_upl)
if 0s.path.isfile(f):
try:
logger.info(str(file_to upl) + * uploading...”)
upl_file = drive.CreateFile({"title": file_to_upl, 'parents": [{"id": upl_folder_id}]})
upl_file.SetContentFile(f)
upl_file.Upload()
logger.info(str(file_to_upl) + * uploaded successfully.")
except HttpError as error:
logger.error(F'An error occurred: {error}’)
else:
os.remove(f)

» BHKOPHCTOBYIOYM OOJIIKOBI JaHi CepBICHOrO OOJIKOBOTO 3amucy (service

account).

def upload to gdrive api v3(user):
# connection to the Drive API service_account_json_key
scope = ['https://www.googleapis.com/auth/drive']
service_account_json_key = '’home/user/OneDrive-KHDU/z2g/my-project-16-10-2023-60fe78a7b6ef.json’
credentials = service_account.Credentials.from_service_account_file(
filename=service_account_json_key,
SCOPEs=scope)
service = build(‘drive’, 'v3', credentials=credentials)
# connection to the Drive API service account json key
upl_folder_id = gdrive_check_folder_api_v3(service, user) # return google folder 1D
for file_to_upl in os.listdir(PATH_TO _DOWNLOAD DIR):
f = os.path.join(PATH_TO_DOWNLOAD_DIR, file_to_upl)
if os.path.isfile(f):
try:
logger.info(str(file_to_upl) + * uploading...”)
file_metadata = {
‘name": file_to_upl,
‘parents’: [upl_folder_id]

media = MediaFileUpload(f, resumable=True)
upl_file = service.files().create(body=file_metadata, media_body=media,supportsAllDrives=True,
fields="id").execute()
print(F'uploaded successfully File ID: *{upl_file.get(*'id"")}"".")
logger.info("File ID: " + upl_file.get(*"id™))
logger.info(str(file_to_upl) + * uploaded successfully.")
except HttpError as error:
logger.error(F'An error occurred: {error}’)
else:
os.remove(f)
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3.4 JloryBaHHH noaii

Oyukuis logger.debug() y Python BukopucToByeThCS 17151 peecTpalii MoBIIOMICHb
npo  HamarojkeHHd.  [loBijomJiIeHHST ~ MpO  HAJNAroJUKEHHS  3a3BUYail
BUKOPUCTOBYIOTHCS JUIsl HaJlaHHS JeTaldbHO1 1H(OpMaIlili Mpo BHYTPILIHIO POOOTY

IPOTrPaMHU.

[Ilo6 BukopuctoByBatH ¢yHKLiI0 logger.debug(), cmoyaTky moTpiOHO CTBOPUTH
00’exT logger. Mu poOuMo 11e 32 10MOMOror0 MOayJIs *KypHantoBanHs. [licis Toro,
SIK CTBOPEHO 00’€KT peecTpaTropa, BUKOPUCTOBYEThCs (ByHKIs logger.debug() mis

peecTpalrlii MoBiIOMIICHb PO Hajaromkenus [41].

[ToBimoMIIeHHS MPO HaJAro KeHHs Oyje 3apeecTpoBaHO Ha KOHCOJI abo y daiii,

3aJICKHO Bi,II TOr'O, K HaJIaITOBAHO PCECTPATOP.

def main():

params = parse_args()
logger.debug(params)
logger.setLevel(params.log_level)
logger.info(**User --> " + params.user)
logger.info(**Action --> '* + params.action)
logger.info(*"The start date --> ** + params.start)
logger.info(""The end date --> " + params.end)
logger.info(*'SKip users --> " + str(params.skip_emails))
logger.info(*'Log level --> ** + params.log_level)
logger.info(*" D)
if params.action == ‘download":

confirm(**All the parameters are correct?"’)
files = setZoomApiRequest(params)
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3.5 Omnmuc inTepdeiicy

[urepdeiic komangnoi crpoku (CLI) - me tun iHtepdelicy kopucTyBaya, SKUH
BUKOPHUCTOBY€E TEKCT sl B3aemojii 3 kopuctyBaueM. CLI He mae rpadiunoro

iHTEpdeiicy, a BUKOPUCTOBYE JIUIIE TEKCTOBUN PEKUM.

ZOOM cloud recordings processing.

\‘,1,’:714'\{‘ S:
show this help message and exit
username ( ) ownload this Zoom user's

v @university.kherson.ua)
k [SKIP_EMAILS ...], - JF [ E 1

p this Zoom user's recordings

{view,download}, --ac { wnload)
default: view)
-5 START, --st
The start date to download recordings, yyyy-mm-dd
(default 3-11-81)
e END, end END The end which to download recordings, yyyy-mm
dd (defaul )
{NOTSET,( G, INFO,WARNING, ERROR,CRITICALY, --log level {NOTSET,DEBUG,INF
Logaing Levels (default: DEBUG)

KHDU 2823. Volodymyr Manziuk

Puc. 3.33 - [aTepdeiic nogatky.

argparse — 1ie Mmoxayab Python, sxuii 103BOJig€ JIErKO THCATH 3pYydUHI
iHTepdeiicn KOMaHaHOTO psnka. Bin 3a0e3nedye mpocTuid 1 MOCTIIOBHUM CIIOCIO

BHU3HAUCHHS Ta aHaJI3y MapaMeTpiB KOMAaHJHOTO PSIKA.

[Ilo6 BUKOpHUCTOBYBaTH argparse, NoTpiOHO cTBOPUTH 00’ €kT ArgumentParser.
Le#t 06’exT Oyae micTuTH BCIO iH(OpMAIli0, HEOOXITHY JIJIs aHal3y KOMaHHOTO

psiaka Ha Tunu gaHux Python.

[Ticns crBopenHs 00’ekty ArgumentParser, MokHa mTodaTh A0JaBaTH IO
HbOro aprymeHTH. Lle MokHa 3poOutHm 3a momomoror Metoay add argument().
Meton add argument() npuiimae psig mapameTpiB, BKIIOYAIOUM Ha3BY apryMEHTY,

THUIT apTYMEHTY Ta T€, UM € apTyMEHT 000B’sI3K0BUM.[42]
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3.6 Pe3yabTaT po00TH 10AATKY.

Omuis --help

Onmis -u all BMBOAMTH CTATHCTUKY MO BCIM KOpHUCTyBauam Zoom, IO

HajexaTh 10 university.kherson.ua.

3anmyck 0e3 mapameTpiB - IPUIIMAIOTHCS MTAPAMETPH 32 3aMOBUYYBAHHSIM.
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Kopuctysau - volodymyr.manziuk@university.kherson.ua, pexum neperisiay

3amuciB 3a octandl 30 IHIB.

3anmyck cKpunTa 3 mapaMeTpamMu.
python3 zoom2g.py -u volodymyr.manziuk@university.kherson.ua -a
download -s 2023-02-28 -e 2023-03-01

KopuctyBau - volodymyr.manziuk@university.kherson.ua,3 28 mrororo

2023p o 1 6epe3ns 2023p, 3aBaHTAKUTH.



mailto:volodymyr.manziuk@university.kherson.ua,
mailto:volodymyr.manziuk@university.kherson.ua,
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BUCHOBKH
3anucu Zoom Cloud € wiHHMM aKkTUBOM, ajie ix 30epekeHHs B XxMapi Zoom
KoITye Habarato OuIbII HIDK 30eperaHHs Ha KopropaTuBHOMYy (Google nucky.
JlonaTtok TpaHcdepy 3ammciB 3 XMapHOIO CepeoBHUINa Zoom B KOPHOPATUBHUM
Google nuck Bupimye 1M mpoOieMy, aBTOMAaTUYHO MEPEHOCAYU BCl 3aluCH 3
Zoom Cloud y Google Drive. Ilporpama npocta y BUKOPUCTaHHI Ta MOXe OyTH

HaJlallTOBaHa AJIA Hepez[aqi JaHUX 3a PO3KJIaAA0OM.

Po3poOka apXxiTekTypu O0AATKy i1 aBTOMAaTHUYHOTO TpaHchepy AaHUX 3
XMapHOTO cepenoBuiia Zoom B KoprnopatuBauit Google Jluck BkiIroudae

IHTETpallilo I1BOX OCHOBHUX KoMIOHEHTIB: Google Drive API Ta Zoom APIL.

s  aBTOpHM3arlii KopucTyBadya B Z0OM BUKOPUCTOBYETHCS BiIKPUTHI
craugapt apropuzaiiii OAuth 2.0. /I 1iporo moTpiOHO CTBOPUTH JOJATOK THITY
Server-to-Server OAuth. Ilicnmg oTpuMaHHS TOKEHa JOCTYMY KJII€HTCHKUN

KOMITOHEHT MOK€ BUKOHYBaTH orepaiiii 3 Zoom API.

Jlnst 3aBaHTakeHHs 3anuciB Zoom y Google Drive Kii€HTCHKUI KOMITOHEHT
BukopuctoBye Google Drive APIL. Jlnsg mporo moTpiOHO CTBOPUTH OOJIKOBHIA
3amuc aist goctyny no Google Drive APL. Ilicns oTpumaHHS 0GJIIKOBOTO 3amuCy
KITIEHTCHKUM KOMIIOHEHT MO)Ke BHUKOHYBaTu ormepaiiii 3 Google Drive API,

30KpeMa CTBOPIOBATH (pailyiv Ta MaInKH.

3aragoM, mpoekT "ABTOMAaTHYHOTO TpaHchepy MaHUX 3 XMapPHOTO
cepenoBuiia Zoom B kopropatuBHui Google Jluck" € ycmimHUM 1 Moxke OyTH
BUKOPUCTAaHUW JUIsi aBTOMaTH3allii mporecy 30epiraHHs 3amuciB Zoom B

KOPIOPATUBHOMY CEPEIOBUIILI.
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Zoom Plans & Pricing.

URL: https://zoom.us/pricing

Introduction to Google Drive API.

URL: https://developers.qgoogle.com/drive/api/quides/about-sdk

URL: https://developers.google.com/static/drive/images/drive-intro.png

Google Drive API scopes.
URL: https://developers.google.com/drive/api/quides/api-specific-auth

Google Drive API v3 Reference.

URL: https://developers.google.com/drive/api/v3/reference

Creating a service account.

URL:https://developers.qoogle.com/identity/protocols/oauth2/service-

account#python

Using OAuth 2.0 to Access Google APIs
URL: https://developers.google.com/identity/protocols/oauth2

Zapier tasks
URL: https://help.zapier.com/hc/en-us/articles/8496196837261
URL: https://help.zapier.com/hc/en-us/articles/8496181725453-Learn-key-

concepts-in-Zapier#task-0-7

Capture - Transfer to Google Drive and Dropbox By KISS.
URL.: https://marketplace.zoom.us/apps/4A2ZPPZ3TY -Nup60DGg88w

Google Drive for Zoom by Splain.

URL.: https://marketplace.zoom.us/apps/5jjvtAZIQy-m-XkbchJMHg
Transferring-videos.com By Islem BOUSSETTA.

URL.: https://transferring-videos.com/en/pricing

URL.: https://marketplace.zoom.us/apps/aj1sYMG7SEWaNgQg4TQujQ
zBackup.app.

URL.: https://zbackup.app/

Zapier zoom to google.
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URL: https://zapier.com/blog/upload-zoom-recordings-google-drive/

noHaza 350 BUKIIagayiB.

URL: https://www.kspu.edu/PublisherReader.aspx?newsld=15762&lang=uk

3acTapiiu pe3yJabTaTi google 3a MiHYBIIMM PIK - MEHBIII I€CSITH
URL: https://www.google.com/search?g=zoom+records+to+gdrive+site:qith
ub.com+-issue&sxsrf=AJOqlzZWW -

zdvsKzOr7Ceibl XFE333JjJJw:1679476806410&source=Int&ths=qgdr:y&sa=

X&ved=2ahUKEwilltHTmu_9AhVsi8MKHapyBzwQpwV6BAgBEB4&biw

=1920&bih=922&dpr=1

Google Drive API Reference.

URL: https://developers.google.com/drive/api/v3/reference

Zoom API Cloud Recording operations.

URL: https://marketplace.zoom.us/docs/api-reference/zoom-

api/ma/#tag/Cloud-Recording

Introduction to Zoom APIs

URL.: https://developers.zoom.us/docs/api/

Zoom API Using OAuth 2.0

URL.: https://developers.zoom.us/docs/api/rest/using-zoom-apis/#using-
oauth-20

Zoom API Server-to-Server authentication

URL: https://developers.zoom.us/docs/api/rest/using-zoom-apis/#server-to-

server-authentication

Zoom API Using JWT apps.

URL.: https://developers.zoom.us/docs/api/rest/using-zoom-apis/#using-jwt-
apps

JWT App Type.

URL: https://developers.zoom.us/docs/internal-apps/jwt-faq/

Server-to-Server OAuth.

URL: https://developers.zoom.us/docs/internal-apps/s2s-oauth/

Create a Server-to-Server OAuth app.
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URL: https://developers.zoom.us/docs/internal-apps/create/

Request access token.

URL.: https://developers.zoom.us/docs/integrations/oauth/#step-2-request-

access-token
Onmnepariii 3 XMapHUMH 3aIUcCaMu Zoom.

URL: https://developers.zoom.us/docs/api/rest/reference/zoom-

api/ma/#tag/Cloud-Recording

Oneparii 3 xMapHuUMH 3anucamu Zoom. List users.

URL: https://developers.zoom.us/docs/api/rest/reference/zoom-

api/methods/#operation/users

Onepariii 3 xmapaumu 3anucamu Zoom. List all recordings.

URL: https://developers.zoom.us/docs/api/rest/reference/zoom-

api/methods/#operation/recordingsList

Omneparii 3 xmMapauMU 3anucamu Zoom. Delete a meeting recording file.

URL: https://developers.zoom.us/docs/api/rest/reference/zoom-

api/methods/#operation/recordingDeleteOne
OAuth2 and OpenlID Connect: The Professional Guide. Vittorio Bertocci

Scenario where the access token fits.

URL.: https://auth0.com/blog/id-token-access-token-what-is-the-difference/
https://images.ctfassets.net/23aumh6u8s0i/6bFrgMoBLfHK65ZWvenpuY/e6e
e7bc645dec122d6206ba7440d41d7/access-token-scenario.png

How to Upload Files to Google Drive with a Service Account.

URL: https://www.labnol.org/google-api-service-account-220404

Using Google Drive API with Python and a service account.

URL: https://medium.com/@matheodaly.md/using-google-drive-api-with-

python-and-a-service-account-d6aelf6456¢2

Creating and managing projects.
URL: https://cloud.google.com/resource-manager/docs/creating-managqing-

projects
Manage files and folders in the Google Drive API
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35. Google API Client
URL: https://pypi.org/project/google-api-python-client/

36.  Storing the secrets (passwords) in a separate file.

URL: https://stackoverflow.com/questions/25501403/storing-the-secrets-

passwords-in-a-separate-file

37. Command line tool and library for transferring data with URLSs.
URL.: https://curl.se/
38.  Authorize credentials for a desktop application Google Drive API

URL: https://developers.google.com/drive/api/quickstart/python#authorize

credentials for a desktop application

39.  Using OAuth 2.0 for Server to Server Applications

URL: https://developers.google.com/identity/protocols/oauth2/service-

account
40. Google Drive APl made easy. Maintained fork of PyDrive.
URL.: https://pypi.org/project/PyDrive2/

41. Logging facility for Python.
URL: https://docs.python.org/3/library/logging.html

42. argparse — Parser for command-line options, arguments and sub-commands.
URL.: https://docs.python.org/3/library/argparse.html
43.  The Ultimate Guide to the Zoom API.

URL: https://spectralops.io/blog/quide-zoom-api/

44.  Zoom API Postman Collection.
URL.: https://www.postman.com/solar-satellite-
690492/workspace/zoom/request/7450186-b6917806-03c8-47e7-b95f-
c83589e3f688

45.  Python programming language: Google funds projects aimed at supply-chain
security.

URL: https://www.zdnet.com/article/python-programming-lanquage-google-funds-

projects-aimed-at-supply-chain-security/
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import config

import datetime

# import plogger.info

import re

import os

import requests

import urllib.parse

# import json

import base64

import google.auth

from google.oauth2 import service_account

from googleapiclient.http import MediaFileUpload
from googleapiclient.discovery import build

from googleapiclient.errors import HttpError
from pydrive2.auth import GoogleAuth

from pydrive2.drive import GoogleDrive

import sys

import argparse

from dateutil.rrule import rrule, MONTHLY

from hurry.filesize import size

import logging

# from logging import Formatter, Logger, StreamHandler
from logging import Formatter, StreamHandler
from logging.handlers import RotatingFileHandler

PATH TO DOWNLOAD_DIR = "/home/user/1/*

# Create logger z2g

logger = logging.getLogger(*'z29™")

# DEBUG (low) # INFO # WARNING # ERROR # CRITICAL (high)
logger.setLevel(logging. DEBUG)

# create rotating file handler

now = datetime.datetime.now().strftime(**%Y-%m-%d.%H.%M.%S™)
# check for log folder!!!

file_handler = RotatingFileHandler(**logs/** + now + **-z2g.log"")
file_handler.setLevel(logging. DEBUG)

# create console handler

console_handler = StreamHandler()

console handler.setLevel(logging.INFO)

# create a formatter and add it to the handlers

formatter = Formatter(**%o(asctime)s %(levelname)s - % (message)s’)
file_handler.setFormatter(formatter)

console handler.setFormatter(formatter)

# add the handlers to the logger

logger.addHandler(file_handler)
logger.addHandler(console_handler)

total_files_size_all_users=0

zoom_token ="'

token_ttl = datetime.datetime.now().timestamp()

#
#* GET ZOOM TOKEN

#
def update_token():
global zoom_token
global token_ttl
if not zoom_token:
logger.debug(‘Requesting token ...")
client_id = config.client_id
client_secret = config.client_secret
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account_id = config.account_id
auth_base_str = client_id + ":" + client_secret
# logger.debug (base64.b64encode(auth_base_str.encode('utf8")).decode('utf8'))
url = ""https://zoom.us/oauth/token?grant_type=account_credentials&account_id="" + account_id
payload = {}
headers = {
'Authorization': ‘Basic ' + base64.b64encode(auth_base_str.encode(’utf8')).decode(‘utf8")
}
json response = requests.request(*"POST", url, headers=headers, data=payload).json()
# logger.debug('To' + str(json_response[‘access_token']))
# Bearer_token --> json.dumps(json_response, indent=1)
logger.debug(‘Token retrieved...")
logger.debug(json_response[‘'access_token'])
zoom_token = json_response['access_token']
else:
if datetime.datetime.now().timestamp() - token_ttl > 3500:
token_ttl = datetime.datetime.now().timestamp()
zoom_token ="
update_token()
else:
return zoom token
# print(zoom_token)
return zoom_token

def update headers():
new_headers = {
'Authorization':
'‘Bearer {}'.format(update_token()),
‘content-type':
"application/json’,
}

logger.debug(*New headers...")
logger.debug(new_headers)
return new_headers

# B s s e S S S T 2 e e e

#* APl REQUEST List recordings of an account

#*  https://marketplace.zoom.us/docs/api-reference/zoom-api/ma/#operation/getAccountCloudRecording
#*  https://api.zoom.us/v2/users/{}/recordings?from={}&to={}&page_size=300&next_page_token=bbbbbb
#*  https://api.zoom.us/v2/users/

#* logger.info(user id.strip("\n"))

#

def setZoomApiRequest(query params):
global total_files_size all users
start_day = datetime.datetime.strptime(query params.start, "*%Y-%m-%d"")
end_day = datetime.datetime.strptime(query_params.end, ""%Y-%m-%d"")
# diff =end day - start day
# logger.debug("time diff --> " + str(diff.days))
# logger.debug(access_token)
filelist = []
next_p_token=""
for dt in rrule(MONTHLY, dtstart=start_day, until=end_day):
st = dt.strftime(*'%Y-%m-%d"")
en = (dt + datetime.timedelta(days=30)).strftime(*'%Y-%m-%d"")
if (dt + datetime.timedelta(days=30)) > end_day:
en = end_day.strftime("'%Y-%m-%d"")
logger.info(****** Time period ***** from ' +st+ " to ' + en)
total_files _size all users=0
headers1 = update_headers()
if query_params.user == "all":
users_count =0
while True:
urll = *https://api.zoom.us/v2/users/?page_size=30"
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if next_p_token !="";
urll +="?&next_page token="+ next_p_token
# the expiration time of the next_page_token is 15 minutes !!!
responsel = requests.get(urll, headers=headers1)
datal = responsel.json()
logger.debug(datal)
logger.debug(*"All users list - next p token ==>"" +(
datal['next_page token"] if (datal[*'next_page_token™]) else "NONE""))
logger.debug(**Total users in response ==> " + str(datal[""total_records'']))
for user in datal['users']:
logger.info(user[‘email‘])
users_count += 1
if user['email'] in query_params.skip_emails:
logger.debug(**Skipping email ==> ** + user['email'])
break
user_files_size=0
filelist = filelist + getAccountCloudRecordings(st, en, user['email'], query_params.action,
headersl)
# next p token = datal["next_page_token™]
# update next_page_token
next_p_token = datal[''next_page_token']
if next_p_token =="":
break
else:
if query_params.user in query_params.skip_emails:
logger.debug(**Skipping email ==> "* + query_params.user)
logger.debug(**One email and one skip ==> exit™)
sys.exit(2)
filelist = filelist + getAccountCloudRecordings(st, en, query_params.user, query_params.action, headers1)
users_count=1
logger.warning(""******* Summary from " +st+ 'to ' +en)
logger.warning(**Total users count --> ** + str(users_count))
logger.warning("*All Users Total files size --> " + size(total_files_size_all_users))
logger.warning(""**x*srrkrsdknn 4 1\
return filelist

def getAccountCloudRecordings(start d, end d, user, action, headers2):
# https://stackoverflow.com/questions/34503540/why-does-python-give-oserror-errno-36-file-name-too-long-for-
filename-short
global total_files_size all_users
url = "https://api.zoom.us/v2/users/{}/recordings?from={}&to={}&page_size=30".format(user, start_d, end_d)
# logger.info(url)
try:
response = requests.get(url, headers=headers2)
data = response.json()
logger.debug(data)
# logger.info(data)
logger.info("*Meetings find ** + str(data[""total _records™]))
logger.debug(*'Records for one user - next p token ==>""
+ ((data["next_page_token™]) if data[""'next_page_token''] else "NONE""))
files size=0
records =[] # list or json?
for meetings in data['meetings’]:
if ("recording_files" in meetings):
for recs in meetings[‘recording_files']:
logger.debug(*'id --> " + recs['id"] + " meeting_id --> """ + recs['meeting_id"] +
" file_type --> " + recs['file_type'] + ** file_size --> ** + str(recs['file_size']))
"one_record = [recs['id"], recs['meeting_id'], recs['file_type'], str(recs['file_size']),
recs['download_url']]""
files size += recs['file size']
# the ecryptfs layer imposes a limit of 143 characters to the filename length
TMP_NAME = meetings|[‘topic']
if len(TMP_NAME) > 110:
recoding_name = TMP_NAME[0:110] + " * + recs['recording_start'] + "." + recs['file_type']
logger.info(**Found record too long name --> ** + (meetings[‘topic']))
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logger.info(**Cutting to --> " + (TMP_NAME[0:110]))

else:
recoding_name = meetings[‘topic'] + * * + recs[‘'recording_start'] + "." + recs['file_type’]
logger.info(*'Found record --> " + (

recoding_name + ' * + size(recs['file_size']) if recoding_name else *"NONE"))

if action == "download":
downloadCloudRecording(recs['download url'], recoding_name)
#upload_to_gdrive_OAuth(re.sub(r'[*A-Za-z]+'," ', user))
upload to gdrive api v3(re.sub(r'[*A-Za-z]+'", " ', user))
#delAccountCloudRecording(recs['meeting_id'], recs['id"])

records.append(recoding_name)

else:
logger.debug(**No recording_files for ** + meetings[‘topic'] + **. Meetings uuid " + meetings['uuid'])

except HttpError as error:

logger.error(F'An error occurred: {error}’)

logger.info(**files size --> ** + size(files_size) +

(""" +user+ " from " +start d+"to'+end d+ " NOT NULL!" if (files_size > 0) else ""*") + " \n"")

total_files_size all_users += files_size
return records
# logger.debug(‘data ==>"', json.dumps(data, indent=1))

#***************************************************************************

#*
#*

DOWNLOAD AND DELETE RECORDING FROM ZOOM

https://developers.zoom.us/docs/guides/guides/managing-recordings/

#***************************************************************************

#*
#*
#*
#*
#*
#*
#*
#*
#*

Get meeting recordings*
https://marketplace.zoom.us/docs/api-reference/zoom-api/methods/#operation/recordingGet

APl REQUEST Delete a meeting recording file
https://marketplace.zoom.us/docs/api-reference/zoom-api/ma/#operation/recordingDeleteOne
DELETE /accounts/{accountld}/meetings/{meetingld}/recordings/{recordingld}
https://api.zoom.us/v2/accounts/{accountld}/meetings/{meetingld}/recordings/{recordingld}
Default: trash

response HTTP/1.1 204 No Content --> Meeting recording file deleted.

#

def downloadCloudRecording(download_link, file_name):
headers = {

"Authorization': ""Bearer " + update_token()

}

# Make a GET request to the API endpoint to download the recording
logger.info(file_name + * downloading...")

response = requests.get(download_link, headers=headers)

# file name need to sanitize

# Check if the response was successful (status code 200)

if response.status code == 200:

# Save the recording to a file
with open(PATH_TO_DOWNLOAD_DIR + file_name, ""wb") as f:
f.write(response.content)
logger.info(*{} downloaded successfully.".format(file_name))
else:
logger.error(*Failed to download {}. Error code:’.format(file_name), response.status_code)
sys.exit(2)

def delAccountCloudRecording(meetingld, recordingld):
logger.info(**"Moving to trash...")
logger.debug(*'recordingld {} meetingld {} **.format(recordingld, meetingld))
headers = {
'Authorization’: ‘Bearer {}'.format(update_token())
}
# If a UUID starts with "/" or contains "//" (example: "/ajXp112QmuoKj4854875=="),
# you must double encode the UUID before making an API request.
meetingld = urllib.parse.quote(meetingld, safe="")



recordingld = urllib.parse.quote(recordingld, safe="")
meetingld = urllib.parse.quote(meetingld, safe="")
recordingld = urllib.parse.quote(recordingld, safe="")
logger.debug(*'recordingld {} meetingld {} **.format(recordingld, meetingld))
url = "https://api.zoom.us/v2/meetings/{}/recordings/{}?action=trash’.format(meetingld, recordingld)
logger.debug(url)
response = requests.delete(url, headers=headers)
logger.debug(response)
if response.status code in (200, 204):
# Recording deleted Meeting recording file deleted
logger.info(*Moved to trash successfully." + "\n")
else:
logger.error('Failed to Delete. Error code:’, response.status_code)
return

# *hkkhkkhkkhkhkkkkhkkhkkhhkkkkkhkhkkhkhhkkhkkhkhkhkhkhkkkhkkhkhhhkhkhkhkhkkhkhkkhkhkkhkhkkhkhkkkhkhkhkhkhkkhkkhkhkhkhkhkkkhkkikikx

#* UPLOAD TO GDRIVE Drive API v2 OAuth

def gdrive_check_folder_OAuth(gdrive, user_folder_name):
# check or create
files=1]
page_token = None
query_string = "'q: '12waDsJhsnsiPjQplgKaEbe9RBEIiycj90" in parents and " \
"mimeType = "application/vnd.google-apps.folder'*

response = gdrive.ListFile({'q": """12waDsJhsnsiPjQplgKaEbe9RBEIycj90" in parents and trashed=false and

mimeType ="
""application/vnd.google-apps.folder''}).GetList()
logger.info("'Reading folders list in shared Drive ..."")
#logger.debug(response)
for rec in response:
# logger.debug('title: %s" % (rec['title']))
if rec['title"] == user_folder_name:
logger.info(user_folder_name + ** folder exist. This is good!"")
return rec['id"]
logger.info(user folder name + ** folder does not exist --> create it"")
HH A T T

"file_list = drive.ListFile(

{
g "} in parents and title=""{}'" and trashed=false".format(
parentld, myFileName
)
}
).GetList()"

R

newFolder = gdrive.CreateFile({ title’: user_folder name, "parents": [{"'kind": ""drive#fileLink"", ""id"": \
""12waDsJhsnsiPjQplgKaEbe9RBEIiycj90™'}], "'mimeType™: "application/vnd.google-apps.folder*})

newFolder.Upload()

logger.info("user_folder_created")

return newFolder.get(‘id")

def upload_to_gdrive_ OAuth(user):
"creds, _ = google.auth.default()
try:
# create drive api client
service = build(‘drive’, 'v3', credentials=creds)
gdrive_check_folder(service, user)

except HttpError as error:
logger.info(F'An error occurred: {error}’)
files = None™

#oauth2client Guide to Drive APl v2 _OAuth
gauth = GoogleAuth()
gauth.LocalWebserverAuth()
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drive = GoogleDrive(gauth) # Create GoogleDrive instance with authenticated GoogleAuth instance
# oauth2client
upl_folder_id = gdrive_check folder OAuth(drive, user) # return google folder ID
for file_to_upl in os.listdir(PATH_TO_DOWNLOAD_DIR):
f = os.path.join(PATH_TO_DOWNLOAD_DIR, file_to_upl)
if 0s.path.isfile(f):
try:
logger.info(str(file_to_upl) + * uploading...”)
upl_file = drive.CreateFile({ title": file_to_upl, 'parents": [{"id": upl_folder_id}]})
upl_file.SetContentFile(f)
upl_file.Upload()
logger.info(str(file_to_upl) + * uploaded successfully.")
except HttpError as error:
logger.error(F'An error occurred: {error}’)
else:
os.remove(f)

"*file_list = drive.ListFile({"q": """12waDsJhsnsiPjQplgKaEbe9RBEiycj90" in parents and
trashed=false’'}).GetList()
logger.info(*Upload to GDRIVE --> ' + user)
for filel in file_list:
logger.info('title: %s, id: %os, type: %s' % (filel['title'], filel['id"], filel['mimeType']))""

# shred disk
"'folder_id = "12waDsJhsnsiPjQplgKaEbe9RBEiycjo0"

# download path

filel = drive.CreateFile({""'mimeType™: ""text/csv", "parents™: [{"'kind"": ""drive#fileLink™, ""id"": folder_id}]})
filel.SetContentFile(*"test222.txt")

filel.Upload() # Upload the file.

logger.info('Created file %s with mimeType %s' % (filel['title'], filel['mimeType']))

file_list = drive.ListFile({"q": """12waDsJhsnsiPjQplgKaEbe9RBEIycj90" in parents and trashed=false"?}).GetL.ist()
pp = plogger.info.Prettylogger.infoer(indent=4)

plogger.info.pp(json.dumps(file_list, indent=1))"""

#***************************************************************************

#* UPLOAD TO GDRIVE Drive API v2 OAuth

#***************************************************************************

def upload to gdrive api v3(user):
# connection to the Drive API service_account_json_key
scope = ["https://www.googleapis.com/auth/drive’]
service_account_json_key = '/home/user/OneDrive-KHDU/z2g/my-project-16-10-2023-60fe78a7b6ef.json’
credentials = service_account.Credentials.from_service_account_file(
filename=service_account_json_key,
SCOPes=scope)
service = build("drive’, 'v3', credentials=credentials)
# connection to the Drive API service account json key
upl_folder_id = gdrive_check_folder_api_v3(service, user) # return google folder 1D
for file_to_upl in os.listdir(PATH_TO _DOWNLOAD DIR):
f = os.path.join(PATH_TO_DOWNLOAD_DIR, file_to_upl)
if os.path.isfile(f):
try:
logger.info(str(file_to_upl) + * uploading...”)
file_metadata = {
‘name": file_to_upl,
‘parents’: [upl_folder_id]

media = MediaFileUpload(f, resumable=True)
upl_file = service.files().create(body=file_metadata, media_body=media,supportsAllDrives=True,
fields="id").execute()
print(F'uploaded successfully File ID: *{upl_file.get(**id"")}"".")
logger.info("File ID: * + upl_file.get(*"id™))
logger.info(str(file_to_upl) + * uploaded successfully.")
except HttpError as error:
logger.error(F*An error occurred: {error}')



else:
os.remove(f)

def gdrive_check_folder_api_v3(gdrive_service, user_folder_name):
page_token = None
i=1
i=1
# Call the Drive v3 API
while True:
response = gdrive_service.files().list(
pageSize=1000,
supportsAllDrives=True,
includeltemsFromAlIDrives=True,
fields="nextPageToken, files(id,parents,name,mimeType)’,
g=""mimeType="application/vnd.google-apps.folder' and trashed=false and
'12waDsJhsnsiPjQplgKaEbe9RBEIycj90" in parents™,
pageToken=page_token
).execute()
# get the results
print(*'Reading folders list in shared Drive ..."")
#print("*** page =", 1)
#print(response)
for rec in response.get(‘files', []):
#print(rec)
#print("*** row num =", j)
if rec['name'] == user_folder_name:
print(user_folder_name + ** folder exist. This is good!")
return rec['id']

j+=1
page_token = response.get('nextPageToken', None)
i+=1
if page_token is None:

break

print(user_folder_name + ** folder does not exist --> create it")
folder_metadata = {
'name’": user_folder name,
'mimeType': "application/vnd.google-apps.folder",
‘parents’: [""12waDsJhsnsiPjQplgKaEbe9RBEiycj90™]

newFolder = gdrive_service.files().create(body=folder_metadata, fields="id", supportsAllDrives=True
).execute()

print(F'Folder ID: ""{newFolder.get(*'id"")}".")

logger.info(*Folder ID: * + newFolder.get(**id""))

return newFolder.get(‘id")

#
#* PARSE INPUT ARGUMENTS
#
def parse_args():
today = datetime.date.today().strftime(**%Y-%m-%d"")
first day of month = (datetime.datetime.today().replace(day=1)).strftime(**%Y-%m-%d"")
# one_month_ago = (date.today() - datetime.timedelta(days=30)).strftime("%Y-%m-%d")
# command line args
input_args = argparse.ArgumentParser(description="ZO0M cloud recordings processing.’,
epilog="KHDU 2023. Volodymyr Manziuk’,
formatter_class=argparse.ArgumentDefaultsHelpFormatter)
input_args.add_argument(*-u’, *--user”, default="volodymyr.manziuk@university.kherson.ua’,
help="username (email) - download this Zoom user\'s recordings")
# https://stackoverflow.com/questions/15753701/how-can-i-pass-a-list-as-a-command-line-argument-with-argparse
# list-as-a-command-line-argument-with-argparse
input_args.add_argument(*-k*, *--skip_emails®, nargs="*", default=[],
help="username (email) - skip this Zoom user\'s recordings"')
input_args.add_argument(*-a’, --action', choices=['view", ‘download'], default="view",
help="view/download")
input_args.add_argument(’-s', '--start’,




default=first_day of month, help="The start date to download recordings, yyyy-mm-dd")
input_args.add_argument('-e", "--end’,

default=today, help="The end date to which to download recordings, yyyy-mm-dd")
input_args.add_argument(‘-v*, *--log_level*, choices=['NOTSET", 'DEBUG’, 'INFO’, "WARNING', 'ERROR’,

'CRITICAL'],

default="DEBUG",

help="Logging Levels")
return input_args.parse_args()

#
#* CONFIRM MESSAGE
#
def confirm(message):
answer = None
while answer 1= ""y"":
answer = input(message + ** Are you sure? [y/n]: **).lower()
if answer ==""n"":
Sys.exit(2)

# kkhkkkkhkkkhkkhkkkkkkkhkhkkhkhkkhkkkhkhkkhhkhkkhkhkhkkhkhkkkhkkhkhkhkkhkhkkkkhkkhkhkhkhkhkhkkhkhkhkhkhkhkhkkhkhkkkhkkhkikkkkkk

#* MAIN

# kkhkkkkhkkhkkhkkkkkhkkhkhkkhkhkkkhkkkhkhkkhhkhkkhkhkhkkhkhkhkhkhkhkkhkhkkkhkkhkhkhkhhkhkkhkhkhkkhkkhkhkhkkhkhkkkhkkhkkikkhkkkx

def main():
params = parse_args()
logger.debug(params)
logger.setLevel(params.log_level)
logger.info(**User --> " + params.user)
logger.info(**Action --> " + params.action)
logger.info(""The start date --> " + params.start)
logger.info(*"The end date --> " + params.end)
logger.info("'Skip users --> " + str(params.skip_emails))
logger.info(*'Log level --> "* + params.log_level)
Iogger | nfo(' Thkkkhkkhkkhkhkhkkkhhhkkhkhkhkhhhkhhkhkihhhhhihixt ')
if params.action == "download":
confirm(*"All the parameters are correct?")
files = setZoomApiRequest(params)
"for nin files:
logger.info(n)

if _name__ ==' main_"
main()
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