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Koxkxna Hayka mparne MaKCHUMaJbHO BIOPAJIKYBATH BUKOPHUCTOBYBAHY
TEPMIHOJIOT110, BCTAHOBJIIOIOYH BIIMOBIAHICTh M1 CJIOBOM 1 TEPMIHOM, II00 JOCSATTH
MaKCHUMAaJIbHOI TOYHOCT1 M CTUCIIOCTI KOKHOTO TepMiHy. OfHaK MeBHI rajiy3i 3HaHb
3QIMIIAIOTECA  HegocTaTHbO BHBUeHMMH. XX Ta XXI cromiTra Bia3HadeH1
JIOKaJbHUMHU BliiHAMHU, TEPOPUCTUYHUMHU aKTaMH, OOpOTHOOI 3 MIKHAPOAHOIO
3JIOYMHHICTIO ¥ MOAISIMU, SIK1 IIUPOKO BUCBITJIIOBAIUCH AHTJIOMOBHOIO MPECOIO, IO
3anpoBajuia Oarato JekcuuHux Hoalii. [loctae HaranbHa moTpeda BimOOpaKEHHA
BIAIIOBITHUX IIOHATH AHTIIHMCHKOI — OIHIECID 3 HAWBAKIMBIIIUX MOB CBITOBOIL
cnuibHOTU. [l mpoOnema crtana 0COONMBO aKTyaJIbHOK 3 MOYATKOM POCIACHKO-
YKpaiHChKOi BifiHHU, aJ)Ke CTajl0 HEOOXIJIHMM BHUCBITJIIOBATH MPaBAWBI (DAKTU PO
no/iii Ha ()POHTI 32 KOPJIOHOM 1 B COLIIAJIbBHUX Mepekax. Takox Ciijl 3a3HAYUTH, 10
yepe3 BEJIMKY KUIbKICTh TEpeceseHIliB y €Bpori, BUKIMKaHYy BIHHOK, BUHUKIIA
norpeda BECTH [1aJloTW Ha BINCHKOBI TEMH, 3arajoM AaKTUBHO CHIJIKYyBaTHCS 3a
KOPJIOHOM, TOX 3’sIBUJIACsi HEOOXIJHICTh BUBYATH Ta aKTUBIZYBAaTH BIWCHKOBY
JIEKCHUKY CepeJl BUITYCKHUKIB Cy4aCHUX YHIBEPCUTETIB.

[IBuakuii po3BuTOK iHPopMariiHux TexHosorii (IT) B ocTaHHI poku MPU3BIB
70 CTBOPCHHS HAJ3BUYAHHO CKJIAQJHUX KOMIT'FOTEPHUX CHCTEM, SKI CTarOTh
IBUJIIIMMH, KOMMAKTHIIIMMHU Ta HAIIWHIIIUMU. Y I1[bOMY CEHCI BUKOPUCTAHHS
1H(hOpMAIIHHUX TEXHOJIOT1M 3MIHUIIO NEPEBIPEHI METOAN Ta KMHYJIO BUKIHMK CTAPUM
TpaaulisM. [HpopMallis K [MIHHUN CTpAaTETIYHUN pecypc CTae OUIbII BIUIMBOBOKO Y
BIMCHKOBIN cdepl B enoxy iHdopmalli, Tak camo gk J1oci Oynu poOoda cuia Ta
kamitag. PO3BUTOK HHMPPOBHX TEXHOJIOTIH, COLIAJIBHUX Mepexk, KibepOe3neku Ta
HOBITHIX METOJIB KOMYHIKaIlll CIPUYMHAE TOSIBY TEPMIHIB, 3alI03MYEHUX 13 cepu
iH(MOpMAIIIHHUX TEXHOJIOTIH, sIKI BIAOOpakaroTh cydacHi peanii Ta moTpedOu. Taka
JIEKCUKA CTa€ 1HCTPYMEHTOM JUIs TOYHILIOTO OMHMCY HOBHUX BHUJIB 3arpo3, TaKTHK 1
3ac001B BeJICHHS BIiTHU, 30KpeMa Yy KOHTEKCTI T1OpUIHUX BO€H 1 KibepkoHDiKTIB. IT
OyJ0 BBEJCHO Ta IHTETPOBAaHO B HaBYaJIbHI MpPOrpaMH BCIX HAMIMX IIKUT 1
HaBUYAJbHUX 3aKJaiB. 31 3pOCTAIOYOI0 MOMIMPEHICTIO TEPCOHATBHUX KOMM'IOTEPIB Y
JOMIBKax 1 TUM, L0 JeAajii OUIblIe JII0Jed MaroTh JOCTyN A0 [HTepHeTy, BOHHU
noyanu (GopMyBaTH Hall CHOCIO >KUTTS B TOMY, K MM CHIJIKYEMOCS, MPAIIOEMO,
3aiimaemocst 613HecoM ab0 HaBITh POOMMO MOKYIKH. Y pe3ybTaTi, MUTITAPUCTUUHUIN
JMCKYPC TIOTIOBHIOEThCS TEXHIYHUMHU TepMiHamMu, adpeBiaTypamu, HEOJIOTi3MaMH Ta
aHTIIIIM3MaMU, 10 CIPHUsE HOro ajamnTaiii 10 HOBUX YMOB BEJCHHS OOMOBUX MiH 1
3arpo3 B iHGOpMaIiHtHOMY MPOCTOPI.

[HHOBaIIIITHA BIMCHKOBA JIEKCHKA BIJOOpakKeHa HE JIMINE Yy CIeliaai30BaHuX
BHUJIaHHSAX, a i y 3ac00ax MacoBoi iHpopMallii, OpiIEHTOBAHUX HA IMUPOKY AYTUTOPIIO,
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TOXK CaM€ 3 HUX JIFOAW MOXYTh BHOKPEMHTH IIJIACT CY4YacHOi BIHCHKOBOI JIEKCHKH,
npodeciiiHi TepMiHM ToImio. ICHye aymKa, IO BHUBYECHHS BIHCBHKOBOI JIEKCHUKH
MOTPiOHE JIUIIE JIIOJIAM, SIK1 MPaLIOITh Y 11K cdepi. Ajie HaclpaB/i, BUBUCHHS TaKOl
JICKCUKA MOXKE TMO3WUTHBHO BIUIMHYTH Ha 3araJlbHUN TMPOIEC HABUAHHS 1 Ma€ Taki
OCHOBHI TIepeBar.

1.

Bilicbk0oBI BUKOPHCTOBYIOTh OaraTo crenuiyHuX apMIiHCBKUX TEPMIiHIB IS
CHUJIKYBaHHS OAMH 3 OJHUM. BUBUMBIIM X, MOKHA Kpallle pO3yMITH JItO/IeH
Ha CIIy>k01 Ta BUSBJISITH iM CBOIO TOBary.

barato  BilfiCbKOBMX TEpMiHIB MOXHa TOYYTH B HOBHHAaX Ta
Mefiapenopraxax, MOB'A3aHUX 3 OMepalisiMd, KOH(IIKTaMu, BifHAMH Ta
TCOMOTITUYHAMH TTOIIMHAI0 3HAHHS IT1€1 JICKCUKH JTO3BOJISE 3AIMINATHACS B
KypCl Ta JIETKO PO3YMITH Ba)XJIMBY 1H(OpMaIio.

BuBueHHST BIMCHKOBHX CJIIB 1 3HAUY€Hb € HEOOXIJTHHM, SKIIO BHU XOYETE
BCTYIUTH JI0 apMii a0 MparoBaTH B CyMXKHIM ramysi. [le Moxke monomortu
BaM MIATOTYBATHCS JIO HABYaHHS Ta 3pO3YMITH MOBY, IKa BUKOPUCTOBYETHCS
B OTOJIOLIEHHSX MPO poOOTY Ta Mmij yac criBOeci.

JIist THX, XTO BUBYA€E aHTIINACHKY, OCBOEHHS HOBUX CHEIU(MIYHUX CIIB —
YyJOBUU CMOCIO PO3MIMPUTH CIIOBHUKOBHH 3amac 1 30araTuTu 3arajibHi
3HaHHSA. YuM Ouiablie 3HAHb Yy TIEBHIM Traiy3l, TUM BIIEBHEHIIIE BU
MOYyBaTUMETECS ITiJ1 Yac BUIMAJAKOBHUX PO3MOB [2].

[{ux 4oTHPBOX MepeBar JOCTATHHO ISl TOrO, OO PO3MVISIHYTH HOBI MOLIMPEHI
MUTITAPUCTUYHI JICKCUYHI HOBOYTBOPEHHS:

1.

Cyber Warfare [3] — (xiOepBiiiHa) Ii¢ BHUKOPHCTAHHS KOMITFOTEPHHUX
TEXHOJIOTI JyIsi BeJeHHS OoHoBUX il abo BTpydaHHs y poOOTy
KOMIT'FOTEPHUX MEpEX CynpoTHUBHUKA. KiOepBiliHa MOKe BKIIIOYATH 3JI0M,
LIINUTYHCTBO, KiOepaTaku Ha KpUTUYHY 1H(QPAcCTpyKTypy Ta HaBiTh
nesindopmariiro yepe3 [HTepHeT.

DDoS (Distributed Denial of Service) Attack [3] — araka Tumy "BigmoBa B
oOcnmyroByBaHHI" — 1€ THN KiOepaTaku, IPH SKiIM BEJIMKA KUIbKICTh 3alUTIB
OJIHOYACHO HAJIXOJIUTh Ha CepBep, MO0 MEePEeBAHTAKUTU KOTO 1 3pOOUTH
HEJOCTYIIHUM JJI1 1HIIMX KOPUCTyBaudiB. Takui TUI aTak dYacTo
BUKOPUCTOBYETBCS Yy BIMCHKOBUX Ta TEOMOJITHUYHUX KOHQIIIKTAX s
nectabimizanii iHpopMaIiiHUX CUCTEM CYNPOTHUBHUKA.

Phishing [3] (¢immHr) — 1me kidepiiaxpaicTBo, MpU SIKOMY 3JOBMHCHUKH
HaMararoTbCsd OTpUMATHU KOH(IIEHLIMHY 1H(pOpMAIlil0, TaKy SK Hapoji 4u
(iHaHCOBI JaHl, BUKOPUCTOBYIOUYM (DaJIbIIMBI E€JIEKTPOHHI JHUCTH YU
BeOcaiiTu. lle momynsipHuit mMeTon KiGeppo3Biaku Ta 300py iHbopmarii y
BIMCHKOBHX OIEpallisx.

Encryption [3] (mmdpyBaHHsS)— e mpouec KOAyBaHHS NAHUX JUIS 3aXHCTY
Bl HECAHKI[IOHOBAaHOTO JOCTymy. Y BIHCBKOBIM cmpaBl mudpyBaHHS
BUKOPHUCTOBYIOTh [UIsl Tepenadi cekpeTHoi iHdopmarii, mol 3aXHUCTUTH
KOMYHIKaIii BiJ] CyTPOTUBHUKA.

Zero-Day Exploit [3] (mapamokc HyJbOBOTO JHS) — II€ BPa3IUBICTh Yy
nporpaMHOMYy 3a0e3leueHHi, Ipo 5Ky PO3pOOHUKHU IE HE 3HAIOTh abo HE
BUITYCTUJIM OHOBJICHHsS. BiliCbKOBI Ta pO3BiAyBajbHI Oprasizaiiii MOXYTb
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BUKOPUCTOBYBaTH Taki Bpa3lIMBOCTI s KiOepaTak, OCKUIbKHA IIJIbOBI
CUCTEMH HE TOTOBI J0 3aXHUCTY.

6. Firewall [3] (mepexeBuii exkpaH) — 1Iie¢ IIporpaMHe abo amaparHe
3a0e3ne4eHHs, sKe OJOKye HECaHKIIOHOBAaHUW JOCTYH 10 KOMITHOTEPHOI
MEpEexi, 3aXUINA0UM JaHi BiJ aTak. BUKOpHUCTaHHA MEpPEXKEBOTO €KpaHy y
BIMCHKOBUX ONEpaIlisiX € KPUTUYHO BAXJIMBUM JJIS 3aXUCTy BIHCHKOBHX
Mepex 1 iHpopMmartii.

7. Malware [3] (mkimmBe mporpaMHe 3a0e3IeUeHHs) — I MPOrpaMHUIN KO/,
CTBOPCHHI ISl TIOIIKO/DKEHHS KOMIT'IOTEPHUX CHUCTeM a00 BUKpAICHHS
nanux. [lxigmise [13 Moke BKITIOUaTH BipyCH, TPOSHU, IPOTPAMHU-IIIITUTYHH,
K1 MOXYTb BUKOPUCTOBYBATHUCH JJISl PO3BIAKH a00 TUBEPCIi.

Ili TepMiHM CTajdM YAaCTHMHOIO HE JIMIIE BIMCHKOBOI, a ¥ 3arajbHOI JICKCHKH,

OCKUJIbKH Ki0epOe3neka 1 Ki0epBiiiHa € BaXKJIMBUMHU B Cy4aCHOMY IIU()POBOMY CBITI.

['onoBHUI BUCHOBOK 3 BHUIIIECKA3aHOIO IMOJSTA€ B TOMY, IO MU JieJaii OuTbIie

MOKJIa/Ia€EMOCS Ha KOMITFOTEPHI Mepexki g nepeaadi HeooximaHoi iHdopmarii. Taka
3aJIEKHICTh CTBOPIOE BPA3JIMBI MICIISl, OCKIIBKM BCE OLIbIINE HaIIOi BIHCHKOBOI
1H(paCTPYKTYpU CTa€ aBTOMATU30BAaHOIO Ta B3a€MONOB’si3aHOI0. bynb-sika crpoba
BUKOPHUCTATH 1l BPA3JIMBOCTI Ta HalIl 3yCHJUIS MIOJ0 3aXMCTy HAIIOi CEKPETHOI
BiiCbKOBOi 1H(OpMaIlii, B KIHIIEBOMY MiJACYMKY, IpPHU3BEIM HAC JO KOHIIEMIIi
1H(MOopMaIIiHOT BIAHU.
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bpexHs K KOMIIOHEHT KOMYHIKaIlii, 3a JOIMIOMOTOI SKOTO JIFOJHM BIUTUBAIOTh
OIMH Ha OJHOTO, HE3MIHHO 3aJ0BOJILHSE BJIACHI MOTPEeOM y MpoIeci B3aeMOii.
BbpexHst Takox MOXe pO3TIsaaTHCS K 3aci0 3MIHU 1HIMBITyalbHOT MOBEIIHKH.

bpexns — 1me ocoOnmMBa KOTHITMBHA [IsUTbHICTH, SKa BHUMAara€ akTHUBI3aIlii
MUCJICHHS, YSIBH, TIaM STl Ta yBaru.
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